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DEBTOR AND CREDITOR
RELATIONSHIP

CHAPTER 142

HOUSE BILL NO. 1127

(Industry, Business and Labor Committee)
(At the request of the Department of Financial Institutions)

AN ACT to create and enact chapter 13-01.2 of the North Dakota Century Code,
relating to the financial institution data security program; and to amend and
reenact sections 6-01-04.1 and 6-01-04.2, subsection 7 of section 6-03-02,
sections 13-04.1-01.1, 13-04.1-11.1, 13-05-07.1, 13-08-10, 13-08-11.1, and
13-09.1-14, subsection 3 of section 13-09.1-17, sections 13-09.1-38 and
13-10-05, subsection 1 of section 13-11-10, section 13-12-19, subsections 6, 21,
and 22 of section 13-13-01, and sections 13-13-04 and 13-13-18 of the North
Dakota Century Code, relating to the department of financial institutions, financial
institutions, response to department requests, renewal of licenses, orders to
cease and desist, issuance of licenses, revocation of licenses, and exemptions
from licenses.

BE IT ENACTED BY THE LEGISLATIVE ASSEMBLY OF NORTH DAKOTA:

SECTION 1. AMENDMENT. Section 6-01-04.1 of the North Dakota Century Code
is amended and reenacted as follows:

6-01-04.1. Removal of officers, directors, and employees of financial
corporations or institutions.

1. The department of financial institutions or the board may issue, upon any
current or former officer, director, or employee of a financial corporation,
financial institution, or credit union subject to its jurisdiction and upon a
financial corporation, financial institution, or credit union involved, an order
stating:

a. That the current or former officer, director, or employee is engaging, or has
engaged, in any of the following conduct:

(1) Violating any law, regulation, board order, or written agreement with
the board.

(2) Engaging or participating in any unsafe or unsound practice.

(3) Performing any act of commission or omission or practice which is a
breach of trust or a breach of fiduciary duty.

b. The term of the suspension or removal from employment and participation
within the conduct of the affairs of a financial corporation, financial
institution, credit union, or any other entity licensed by the department of
financial institutions.
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The order must contain a notice of opportunity for hearing pursuant to chapter
28-32. The date for the hearing must be set not less than thirty days after the
date the complaint is served upon the current or former officer, director, or
employee of a financial corporation, financial institution, credit union, or any
other entity licensed by the department of financial institutions. The current or
former officer, director, or employee may waive the thirty-day notice
requirement.

If no hearing is requested within twenty days of the date the order is served
upon the current or former officer, director, or employee, the order is final. If a
hearing is held and the board finds that the record so warrants, it may enter a
final order. The final order suspendlng or removing the current or former

ofﬂcer director, or employee is flnal Ih&euﬁem—er—fe#mepe#lee%ev;empleyee

A contested or default suspension or removal order is effective immediately
upon issuance on the current or former officer, director, or employee and upon
a financial corporation, financial institution, or credit union. A consent order is
effective as agreed.

Any current or former officer, director, or employee suspended or removed
from any position pursuant to this section is not eligible, while under
suspension or removal, to be employed or otherwise participate in the affairs
of any financial corporation, financial institution, or credit union or any other
entity licensed by the department of financial institutions until the suspension
or removal is terminated by the department of financial institutions or board.

When any current or former officer, director, employee, or other person
participating in the conduct of the affairs of a financial corporation, financial
institution, or credit union is charged with a felony in state or federal court,
involving dishonesty or breach of trust, the commissioner may immediately
suspend the person from office or prohibit the person from any further
participation in a financial corporation's, financial institution's, or credit union's
affairs. The order is effective immediately upon issuance of the order on a
financial corporation, financial institution, or credit union and the person
charged, and remains in effect until the criminal charge is finally disposed of or
until modified by the board. If a judgment of conviction, a federal pretrial
diversion, conviction or agreement to plea to lesser charges, or similar state
order or judgment is entered, the board or commissioner may order that the
suspension or prohibition be made permanent. A finding of not guilty or other
disposition of the charge does not preclude the commissioner or the board
from pursuing administrative or civil remedies.

The commissioner or board may issue upon a current or former officer,
director, employee, or other person participating in the conduct of the affairs of
a_financial corporation, financial institution, or credit union an order
permanently suspending and prohibiting the person from participation in a
financial corporation's, financial institution's, or credit union's affairs if
convicted of any charge involving dishonesty or breach of trust in state or
federal court. The suspension or removal order is effective immediately upon
issuance on the current or former officer, director, or employee and upon a
financial corporation, financial institution, or credit union.
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SECTION 2. AMENDMENT. Section 6-01-04.2 of the North Dakota Century Code
is amended and reenacted as follows:

6-01-04.2. Cease and desist orders.

1. The department of financial institutions or the board may issue and serve
upon a financial corporation, financial institution, or credit union subject to its
jurisdiction a complaint stating the factual basis for the department's or board's
belief that the financial corporation, financial institution, or credit union is
engaging in any of the following conduct:

a. An unsafe or unsound practice.
b. Aviolation in the past or on a continuing basis of any law, regulation, beard

order, or written agreement entered into with the board or department of
financial institutions.

2. The complaint must contain a notice of opportunity for hearing pursuant to
chapter 28-32. The date for the hearing must be set not less than thirty days
after the date the complaint is served upon the financial corporation, financial
institution, or credit union. The financial corporation, financial institution, or
credit union may waive the thirty-day notice requirement.

3. If the financial corporation, financial institution, or credit union fails to respond
to the complaint within twenty days of its service, or if a hearing is held and
the board concludes that the record so warrants, the board may enter an order
directing the financial corporation, financial institution, or credit union to cease
and desist from engaging in the conduct which was the subject of the
complaint and hearing and to take corrective action.

4. The commissioner or the board may enter an emergency, temporary cease
and desist order if the commissioner or the board finds the conduct described
in the complaint is likely to cause insolvency, substantial dissipation of assets,
earnings, or capital of the financial corporation, financial institution, or credit
union, or substantial prejudice to the depositors, shareholders, members, or
creditors of the financial corporation, financial institution, or credit union. An
emergency, temporary cease and desist order is effective immediately upon
service on the financial corporation, financial institution, or credit union and
remains in effect for no longer than sixty days or until the conclusion of
permanent cease and desist proceedings pursuant to this section, whichever
is sooner. An emergency, temporary cease and desist order may be issued
without an opportunity for hearing. A bank or credit union may request a
hearing before the state banking board or state credit union board within ten
days of the order to review the factual basis used to issue the emergency,
temporary cease and desist order. The decision made by the board during this
hearing will be final. If a hearing is not requested, the initial decision of the
commissioner or board will be final.

47 SECTION 3. AMENDMENT. Subsection 7 of section 6-03-02 of the North Dakota
Century Code is amended and reenacted as follows:

7. Exercise, as determined by the board or commissioner by order or rule, all the
incidental powers as are necessary to carry on the business of banking,

47 Section 6-03-02 was also amended by section6 of House Bill No. 1507,
chapter 96.
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including discounting and negotiating promissory notes, bills of exchange,
drafts, and other evidences of debt; receiving deposits; buying and selling
exchange, coin, and bullion; loaning money upon real or personal security, or
both; soliciting and receiving deposits in the nature of custodial accounts for
the purpose of health savings or similar health care cost funding accounts,
retirement fund contracts, or pension programs, and such custodial accounts
are exempt from chapter 6-05; and providing services to its customers
involving electronic transfer of funds to the same extent that other financial
institutions chartered and regulated by an agency of the federal government
are permitted to provide those services within this state. A bank that provides
electronic funds transfer equipment and service to its customers, at premises
separate from its main banking house or duly authorized facility approved by
the state banking board, must make the equipment and service available for
use by customers of any other bank upon the request of the other bank to
share its use and the agreement of the other bank to share pro rata all costs
incurred in connection with its installation and operation, and the electronic
operations are not deemed to be the establishment of a branch, nor of a
separate facility. The electronic operations at premises separate from its
banking house or duly authorized facility must be considered a customer
electronic funds transfer center and may be established subject to rules that
the state banking board adopts.

SECTION 4. Chapter 13-01.2 of the North Dakota Century Code is created and
enacted as follows:

13-01.2-01. Definitions.

For purposes of this chapter, the following definitions shall apply:

1.

2.

3.

"Authorized user" means any employee, contractor, agent, or other person
who:

a. Participates in a financial corporation's business operations; and

b. Is authorized to access and use any of the financial corporation's
information systems and data.

"Commissioner" means the commissioner of the department of financial
institutions.

"Consumer":

a. Means an individual, or that individual's legal representative, who applies
for or has obtained a financial product or service from a financial
corporation which is to be used primarily for personal, family, or household
purposes. A consumer includes an individual who:

(1) Applies to a financial corporation for credit for personal, family, or
household purposes, regardless of whether the credit is extended.

(2) Provides nonpublic personal information to a financial corporation to
obtain a determination about whether the applicant may qualify for a
loan to be used primarily for personal, family, or household purposes,
regardless of whether the loan is extended.
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(3) Provides nonpublic personal information to a financial corporation in
connection with obtaining or seeking to obtain financial, investment, or
economic advisory services, regardless of whether the financial
corporation establishes a continuing advisory relationship.

(4) Has a loan for personal, family, or household purposes in which the
financial corporation has ownership or servicing rights, even if the
financial corporation or one or more other corporations that hold
ownership or servicing rights in conjunction with the financial
corporation hires an agent to collect on the loan.

b. Does not include an individual who:

(1) Uses a different financial corporation or financial institution to act solely
as an agent for, or provide processing or other services to, the
individual financial corporation or financial institution.

(2) Designates a financial corporation solely for the purposes to act as
trustee for a trust.

(3) Is_a beneficiary of a trust for which the financial corporation is a
trustee.

(4) Is a participant or a beneficiary of an employee benefit plan that the
financial corporation sponsors or for which the financial corporation
acts as a trustee or fiduciary.

4. "Continuing relationship":

a. Means a situation in which a consumer:

(1) Has a credit or investment account with a financial corporation;

(2) Obtains a loan from a financial corporation;

(3) Purchases an insurance product from a financial corporation;

(4) Holds an investment product through a financial corporation, including
when a financial corporation acts as a custodian for securities or for
assets in an individual retirement arrangement;

(5) Enters into an agreement or understanding with a financial corporation
in which the financial corporation undertakes to arrange or broker a
home mortgage loan, or credit to purchase a vehicle, for the consumer;

(6) Enters into a lease of personal property on a nonoperating basis with a
financial corporation;

(7) Obtains financial, investment, or economic advisory services from a
financial corporation for a fee;

(8) Becomes a financial corporation's client for the purpose of obtaining
tax_preparation or credit counseling services from the financial

corporation;

(9) Obtains career counseling while:
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(a) Seeking employment with a financial corporation or the finance,
accounting, or audit department of any company:; or

(b) Employed by a financial corporation or department of any
company;

(10) Is obligated on an account that a financial corporation purchases from
another financial corporation, regardless of whether the account is in
default when purchased, unless the financial corporation does not
locate the consumer or attempt to collect any amount from the
consumer on the account;

(11) Obtains real estate settlement services from a financial corporation; or

(12) Has a loan for which a financial corporation owns the servicing rights.

b. Does not include a situation in which:

(1) The consumer obtains a financial product or service from a financial
corporation only in isolated transactions, including:

(a) Afinancial corporation's automated teller machine to withdraw cash
from an account at another financial institution;

(b) Purchasing a money order from a financial corporation;

(c) Cashing a check with a financial corporation; or

(d) Making a wire transfer through a financial corporation;

(2) A financial corporation sells the consumer's loan and does not retain
the rights to service that loan;

(3) A financial corporation sells the consumer an airline ticket, travel
insurance, or a traveler's check in isolated transactions;

(4) The consumer obtains one-time personal or real property appraisal
services from a financial corporation; or

(5) The consumer purchases checks for a personal checking account from
a financial corporation.

"Customer" means a consumer who has a customer relationship with a
financial corporation.

"Customer information" means any record containing nonpublic personal
information about a customer of a financial corporation, whether in paper,
electronic, or other form, which is handled or maintained by or on behalf of the
financial corporation or the financial corporation's affiliates.

"Customer relationship” means a continuing relationship between a consumer
and a financial corporation under which the financial corporation provides one
or more financial products or services to the consumer that are used primarily
for personal, family, or household purposes.
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"Encryption" means the transformation of data into a form that results in a low
probability of assigning meaning without the use of a protective process or
key, consistent with current cryptographic standards and accompanied by
appropriate safeguards for cryptographic key material.

"Financial corporation" means all entities regulated by the department of
financial institutions, excluding financial institutions and credit unions.

"Financial institution" means any bank, industrial loan company, or savings
and loan association organized under the laws of this state or of the United
States.

"Financial product or service" means any product or service that a financial
holding company could offer by engaging in a financial activity under the
federal Bank Holding Company Act of 1956 [12 U.S.C. 1843 section 4(k)]. The
term includes a financial corporation's evaluation or brokerage of information
that a financial corporation collects in connection with a request or an
application from a consumer for a financial product or service.

"Information security program" means the administrative, technical, or physical
safeguards a financial corporation uses to access, collect, distribute, process,
protect, store, use, transmit, dispose of, or otherwise handle customer
information.

"Information system" means a discrete set of electronic information resources
organized for the collection, processing, maintenance, use, sharing,
dissemination, or disposition of electronic information, as well as any
specialized system, including industrial process controls systems, telephone
switching and private branch exchange systems, and environmental controls
systems that contain customer information or that is connected to a system
that contains customer information.

"Multifactor authentication” means authentication through verification of at
least two of the following types of authentication factors:

a. Knowledge factors, including a password;

b. Possession factors, including a token; or

c. Inherence factors, including biometric characteristics.

"Nonpublic personal information":

a. Means:

(1) Personally identifiable financial information; and

(2) Any list, description, or other grouping of consumers, including publicly
available information pertaining to the consumers that is derived using
personally identifiable financial information that is not publicly
available, including account numbers.

b. Does not include:
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(1) Publicly available information, except as included on a list described in
paragraph 2 of subdivision a;

(2) Any list, description, or other grouping of consumers, including publicly
available information pertaining to the consumers that is derived
without using any personally identifiable financial information that is not
publicly available; or

(3) Any list of individuals' names and addresses that contains only publicly
available information, is not derived, in whole or in part, using
personally identifiable financial information that is not publicly
available, and is not disclosed in a manner that indicates that any
individual on the list is the financial corporation's consumer.

16. "Notification event" means the acquisition of unencrypted customer
information without the authorization of the individual to which the information
pertains. Customer information is considered unencrypted for purposes of this
subsection if the encryption key was accessed by an unauthorized person.
Unauthorized acquisition is presumed to include unauthorized access to
unencrypted customer information unless the financial corporation has reliable
evidence showing there has not been, or could not reasonably have been,
unauthorized acquisition of customer information.

17. "Penetration testing" means a test methodology in which assessors attempt to
circumvent or defeat the security features of an information system by
attempting to penetrate databases or controls from outside or inside a
financial corporation's information systems.

18. "Personally identifiable financial information":

a. Means any information:

(1) A consumer provides to a financial corporation to obtain a financial
product or service;

(2) About a consumer resulting from any transaction involving a financial
product or service between a financial corporation and a consumer; or

(3) A financial corporation otherwise obtains about a consumer in
connection with providing a financial product or service to that
consumer.

b. Includes:

(1) Information a consumer provides to a financial corporation on an
application to obtain a loan, credit card, or other financial product or
service;

(2) Account balance information, payment history, overdraft history, and
credit or debit card purchase information;

(3) An individual that is or has been a financial corporation's customer or
has obtained a financial product or service from the financial

corporation;
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(4) Any_information about a financial corporation's consumer if it is
disclosed in a manner that indicates the individual is or has been a
financial corporation's consumer;

(5) Any information a consumer provides to a financial corporation or
which a financial corporation or a financial corporation's agent
otherwise obtains in connection with collecting on, or servicing, a credit
account;

(6) Any information a financial corporation collects through an information
collecting device from a web server; and

(7) Information from a consumer report.

c. Does not include:

(1) A list of names and addresses of customers of an entity that is not a
financial corporation; and

(2) Information that does not identify a consumer, such as aggregate
information or blind data that does not contain personal identifiers such
as account numbers, names, or addresses.

19. a. "Publicly available information":

(1) Means any information that a financial corporation has a reasonable
basis to believe is lawfully made available to the general public from:

(a) Federal, state, or local government records;

(b) Widely distributed media; or

(c) Disclosures to the general public which are required under federal,
state, or local law.

(2) Includes information:

(a) In government real estate records and security interest filings; or

(b) From widely distributed media, a telephone book, a television or
radio program, a newspaper, or a website that is available to the
general public on an unrestricted basis. A website is not restricted
because an internet service provider or a site operator requires a
fee or a password, provided access is available to the general

public.

b. For purposes of this subsection, a financial corporation has a reasonable
basis to believe information is lawfully made available to the general public
if the financial corporation has taken steps to determine:

(1) The information is of the type available to the general public; and

(2) Whether an individual can direct that the information not be made
available to the general public and, if so, that the financial corporation's
consumer _has not done so. A financial corporation has a reasonable
basis to believe mortgage information is lawfully made available to the
general public if the financial corporation determines the information is
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of the type included on the public record in the jurisdiction where the
mortgage is recorded. A financial corporation has a reasonable basis
to believe an individual's telephone number is lawfully made available
to the general public if the financial corporation has located the
telephone number in the telephone book or the consumer has
informed the financial corporation the telephone number is not
unlisted.

20. "Qualified individual" means the individual designated by a financial institution
to oversee, implement, and enforce the financial institution's information

security program.

21. "Security event" means an event resulting in unauthorized access to, or
disruption or misuse of:

a. An information system or information stored on an information system; or

b. Customer information held in physical form.

22. "Service provider" means any person or entity that receives, maintains,
processes, or otherwise is permitted access to customer information through
its provision of services directly to a financial corporation that is subject to this

chapter.

13-01.2-02. Standards for safeguarding customer information.

1. A financial corporation shall develop, implement, and maintain a
comprehensive information security program.

2. The information security program must:

a. Be written in one or more readily accessible parts; and

b. Maintain administrative, technical, and physical safeguards that are
appropriate to the financial corporation's size and complexity, the nature
and scope of the financial corporation's activities, and the sensitivity of any
customer information at issue.

3. The financial corporation shall develop a security program that:

Ensures the security and confidentiality of customer information;

|©

b. Protects against any anticipated threats or hazards to the security or
integrity of such information; and

Protects against unauthorized access to or use of such information that
could result in substantial harm or inconvenience to any customer.

34

13-01.2-03. Elements of a security program.

1. A financial corporation's information security program must denote a
designation of a qualified individual responsible for overseeing and
implementing the financial corporation's information security program and
enforcing the financial corporation's information security program. The
qualified individual may be employed by the financial corporation, an affiliate,
or a service provider.
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If a financial corporation designates an individual employed by an affiliate or
service provider as the qualified individual, the financial corporation shall:

a. Retain responsibility for compliance with this chapter:;

b. Designate a senior member of the financial corporation's personnel to be
responsible for directing and overseeing the qualified individual; and

c. Require the service provider or affiliate to maintain an information security

program that protects the financial corporation in accordance with the
requirements of this chapter.

A financial corporation shall base the financial corporation's information
security program on a risk assessment that:

a. ldentifies reasonably foreseeable internal and external risks to the security,
confidentiality, and integrity of customer information that could result in the
unauthorized disclosure, misuse, alteration, destruction or other
compromise of customer information;

b. Assesses the sufficiency of any safeguards in place to control the risks in
subdivision a; and
c. Includes additional periodic risk assessments that:

(1) Re-examine the reasonably foreseeable internal and external risks to
the security, confidentiality, and integrity of customer information that
could result in the unauthorized disclosure, misuse, alteration,
destruction or other compromise of such information; and

(2) Reassess the sufficiency of any safeguards in place to control these
risks.

The risk assessment must be in writing and include:

a. Criteria to evaluate and categorize identified security risks or threats the
financial corporation faces;

b. Criteria for the assessment of the confidentiality, integrity, and availability
of the financial corporation's information systems and customer
information, including the adequacy of the existing controls in the context
of the identified risks or threats the financial corporation faces; and

Requirements describing how:

[©

(1) Identified risks will be mitigated or accepted based on the risk
assessment; and

(2) The information security program will address the risks.

A financial corporation shall design and implement safeguards to control the
risks the financial corporation identifies through the risk assessment in
subsection 4, which include:

a. Implementing and periodically reviewing access controls, including
technical and as appropriate, physical controls to:
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(1) Authenticate and permit access only to authorized users to protect
against the unauthorized acquisition of customer information; and

(2) Limit an authorized user's access to only customer information the
authorized user needs to perform the authorized user's duties and
functions, or in the case of a customer, to access the customer's own
information.

Identifying and managing data, personnel, devices, systems, and facilities
that enable the financial corporation to achieve business purposes in
accordance with the business purpose's relative importance to business
objectives and the financial corporation's risk strategy.

Protecting by encryption all customer information held or transmitted by
the financial corporation both in transit over external networks and at rest.
To the extent a financial corporation determines that encryption of
customer information, either in transit over external networks or at rest, is
infeasible, the financial corporation may secure customer information
using effective alternative compensating controls reviewed and approved
by the financial corporation's qualified individual.

Adopting _secure development practices for in-house developed
applications utilized by the financial corporation for transmitting, accessing,
or storing customer information and procedures for evaluating, assessing,
or testing the security of externally developed applications the financial
corporation utilizes to transmit, access, or store customer information.

Implementing multifactor authentication for any individual accessing any
information system, unless the financial corporation's qualified individual
has approved in writing the use of a reasonably equivalent or more secure
access control.

Developing, implementing, and maintaining procedures to securely
dispose of customer information, in any format, no later than two years
after the last date the information is used in connection with providing a
product or service to the customer which it relates, unless:

(1) The information is necessary for business operations or for other
legitimate business purposes;

(2) Is otherwise required to be retained by law or regulation; or

(3) Where targeted disposal is not reasonably feasible due to the manner
in which the information is maintained.

Periodically reviewing the financial corporation's data retention policy to
minimize unnecessary retention of data.

Adopting procedures for change management.

Implementing policies, procedures and controls designed to:

(1) Monitor and log the activity of authorized users; and
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(2) Detect unauthorized access to, use of, or tampering with customer
information by authorized users.

6. a. A financial corporation shall regularly test or otherwise monitor the
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effectiveness of the safeguards' key controls, systems, and procedures,
including the controls, systems, and procedures to detect actual and
attempted attacks on, or intrusions into, information systems.

Information systems monitoring and testing must include continuous
monitoring or periodic penetration testing, and vulnerability assessments.
Without effective continuous monitoring or other systems to detect, on an
ongoing basis, changes in information systems that may create
vulnerabilities, a financial corporation shall conduct:

(1) Annual penetration testing of the financial corporation's information
systems based on relevant identified risks in accordance with the risk
assessment; and

(2) Vulnerability assessments, including systemic scans or_information
systems reviews that are reasonably designed to identify publicly
known security vulnerabilities in the financial corporation's information
systems based on the risk assessment, at least every six months;
whenever there are material changes to the financial corporation's
operations or business arrangements; and whenever there are
circumstances the financial corporation knows or has reason to know
may have a material impact on the financial corporation's information

security program.

A financial corporation shall implement policies and procedures to ensure the

financial corporation's personnel are able to enact the financial corporation's

information security program by:

a.

=
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Providing the financial corporation's personnel with security awareness
training that is updated as necessary to reflect risks identified by the risk
assessment;

Utilizing qualified information security personnel employed by the financial
corporation or an affiliate or service provider sufficient to manage the
financial corporation's information security risks and to perform or oversee
the information security program;

Providing information security personnel with security updates and training
sufficient to address relevant security risks; and

Verifying that key information security personnel take steps to maintain
current _knowledge of changing information security threats and
countermeasures.

A financial corporation shall oversee service providers by:

a.

b.

Taking reasonable steps to select and retain service providers capable of
maintaining appropriate safeqguards for customer information;

Requiring, by contract, the financial corporation's service providers
implement and maintain appropriate safeguards; and
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c. Periodically assessing the financial corporation's service providers based
on the risk they present, and the continued adequacy of the service
providers' safeguards.

A financial corporation shall evaluate and adjust the financial corporation's
information security program by incorporating:

a. The results of the testing and monitoring required under subsection 5:

b. Any material changes to the financial corporation's operations or business
arrangements;

c. The results of risk assessments performed under subsection 3; or

d. Any other circumstances that the financial corporation knows or has
reason to know may have a material impact on the financial corporation's
information security program.

A financial corporation shall establish a written incident response plan
designed to promptly respond to, and recover from, any security event
materially affecting the confidentiality, integrity, or availability of customer
information the financial corporation controls. The plan must address:

a. The goals of the incident response plan;

b. The internal processes for responding to a security event;

c. Clear roles, responsibilities, and levels of decisionmaking authority:;

d. External and internal communications and information sharing;

e. Requirements for the remediation of any identified weaknesses in
information systems and associated controls;

f. Documentation and reporting regarding security events and related

incident response activities; and

g. The evaluation and revision of the incident response plan, as necessary,
after a security event.

A financial corporation shall require the financial corporation's qualified
individual to report in writing, at least annually, to the financial corporation's
board of directors or equivalent governing body. If no board of directors or
equivalent governing body exists, the report shall be timely presented to a
senior officer responsible for the financial corporation's information security
program. The report must include:

a. The overall status of the information security program, and the financial
corporation's compliance with this chapter and associated rules; and

b. Material matters related to the information security program, addressing
issues including risk assessment, risk management and control decisions,
service provider arrangements, results of testing, security events or
violations and management's responses thereto, and recommendations
for changes in the information security program.
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12. a. A financial corporation shall notify the commissioner about notification
events.

b. After discovery of a notification event described in subdivision c, if the
notification event involves the information of at least five hundred
consumers, the financial corporation shall notify the commissioner as soon
as possible, and no later than forty-five days after the event is discovered.
The notice must be made in a format specified by the commissioner and
include:

(1) The _name and contact information of the reporting financial
corporation;

(2) A description of the types of information involved in the notification
event;

(3) The date or date range of the notification event, if the information is
possible to determine;

(4) The number of consumers affected or potentially affected by the
notification event;

(5) A general description of the notification event; and

(6) A statement whether any law enforcement official has provided the
financial corporation with a written determination that notifying the
public of the breach would impede a criminal investigation or cause
damage to national security, and a means for the commissioner to
contact the law enforcement official. A law enforcement official may
request an initial delay of up to forty-five days following the date when
notice was provided to the commissioner. The delay may be extended
for an additional period of up to sixty days if the law enforcement
official seeks an extension in writing.

A notification event must be treated as discovered on the first day when
the event is known to the financial corporation. A financial corporation is
deemed to have knowledge of a notification event if the event is known to
any employee, officer, or other agent of the financial corporation, other
than the person committing the breach.

o

13. A financial corporation shall establish a written plan addressing business
continuity and disaster recovery.

13-01.2-04. Exemptions.

Subsection 4, subdivision b of subsection 6, and subsections 10 and 11 of section
13-01.2-03 do not apply to financial institutions that maintain customer information
concerning fewer than five thousand consumers.

SECTION 5. AMENDMENT. Section 13-04.1-01.1 of the North Dakota Century
Code is amended and reenacted as follows:

13-04.1-01.1. Definitions.

As used in this chapter, unless the context or subject matter otherwise requires:



Chapter 142 Debtor and Creditor Relationship

1. "Borrower" means a person or entity that seeks out, or is solicited by a money
broker for the purpose of money brokering.

2. "Commissioner" means the commissioner of financial institutions.

3. "Loan" means a contract by which one delivers a sum of money to another
and the latter agrees to return at a future time a sum equivalent to that which
the person borrowed. This includes alternative financing products as identified
by the commissioner through the issuance of an order.

|~

"Money broker" means a person or entity who, in the ordinary course of
business, engages in money brokering.

4.5. "Money brokering" means the act of arranging or providing loans or leases as
a form of financing, or advertising or soliciting either in print, by letter, in
person, or otherwise, the right to find lenders or provide loans or leases for
persons or businesses desirous of obtaining funds for any purposes.

5.6. "Net branch" means an office at which a licensed money broker allows a
separate person that does not hold a valid North Dakota money brokers
license to originate loans under the license of the money broker.

6:7. "Net branch arrangement” means an arrangement under which a licensed
money broker enters an agreement whereby its designated branch manager
has the appearance of ownership of the licensee by, among other things,
sharing in the profits or losses, establishing, leasing, or renting the branch
premises, entering other contractual relationships with vendors such as for
telephones, utilities, and advertising, having control of a corporate checkbook,
or exercising control of personnel through the power to hire or fire such
individuals. A person may be considered to be utilizing a net branch if the net
branch agreement requires the branch manager to indemnify the licensee for
damages from any apparent, express, or implied agency representation by or
through the branch's actions or if the agreement requires the branch manager
to issue a personal check to cover operating expenses whether or not funds
are available from an operating account of the licensee.

#8. "Precomputed loan" means a loan that is expressed as a sum comprising the
principal and the amount of the loan finance charge computed in advance.

SECTION 6. AMENDMENT. Section 13-04.1-11.1 of the North Dakota Century
Code is amended and reenacted as follows:

13-04.1-11.1. Response to department requests.

An applicant, licensee, or other person subject to the provisions of this chapter
shall comply with requests for information, documents, or other requests from the
department of financial institutions within the time specified in the request, which must
be a minimum of ten days, or, if no time is specified, within thirty days of the mailing-of
the request by the department of financial institutions. If the request for information is
in regard to a new appllcatlon or renewal of an existing application and is not received

within the time specified in the request, er—within—thirty-days—of-the—mailing—ef-the
reguest; the department may deny the application.

SECTION 7. AMENDMENT. Section 13-05-07.1 of the North Dakota Century
Code is amended and reenacted as follows:
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13-05-07.1. Response to department requests.

An applicant, licensee, or other person subject to the provisions of this chapter
shall comply with requests for information, documents, or other requests from the
department of financial institutions within the time specified in the request, which must
be a minimum of ten days, or, if no time is specified, within thirty days of the mailing-ef
the request by the department of financial institutions. If the request for information is
in regard to a new appllcatlon or renewal of an existing application and is not received

within the time specified in the request, er—within—thirty-days—ef-the-mailing—of-the
reguest; the department may deny the application.

SECTION 8. AMENDMENT. Section 13-08-10 of the North Dakota Century Code
is amended and reenacted as follows:

13-08-10. Regulations - Examinations.

The commissioner may adopt rules for the |mplementat|on and enforcement of
thls chapter. A ,

- To assure
compliance with this chapter, the commissioner may examine the relevant business,
books, and records of any licensee. The licensee shall pay an examination or
visitation fee, and the commissioner shall charge the licensee for the actual cost of
the examination or visitation at an hourly rate set by the commissioner which is
sufficient to cover all reasonable expenses associated with the examination or
visitation.

SECTION 9. AMENDMENT. Section 13-08-11.1 of the North Dakota Century
Code is amended and reenacted as follows:

13-08-11.1. Response to department requests.

An applicant, licensee, or other person subject to the provisions of this chapter
shall comply with requests for information, documents, or other requests from the
department of financial institutions within the time specified in the request, which must
be a minimum of ten days, or, if no time is specified, within thirty days of the mailing-of
the request by the department of financial institutions. If the request for information is
in regard to a new application or renewal of an existing application and is not received
within the time specified in the request,
request; the department may deny the application.

SECTION 10. AMENDMENT. Section 13-09.1-14 of the North Dakota Century
Code is amended and reenacted as follows:

13-09.1-14. Renewal of license.

1. Alicense under this chapter must be renewed annually.

a. An annual nonrefundable renewal fee must be paid by December thirty-
first. The fee must equal five hundred dollars or one-fourth of one percent
of the money transmission dollar volume in North Dakota for the twelve
months ending June thirtieth, whichever is greater. For the transmission of
virtual currency as defined in section 13-09.1-44, the fee must equal five
hundred dollars or one-fourth of one percent of the average United States
dollar equivalent market value of the virtual currency transmitted in North
Dakota for the twelve months ending June thirtieth, whichever is greater.
The fee may not exceed two thousand five hundred dollars.
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6.

b. The renewal term must be for a period of one year and begins on January
first of each year after the initial license term and expires on December
thirty-first of the year the renewal term begins.

A licensee shall submit a renewal report with the renewal fee, in a form and in
a medium prescribed by the commissioner. The renewal report must state or
contain a description of each material change in information submitted by the
licensee in its original license application which has not been reported to the
commissioner.

The commissioner for good cause may grant an extension of the renewal
date.

The commissioner may utilize the nationwide system to process license
renewals provided that such functionality is consistent with this section.

A licensee may renew an expired license no later than January thirty-first
subject to a late fee of fifty dollars.

The commissioner may deny an application to renew a license if the licensee
no longer meets the criteria for licensure or otherwise fails to comply with this

chapter.

SECTION 11. AMENDMENT. Subsection 3 of section 13-09.1-17 of the North
Dakota Century Code is amended and reenacted as follows:

3.

A notice of disapproval must contain a statement of the basis for disapproval
and must be sent to the licensee and the disapproved individual. A licensee
may appeal a notice of disapproval by requesting a hearing before the
commissioner within thirtytwenty days after receipt of notice of disapproval in
accordance with chapter 28-32.

SECTION 12. AMENDMENT. Section 13-09.1-38 of the North Dakota Century
Code is amended and reenacted as follows:

13-09.1-38. Orders to cease and desist.

1.

If the commissioner determines that a violation of this chapter or of a rule
adopted or an order issued under this chapter by a licensee or authorized
delegate is likely to cause immediate and irreparable harm to the licensee, its
customers, or the public as a result of the violation, or cause insolvency or
significant dissipation of assets of the licensee, the commissioner may issue
an order requiring the licensee or authorized delegate to cease and desist
from the violation. The order becomes effective upon issuance.

The commissioner may issue an order against a licensee to cease and desist
from providing money transmission through an authorized delegate that is the
subject of a separate order by the commissioner.

An order to cease and desist remains—effective—and-enferceablepending-the

ingmust contain a notice of
opportunity for a hearing pursuant to chapter 28-32.

issuedlf the company or individual subject to an order to cease and desist fails
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to request a hearing in writing to the commissioner within twenty days of
issuance, or if a hearing is held and the commissioner concludes the record
so warrants, the order to cease and desist becomes final.

SECTION 13. AMENDMENT. Section 13-10-05 of the North Dakota Century Code
is amended and reenacted as follows:

13-10-05. Issuance of license.

The commissioner shall not issue a mortgage loan originator license unless the
commissioner makes at a minimum the following findings:

1.

The applicant has never had a mortgage loan originator license revoked in
any governmental jurisdiction, except that a subsequent formal vacation of
such revocation shall not be deemed a revocation.

The applicant has not been charged pending trial, convicted ef, er pled guilty,
pled to lesser charges, or pled nolo contendere to, a felony in a domestic,
foreign, or military court:

a. During the seven-year period preceding the date of the application for
licensing and registration; or

b. At any time preceding such date of application, if such felony involved an
act of fraud, dishonesty, or a breach of trust, or money laundering;

c. Provided that any pardon of a conviction shall not be a conviction for
purposes of this subsection.

a. The applicant has demonstrated financial responsibility, character, and
general fitness such as to command the confidence of the community and
to warrant a determination that the mortgage loan originator will operate
honestly, fairly, and efficiently within the purposes of this chapter.

b. For purposes of this subsection, a person has shown that that person is
not financially responsible when that person has shown a disregard in the
management of that person's own financial condition. A determination that
an individual has not shown financial responsibility may include:

(1) Current outstanding judgments, except judgments solely as a result of
medical expenses;

(2) Current outstanding tax liens or other government liens and filings;
(3) Foreclosures within the past three years; and
(4) A pattern of seriously delinquent accounts within the past three years.

The applicant has completed the prelicensing education requirement
described in section 13-10-06.

The applicant has passed a written test that meets the test requirement
described in section 13-10-07.

The applicant has met the net worth and surety bond requirements under
section 13-10-13.
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SECTION 14. AMENDMENT. Subsection 1 of section 13-11-10 of the North
Dakota Century Code is amended and reenacted as follows:

1. If the commissioner has reason to believe that grounds for revocation of a
license exist, the commissioner may serd—by—eertified—mailtonotify the
licensee with a notice of hearing stating the contemplated action and in
general the grounds thereof and setting the time and place for a hearing
thereon. Grounds for revocation of a license include:

a. Any debt-settlement provider has failed to pay the annual license fee or to
maintain in effect the bond required under this chapter;

b. The debt-settlement provider has violated this chapter or any rule lawfully
made by the commissioner implementing this chapter;

c. Any fact or condition exists that, if it had existed at the time of the original
application for a license, would have warranted the commissioner in
refusing its issuance; or

d. Any applicant has made any false statement or representation to the
commissioner in applying for a license under this chapter.

SECTION 15. AMENDMENT. Section 13-12-19 of the North Dakota Century Code
is amended and reenacted as follows:

13-12-19. Response to department requests.

An applicant, licensee, or other person subject to the provisions of this chapter
shall comply with requests for information, documents, or other requests from the
department of financial institutions within the time specified in the request, which must
be a minimum of ten days, or, if no time is specified, within thirty days of the mailing-of
the request by the department of financial institutions. If the request for information is
in regard to a new application or renewal of an existing application and is not received

within the time specified in the request, erwithin—thirfty-days—of-themailing-of-the
request; the department may deny the application.

SECTION 16. AMENDMENT. Subsections 6, 21, and 22 of section 13-13-01 of
the North Dakota Century Code are amended and reenacted as follows:

6. "Interim serviced—prior—to—salemortgage servicing" means the activity of
collecting a limited number of contractual mortgage payments immediately
after origination on loans held for sale but prior to the loans being sold into the
secondary market.

21. "Service or servicing a loan" means en-behal-ofthelender-erinvestorofa
residential-mortgagetoan:

a. Collecting or receiving payments on existing obligations due and owing to
the lender or investor, including payments of principal, interest, escrow
amounts, and other amounts due;

b. Collecting fees due to the servicer;
c. Working with the borrower and the licensed lender or servicer to collect

data and make decisions necessary to modify certain terms of those
obligations either temporarily or permanently;
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d. Otherwise finalizing collection through the foreclosure process; or
e. Servicing a reverse mortgage loan.

22. "Servicer" means the entlty performlng the routlne admlmstratlon of residential
mortgage v
SECTION 17. AMENDMENT. Section 13-13-04 of the North Dakota Century Code

is amended and reenacted as follows:

13-13-04. Entities exempted from licensing requirements.
This chapter does not apply to:
1. Banks;

Credit unions;

Savings and loan associations;

State or federal housing finance agencies;

Institutions chartered by the farm credit administration; er
Not-for-profit mortgage servicers; or

Entities solely performing interim mortgage servicing.

N o o > w N

SECTION 18. AMENDMENT. Section 13-13-18 of the North Dakota Century Code
is amended and reenacted as follows:

13-13-18. Response to department requests.

An applicant, licensee, or other person subject to the provisions of this chapter
shall comply with requests for information, documents, or other requests from the
department of financial institutions within the time specified in the request, which must
be a minimum of ten days, or, if no time is specified, within thirty days of the mailing-of
the request by the department of financial institutions. If the request for information is
in regard to a new appllcatlon or renewal of an existing application and is not received

within the time specified in the request, er—within—thirty-days—ef the-mailing—of-the
request; the department may deny the application.

Approved April 10, 2025
Filed April 11, 2025
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CHAPTER 143

HOUSE BILL NO. 1447

(Representatives Swiontek, Christy, Hanson, Heinert, Schauer, J. Olson, Richter)

(Senators Hogan, Klein, Lee, Rummel, Sickler)

AN ACT to create and enact sections 13-09.1-50, 13-09.1-51, 13-09.1-52, 13-09.1-53,
and 13-09.1-54 of the North Dakota Century Code, relating to virtual-currency
kiosks; and to amend and reenact section 13-09.1-44 of the North Dakota Century
Code, relating to virtual-currency kiosks.

BE IT ENACTED BY THE LEGISLATIVE ASSEMBLY OF NORTH DAKOTA:

SECTION 1. AMENDMENT. Section 13-09.1-44 of the North Dakota Century
Code is amended and reenacted as follows:

13-09.1-44. Definitions.

For the purposes of sections 13-09.1-44 through 43-09-14-4913-09.1-54, the
following definitions apply:

1.

N

>

"Blockchain analytics" means the analysis of data from blockchains or publicly
distributed ledgers, including associated transaction information to provide
risk-specific _information about virtual-currency transactions and virtual
currency addresses.

"Control of virtual currency", when used in reference to a transaction or
relationship involving virtual currency, means the power to execute unilaterally
or prevent indefinitely a virtual-currency transaction.

3. "Exchange", used as a verb, means to assume control of virtual currency from

or on behalf of a person, at least momentarily, to sell, trade, or convert:

a. Virtual currency for money, bank credit, or one or more forms of virtual
currency; or

b. Money or bank credit for one or more forms of virtual currency.
"Transaction hash" means a unigue identifier made up of a string of characters

that act as a record and provide proof the transaction was verified and added
to the blockchain.

5. "Transfer" means to assume control of virtual currency from or on behalf of a

person and to:
a. Credit the virtual currency to the account of another person;

b. Move the virtual currency from one account of a person to another account
of the same person; or

c. Relinquish control of virtual currency to another person.
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46.

oo

"United States dollar equivalent of virtual currency"” means the equivalent
value of a particular virtual currency in United States dollars shown on a
virtual-currency exchange based in the United States for a particular date or
period specified in this chapter.

7. "Virtual currency":

a. Means a digital representation of value that:

(1) Is used as a medium of exchange, unit of account, or store of value;
and

(2) Is not money, whether or not denominated in money; and
b. Does not include:

(1) A transaction in which a merchant grants, as part of an affinity or
rewards program, value that cannot be taken from or exchanged with
the merchant for money, bank credit, or virtual currency; or

(2) A digital representation of value issued by or on behalf of a publisher
and used solely within an online game, game platform, or family of
games sold by the same publisher or offered on the same game
platform.

"Virtual-currency address" means an alphanumeric identifier associated with a
virtual-currency wallet identifying the location to which a virtual-currency
transaction may be sent.

9. "Virtual-currency administration" means issuing virtual currency with the

authority to redeem the currency for money, bank credit, or other virtual
currency.

10. "Virtual-currency business activity" means:

a. Exchanging, transferring, or storing virtual currency or engaging in virtual-
currency administration, whether directly or through an agreement with a
virtual-currency control-services vendor;

b. Holding electronic precious metals or electronic certificates representing
interests in precious metals on behalf of another person or issuing shares
or electronic certificates representing interests in precious metals; or

c. Exchanging one or more digital representations of value used within one
or more online games, game platforms, or family of games for:

(1) Virtual currency offered by or on behalf of the same publisher from
which the original digital representation of value was received; or

(2) Money or bank credit outside the online game, game platform, or
family of games offered by or on behalf of the same publisher from
which the original digital representation of value was received.
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15.

"Virtual-currency control-services vendor" means a person that has control of
virtual currency solely under an agreement with a person that, on behalf of
another person, assumes control of virtual currency.

"Virtual-currency kiosk"” means an electronic terminal acting as a mechanical
agent of the virtual-currency kiosk operator to enable the virtual-currency kiosk
operator to facilitate the exchange of virtual currency for money, bank credit,
or other virtual currency, including by:

a. Connecting directly to a separate virtual-currency exchange that performs
the actual virtual-currency transmission; or

b. Drawing upon the virtual currency in the possession of the electronic
terminal's operator.

"Virtual-currency kiosk operator" means a person that operates a virtual
currency kiosk in this state.

"Virtual-currency kiosk transaction" means:

a. A transaction conducted or performed, in whole or in part, by electronic
means via a virtual-currency kiosk.

b. A transaction made at a virtual-currency kiosk to purchase virtual currency
with fiat currency or to sell virtual currency for fiat currency.

"Virtual-currency wallet" means a software application or other mechanism
providing a means to hold, store, or transfer virtual currency.

SECTION 2. Section 13-09.1-50 of the North Dakota Century Code is created and
enacted as follows:

13-09.1-50. Virtual-currency kiosks.

1.

[

[

[

A kiosk operator may not engage in virtual-currency business activity or hold
itself out as being able to engage in virtual-currency business activity with or
on behalf of another person unless the kiosk operator is licensed in this state
as a money transmitter.

A virtual-currency kiosk operator shall comply with all requirements of a
money transmitter under this chapter.

A virtual-currency kiosk operator may not locate, or allow a third party to
locate, a virtual-currency kiosk in this state unless the virtual-currency kiosk:

a. Is placed in a commercially accessible area;

b. Is accessible to users with sufficient space to account for mobility
limitations of users; and

c. Is subject to security features, including sufficient lighting and surveillance.

Each virtual-currency kiosk operator shall submit a quarterly report of the
location of each virtual-currency kiosk located within the state to the
commissioner within forty-five days of the end of the calendar quarter. The
location report must include:
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The company's legal name;

Any fictitious or trade name;

The physical address:;

The start date of operation of the virtual-currency kiosk at the location:;

The end date of operation of the virtual-currency kiosk at the location, if
applicable; and

The virtual-currency addresses associated with the virtual-currency kiosk.

SECTION 3. Section 13-09.1-51 of the North Dakota Century Code is created and
enacted as follows:

13-09.1-51. Disclosures.

1

N

|

A virtual-currency kiosk operator shall disclose in a clear, conspicuous, and

easily readable manner in the chosen language of the customer, all relevant

terms and conditions generally associated with the products, services, and

activities of the virtual-currency kiosk operator and virtual currency.

The virtual-currency kiosk operator must receive acknowledgment of receipt of

all disclosures required under this section via confirmation of consent.

Each virtual-currency kiosk must include a warning written prominently and in

bold type, stated in substantially the following form:

a.

WARNING: CONSUMER FRAUD OFTEN STARTS WITH CONTACT
FROM A STRANGER WHO IS INITIATING A DISHONEST SCHEME. |
UNDERSTAND THAT CRIMINAL ACTIVITY MAY APPEAR IN MANY
FORMS, INCLUDING:

(1) Claims of a frozen bank account or credit card.

(2) Fraudulent bank transactions.

(3) Claims of identity theft or job offerings in exchange for payments.

(4) Requests for payments to government agencies or companies.

(5) Requests for disaster relief donations or loans.

(6) Offers to purchase tickets for lotteries, sweepstakes, or drawings for
vehicles.

(7) Prompts to click on desktop popups, such as virus warnings or
communication from alleged familiar merchants.

(8) Communication from someone impersonating a representative of your
bank or a law enforcement officer.

(9) IF YOU BELIEVE YOU ARE BEING SCAMMED, CALL A LOCAL LAW
ENFORCEMENT OFFICER BEFORE ANY TRANSACTION.
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b.

WARNING: FUNDS LOST DUE TO USER ERROR OR FRAUD MAY NOT
BE RECOVERABLE. TRANSACTIONS CONDUCTED ON THIS
VIRTUAL-CURRENCY KIOSK ARE IRREVERSIBLE. | UNDERSTAND
THESE RISKS AND WISH TO CONTINUE WITH CONDUCTING MY
VIRTUAL-CURRENCY KIOSK TRANSACTION. PROTECT YOURSELF
FROM FRAUD. NEVER SEND MONEY TO SOMEONE YOU DO NOT
KNOW.

The commissioner shall require the disclosure of material risks associated

with virtual currency and virtual-currency transactions, including:

o

[c

[©

[

o

=

=
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The transaction may not be reversed:

The virtual-currency kiosk operator's liability for unauthorized virtual
currency transactions;

The virtual-currency kiosk customer's liability for unauthorized currency
transactions;

Virtual currency is not legal tender, backed or insured by the government,
and accounts and value balances are not subject to federal deposit
insurance corporation, national credit union administration, or securities
investor protection corporation protections;

Some virtual currency transactions are deemed to be made when
recorded on a public ledger which may not be the date or time when the
individual initiates the transaction;

Virtual currency's value may be derived from market participants'
continued willingness to exchange fiat currency for virtual currency, which
may result in the permanent and total loss of a particular virtual currency's
value if the market for virtual currency disappears;

An individual who accepts a virtual currency as payment today is not
required to accept and might not accept virtual currency in the future;

The volatility and unpredictability of the price of virtual currency relative to
fiat currency may result in a significant loss over a short period;

The nature of virtual currency means any technological difficulties
experienced by virtual-currency kiosk operators may prevent access to or
use of an individual's virtual currency; and

Any bond maintained by the virtual-currency kiosk operator for the benefit
of an individual may not cover all losses an individual incurs.

The commissioner shall require disclosure of:

a.

b.

c.

The amount of the transaction denominated in United States dollars as
well as the applicable virtual currency.

Any fees or expenses charged by the virtual-currency kiosk operator.

Any applicable exchange rates.
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d.

e.

f.

h.

5

A daily virtual-currency transaction limit of no more than two thousand
dollars per day.

Notice of a change in the virtual-currency kiosk operator's rules or policies.

The name, address, and telephone number of the owner of the kiosk and
the days, time, and means by which a consumer may contact the owner
for consumer assistance. Any relevant state and local law enforcement
agency for reporting fraud must be displayed on or at the location of the
virtual-currency kiosk or on the first screen of the kiosk.

Under what circumstances the virtual-currency kiosk operator, without a
court or government order, discloses a person's account information to

third parties.

Other disclosures customarily given in connection with a virtual currency
transaction.

After the completion of each transaction, the virtual-currency kiosk operator

shall provide an individual with a choice of a physical or digital receipt secured

with two-factor identification in the language chosen by the customer

containing the following:

a.

=

34

o

o
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g.
h.

The virtual-currency kiosk operator's name and contact information,
including a telephone number to answer questions and register

complaints;

The relevant state and local law enforcement or government agency for
reporting fraud;

The type, value, date, and precise time of the transaction, transaction
hash, and each applicable virtual-currency address;

A unique transaction number able to be linked to the sender during a fraud
investigation;

A unique transaction number able to be linked to the designated recipient
during a fraud investigation;

All fees charged:;

The exchange rate of the virtual currency to United States dollars;

A statement of the virtual-currency kiosk operator's liability for nondelivery
or delayed delivery; and

A statement of the virtual-currency kiosk operator's refund policy.

SECTION 4. Section 13-09.1-52 of the North Dakota Century Code is created and
enacted as follows:

13-09.1-52. Prevention of fraudulent activity.

1. A virtual-currency kiosk operator shall use blockchain analytics software to

assist in the detection and prevention of suspicious activity, including sending

purchased virtual currency from a virtual-currency kiosk operator to a
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virtual-currency wallet known to be affiliated with fraudulent activity at the time
of a transaction and identifying patterns that reflect money laundering or other
illicit activity. The commissioner may request evidence from any
virtual-currency kiosk operator of use of blockchain analytics.

2. A virtual-currency kiosk operator shall take reasonable steps to detect and
prevent fraud, including establishing and maintaining a written antifraud policy.
The antifraud policy must include:

a. The identification and assessment of fraud-related risk areas;

b. Procedures and controls to protect against identified risks;

c. Allocation of responsibility for monitoring risks; and

d. Procedures for the periodic evaluation and revision of the antifraud
procedures, controls, and monitoring mechanisms.

3. Each virtual-currency kiosk operator shall designate and employ a compliance
officer with the following requirements:

a. The individual must be qualified to coordinate and monitor compliance with
this chapter and all other applicable federal and state laws and rules;

b. The individual must be employed full-time by the virtual-currency kiosk
operator; and

c. The designated compliance officer may not be an individual who owns
more than twenty percent of the virtual-currency kiosk operator by whom
the individual is employed.

4. Compliance responsibilities required under federal and state laws and rules
must be completed by full-time employees of the virtual-currency kiosk
operator.

5. A virtual-currency kiosk operator shall maintain, implement, and enforce a
written enhanced due diligence policy. The policy must be reviewed and
approved by the virtual-currency kiosk operator's board of directors or
equivalent governing body.

6. A virtual-currency kiosk operator shall designate and employ a consumer

protection officer. The consumer protection officer:

a. Must be qualified to coordinate and monitor compliance with state and
federal law:

b. Must be employed full-time by the virtual-currency kiosk operator; and

c. May not own more than twenty percent of the virtual-currency kiosk
operator.

SECTION 5. Section 13-09.1-53 of the North Dakota Century Code is created and
enacted as follows:
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13-09.1-53. Daily transaction limit.

A virtual-currency kiosk operator may not accept transactions of more than
two thousand dollars of cash or the equivalent in virtual currency per calendar day
with a single customer in this state via one or more virtual-currency kiosks operated
by the same virtual-currency operator.

SECTION 6. Section 13-09.1-54 of the North Dakota Century Code is created and
enacted as follows:

13-09.1-54. Customer service.

A virtual-currency kiosk operator performing business in this state shall provide
live customer service at a minimum on Monday through Friday between eight a.m.
central time and ten p.m. central time. The customer service toll-free number must be
displayed on the virtual-currency kiosk or the virtual-currency kiosk screens.

Approved April 10, 2025
Filed April 11, 2025
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