
Good morning Chair and Committee Members, 

Your ES&S System 6.0.6.0 as approved on Dec 28th, 2021 by the United States Election Assistance Commission 
(EAC) 

 
https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS%206060%20Certificate%20and%20
Scope%20of%20Conformance%2012_28_21.pdf  
 
The Virus protection on your Election Management System, (EMS) laptops are based upon Windows Defender, 
which was set at April 19th, 2021.  Since these machines are not connected to the internet, they don’t get the 
much-needed updates, it has to be manually done. 
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Scope%20of%20Conformance%2012_28_21.pdf 
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There was an engineering change order on 6/8/2022 from ES&S approved by the EAC to do a Windows update for 
the Operating System and the antivirus definitions….but why are they not doing others to keep our elections 
secure…This discovery by Microsoft came out on July 8, 2021 (https://msrc.microsoft.com/blog/2021/07/clarified-
guidance-for-cve-2021-34527-windows-print-spooler-vulnerability/) ES&S didn’t submit a change order until 
5/31/2022 to the EAC, and the EAC approved it on 6/8/2022. 

 

 
https://www.eac.gov/sites/default/files/2023-09/ES%26S%20ECO%201141%20Analysis.pdf  

 

 

https://msrc.microsoft.com/blog/2021/07/clarified-guidance-for-cve-2021-34527-windows-print-spooler-vulnerability/
https://msrc.microsoft.com/blog/2021/07/clarified-guidance-for-cve-2021-34527-windows-print-spooler-vulnerability/
https://www.eac.gov/sites/default/files/2023-09/ES%26S%20ECO%201141%20Analysis.pdf


Even for little things Engineering Change Orders are required…look here…for the 6.0.6.0, even a simple battery 
change must be reviewed and approved.  

 
https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS%206060%20Certificate%20and%20
Scope%20of%20Conformance%2012_28_21.pdf   
(Page 20/20) 

North Dakota requires voting systems follow the EAC’s Voluntary Voting System Guidelines, which then makes 
them required, and your state is responsible for enforcement. 
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In 7.4.2 of the EAC, VVSG 1.0 Standards this is required of the vendors. 

7.4.2 Protection Against Malicious Software 

Voting systems shall deploy protection against the many forms of threats to which they may be exposed such as 
file and macro viruses, worms, Trojan horses, and logic bombs. Vendors shall develop and document the 
procedures to be followed to ensure that such protection is maintained in a current status. 
 
https://www.eac.gov/sites/default/files/eac_assets/1/28/VVSG.1.0_Volume_1.PDF  

 

With this knowledge of a lack of security updates over the past 2 years before the election, we exposed our 
systems to millions of trojans and malware….oh so you say they are not connected to the internet….that’s not quite 
true…. 

Ask your county election officials the following questions. 

1) How do you get your election definition files to update the ExpressVote and DS200?  Most will say they use 
the ES&S portal to download the files from their County Internet Connected Computer to download the 
files onto a USB flash drive. 

a. So now ES&S is making the county liable for security, since it is going through their county PC and 
who know what status that PC is at….why didn’t ES&S mail the thumb drives to the County…they 
better not say its not secure….since we send absentee ballots that way… 

2) Do they ever use a non-Delkin thumb drive on the EMS laptop?  If so they exposed it from that end as well…  

Oh as a side note your DS200 1.3.11 may have modems in them, and all ES&S did was to remove modemrunner 
from the software build, but all of the other software is still there….and during the build of an election, 
modemrunner can easily be placed back into the DS200 by accident. 

 

I recommend you get tough with the vendors and put these stop gaps in place to secure your elections, and if they 
fail you have a path forward to always conduct and secure your elections.  

 

Thank you, 

 

Rick Weible 
Elkton, SD 57026 
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