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Representative Kasper 

January 29, 2001 

PROPOSED AMENDMENTS TO HOUSE BILL NO. 1447 

Page 1, line 2, remove ": and to provide a penalty" 

Page 1, replace lines 4 through 23 with: 
11SECTION 1. Definitions. As used In this Act, unless the context otherwise 

requires: 

1. 

2. 

3. 

4. 

5. 

6, 

"Affiliate" has the same meaning provided In section 509 of the Federal 
Gramm-Leach-BIiiey Flnanclal Services Modernization Act [Pub. L. 
106·102; 113 Stat. 1443; 15 U.S.C. 6809), 

ffConeumer" has the same meaning provided in section 509 of the Federal 
Gramm-Leach-BIiiey Flnanclal Services Modernization Act [Pub. L. 
106· 102; 113 Stat. 1443; 16 U.S.C. 6809]. 

"Flnanclal activities" Includes lending, trust, and other banking activities; 
Insurance activities; flnanclal or economic advice or services: pooled 
Investments; and securities underwriting and dealing. 

"Flnanclal Institution" has the same meaning as provided In section 509 of 
the Federal Gramm-Leach-BIiiey Financial Services Modernization Act 
[Pub, L. 106·102; 113 Stat. 1443; 15 U.S.C. 6809). The term Includes any 
fnstltutlon engaging In flnanclal activities. 

11Nonafflllated thlrrl party" has the same meaning provided In section 509 of 
the Federal Gramm-Leach-BIiiey Financial Services Modernization Act 
[Pub. L. 106·102; 113 Stat, 1443; 16 U.S.C. 6809]. 

11Nonpubllc personal Information" has the same meaning provided In 
section 509 of the Federal Gramm-Leach-Blllev Flnanclal Services 
Modernization Act {Pub. L. 106-102; 113 Stat. 14'13; 15 U.S.C. 6809) and 
Includes a consumer's social security number, Income amount, Income 
source, net worth, employer, and occupation. 

SECTION 2. Privacy of flnanclal data • Exceptions. Except as expressly 
provided In this Ar.t, every financial Institution doing business In this state shall comply 
with the privacy provisions In title V of the Federal Gramm-Leach-BIiiey Financial 
Services Modernization Act (Pub, L. 106· 102, title V, sec, 501 et seq.; 113 Stat. 1436 
et seq.; 15 U.S.C, 6801 et seq.]. 

1. In the case of a financial Institution regull.lted under chapter 6-08.1, the 
provisions relating to disclosure of customer lnformr,tlon under chapter 
6-08.1 supersede this Act. 

2, In the case of a financial Institution not regulated under chapter 6·08.1, the 
flnanclal Institution may not disclose nonpublic personal Information about 
a consumer to any affiliate or nonattlllated third party, Including a disclosure 
described In section 502(b)(2) of the Federal Gramm-Leach-BIiiey Financial 
Services Modernization Act (Pub. L. 106·102; 113 Stat. 1437; 15 U.S.C. 
6802), unless the disclosure Is made pursuant to a consent granted by the 
consumer as provided under this Act. However, a financial Institution 
regulated under this subsection may disclose nonpublic personal 

Page No. 1 10308.0301 



Information about a consumer without a consent granted by the consumer 
If the disclosure Is made: · 

a, Pursuant to one of the general ev.ceptlons In section 502(e) of the (···· 
Federal Gramm•Leaoh•Bllley Plnanclal Services Modernization Act 
rPub, L. 108·102; 110 Stat. 1437; 15 U.S.C. 6802]: 

b. For the purpose of reporting a suspected violation of law or rule to the 
appropriate state agency or law enforcement agency: or 

c. For the purpose of complying with state law or rule, Including the 
sharing of Information between the department of banking and 
financial Institutions, Insurance commissioner, and securities 
commissioner In the course of official duties ... 

Page 2, remove llnes 1 through 31 

Page 3, remove lines 1 through 9 

Page 3, line 17, replace "five" with Htwo" 

Page 3, llne 24, remove"• Penalty• ClvU penaltt' 

Page 3, llne 26, remove "Any financial" 

Page 3, remove !Ines 26 and 27 

Renumber accordingly 
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REPORT OF STANDING COMMITTEE (410) 
February 16, 2001 9:45 a,m, 

Module No: HR-29·3626 
Can ,ur: Berg 

Insert LC: 10308.0302 Tltle: .0400 

REPORT OF STANDING COMMITTEE 
HB 1447: Industry, Business and Labor Committee (Rep. Berg, Chairman) recommonds 

AMENDMENTS AS FOLLOWS and when so amended, recommends DO NOT PASS 
(7 YEAS, 6 NAYS, 2 ABSENT AND NOT VOTING), HB 1447 was placed on lho Sixth 
order on the calendar. 

Page 1, line 2, replace "penalty" with 0contlngant eff active clause" 

Pago 1, replnco !Ines 4 through 23 with: 

11SECTION 1. Definitions, As used In this Act, unless the context olhorwlse 
requires: 

1, 11Consumor 11 has the same moaning provided In section 509 of the Federal 
Gramm-Leach-BIiiey Financial Services Modernization Act [Pub. L. 
106-102; 113 Stat, 1443; 15 U.S.C, 6809], 

2, 11Flnanclal actlvllles" Includes !ending, trust, and other banking activities; 
Insurance activities; financial or economic advice or services; pooled 
Investments; and securities underwriting and dealing, 

3, "Financial Institution" has the same meaning as provided In section 509 of 
the Federal Gramm-Leach-BIiiey Financial Services Modernization Act 
!Pub, L. 106· 102; 113 Stat. 1443; 15 U,S,C. 6809). The term Includes any 
r nstltutlon engaging In financial activities. 

4, "Nonatflllated third party" has the same meaning provided ln ~;action 509 of 
the Federal Gramm-Leach-BIiiey Financial Services Modornlzatlon Act 
{Pub, L. 106-102; 113 Stat. 1443; 15 U.S.C, 6809]. 

5, "Nonpublic personal Information" has the same meaning provided In 
section 509 of the Federal Gramm-Leach-BIiiey Financial Services 
Modernization Act[Pub, L.106-102; 113 Stat. 1443; 15 U.S,C. 6809}. 

SECTION 2. Privacy of f lnanclal data .. Exceptions. Except as expres::;ly 
provided In this Act, every financial Institution doing business In this state shall comply 
with the privacy provisions In title V of the Federal Gramm-Leach-BIiiey Financial 
Services Modernization Act [Pub. L. 106-102, title V, sec, 501 et seq.; 113 Stat. 1436 
et seq,; 15 U.S,C, 6801 et seq,], 

(2) DESK, (3) COMM 

1. In the case of a financial Institution regulated under chapter 6-08. 1, the 
provisions relating to disclosure of customer Information under chapter 
6-08, 1 superoede this Act. 

2. In the case of a financial Institution not regulated under chapter 6-08, 1, the 
flnanclal Institution may not disclose nonpublic personal Information about 
a consumer to any nonafflllated third party, lncludlr1g a disclosure 
described In section 502(b)(2) of the Federal Gramm-Leach-Bliley 
Financial Services Modernization Act [Pub. L. 106-102; 113 Stat. 1437; 15 
U.S.C. 6802], unless the disclosure Is made pursuant to a consent granted 
by the consumer as provided under this Act. However. a financial 
Institution regulated under this subsection may disclose nonpublic 
personal Information about a consumer without a consent granted by the 
consumer If the disclosure is made: 

Page No. 1 HR-29·3626 
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Insert LC: 10308.0302 Title: .0400 

a. 

b. 

c. 

Pursuant to one of the generol exceptions In section 502(a) ol tho 
Fedora! Gramm•Loacti·Bliloy Flnanr.lal Sorvlces Modornlzallon Act 
[Pub. L. 106-102: 113 Slat. 1437; 15 U.S.C. 6802]; 

For the purpose of reporting a suspoctod vlolatlon ol law or rule to tho 
appropriate stole agency or le1W enforcernonl agency; or 

For tho purpose ol complying with stole law or rule, Including the 
shoring of information between lhe department of banking and 
finunclal Institutions, Insurance commlsslonor, and socurltlos 
cornmlsGloner In the course of olflclal duties, 

SECTION 3. Privacy of financial data • Exceptions. Except as oxprossly 
provided In this Act, every financial Institution doing business in this state shall comply 
with the privacy provisions in title V of the Federal Gramm-Loach-BIiiey Flnanclal 
Services Modernization Act [Pub. L. 106· 102, title V, sec. 501 et seq.: 113 Stat. 14313 
et seq.; 15 U.S.C. 6801 et seq,]. A flnanclal Institution may not disclose nonpublic 
personal Information about a consumer to any nonafflllated third party1 Including a 
disclosure described In section 502(b)(2) of the Foderal Gramm-Loach-BIiiey Financial 
Services Modernization Act [Pub. L. 106·102; 113 Stut. 1437; 15 U.S,C. 6802], unless 
the disclosure Is made pursuant to a consent granted by the consumer as provided 
under this Act. However, a flnanclal Institution may disclose nonpublic personal 
Information about a consumer without a consent granted by the consumer if the 
disclosure Is made: 

1. Pursuant to one of the general exceptions In section 502(e} of the Federal 
Gramm-Lt:1ach-Bllley Financial Services Modernization Act [Pub. L. 
106-102; 113 Stat. 1437; 15 U.S,C. 6802]; 

2. For the purpose of reporting a susµected vlolatlon of law or rule to the 
appropriate state agency or law enforcement agency; or 

3. For the purpose of r,omplylng with state law or rule, Including the sharing 
of Information between the department of banking and financial 
Institutions, Insurance commissioner, and securities commissioner In the 
course of official duties." 

Page 2, remove lines 1 through 31 

Page 3, remove lines 1 through 9 

Page 3, line 13, remove "for ~urposes of section 2 of this Act" 

Page 3, line 17, replace "five" with "two" 

Page 3, line 19, remove "consumer's social security number," 

Page 3, llne 23, remove 11afflllates and 11 

Page 3, line 24, remove " .. Penalty .. Civil penalty" 

Page 3, line 25, replace "Any flnanclal" with: 

"SECTION 7. CONTINGENT EFFECTIVE CLAUSE. If Senate BIii No. 2191 
falls to become effective, section 2 of this Act becomes effective on the effective date 
of this Act and section 3 of this Act does not become effective. If Senate BIii No. 2191 
Is passed by the fifty-seventh legislative assembly and becomes effective, section 3 of 

12} oesK, (3) COMM Page No. 2 HR•29-3626 
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b. 

c. 

Pursuant to one of ~he ganoral oxcoplions In section 502(0) of the 
Federal Gramrn•Leach-Bliley Financial Services Modernization Act 
[Pub. L. 106· 102; 113 Stat. 1437; 16 U.S.C. 6802); 

For the purpose of reporting a suspocled violation of law or rulo to tho 
appropriate slate agency or law enforcement ogonc:y: or 

For the purpose of complying with state law or rulo, Including tho 
sharing ol Information botween the dopartmonl of bunking and 
financial Institutions, Insurance commissioner, and securities 
commissioner In the course of offlclal dutlos, 

SEC1 ION 3, Prlvaoy of f lnanclal data • Exceptions. Except as oxpressly 
provided In this Acti evary financial Institution dulng business in this state shall comply 
with the privacy provisions In title V of the Federal Gramm-Loach-BIiiey Financial 
Services Modernization Act (Pub. L. 106-102, tltle V, sec. 501 et seq.; 113 Stat. 1436 
et seq,; 15 U.S.C. 6801 et seq.), A llnanclol lnslltutlon may not disclose nonpublic 
personal Inf ormatlon about a consumer to any nonafflllatod third party, Including a 
disclosure described In section 502(b)(2) of the Federal Gramm-Leach-BIiiey Financial 
Services Modernization Act (Pub, L. 106-1 O~; 113 Stal. 1437; 15 U.S.C. 6802], unless 
the dlsclosuro Is made pursuant to a consent granted by the consumer as provided 
under this Act. However, a financial Institution may disclose nonpublic personal 
Information about a consumer without a consent granted by the consumer If the 
disclosure Is made: 

1, Pursuant to one of the general exceptions In section 502(e) of the Fedoral 
Gramm-Lt1ach-Bllley Financial Services Modernization Act [Pub. L. 
106-102; 113 Stat. 1437: 15 U.S.C. 6802); 

2. For the purpose of reporting a suspected violation of lclw or rule to the 
appropriate state agency m law enforcement agency; or 

3, For tho purposl-l of complying with state law or rule, Including the sharing 
of Information between the department of banking and financial 
lnstltutlons1 Insurance commissioner. and securities commissioner In the 
course of offlolal duties." 

Page 2, rernove lines 1 through 31 

Page 3, remove lines 1 through 9 

Page 3, llne 13, remove "for purposes of section 2 of this Act11 

Page 3, line 17, replace "five" with "two" 

Page 3, line 19, remove 11consumer's social security number/ 

Page 3, line 23, remove "affiliates and" 

Page 3. llne 24, remove"· Penalty• Civil penalty" 

Page 31 line 25. replace "Any financial" with: 

"SECTION 7. CONTINGENT EFFECTIVE CLAUSE. If Senate Bill No, 2191 
falls to become effective, section 2 of this Act becomes effective on the effective date 
of this Act and section 3 of this Act does not become effective, If Senate Bill No. 2191 
Is passed by the fltty~seventh laglslatlve assembly and becomes effective, section 3 of 

(2) oEsK, (3) cooM Page No. 2 HR-29-3A2a 
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this Act becomes effective on the <-J1fectlvo data ol this Act ancJ section 2 of lhlo Act 
does not become effectlve. 11 

Page 31 remove !Ines 26 and 27 

Renumber atcordlngly 

(2) DESK, (3) COMM Page No. 3 HA•29·3626 
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' ' ol 

Mr. Chnlrnum nnd Comrnittco members, 

My nnmc ls Cynthiu Aucn; I um u resident or Burleigh County. I am u citizen concerned 
nbout tho erosion or privacy through the exclmngc of pcrsonul information under the 
guis,, of convenience un<l prollt. I believe we hnvc entered nn cm where I he risks oft his 
prnctlcc arc now outweighing tho bonotlts; thus, I offor my comments in favor of house 
bill 1447. 

Contained in the information I hnvc given you is n copy of my stntcmcnts, n lbw 
cxnmplcs nf 11 pcrso11nl information" sites, somo infornrntion concerning the use und 
posslhlo sale of privnto/puhlic information currently handled by government nnd the 
cybor companies ussisting government into tho 21 hi century und flnully n pngc frolll n 
11 scnrch sito11 indicating tho scopo of personal informntion distribution. In nddilion two 
legislators here have received documents I copied using three different w~,b sites on the 
lnternot: discovcrncLcom, nltavista.c.orn/whitcpagcs/ycllowpagcs und czgov.com. The 
documents contain their residential address and nll of the information they themselves 
would f1nd on their personal property tax stutcmont as sent to thorn by their county 
tronsurcrs ofllcc. Some of the documents mny oven contain the same information 
concerning their pince ofbu-,inesr, or other reul estate owned by them. I chose these two 
rcpresontntivcs because they listed only a post ofl1cc box as their address in their 
lcgislntivc biographies. Within an hour through the use of the Internet only and some 
simple deduction I was able to flnd this iriforma'ion. As a computer user I have only just 
loamed to 11copy and paste" in ordur to bring this information to you. Let me emphasize 
thut I arn new at this. 

I apoloiize to them for having participated in the nbusc of information deemed public 
because of a need to know. I do not need to know. In December of 2000, using my home 
computer, I looked up the home page of ezgov.com. This is the cyber company employed 
by two North Dakota counties to give citizens access to their property information as it 
pertains to real estate taxes via the Internet. In the posted welcoming statement of this 
company l was told the purpose for their existence was for1 among other things, my 
entertainment. l wh;h I could give you a copy of that page but it has since been replaced 
and is no longer nvailable Their present stat~ment now cites more consumer oriented 
desires such as service1 quality. (;Ost effective government and convenience. 

Wondering how accessible I might be to the public I began browsing the Internet in an 
effort to find myself. I was amazed at the scope of information sharing and selling and 
how without my consent I !1ad hr.come n commodity. Webster defines commodity as a 
product as distinguished from a service. My personal information has become a 
commodity, for those who feel it is within their commercial and public service right to 
use what I am required to give them in exchange for service, to inform others of my 
potential needs according to my infonnation profile. Entrepreneurs aside, I am also a 
form of entertainment. In addition for a price I can obtain personal statistics that may date 
back ten years, 



Wo lll'O an information addicted nnd dependent 1mcioty. lnformution huH novcr been i;o 
public as it Is todny in tho ugo of our world-wide-web nnd tho upportunitim, it provides In 
tho ptrnt1 citizens have entrusted the public institutions designed to nssist them in their 
11p11rsuit of h1tppinoss1

' with personal informntion; information given undor the 
nssumption that it bo hundl~d inn munncr assuring them the dignity or privucy. Toduy, 
our privncy is litcrully boing eroded bit by computer bit. H is being done for profit under 
tho gl1lsc of better sQrvico und convcnicnco. Given more time I could present moro 
ovidcnco to this fact. lnstond I nsk you to recount tho unsolicited mull in your box and the 
tclcnmrkcting cflbrts directed at bringing to you the product or sorvicc 11tailnrcd just for 
you". lfow is it that mir10rs receive credit cards in the mail ready for use? Then consider 
whnt I hnvc presented to you toduy. Consider thnt with nearly every action requiring n 
trunsnction my information profllc is expanded, shurcd and or sold. Now it is 
accomplished with th~ speed of a keystroke and it is made avnilnblll lo those who think it 
is in my best interest thttt they know. 

The mngnitudo of the situation is nlmost too far reaching to comprehend. I sought 
answors from my district roproscntativo. lie advised mo to start with this legislative 
session; with this bill nmong others. In the world of commerce (in which as a consumer I 
must porticipntc) I am but a folder of information. I stand before you not as tho computer 
generated informl\tion profile to be used for proflt~ but as c1 member of society on the 
brink oi' dchumanizution. I trust thnt you ncknowlcdgc this burgt.~oning situation~ that you 
pos1H.,~ the cupacity to manage it in such a way that tho benefit of tho public sharing and 
tho commercial trade ofpcrsonnl information will nlways exceed the risk; the risk of the 
erosion of personal privacy nnd in turn the dignity of law abiding citizens. 

In closing I urge you to keep in mind what I lrnve presented here when considering 
privacy lcgislntion. I hope that common sense will prevail in an era where speed and 
otliciency govern the complexity of a modern glohal economy. Again J offer my 
apologies to Mr. Berg and Mr. Pietsch. I thank all of you for your interest in serving the 
public and for listening to my concerns. I ask you to vote yes for house bill 144 7, 



I 

:£.tly~'lf2m 

, 
1!1!,'.!!i'.IJ.r.J;\'..n!1•1 I ~11~ A!J,.tYl'>IP 

Find A Person ■~~~i~,,oi,.coM 

Enter any name or partial namo and a olty and find a 
person. 

L11t ~ame: Flr1t Name:• 

I I 
. 

Oitt' State/Province: 

I I •·US States-- :] 
Oountrt 

iJ _searth f I USA tioJn 'oplionol 

AlteVlsta 
Recommend 
-§.end_irrntant 
D.W~-~-~99.!U-H¼IDO 
AllaVisla 

,'. Messenger_ 
' Downluod .. Now' 

f. 
;,, ·.$.19!L\IP..1.9X 
·• A_lta_v,sta r re :i _rm 
'
I! , today 

© 2001 AltaVlsta Company. Alta Vista® is a registered trademcirk and SmEHt Is Beautiful and tho 

AttaVista logo are trademarks of AltaVistn Co111m_rny. 

t!fili1 I Privacy Polley I 9um~ort FreelM,Qlg 



, 

~• 1 ·, SEARClf .corn• 
Over 1 MtlHon Successful Searches 

lo Locato ~ Exhaustl 110 Super 
No""'w_a_n_d_l_m_p_ro_v_e_d.-A-c_t_N_o_w..,I __ S_o_a_rc_t_l ______ _ 

Prefer to Order by 
Phonefl 

Need Exper1 Auslsta,,co? 
Soorch Exports Analyzo Your Our Most Comploto Soarchl 
Information, Search DatabAsos All•ln•Ono Powor search, 
to Got You Results! Lor.oto Search, Buckgrnumj 

Soarch ftnd more,. 

People Locate Search 

Soo Sumi. 1
0 O -

.,..........,._..... 
Here's What You Oet: 

• Complete AddrosserJ 
(Strnot, City, Stale, Zip 
Code) 

, Phone Numbers (llstoo) 
, Posslblo Aliases 
, Now1 Death 

luf ormatlon, a $12 
Value! (Name, D~lo of 
Birth, Date of Deaf.II) 

, Easy lo Read Summary 
Report 

• Expert Spel.':iallsts 
Select the Best 
Databases to Get You 
Results 

Exhaustive Super 
Search 

Soo Samplu O -
Here's WhatYou Get: 

, Curront and Prov1ous 
Addrossos Going Back 
10 Yoars 

• Pllone Nurnbors 
(Ll3led) 

• Relatlves, Roornm~ites, 
Farnlly Mombors, 
SpOUS8$ or Frl~nds 
Who May Have Shared 
an Address 

·• Neighbors 
• Bankruptcies 
• Clvll Judgments And 

Liens (Lawsuits) 
• Property Ownership 

and Value 
• UCC 1..1011 Filings 
• rrofesslonal Licenses 
• Florida or Texas 

Marriages 
• Corporate Afflllatlcns 

(Secretary of State 
Filings) 

, Eleven Additional 
Databases Se;3archedl 

Information avallablllty 
varies from state to 

L __ ~tato. 

Homo I Contact Us I Nows & Evonls j lnvoslol Ir.fa I Privacy 1-'olicy 

Call (800) 7 33 · 2243 
Mon• frI fiom, 10pm PST 
Sal • Bun lorn • 8pm P01 

Locate 8ttarct1oe: 
► Pooplo Locnto 
► Firsl Nnrno Som'Ctl 
► lnslnnl Loca1to $ 0.95 

Back round Searches=:) 
► Crlrnlnul Roc'o'rci7, I 
► Sox Of fo11dor 
► Civil Lawsuits 
► Propo11y Rocords 
► Cow1 F.ocordri 
► Supor S0<1rcll 

Over 1 MIiiion Successful 
Soarchos ... 
US Scmch Is tho #t Pooi,lo Somch 
sorvlco on tha In lei nol 

1000's of Oatabasos ... 
Provlom;ly unnvollnblo lo tho gonural 
public 

Live Search SpeclJllste .. , 
Analyze and novlew 't'vur lnfonnnfion lo 
C:lol Yoo Suporl()( Hosulls 

© URSEAHCH con• Inc All f~tgtlls R,iserved 

http://www2.J800usscurch.com/scarch/start.cgi?ad1D= 100 l 0 12 ~fl l /01 



tion of government itself - spcdfkally, govet11mcnt employee.~. lnltl:Hivc.s such 115 dcc­

trottk procttremcrit, \Vch-bascd document man:.igcmcnt, electronic fortm, :ltld the like an: 

itll leveraging th~ Internet to simplify the orer.1tior1al c.Je11rn1HJs of government. 

Although Online Scrvkcs 1md Government Operations face different st.1kcholclcrs -

one outward and one inward - they should Mt he thought of :is i11de1>N1<lc11t initiuth•c~. 

For cx:unplc, the dcplnyuwnt of 1tr1 11ppli<::1tim1 for onlinc husincss licmse rc11cw11! might 

allow businc..,;ses to enjoy automatic 1101ilic11tion of license ClCplratllm as well as n N-7 

re11ew:.1I option free of p11per work, Govertutuint employees, whose joh it is to enforce 

"Adding people Is very 

expensive, thel'e's nothing 

earth shattering about ft. 

That's why people In the 

commercial sector have 

gone to using the Web 

because you can set up a 

sett-service module that 

gives ~Mple A tremendous 

range of options that really 

didn't exist before." 

accurate lkct1sc renewals u11tl timely paymc1u1 would clc.1rl)' hc11cfit us well. 

What e-Govemment is Not 
Tcrrni; such as "drita resale .. ,lilt! "digital dc111ocracy" ~re also frcq11ently 

mentioned within tJ1e sume brc11th .1s "c-govcmmc111. 11 Neither of these 

tcrm11, however, observes the pri1\clplc of lcvcraf.{illg the Internet to slmpllf}' 

government. Ditti! ni-s:1lc, which lndudcs nuch co111111on pr11ctit•ci, 11s the sale 

of DMV records to i,1s1mmcc comJHtnics, hllS only gained :ts-,<;ociotlon with 

c~govcr111u~.nt since govcrrt111c11ts began using it :1s :1 soun:c of funding for 

online i11itfatives (such as J)Ol'till tlcveloprttent), Digil,11 dm1ocr,wy iH, in foct 1 

uc-polltics11 r11tlwr than c-uovcmmcnt; th11t is, lcvcrrtging the 1nwrnct to 

simplify the clcctlntt proccs1: (rother th:tn governmctlt), 

It Is imtx>rtant rhut these terms not muddle the ohjcctlve~ o( c-govcrn~ 

111cnt. Co11J1itlcr the isMuc of ll11ta resale. Some govcm111c111.~ have rc<.·cntly 

hunllled Ju tit reselling into their e-governmem inid111 iYl)S 11s II me1111s o( 

funding the development costs. Thc r~ult. however, Is ll riitltcr F11lLqthttt 

bargain for the public: simplified i;crviccs \~ll the Internet offered not at n 

dolhu cost but t"thcr In cxdrnngc for f>riviitc cltlzcn lnfon11ntfo11 snit! to 

commercl11I ett.thlcs, 
The underlying fl11w of this 11pprooch Is th11t the ortHue services 11rc only benefich1I if dt-

11.ens use them, 1111d they will only use them If they trust the services lmpllcltl)•· The trw1t 

factor ls the key to succeSFI: 11 rccetH survey of 1,000 U.S. cltl1.ctts found th11t iin nvcr­
whclmlnK 94 JlCWmt would oo "very conccrttccl 11 or Mcxtrcruely concct1wrl" If their gov~ 

crttmcttts were w (uttd c-governntent l11ltl11tlvcs 111 such 11 111111111c1•, 

Creating Efficiency Through e-Oovemment 
Much of the Interest if\ e•goveNIJtH!nt l!i owed to the following theory: electronic ~ov­

ern1nent lmprovm1 the "bll!1iness nf government" hy crc11ting more efficient ,md eonveuicnt 

co1111tlmc1H•to•govcrmncnt1 huslncss•to•govert11ue11t, nnd even Ltovetnmcnt•to-1:tovcr11-

' ADVIMlltNG r.u,mMUIT 



WHAT KEEPS THEM UP AT NIGHT: 11Just trying to keep up with this thing,• Trimble said. •rhe 
excitement of what we're doing keeps me up at night. It's an Incredible space and an Incredible 
time to be doing it! 

CONTACT: ezgov.com, 1375 Peachtree Street, Suite 575, Atlanta, GA 30309; 404-888-9801; 
FAX 404-888-0245: www.ezgov.com, 

gvellne Shmukler covers the Atlanta area for dbuslness.com. E-mail her with story ideas or 

.. 



4 .. ' 

fhll Ck1Wrttnt"I tt<hnolOQY lnd~t,Y Ptofllt WH lpot\l,(H~ b~ l'IQOV, 
Copyright O 2000 (lowrnm,11t ltthnoloqy, All '1gl!ll IMt'l'Y~d. l'tlnmt In USA. 

!i-& ~zgov.com"I 
Software Foundation~ for e-Oovernmenl 

Ctnlennltl Tower 

101 Marlttta Strttt. H.W, 

SuttefflO 

AllaM1, 8rngl1 3Cm 
l404IMM801 
l•l'17-E'100Y,u 



Testimony in Opposition 
To House Bill 1447 

Buell Reich, ND Credit Union League 

Mr. Chairman and members of the Industry, Business, and Labor 

Committee, I um Bueti Reich, and I am president of the North Dakota Credit 

Union League. 

Credit unions support the Legislature's concern for privacy rights. Various 

bil1s and a proposed constitutional amendment have been introduced by legislators 

to protect and deal with privacy concerns. 

Presently there are numerous federal privacy laws including the Gramm~ 

Leach-BlHey Act. North Dakota also has a privacy law. The concerns of credit 

unions in North Dakota arc several: 

1. Which laws apply to North Dakota credit unions? Are we subject to Grnmm­

Leach-Bti1ey, or are we subject to North Dakota law or some hybrid of both? 

Neither the North Dakota Banking Department nor the Federnl Trade 

Commission has provided us with an answer. SB 219 l would solve this 

problem. SB 2191 would make North Dakota credit unions subject to the 

provisions of Gramm .. Leach .. Blitey. 

2. HB 144 7 addresses privacy information related to consurners but does not 

address con1n1ercial accounts, The result is that commercial accounts would be 

"opt .. in." If a commercial account did not return nn "opt .. Jn" consent, financial 

institutions would be faced with the choice of violating the law or closing the 

accounts. That would be a most undesirable result. 

3, HB 1447 will result in a competitive disadvantage to North Dakota finnncial 

institutions with the "opt-in" provisions, since those provisions wou Id only 

apply to financial institutions located in North Dnkota. Those entities which 



offer financial services and products via the n1ail, telephone, the IntcnlCt, or 

other rnedia or technological methods would not be subject to HB 1447. 

4. The prohibition in Section 2 of HB 144 7 against disclosing non .. public personal 

information will have a very negative impact on the smaller credit unions that 

rely on affiliates and non .. affiliated third parties tbr data processing; check 

processing; Visa credit card services; printing of monthly, quarterly, and annual 

statements; insurance and related matters. Because of the size of most credit 

unions in North Dakota, they are financially unable to perfom1 those services 

in-house-it would just be cost-prohibitive pJus requiring levels of expertise 

that are not available in normal credit union staff employees. This is our 

greatest concen1. 

I don't pretend to be an expert on privacy rights or existing privacy law. The 

issue is very complex and the laws and the pt'oposed solutions many. 

Senate Concurrent Resolution 40 l 9 proposes an interin1 study of privacy 

issues by a Jegislative con1mission, which will report to and make 

recom1nendations to the next legislative assembly. Since Gramm .. Leach .. Bliley 

goes into effect on July 1, 2001, the legislature wit I be able to study the impact that 

Gramm-Leach .. B1i1ey has on North Dakota citizens. Therefore, the North Dakota 

Credit Union League respectfully requests that this committee support the interim 

study and avoid pursuing privacy legislation until the interim study has been 

cotnpleted. 



Testimony in Oposition to H.B. 1447 
Joel Gilbertson, Executive Vice President 

Independent Community Banks of North Dakota 

Mr. Chairman, I am Joel GIibertson, Executive Vice President and General 
Counsel for the Independent Community Banks of North Dakota. ICBND is 
a state association of 94 banks located in communities of all sizes located 
all over the state. 

We have not had a big problem with the present law. All was fine and then 
Gramm Leach Bliley came along. There are many other Congressional 
bills that have been filed as well. 

We have shaken up the privacy 11globe" a lot. There is much public interest 
and there are many bills. We do have federal legislation that has passed 
and affects every state in some respect. We still don't know what the 
exact effect will be In North Dakota because of our unusual predlcan1ent. 
We want to let our community banks read all of the regulations sent out 
after Gramm Leach Bliley and know that if they meet those requirements 
they are ok. 

Other than that, we want to let things settle. Let's wait until the session is 
over and embark on a two year extensive study by those that are 
Interested and take another look at the environment in two years. We 
support S.C.R. 4019, which does just that. 

We must urge a Do Not Pass on this bill. We want to take a look at what is 
happening around the country and then jump into this task. Although 
rushing Into Implementation of new state laws may have some appeal, we 
believe the wiser course Is to let the dust settle and undertake a 
comprehensive but delibert:lte study of this significant, but highly complex 
public policy matter. 



' bank_OOOJ_klg 

consumer privacy vs. financial services: 
striking a balance can be tricky 

March 2, 2000 (Finance and Commerce) 
By _Karen L, Orandstran_~., H.nnli!1g 
Phone: (612) 347 .. 7153 
E-Mail: kgrandstrnnd@frcdlav,1.com 

State legislatures should not feel pressured to quickly enact state privacy 
Jaws to protect financial data, Lntc in 1999, Congress passed a new 
privacy law that attempts to protect consumer privacy without 
overwhelmingly burdening financial institutions or consumers. Striking 
this balance is trick} and we do not know whether the new federal law 
has it right, Only time will tell - we need to operutc under the new low 
to gain an understanding of its practical implications. Adding laws in SO 
states, on top of an untested federal law, is not the way to approach this 
important public policy issue. 

The federal financial modernization legislation, known as the Gramm­
Leach-Bliley Act, includes a new privacy law, captioned Disclosure of 
Nonpublic Personal Information, This law limits the instances it1 which 
a financial institution may disclose nonpublic personal information 
about a consumer to nonafflliated third pnrtics. It nlso requires n 
financial institution to disclose to all of its customers the mstitution's 
privacy policies and practices with respect to information sharing with 
both affiliates and nonaffiliated third parties. 

The federal law applies to nny company engaged in financial services -
whether or not the company is affiliated with n bunk, Thus, the law not 
only covers bunks, thrifts, and credit unions, it covers other compunics 
that traditionally have not been considered financinl institutions. 

As explained by the Federal Trade Commission's ("FTC") proposed rule 
of February 24, personal property nppraiscrs, real estate appraisers, 
retailers, career counselors for employees in financial occupations, real 
estate settlement services, manufacturers of computer hardware nnd 
software, and travel agencies operated in connection with financial 
services are considered financial institutions under the privacy act. 

The FTC rule further explains, however, that while many of these 
entities come within the broad definition of financial institution, they 
will likely not be subject to many of the privacy rules been use they do 
not provide services or products to "consumers," The law does not 
cover the provision of products or services to businesses, Also, not 
every product or service that a financial institution provides to a 
consumer is a financial product. Thus, a department store that issues its 
own credit card directly to consumers provides n financial service 
(credit) to consumers who use the card~ but when it sc11s merchandise, it 
provides n nonfinancial product or service. 

The Jaw imposes three baaic requirements: 

• Financial Institutions must provide an initial notice to consumers 

http://www. fred law,com/artic)es/htm)/bank_ 0003 _kl g ,html 
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about their privacy policicst describing the conditions under which 
they may disclose nonpublic personal infonnation to nonaffiliated 
third parties and affiliates. Institutions must provide this notice 
before disclosing the information to nonaffiliated third parties. 

• Financial institutions must provide annual notices of their privacy 
policies to consumers with whom they establish a customer 
relationship, 

• Financial institutions must provide R method for consumers to 
11opt out11 of disclosures to nonaffiJiated third parties, 

The law docs contain a number of exceptions. Finnncinl institutions can 
disclose information, without giving c.onsumcrs the ability to prohibit 
disclosure, in recognition of the need for financial institutions to disclose 
information to process and service transactions, prevent fraud, comply 
with other laws, respond tojudicial process, and the like. 

The Jaw also recognizes thut smaller financial institutions may have a 
greater n.eed to rely Oh nonaffiliated thin.I par(ics to provide products and 
services to their customers. Uttlike large banks, small hunks do not 
typically own their ow11 insurance agencies or sccul'itics firms. They 
contract with other companies to provide these services to their 
customers. The law recognizes this marketplace reality, und allows an 
institution to provide information about a consumer to a nonaffiliatcd 
third party to pcrfom1 services (which may include joint mnrkcting) or 
functions on the bank's behalf. This crui only be done, however, if the 
consumer is given notice and if the financial institution enters into a 
confidentiality contract with the third party. 

Will this new federal privacy law work? We don't know, It is new and 
untested. No one knows whether the lnw will offer the right protections 
without unduly burdening financial institutions and consumers. While 
a11 ofus, as consumers, wnnt some amount of privacy in our lives, we 
also want to be able to conduct our financial transactions without delays 
and excessive paperwork. Crafting a lnw to accomplish this balunce is 
not easy, 

The new federal law is effective as of November 13. 2000, In the 
meantime, eight different federal agencies are drafting regulations to 
clarify its scope. These regulations nre due to be fin.ti by Mny 12, 2000, 

While it mny be poHtlcnlly popular to rush and implement state laws in 
each of the states, is this the best way to approach this signiflcunt, highly 
complex, public policy matter? I think not. Let's see how the federal 
scheme is working before adding potentially Inconsistent and costly 
state laws. 
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Testimony of Patrick J. Ward in Opposition to HB 1447 

Dear Chairman Berg and members of the House I BL Committee: 

This testimony is submitted in opposition to HB 1447. 

I represent the North Dakota Domestic Insurance Companies, State Farm 
Insurance Company, the National Association of Independent Insurers, and 
the American Council of Lif~ Insurers. All of these companies and 
organizations oppose HB 1447. We urge a do not pass from this Con1mlttee. 

HB 144 7 is certainly well .. intentioned. It seeks to protect the privacy of citizens 
of North Dakota with respect to sharing of their financial information by 
companies In possession of that Information. However, when considered 
together with other privacy legislation proposed this session and with 
numerous federal laws In the area of privacy, It goes way too far and disrupts 
the uniformity which would be achieved by less Intrusive state regulation In this 
area, 

The Senate has already passed SB 2127 and It has been forwarded to this 
Committee for consideration. SB 2127 gives the Insurance Commissioner 
authority to adopt regulations at least as strict as the National Association of 
Insurance Commissioners guidelines. SCR 4019 Is a concurrent resolution 
directing the Legislative Council to study medical and flnanclal Information 
privacy. 
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Many of the companies that I represent do business in several states. A 
North Dakota rule which is significantly dl1ferent from other state and federal 
rules would disrupt the attempt to achiev1e uniformity by the NAIC and other 
regulators and would hinder the ability to do business in North Dakota. 

Gramm-Leach .. Bllley requires that by July 1st of this year, insurers and 
financial Institutions must: 

1. Disclose to all existing and new customers each year policies for 
collecting and sharing nonpublic Information about custon1ers. 

2. Give customers the right to "opt out" of disclosures of their non .. 
public information to llifil:.filfillated third parties for marketing 
purposes. 

3. Not disclose account access information of customers to third 
party marketers. 

4. Abide by new standards to protect the security and confldentiaiity 
of customers' nonpublic parsonal Information. 

This already creates a significant burden of compliance on these 
companies. Due to the July 1st deadHne and the volume of notices 
necessary, financial Institutions are diligently preparing those notices 
as we speak. 

Other federal laws are also quite Involved in this area. The Fair Credit 
Reporting Act (FCRA) requires customers be given the opportunity to opt out 
of having personal Information shared by affiliated companies. The Health 
Information Portablllty and Accesslblllty Act (HIPAA) Is a regulation of the 
Department of Health and Human Services. It Is 150 pages long, It protects 
privacy of health Information. The Implementation deadline for Hf PAA ls 
2003. NAIC and NCOIL have each adopted model regulations. There has 
been activity In other states also. At this polnt1 no state has gone as far as 
HB 1447. There Is a website to update the activity of other states In this area, 
www..n.arr1lc.org/s/prlvacy, btm. 
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We believe it is essential that stBtes adopt privacy requirements consistent 
with GLB. If fifty different states pass fifty different sets of rules, it will result 
in confusion for consumers as well as for insurers, banks, and other 
businesses that do business in more than one state. Such a patchwork of 
state laws would also create additional administrative costs for insurers. 
Those costs would eventually be passed on to consumers. 

There are two significant problems with HB 144 7. One is the opt in 
requirement. Opt In would be much more costly and difficult to implement 
than opt out for financial institutions. It would actua:ly lead to more solicitation 
of consumers rather than less. Financial institutions would have to make 
multiple contacts with customers to ascertain their wishes. Opt in would force 
marketers to use a blanket approach on direct mail offers because they would 
have a more difficult time Identifying target consumers which ; neans more 
junk mail, not less. An opt in approach would also likely increase fraud 
because It would restrict Information sharing available to Insurers now to 
Identify and combat fraud. Presently such measures are estimated to 
consume as much 25¢ of every premium dollar collected. 

Property and casualty Insurer~ typically do not collect or use a customer's 
health Information unless it is relevant in settling a claim, such as paying 
hospital bills for Injuries sustained In an auto accident. P&C Insurers are not 
opposed to keeping health information private. However, P&C Insurers do 
oppose having to establish multiple notice and tracking systems to Implement 
conflicting requirements In the models and federal health regulations. This Is 
another area where Insurance fraud Is rampant. Consistency among state 
and federal laws Is key to avoiding additional cost and confusion for 
consumers and insurers. 

The slg11lflcant second problem with HB 144 7 Is that It does not allow 
companies to even share with their affiliates, which Is allowed by GLB and 
other privacy regulations Implemented to date. 
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In conclusion, HB 1447 simply goes too far and Is not necessary. GLB 
becomes effec.tlve July 1st

• Companies are already scrambling to comply with 
lts notice and opt out requirements. North Dakota has taken appropriate 
action with SB 2127 to regulate Insurance companies pursuant to and 
consistent with GLB. Further study or consideration of this issue should be 
left to the Legislative Council through SCR 4019. 

We respectfully request that this Committee issue a strong Do Not Pass on 
HB 1447. 

P IPWARD\Leglslaluro 2001\HB 1447 loslimony.wpd 



GRAMM .. LEAC1f .. f3LILEY ACT (GLB) AND OTHER PRIVACY REGULATIONS 

Under Gramm-Lcuch-Blilcy1 by July I, insurers an<l financial institutions must: 

I. Disclose to all existing and new customers each year our policies for collecting and sharing 
nonpublic information about our customers, 

2. Gi vc customers the right to "opt out" of disclosures of their nonpublic information lo non­
afnliatcd third parti~s for marketing puq>oscs. 

3. Not disclose account access information of customers to third party marketers. 
4. Abide by new etandnrds to protect the security and confidentiality of our customers' nonpublic 

pcrsotrnl information. 

* Due to the deadline of July 1 nnd the volume of notice ucccssllry, firrnncinl htstHHtlons at'c 
dHigcntly prcpnt·fng Uio:;e notices nt this time. 

THE FAIR en~· {!~PORTING ACT (FCRA) 

Requires that customers be given the opportunity to 11op1-out 11 or having personal information shared 
among State FarnH1niliatcd companies each year. 

THE HEALTII INSUllANCE PORTABILITY AND ACCOUNTAHILIT\' ACT (IIIPPA)/ 
HHS R~:GULATION 

Under this 1cccntly issued I SO·pagc Hcnlth and Human Services regulation and i IIJJPA, privacy of 
health infomrntion is protected. The iruplclllcntation deadline for the II IPPA regulation is 2003. 

TWO MAJUR PROPOSALS FOR PRIVACY Rl~GULATION: NAJ<; AND NCOIL 

The National Conference oflnsurance Legislators has adopted a model regulation that docs not 
address health information. It docs not require "opt i11 11 from the customer or consumer. 

The National Association of It.1surnncc Co111miss1oncrs has adopted a model regulation as wcl I. 

O'fllER STATRS• ACTIVITY TIIUS FAR 

ror an update on states' activity thus litr, go to www.namic.org/s/pl'ivacy.lH111. Al this poi1tt1 no :.;tatL' 
has gone us for as IIB 1447. 
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Glossary of Terms 

The folleiwing terms arc: used throughout this document: 

"Affiliate" is a company that controls, i8 controlled by, or is under common control with another 
company. Under the Gramm-LeachMBiiley Act (GLBA), insurers and banks can become afflllates. 

"Consumers" are indivjduals who are seeking to obtain, obtaining, or have obtained a product 
or service from an insurer. For example, an individual who ha8 submJtted an application fo1 
insurunce is a consumer of the company to whlch he or she has applied, as is an individual whose 
poJicy with thr, company has expired. 

"Customers" are consumers with whom insurers have onMgoing relationships. Policyholder/) 
are customers, for example. 

"I 11.surers,, are insurance companies, insurance agents, or other entities that are r~qtiired to 
comply with the privacy regulatk,n . 

"Nonafflliated third party" means a company that is not affiliated with an insurer. 

"Opt in" mean~ grnnting affirmative conserH to the disclosure of protected information by an 
insurer. It only applies to health information. An insurer can share protected heal.th information 
with other entities - including its affiliates or third parties - only if the customer or consumer opts 
in. 

"Opt out" means prohibiting the disclosure of protected information by an insurer. It only 
applies to financial information. An individual can opt out of the disclosure of his or her protected 
financial information to third parties. 
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TESTIMONY OF MARILYN FOSS OPPOSING HB 1447 

Chairmun Berg, members of the House IBL committee, my numc is 

Marilyn Foss. I am genera} counsel for the North Dakotn Bunkers 

Association (NDBA). 

First, I want to start out with an unequivocal statement: N DBA 

member banks c.are about the privacy of their customer's flnunciul 

information und are spending considerable amounts of money to 

protect it, That was true without GLB and it is even more true with GLB 

and its irnplernenting regulations. As we speak our tncmbers are developing 

written privacy policies and drafting notices to consumer3 l) which explain 

the policies and, 2) tell the consumers how to "opt outu if they don't want a 

financial institution to be able to share certain information with non­

affiliated third parties. Under GLB regulations, banks will be sending 

written notices to consumers before July 1, 2001. After that, banks will be 

giving the written notice to consumers whenever a consumer customer 

relationship is established. Then, every year, consumer will again be 

reminded of the details of the policy and how to exercise their consumer 

rights. The notice to consun1ers must be both clear and conspicuous, 

I want to be straightforward about another thing ... we think North 

Dakota's current customer information law, Ch. 6-08.1, needs to be 

changed. We are supporting SB 2191 to accomplish those changes. If HB 

1447 is amended and passes both houses of this legislative assembly and SB 

2191 also passes both houses, the changes we seek for North Dakota banks 

are achieved. That's not necessarily apparent from the face of the 



umendments, but the commjttce should be awnre ofit. And stil I. NDBA 

opposes this bilL Why '? 

We believe the bnslc rtth!H which npply to the d!sdosurc of 

information by flna11,·lt1l JervJ,,c pnn•ltlen,, whether tlley he ht111k~· or 

olller jln1111c/(I/ ln.iit/1111/tJII, Jn:;11n111ce c:0111JJt11tle.\' or .,·ec11rllle!,Jlr11u, must 

be fundnmcntally the sumc for flnunclnl service providers which arc at 

home In North Dakota und those with home stntcs other than North 

Dakotu bccuuse our bnnks und other financial service providers arc 

competing with each other and with providers who offer their services 

and products through the muil, over telephone llnes and other nutionul 

and regional media, and over the Internet, When it gets right down to it, 

HB 1447, even as amended, subjects North Dakota financial service 

providers to different consent requirements than those which apply to 

providers from outside North Dakota. HB 1447 intends to apply B_opt-in" as 

the standard that applies to all North Dakota financial service providers, 

even though no state legislature which has considered the issue since GLB 

has chosen to impose opt- in on their financial institutions. 

With our heightened sensitivity to the issue in genera) and to the 

details of Ch. 6-08.1 we have also discovered a problem which needs to be 

addressed and which isn't - by either GLB or HB 1447. GLB includes 

several categories of information sharing which reflect contemporary 

banking practices or protect the ability of small banks to offer a broad range 

of products and to thereby effectively compete with larger financial 

institutions. These are the service provider exception, the joint marketing 

exception and a specialized exception for private label credit cards. The 

service provider exception recognizes banks use third party providers for 



things like dntn processing, prcpurlng l 099's, preparing nccount stutcmcnts, 

und things of that nature. The joint mnrkctlng exception permits smnl I 

banks to enter agreements with third parties to murkct the bunk's tinnnciul 

products. The private labnJ credit curd exception comes into pluy when n 

retailer offers a credit card under its name, but the substantive trnnsaction is 

u credit card transaction through a bank. Larger banks engage in those 

uctivities through affiliates, but smaller institutions must rely on third purty 

providers and purchase the expertise to perform these functions in an 

efficient and cost effective manner. Under GLB there is no consumer right 

to Hopt out" from information exchanges under these three categories. 

Current North Dakota law doesn't include exceptions for these cutegories. 

With GLB it appears these exceptions cover consumer accounts, but not 

commercial accounts. This gap must b,: corrected. If it's not, North Dakotn 

banks and credit unions will be in the position of asking commercial 

customers to return written consents for the information sharing which is 

required to service accounts. If the consents aren't returned, and many 

won't be, the banks and credit unions wiJ I be faced with the choice of 

violating the Jaw or closing the accounts. This is a very subtle point and it 

was recognized only very recently - by the regulators and by NDBA. HB 

144 7 leaves this gap open. 

The question of how information should be used is one which has 

arisen largely because of technological change and telemarketing. We at 

NDBA agree that the subject should be studied in a forum where all sides of 

the issue can be considered and where the responses of other states and the 

federal government can also be considered. For that reason we are 

supporting and will be testifying in f~vor of SCR 4019 which proposes an 



interim study of "privacy" issues by u legislative commission which Is 

directed to report to and make recommendations to the next lcgislntivc 

assembly, 

So far as I can tell from the sources I have reviewed, no state 

legislature has enacted post GLB legislation to require an 'opt-in" where 

GLB provides for an "opt .. out", We don't think North Dakota should be the 

only state to do so and we don't think our banks and credit unions should 

operate at a disadvantage to their out of state competitors . 
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foll wilhin the opt-out noticu requirement. und u dnrifknlion that the term 
"nonpublic personal lnfornrntion 11 doci,; nut encompass lists or dcscriptiom derived 
without u1,lng nny rwnpuhlic pcrsonul information. 

Srnullcr tlnunclul institutions fought hurd in (\mfcrcncc for the cxpunsion of the 
notice and opt-out requirements to include uff11lntcs of financial institutions us well us third 
purtlc.H;, arguing that permitting information to be freely shared umong ufliliutcs places them at u 
compotitive disadvuntuge, Although they were supported in this effort hy cunsumer groups, 
privucy udvocacy groups and inlliully, the Administrution, the compromise ultimntoly did not 
cxpnnd upon the structme ugrccd to ,\n the I louse, The rcsull of their effort is hortutory lnnguugc 
in the Conference Report urging thut 11ugcncich und nuthoritics described in section 504(n)( 1) 
should tukc into considcrntion uny udvcrsc competitive effects on smull commcrciul bnnks. 
lhrlft8 und credit unions." 

As an accommodation to ccrtnin soflwurc mnnufucturcrs, the GLB Act nlso 
includes hortatory langungc nllowlng thut agencies and Dcpnrtmcnls muy permit by rcgulution 
disclosures in an "encrypted, scrumblcd, or :.;imilarly cm.led form'\ 

D. Overview 

The Title V privacy provisions of the GL13 Act now include the following: 

• A 11cw "affirmative and continuing" obligation to safeguard privacy npplicablc to 
all flm1s that cngugc in financial services (not just bunks or traditional finance 
service providers), as well as to firms cngugcd in activities "incidental" to 
financial activities, 

• A requirement that each finnncial regulator establish 11standards" to implement 
this privacy obligation, 

• A general privacy disclosure to consumers about the institution's privacy policy, 
including its policies concerning infomrntion sharing with affiliates and third 
parties, which is required upon opening an account or beginning a relationship 
and reiterated not less than annually, A separate opt-out disclaimer with respect to 
the transfer of infonnation to unaffiliated third parties also upon the opening of an 
account [or beginning of a relatimtship] and not less than annualJy thereafter, 

• A prohibition against transfers of "nonpublic personal infonnation" to unaffiliated 
thlrd parties, unless the possibility of such transfers and the option to opt-out are 
disclosed and the customer has been given the opportunity to "opt-out", 

• Numerous specific exceptions that permit disclosures to third parties without 
providing notice or opportunity to opt-out. 

• A mandate that the bank regulators, the NCUA, the Treasury and the SEC, in 
consultation with the FTC and representatives of state insurance regulators, 
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cnuuy" in scpurate "coordinuted" rulc-nrnkln~s to uctuil how lhc 1wo disclosures 
should bo provided and what they should include. 

• A requirement thul the Treasury Dcpurtmcnt study information slrnring prncticcs 
among flnnnciul institutions und their nffiliatQi;, 

• A prohibition uguinst the pruclicc of "pretext cnlling 11 thut includes criminul 
sunctions. 

C, Duty to Protect Consunu.!r JnformaUon 
Sec:, JOI (pp. 99-100) 

The privncy provisions of the OLB Act impose on cuch "f1nuncial institution'' un 
11 ufflrmative and continuing obllgutlon to respect the prlvucy of its customers nnd to protect the 
security und confidentiality of those customers' nonpublic personal information." Section 
50 l (u). To accomplish this goul, the GLB Act requires each functional regulator to issue 
"appropriate standards for the financial institutions subject to their jurisdiction" to insure 11 thc 
security and confldentlalily of customer records and Information;" to protect ugainst 11uny 
anticipated threats or haznrds to the security or integrity of such r"cords;" und "to protect against 
unauthorized access to or use of such records or information which could result In substantial 
hann or inconvenience to any customer. 11 

This is a broad mandate that each functional rcgulutor will huvc to interpret, nnd the Act 
provides no means for ensuring consistent interpretations. Moreover, it is not clear whether the 
tcnn 11stundards" necessarily requires rulcmaking. It is quite possible that a regulator could issue 
a loose directive to protect the security and confidentiality of customer records, while another 
couJd issue detailed regulations covering a wide range of activity. 

The tcnn "consumer" is defined as "an individual who obtains, from a financial 
institution, financial products or services which are to be used primarily for personal, family, or 
household purposes, and also means the legal representative of such an individual!' 

D, Opt-Out for Thlrd•Party Sharing 
Sec. J02 (pp. 100-102),' Sec. 509(J) (p. 107-108) 

As noted above, the most publicized and controversial part of the privacy provisions of 
the GLB Act is its requirement that financial institutions may not disclosure "nonpublic personal 
infonnation11 to nonaffiliated third parties unless they provide a specific opt-out notice to 
consumers and the opportunity to opt•out prior to such third party sharing. The Act provides that 
such notice must be provided "clearly and conspicuously,1

• in 11writing or in electronic fonn or 
other fonn pennitted by regulation." The notice must provide consumers with an explanation of 
how to direct that their infonnation not be disclosed, and an opportunity to exercise this option 
prior to disclosure to an affiliated third party. 

"Nonafflliated third party" Is defined to mean any entity that is not an affiliate of, or 
related by common ownership or affiliated by corporate control with, the financial institution. 
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/, (i'rm1rul /::n·,1ptlm1 for Murlwt/11>: um/ S,1ri•ldng 
Sr,·. JOi(b)(J) (p. J VO) 

The GLB Act provides u gcncrul cxccplion for providing nonpublic pcr~onul 
inforinution to third purtics to perform services or function!i on hchulf of the nnundal institution 
intended to cover trunsferi; nccc1m,ry for joint markctinu urrnnscmcnts, or to fucllitutc u third 
party scrvlcins of consumer accounts, However, these trnnsfors musl be fully dh,closcd to 
consumcri;, nnd f1nunclul lmtitulions must enter into cuntrncluul ugrccmcnts with the third parties 
that require the third parties to "maintain the conli<lcntinlity of such informution.i1 

2, Spedfl,• /fa·,·epllo11s 
Src. 502M (p. JO}), Sec. 509(7) (p. /07) 

The GLB Act further provides u number of specific exceptions for c1rcumstnnccs 
thut do not require thut any notice be given to consumers prior to disclosure of nonpublic 
personal data to Slime third purtlcs, However, if any third pnrty disclosure docs not fall 
completely within one or more of thc!ic exceptions. then the notice und opportunity to opt-out 
must be provldcd, These include the following circumstances: 

• Transfers "us necessary to effect, ndmlnistcr, or enforce a trnnsaction requested or 
authorized by the consumcr 11 in conncc,:.on with servicing or processing u 
financial product or service, muintninlng or servicing the con~umer's account, or u 
proposed or actual sccuritization, secondary market sale or similar transuction, 
(" As necessary to effect, administer, or enforce the lransaction" is defined in 
detail in Section 509(7),) 

• Transfers made with the consent or at the direction of the consumer. 

• Transfers made to protect the conftdcntiality or security of n consumer's records, 
to protect against fraud, unauthorized transactions, for required institutional risk 
control or other liability, or for resolving customer disputes or inquiries. 

• Transfers to persons holding a beneficial interest relating to the consumer, or to 
persons acting in a fiduciary or representative capacity on behalf of the consumer. 

• Transfers to provide information to an insurance rate advisory organization, 
guaranty fund or agency, a credlt rating agency, and to pennit the assessment of 
the financial institution's compliance with industry standards, 

• Trnnsfers to the financial institution's attorneys, accountants and auditors. 

• Transfers pennitted or required under other laws and in accordance with the Right 
to Financial Privacy Act of 1978, to law enforcement agencies (including federal 
functional regulators; the secretary of the Treasury with respect to the Bank 
Secrecy Act, state insurance authorities or the Federal Trade Commission), self-
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regulatory orgunizutJons, or for un inwlitit::nllon on n muller rcl111cd 10 r,uhlk 
sufcty, 

• Trnnsfcrs to u consumer reporting agency, nnd trnnsfcrs from u consumer report 
produced by n comiUmcr reporting ugcncy in compliance with the Fair Credit 
Reporting Act, in uccorduncc with inlcrprctutions of such Act by the Bourd of 
Governors of tho Federal Reserve Syi;tcm or the Fcdcrnl Trude Commission. 

• Transfers in connection with a sulc, merger, transfer, or cxchungc of nll or a 
portion of the business or operating unit of the finnncinl lnstitulion if the 
disclosure concerns only customers of thut business or unit, 

• To comply with federal, stutc, or locul lnws, rules, nn<l to comply with civil, 
criminal, or rcgulutory invcsligutluns, fcdcrul, stutc or lc,cul summons or 
subpocnns or to respond to judicial process of govcmmcnt uuthoritics with 
jurisdiction over the finnncial institution under these authorities. 

3, Limit~·"" Reu.,·e <if /11/ormat/o,, 
Sec, S02(c) (p. JOO) 

Unafflliated third parties that receive nonpublic personal information from n 
financial institution for any purpose (including pursuunt to the exceptions set forth above) may 
only disclose such information if "such disclosure would be lawful if made directly to such other 
person by the financial inst!tullon. 11 This effectively makes third parties that receive nonpublic 
personal infonnatlon from financial institutions subject to the these provisions of the law. 

4, Prohibition on Sule of A,·,·ount /11/ormutlon for Telemarketing 
Sec, S02(d) (pp, JOO-JOI) 

The GLB Act includes a provision to address the kinds of abuses involving the 
sale of customer account information to third party telemarketers that have recently received so 
much publicity. Disclosures of account numbers or similar access numbers or credit card 
numbers or access codes infonnation to third parties for use in telemarketing, direct mail 
marketing or other marketing through electronic mail is expressly prohibited. 

E, Disclosure of Privacy Polley and Procedure 
Sec. 503 (p. /02) 

Each financial Institution is required by the GLB Act to make certain required disclosures 
of its privacy policies to each consumer, both at the time of establishing a customer relationship 
and then "not less than annually" during the continuation of the relationship. These disclosures, 
which must be clear and conspicuous, may be made either in writing or in electronic fonn or 
other form authorized by regulation, must set forth the institution's privacy policies and practices 
and must include: 
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• 

• Tho policies 1Ulli prnctlccs with respect to di~dosun:s to 11flilintc1t und 10 
nonufnlintcd third purtics including the cutcgorics of person~ tn whom 
information may he disclosed. 

• The institution's policies with rcspc,·1 lo disclosures llf nonpublic i11formation 
related to former customers. 

• Ocncrnl polklcH for pro:c(.·ting the confhkntialily and security of 11onpuhlic 
personal information of consumers. 

v The cutcgorics of nonpublic personal informal ion thut the institution colh:cts. 

• Dii;closurcs required, if any, under section 603(d)(2)(A)(ili) of the Fair Credit 
Reporting Act. 

While this disclosure requirement is independent of the opt-out disclosure requirement in 
Scctlon 502, it uppcnrs thnt these disclosures could be combined. if the combined notice 
compiles with the rcquirc1mmt thut notice be provided when the customer rclntiom,hip is 
established (and then not less than anmwlly) und provides sufficient opportunity for customers to 
opt-out, 

F. Rulcmaklngs to DcvL•lop l;cdcral Privacy Standards 
Sec, J04 (pp. 102-J0J) 

The GLB Act directs the fcdcnil bank regulators, the NCUA, the Treasury, the SEC, and 
the FTC, after cons11ltlltlo11 with representatives of the Stale insurance authorities designated by 
the NAIC, each to prescribe regulations to carry out the privacy provisions, This broad 
authorization to promulgate 11such regulations as may be necessary to carry out the purposes of 
this subtitle" could encompass additional details about disclosures and notice to consumers, as 
well as elaboration on any of the exceptions to thti third-party opt-out requirement. The GLB 
Act specifically authorizes the creation of additional exceptions \o the notice and opt-out 
provisions In the rulemaking "as are deemed consistent with the purposes of this subtitle." It 
specifics that these rulemakings be undertaken in accordance with the Administrative Procedures 
Act, and that they be issued in final fonn not less than six months after the date of enactment. 

The Act also requires that the several agencies and departments engaging in rulemaking 
"consult and coordinate" with each other to assure "to the extent possible, that the regulations 
prescribed by each such agency and authority are consistent ana comparable with the regulations 
prescribed by other aget1cies and authorities," 

G. Enforcement 
&c. SOS (pp. JOJ-/04), Sec. 506 (pp, /04-105) 

The GLI:3 Ar.t provides that the privacy provisions of the Act will be enforced by the 
Federal functional regulators, the state insurance authorities, and the FTC with respect to 
financial institutions and "other persons" subject to their jurisdiction, It also amends the FCR 
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Act to clurify that the fcdcrul banking agoncics hove the authority to lssu(.l ro~ulutions "ns 
necossury11 to detect und cnforcu privucy violutlons tlrnt muy occur during the trunsfer nf, nnd 
process of correcting information given by banks 10 reporting ngencies. 

II, Relation to State PrJvacy Laws 
Sim 507 (p. /OJ) 

Tho GLB Act providos that tho privacy provisions of tho Act shull not preempt, niter or 
oftect any state luw or rogulation, except to the extent such laws or regulations arc inconsistent 
with the prnvisions of the Act und then only to the extent of the inconsistency. 

Section 507 (b) further explicitly states that state luw will not bo considered to be 
inconsistent with federal law for these purposes if the protection such stuto -

"stntute, regulation, order, or interpretation affords uny porson ls greater than the 
protection provided under this subtlth, ... as determined by the Federal Trade Commission, 
after consultation with the agency or authority with jurisdiction under section SOS(a) of 
either the person that initiated the compluint or that is the subject of the complaint, on its 
own motion or upon the petition of any interested party." 

This provision was udopted in Conference with the support of consumer groups and 
privacy advocates. It may effectively undcnninc the force of Title Vas n national standard, and 
cnuse the privacy debate to resume in various stato capitals, This was the stated intention of its 
supporters, and state attorney gunerals may examine ways to correct what they perceive as tho 
lnadeqm,cies of the federal law. 

However, an obscure provision of the Fatr Credit Reporting Act ("FCR Act11)could prove 
to be an obstacle to state action on the privacy issue with respect to lnfonnation sharing among 
affiliated institutions, Section 168 J of the FCR Act states " no requirement or prohibition may 
be imposed under the laws of any State with respect to tho exchange of information among 
persons afflliated by common ownership or common corporate control. 11 It is not clear whether 
this provision, which has not been tested in court, will impede efforts by the states to legislate in 
this area, 

I. Study of Information Sharing Among Flnanclal Afflllates 
Sec, 508 (pp, /05-/06) 

In lieu of any restrictions on infonnation sharing among affiliates of FHCs, the GLB Act 
directs the Treasury, in conjunction with the federal functional financial regulatory agencies and 
the FTC, to conduct a corn:,rehensive study of current infonnation sharing practices among 
financial institutions and their affiliates and unaffiliated third parties, and to report to Congress 
with 1ts findings and recommendations for legislative or administrative action by January l, 
2002. In conducting this study, the Treasury is directed to consult with representatives of the 
state insurance authorities, etc. However, in his statement at the signing of the bill, President 
Clinton announced that he was directing the National Economic Council to work with Treasury 
and Office of Management and Budget to complete the study and recommendations next year. 
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J. l>l'flnlflons 
Si:c, $01) (JIJJ· I 06, I OH) 

I, 11Fl11u,u•/u/ lmtltutlm, 11 

Tho dcfinillons mukc clcnr lh111 these provisions urc i11tcndcd lo be upplicd to nil 
im,lilutions purlkiputlng ln the dolivcry of flnnncial services to customers, The tcnn 11 firwnclul 
Institution" Is defined to be 1111ny institution the business of which is engaging in flnuncial 
n,~tlvitlos us dcscrlhcd in new Sec lion 4(k) of the l3unk Holding Cmnpuny Act of 1956. 11 

Spccif1cully oxcludcd from the dcflnition of 11f1nnnclul ins1itution 11 urc persons or cntilies subject 
lo the jurii;diction of the CFTC. lhl: Fcdcrnl Agrlcullurul Mortgugc Corpornlion or nny entity 
churtcrcd und opcruting under the Furm Crcdil Act of l 971. 

2, "Cmmm,er" 

It defines u "consumer" us "un individual who obtains, from a linuncinl institution, 
fimmclul products or services which urc lo he used primnrily for personal, fomily, or household 
purposes, und ulso rncuns the lcgnl rcprcscntntivu of such nn individual." The definition rnukcs 
explicit that Section 502 und 503 privucy nolicc provisions apply only to retail transnctions with 
individuals, nnd do not upply to corporntc or business datn or business customers, 

K. Prt'text Calling 
Sec. $2/,5}'/ {pp. /09-I J.t) 

Subtitle B of Title V incorporutcs the provisions protecting consumers from the "identity 
fraud" that hud been nddcd to the Scnutc bill by Senator Sarbanes. The Act provides civil and 
criminal penalties for those who obtain personal infonmition by fraud or deception from either an 
individual or n financial institution, Tho Act J1so grunts new enforcement authority to the FTC. 

The Act specifically prohibits any person from obtaining or attempting to obtain 
customer infonnatlon relating to another person by making a "false, fictitious, or fraudulent 
statement or representatlon 11 to an employee or agent of a financial institution, a customer of an 
lnstitution, or through lhe use of a forged or false document to such an institution, Moreover, 
requesting another person to obtain personal flnancial information in a manner that violates this 
section is also a violation undel' the Act. The Act excepts luw enforcement agencies and 
insurance lnstltutlons Investigating insurance fraud from the reach of these provisions, and 
provides exceptions for financial institutions ln certain circumstances including testing security 
procedures, investigating allegations of misconduct on the part of an employee and recovering 
customer infonnation of the institution which was obtained or received by another person, 

The Act provides that the identity fraud provisions will be enforced by the FTC "in the 
same manner and with the same power and authority as the Commission has under the Fair Debt 
Collection Practices Act." Sec. 522(a) The federal banking regulators are also authorized to 
enforce compliance by institutions under their respective jurisdictions. 
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Section 523 of the Act provides for criminal pcnultlcs for knowing nnd in1cn1io11al 
violutlom;, und permits uuthoritlcs IO doul>lc f1nes for violo!ions involvinu more than SI 00,000 in 
u twolvc•month porlod, 

Like tlH., other privacy provisions in Title V, the pretext calling provisions in Section 524 
will be prcc:mplcd by slulc luws lhut afford grcntcr protection us determined by the FTC nud the 
ugcncy with jurli;c\lction over the compluint. 

Euch fedcrnl flnnnchtl institution regulator is required to review its rcgululions nnd 
guidelines to determine whether revisions urc m:ccssnry to protc1.:t uguinsl identity thcf\. 
Moreover, the Act requires the GAO, in consultution with the fcdcrnl f1nuncinl service rcgulutol's 
to rcpor1 to Congress within 18 months of the date of cnuclmcnl on the cfticucy und udcquucy of 
tho remedies provided, including rccommcndntions for chungc. Ench of the fcdcrul finunciul 
service rcguhttors must also rcporl to Congress annually on the number und d1Hp0Hitic,n of all 
enforcement uctions related to identity theft. 

L, Ef'fc~tlvc Date 
Sec. J04(")(J) (p, /OJ), Se,•, J/0 (p. /08) 

The Act specifics thut firm! rules must be issued nn lutcr thnn six months following 
cnnctmcnt (Muy 12, 2000), The privacy provisions of this GLB Act tukc effect six 111011\hi, ofter 
the duto that the fedcrnl functionnl rcgulutors, the Treasury und the FTC pronrnlgntc the nilcs 
required under Section 504(b), 

XVII, COMMUNITY REINVESTMENT ACT 

The CRA provisions of the A~t were the most contentious und were the las! major 
provision to be agreed to, The CRA issues ad been highly ,~ontcntious since 1998. Senator Phil 
Gramm blocked the passage on the Senate floor of H.R. 10 because of'his objections to 
provisions that he believed expanded the reach of CRA. (Gramm did not bccomll Chaimrnn of 
the Senate Banking Committee until January 1999), On the other side of the aisle, the 
Administration and Congressional Democrats and vurious community groups vowed to defeat 
any bill that 11 rollcd back 11 CRA. 

A, Overview 

The CRA provisions ultimately agreed to include four key features: 

• CRA compliance as a prerequisite for financial afflllatJons, The final bill 
dropped a rnquirement in the House bill that FHC's 11maintain 11 a satisfactory CRA 
rating to remain a FHC, 

• CRA sunshine provJslons, The Act requires full disclosure of certain 11CRA 
agreements" between a nongovernmental person or entity and an insured DI. It 
further imposes detailed annual reporting requirements concerning funds received 
in connection with such agreements, 

Gibson, Dunn & CruJcher LLP 
Ff11anclal /11stltutlons Group 
Wa.rhlttgton Report 
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WELLS FARGO 
PRIVACY POLICY 

AGuideto 
How We Use and 

Protect Customer Information 

Our Pledge To You 
At Wells Fargo, we value the trust you have 
placed in us -•• and we intend to continue to earn 
your truSt each day. That's why we welcome e is 
opportunity to describe our privacy policies 
and the steps we take to protect your cusromet 
information. In this brochure, you 'ii find details 
about these policies and procedures, as well as 
the oppornmity to choose how your customer 
information may be shared_ You'll also receive 
updates in the future, so you can continue to stay 
informed about this important issue. 

This disclosure applies to consumers who have 
a credit card relationship with Wells Fargo Bank 
Neva~NA 

The practices and policies contained in this 
disclosure are subject to change, but we will 
communicate any material changes to you when 
required by applicable laws. The pracricrs and 
policies contained in this disclosure replace all 
previous not:.Ces or statements with respect to 

the same subject matter. 

ToYou 
■ We arecommitttd ro~pm:acy at~ times.. 
• Wedo not share <UStomt:r utfucrmrior.l. with_ oatsidl­

companics roe purposes of~ their products a}j Set wict:s 
to you..~ JOU~ been gi"Qffl the opportunity in 
advantt to dedine this option. 

■ We do not share medical infucmatioa P'¢':idcd as part o~ 
insurance applicatioos or dai!lls, c:xcq,t foe the~ yoo 
~ authorized.. 

• We are committed to lxinging y00 the~ JUU tftd to 
SOCtttd fiaaociaDv. If"WCdo not<&-a financial scmcc. sadt as 
some insutauce ~ .ivc m:ay~imsb .a ?D{. matketing 
progJ3111 widim outside compaay roc:&,tha.tsttVn to }"OQ­

Thcseprogmns. indudecooiidentiality aglcaneuts: to protect 
cnstomcr information. 

• ~ maimio 'SCO.Ud) standards ad rrocalml!S ~ to 
prott:ct castoilllC! i:nfonnatioo.. We will a,atlnoe ro ttst .md 
upda~~ ~ro improse the prottctioa of our 
inroanatioo.ahoutyou.. 

Behind this p1cdgc is a. simple idea.~ want you to know tha't 
you can a>IInt on us -to prot«t the prnacy and ScOUity of 
yourctr:tomc" infunnatioa,.and to pn:1\-idc }"00 with the 
respoosiqc. ~~yoadcscnc.. The "XBls hrg-o 
name has bttn a trusmi symbol of~ and rdi::bmty fur 
nearly 150 years. We are comncittcd to ~air.g this proud 
tradirioo. in the ycaIS to come. and to~~ trust - and 
your business ~ day. 

Our Policies Regarding The C~ Use 
and Disclosure of Customer Information 

At Wdls Fatg,o. our goal is to provide you -«itb. all the~ 
you will need to succeed~ Along the~. u~ are 
committed to providing !OD ~ t~i~ pcrs,)IUl~ 
service.~ kttping you i:tfutmed about new~ th.at may 
be of itnmcdia~ intctt::st to yo.i.. m-~ hcfle'.fits t.¾:n: can hdp 
you~ the gra~ -va.1~ from JOOI" Wd1:s Fargo tdatiooship. 

Customtt dlfurmatioo is at~ hc:artofoar :zbaity to P'(O\-'ide 
mpcrioc serwitt to "JOU- In the s«tions that~~ <kscribe 
the types of infocmarioo tiwt are~ and~- and 'tll.-by 
th.at information may be shared with orl1as.. 
Please ttkr to the Glos-sacy fur the dd'nurioos o[ ~ 
impomnt terms we me tbroughoct this brochure. 

Information Collection 
Tht,pmurytasoo thzt ~coU«t.md m3iat:ain CU5lOCUO 

;nfonnatioa is to~ !'JU .md ...dwiuistu ~ or- .omtt 

• • • This~~ 
zsdr' -

• lnfocrm::ion ~-- tinWioe to as <lll 

yom- incoa;.e~ad .xor•:«s; 

~a~· «~· 
w lnh:m.atiou--, ~ from .an~c~ sa::has.a 

aalitbmcau.; ...... ,~~acdit~« ~ 
'd.i&..atioo:. « 

■ lnfonaatior.t.aoom: ~~« ,eq.o:.a.a:s ~ 
compmicswniotbe'Wclkf.aa:gotm.y. 

. -Us@adOmLm:e 

WilhlAtbe.aslap&.ilJ 
~ U5('3nd ~custocna mfonmtioa 'Cdnn ~ '1idls Fatgo 
f.um"h-of b:anks ad ~mes b-a~ of~ 
including the~ - . 

• To proll:ayoa_ 11te infun:utioa -rnaim:3in ~~ 
cusrome: ,datio!Nn{, helps w. idcutiif, ,on :md ladps ~ 

· • from aa:r-ssixc ~ iufcwmarioG. « 
!(JCl" .accounts Oi 'SCI c~ 

• To pt<Wide ~ ~ )oa. atSlOCDO. i.nfomatioo. aHc,,.s 
us ro ,opomi ~ addk:ie:m'!> to~nttds-f:om 
obtaimngash ~ ATMs. to &st ~'f'l<><al«~-­
~ 

• To tdl voe abc.".'Gt ~ ~ atl • c:cd fie::mcm sctwitts ~ 
· · d.at~ ~cm~ inttr~ 

~~fur-~~ F.aq,-o 
~ that could be of qlaero !'OIi- Fo. <.JQiiiifC.. ~ ~ 
~dntyou~~~bome..we~c&t-!']ea 
~~ loan tatbc:rtlrm~ iost::,R,,,..,. lo:rm boc.msc 
of the puttntw me bcod:irs. 

• To iwpro.<.:md ~--~- st1wim.. ~ 
product or SCl'-ice~ ofk:r-1!> desigutd to tt8ectdle ~ 
our CtNOmCIS .actu.afry USC meil- 3CCOUntS.. This is tbe RaSOD 

.-by we«&ct and amfytt infurm.arioo.~otS1Wl 
~and~andhoa-~'CmCl<"~~afloam. 
~..rod~ accocsolS ~ mc:rt ~ needs. 

V.:-itbn me Wdk Fargo~ sc~ ~the<:tNOlQtt 
mfumution wi:cuDca («so.~ m tbeWonmt.:...U 
~'SXrioat...-itti: 

• '\rdis ~~ pc:ocidsng fua:mciat :niddbn­
sa-,.~ ~ :.tSO'lC2Stlfflef banka-s. moc~ latda,s,. 
<XICtSUffltt knder!,.. ~mmcs ~-dakrs.. iusas:asact. 
~~ .and tal CSU~ brola~ ccmr=«S;. ad 

■ ~ ~ ~n mn:tsduf ('erl\,Ull funcnons 
such 2S ~~your~ or~~ .acca.mt 
-st2~{';._ 



In iddirioa.~boat trllSt"ao •iUim; (where a Wdls m-go 
t.1k« .. nsl0Wf ~z um:a:rortidacimy)ismbicct to 

our affiJi:dal f.unilyofbanks and 
a.u,uaurs la et! UJ .saiasidacd rmemdy roo&cfe•ow 

_ orso&:itation pmposcs ~ 
!'(l'Ul'spa::ioca,usent. 

llitb Oatside-Con.,.nies or Pames 
When it comes to sharing iakxm.uion outside me Wdis f.Jrgo 
family; ~de-, so oofr for-spcci6c pm~ We may disdosc­
cm:om:r iofixmatioa [O the !iollowing types of~ 
oonipanics or parties: 

■ nrancizl ~ proridctssuch as msur::ancec~ oc 
iasmutiuns dm atald rn:dit ender a join£ progx:am .ritb us. 
:md whida typically~ financial sairices chat zre diifa-cnt: 
than tbose-~prowide to yoo:.. You may choose to opt out of 
this type of sharing by ttplying as insttnctcd in mis brocburc; 

■ Noo-&mncial ~ iPdodlng companies that perfunn 
sexuices on our bdial~ sod, as chccic pc iotas.. wmpaoics thar 
~account srncmems,. occompanJc:s that hdp as marker 
our 01SD producn to you; and 

■ lndcpcmlcnt <:ootractors,. such as t«lnucal systtm consuh:ants 
who program OU£ softwase ro bdp as dll~ our products 
OI' mad:ct our own products. to you. 

We do 'Dl0t ~cnstomer infur.nariuo with outs1(k C0111parucs fur 
me;- pmposc of marketing noo-financial products oc sernces of 
tboscc~ unless ,on l:a:ve been gi-vai ~opponunity in 
advauo:todcdincthisoprion. 

Scme~ laws impose~ requitcucuts- bcfocc we cm 
disdose panio:lar types of inf01matioo about custornas in 
those srates to outside parties for~ marfc~ progratr5 
O£otbcrpmposcs. 

tniJrmation Disclosed to~ 
FinancW Service Providers 

As we sutcd in our Pledge to you,~ do not share information 
with ~companies fuc the purpose of sdling their prodacts 
and sc:mces to you without giving you the opportunay in 
advance to decline th£ option (tbar is,. to •ope our- of thi$ type of 
sbariog).. As pcmuttcd by bw .. we am:sge pmg,1anas W1th outside 
6nanoal san:e providers to ofkr you the beudits vf '"one-stop 
sbnppmg.,,. ororhtt~ In thcieCISG. unless ?)ti 

exacise i,oor choice ro ope out of this~ of sharing. we 
Sl.JllJd•ClkS .Jisc!osc, rbe foliowiog categories of limited customer 
mfounariou "liRitb outSide 6nancia! UlStiturioO$ with wrud1 VI,~ 

h:ivcjomt11?2rkcting~ 

■ loior.mtion ~ Keeitt from you on apr(ications or forms. 
wbida lD3f include ;nfunnarion such 3S your ~ adores., 
and social security numba; 

■ lnfo..m.atioa about yoor 
and comp.mies within~ 
indode inforuat:on s.uch 
~ parties ro 

« o;pcricr:ces with b3nks 
family. which may 

count balance. payment 
cmfit card usage. 

~ disclose infonmtio.1 oak- when~~ thar this 
infonnatm is. important ~ the ofkr.. or- ncccssary to pnmdc 
'fOll with a ptcmimn or- rate quote- Our ioinr ag:c~u.e:ms ~-ith 
~c~uics are subtecr to coo6dmtiality pnmsions and 
rcSCXicticns on asmg the 1nfurnarion fur an: odtcr ptrrpOSC-

Information Disclosed to OutsN'» Non-financial 
COffllMl'ies and Independent Contractors 

When oun:idc parries pcrfot,n sen-lees on QlJr behalf.. in some 
irNanccs we :mv ~--lose SQrne or an of the inform;irion mat we 
coDccr. as dcscribcd ind~ lnfonnatioo CoUcaioo sccrion. This 
infonnation m:iy be prondc:d to c~in non-financial companies 
and ~mt .:onrracrors for rbe purposes of ~g your 
accom1r or ro pcrlc.-. m marketing or similar scr.lces on our behalf 
with~ to produ,ro. or sen-ices~ prori<k-_ The-e compan~ 
and Coatr.Ktots Me subject to confukntiahry ~-isions and 
rc:sttia!OI~ chat prohibit ttSlng me mfornurion ~d the 
~ocman(e of rhe specified §CITIC<:S on our behalf. 

Information Disclosed to Outside Parties 
in <>thew-Situations 

We alsc d&~ cert.Jin ctNorncr infomuri<:-n ro gm:ttrtmenr 
~-C<>nsurnet: rq,orri:rg agrn1XS. am: omer outside pa~ 
3S permitted = re~ (,y the Federal Pm::t.:y Act and ot~ 
~icabk 13"-, Thc-c disdo.-.urcs a~ m.....Je for sp«ific, limited 
~ sues as ro ~fy indmduat._ · idcnritJeS ( reducing fraud 
and !<lcnttry rhefrt :.-. ~ aisromcr ,;er.ice expectations 
{clll"I~ ro nariorui :\Ilt ner,.wrk,; fur :\TM c;ird ace~'-}. ro 
-cni~ mfomurion fur rmmrt credt! 3IT£("--afs (m«ting cusromrn.. 
nnmc:diatc fuuncial ~Lor ro make certain infon1urn,n a 
ffl3rtcr of ruh&- m:ord 1nxor~ morrga~ ro la prO'-recti\-e 
buyer-.. ride nr-u~ ;rr.d othas kflQ'V. ab.)ut prorerty liens\_ 

Our Poftcies Regarcfmg the Collection,. 
Use and Disclosure of Information about 

Former Customers 
Otr.: r<-1~~ 3r,d rr.acrices reprding rhe collection and 
disdosu?'e of mfumunon about fOIT!lfi cus.omer,;; arc the sa= a.c; 
th~ regarding t~ collecrioo and di5clo,.ure ahmr existing 
c~nmcr.- l<itt dJC 5n.-rron tided Om- l"ofecics Rcprdinit the 
Colkction. u~ and Di<clo-.utt of Customer Information) 
for .:i reriod of :nm- afrer a n1sromtT rclatinnship cn<k. Ou!" 
mfornutiron ai-out iormrr cu..i:omcr.;. ""~~er. t__'- ,,..c;ed I~ and 
I~,; ~ n~ after tht- rchrinnshq- ends ar.d ~emuaI!y 
ts ~"Cd from our m.:ords. 

Information Confidentia 

!nfonnatfoa Confidentiality and 

~ 
\I 

Practkfl 
As~ described in our Pla!ge to yo14 Wdlsf:ugo is 
committed to p~ring others from tmauthorizcd ac:ccss to 
your customer information,. and '1.\.-e ma· main procedures and 
technology designed for this purpose. 'Jle talce ~l steps to 
protect the cusroma- information ""-e J~ about ~-cu.. indu<fmg 
the fon°'"";ng: 

• We update and test oar technology- on a regular basis in 
order to impro~ the protection of customer information.. 

■ We require ourside companies and independent contractors 
to whom we prO\;de customer information for marktting. 
scr.icing er processing pu;poscs ro enter into a confidentiality 
agr«ment that restricts the use of the information to d1.05e 
pu~ and prohibits independent t1SC of the information.. 

• We have internal procedures that limit acccSS to customer 
!nforntation. such as procedures that require an employee 
co have a business need co access customer information_ We 
maintain policies about the proper physical security of 
workplaces and records.. Our physical. dectrOJ.k; and 
procedural safeguards .:omply with federal regulations 
regarding che protection of customer information. 

Information Integrity Measures 

At Wells Fargo. u~ work hard to ensure that the cu..<;tomcr 
information to;e maintain is complete and accmare. We ha\~ 
procl!'.dure5 :md proc~es for up<bring our eustomer 
information :is ~~n a5 remo\."ing old information. 

We prorecr rhe integrity of customer rnfomurion about }·ou 
thn'>ugh measures such as maim.iining backup copies of 
account data in the C\"etlt of pou-rr outages or other business 
interruptions. using computer virus detection and eradication 
sofn.\--arc on sysrems containing cu.scorner data. instalting 
computer hardware and sofn.'-"3fe, and emplo:i,--ing other 
technical means (knot,,:n a.c; "fir~-alts-} to protect against 
unauthorized computer entry into systems ccmtaining customer 
information. 

Customer Choices Regarding Information Sharing 
As descri~d in this brochure. u~ are committed ·•~ ~otccting 
customer information. and to using or sharing it 1n ways th.a 
will mtprm·e or expand up<>rl the ser,;ices "'~ provide ro you. 
u·e also wanr you to know rhar - as 2 Wells Fargo customer -
ycu ha\."e ch~ices about how your customer inionnation may be 
shared. 

Please ht' :.-.5Un:d chat you may exercise th~c: choices at :my 
time. [n addition. if you have opted out of information ~haring 
pre,;1ously. it is not necessary to do so again. 



WilhOubideUll!apaoies(Option 1) 

~~we may shaic limited COStomcr 

iobnr.ttaJn under special ~ts withontsidt financial 
scmcc pro•idos in order to offi:r you 6mnci:al products tb.ar 
we typically do ooc offa- omsdtts.. Some of rbis ir .. founatiou 
helps to cnsmc tbar you will~ those: com~,icarioos 
dut :ue most liltdy to match~ iiccds oc situation. 

If :r-:;u ~tlza£ 11111e not~ this informacioa abom: rou ~ 
tbcscootsidc 6na~I scrvicc~ fur-these~ 
JOO lllaf choose [O opt OOL This IDC2PS char JOU may dittcr llS 

2t any time not ro disclose this. iufouoation to these outslck 
pmnders £oc marlcctiog pmposcs. lf "y<JU wish to opt 01ll of rhts 
~of sharing. siffrply rrcti:fy MS as ~ti and~ ~quest 
willbebonottd.. 

WithintheWellsfagofamily(Option 2) 

As we ba1IC described.. the banks and companies -ithin ~ 
Wdls F.atgo family share some mfotmatioa about you~ 
tLcmsdves to determine JOGr cfigibiftty for products 3nd 
senices to beofkml royou.. 1ms bdps us ffJC'CT your fuuncial 
attds and offu the right products and scrnccs to you. 

Ii ,oa pcdcr- tbac 'lllaedoc"r sb.nc ~ p,=oaa.l 3t1d crcdir­
rdattd infurmarion with <>met' banks and companies within rl\C 
\Vdk Fargo f.unily fur these~~~ choose ro opr 
OOL You may direct us ooc to disclose this infurm:arion to othc 
Wells Fargo 6uan. qi msr:itutions ro dc:terminc your digibifit: 
f«-mcu- products and sesn:cs. lf :,OU wish to opt OMt of thrs 
~ of sharing., simply notify NS as ~ m tiJt5. brochure 
ata,cy~and-yowr~u:illbe~d by all b.:u:ks.znd 
~ u:ithin tht Wdls ~ fanrify. 

In acCOl'dance with rhr fair Cralir Repomng Act... w~ o. 
noc ~ ban: opral our. ~ m;zy share- idcnrifyrng infurnurion 
and infutmat:ion about~ transactions and apc,"nces 
within tbe Wdls F.ngo family. 

AdditiomllnformationAboutThes@Choices 
We are <:ommittcd to mctting your finanoal nttek.. We 
wane PXJ to know t!rar._ reg;srdkss l'f any opt our choice 
you make. thcR may be occasions 'Ul,hen ~ will ask ~ if '--ou 
wish your infonmtion to be shami For a.ample.. rf "~ ;irr 
unable toofkr- you a parricnbr Wdk ~ ptoduct mat you 
~ for. - ~ ofkr you the r:,prortumry ro ha,:e u-. 
forwatd yonr appliarion 2nd related mform.nion to anot~ 
Wells Fargo fin.mci21 insrirution for a simibr prodllCr. 

M.36026 fZ-01) 

e 

HowTG Notify Us 
It ro opt ;:,~ please indicate your cboicc{s) as 

.z write in your name,. address,. and Social Security 
i Ncmocr or int... _:.Jal Tax Identification Number. Then detach 

this n::sponse :-or,n and mail:it to us at the following address: 

Wdls F.ugo Ope:ations Cctrtt, P.O. Box 52n. 
Siowc Falls. SD 57117-5277. 
You ma,; also cali us at I-888-52S-8460. 

l Ace~ bolder A 

Name I ------(_,~,-----P-,-,n-c) _____ _ 

, Addtts.s -------------------
City ____________________ _ 

State _____________ Zip ____ _ 

Social Security Number/ 
Tax Idrntification Number ____________ _ 

{Required to Process) 
Accoout bolder B 

Name {~ Print) 

Addr~s 

i Ciry ____________________ _ 

I Scare ____________ Zip ____ _ 

Social ~nm. Numbn-/ 
Tu Jdcnrific;rioo Numl:-c-r ____________ _ 

( Requm~d to Proces..'-1 

i If .ou rJa'-'e a ,oinr account. c:rch accounr holder mav selecr 
cithn- or ~th npticms by checking the box(es) Ex-lo~. Any 
account holckt- can l'.lrr out on behalf of the other ioinr 
accounr hokk-rs.. If you ha~ pr~--rously communicated an opt 
out choice to us.. ;Cu: ao :-.ut ha..-e to pro\:ide it again. 

:\ccmmt nolda 

:\ B 

l:? ,1 

I 
l~ = 

Option I: Fiea..~ do nor s:hare information wirh 
outside companies for marketing purposes as 
described in this brochurr. I understand thar I 
'A-ill noc rec~ infonnarion. a,railable through 
-.pc=oal a~enr ~"ttn die outside company 
and Wells Fargo.. about financial sen.-iccs tl'l3t are 
nor ~ilable through Wdls Fargo. 
Oprion 2: Pka.~ do not share information 
~-irhin r~ Wdls Fargo family .. as described rn 
this l:>rochure. [ und~nd dtat l won ·r rccci,.-e 
information about nC'III!" sef'-X:CS or special offers 
fur which l may be digibfe_ 

y-



- ... -
T1p5toHelp ._ Protect 

~c.mtomeliafonnation 
ASYist.w:eto VktimsofkllntitJl'Wt 

If you smpctt that: someone has had uuatsthorizcd acass to 
JOU) au:oam with as. oc xa:ss ro you:r pcrsoml identifying 
infounaioo. such as yom Social Scc:iity numba cxacdtt 
cud iub:wariou. please~ yourWdk Fargo Sl!mtt 
~ immcdi:ztdr so ~c:m take action to protect you.. 
fn ~ }QI! should also ttpott the crime tO your local law 
cnfos~ agcocy 211d to the &deral Trade Commission 
(FTC)_ Tospalc with a tr3incd FfCtdq,&onc: ~call 
toll-mat 1-877-IDTHEFr (l-377-438-4338)_ Or to cmcr 
iafotnr-ama ..&oor ,om-compbim into a. secure FTC onJine. 
database,, sign ODtO bttp:/~CCICNJIIICI g.ov-lidtbcft.. The site 
am, pnwidcs Jinks t(, JIUUJtiOUS COINtlld'i cdocatioa marcriaJs_ 

WaystDUmito..ctMarlceting 
'ballay~mxnC>utsiaSomces 

At Welk F.ntApk:ase bcassmedthat 111.'ewill booot-~ optoot 
choi(c,z.dcscribcd ~-~ rhm: 21eoutsick. .agencies and 
... Oiupamc:s. induding.i:ttiomt ~Ol19.:SDCt credit rq,orting~ 
which~ in~ business of compiliog mailing lists foe pmchase 
by m:arltctas.. You may wish ro ~ your n.mir ~ from 
many of dlCSC lists~ foBowu,g. the proccdu«s outfmed. bdow: 

Oaut.Marktting~• ManbcrCoaapmics 
To ~ycxn- 02IJJe from dittct mail CK' rdcmarkcring Iisls of 
mcmbas of rhr Direct Mnkaing. &socia~ ~ a written 
~ with your~ .tddttss.. and Social 5ccurity number 
(if it was indodro in the maiTmg you n:cmcd) ro the Du-cc: 
.Marketing~ The Dirccr ~brlccring Assnciation is 
rcspoasil,Je- furnorifyir.g as members fie... me .agencies .md 
c.oucpcuucs U13f comp& mailing rES!S) that you W3l1t ~ name 
remowa! from the lists dw:y sdL 'four~ nKi ad~ rrmains 
in their consumer occlusion 6lc:s for ~ ~ 

You must Rgisrer~ffll5'tl nameandac:ldrcsswtth ti1CSe 
6'g;.n,iz2rioos ~ they C3nrtO[ process :l.'lf reqtJCStS from us.. 
Be sun:- ro inclu«k am. 112!iarions of mar name. address and other 
infurma1ion tb:ia: ~ ar;.orarcd in~ or~ alls that 
you~~ 

l\bil Pu:k:.enc.:: Set.ice Assoc­
do D«tt.t M.arkcting Assocution 
P.0.Boic9008 
F.imriogdak. NY 11735-9008 

Tdepbon,?, Ftde1e1.ct. Sen-ice 
do~ Marltmug Association 
P.O. 8ox9014 
F.u:uciup:bk. ~.....,- 11735-9014 

Consumer Cndit Reporting Agencies (Credit Bmam) 

to sb2rmg information with mcmbtt companies fur 
it vmfication and fumd cootrol pmposa. nariooal consmnc:r 

creditrq,ortingagcncics mar also sell or share your~ and 
catata ocher infunnation tO various outSide comp:utie fur 
matlerit,g purposes.. You may direct these agencies aot to ~u or 
slmethis infurmatm about ~u fur marketing~~ but 
yoar 6nancial institution may not make that ~est on :0ur 
behalf. If you wish to direct these agencies not to sdf or sh.in: this 
infunnarion about you fur these marketing pmposcs,. call their 
toll-fRe tekphooe number ar 1-800-353-0809 to cotttmunicate 
yoar reqocst. 

Glossary 
1. -We, .. '"us .. and .. our .. mean the Wells Fargo banks and 

com~ listed on the front panel. 

2. •federal Pmacy Acr .. means the pmacy provisions in 
Tade V of the Gr.urun-1.cach-BWey Act and also includes 
the applicable federal pmacy regulations issued under­
that Act. 

3 ... Customer Infomtarion .. means our personalty idcnrifiable 
financial information about a consumtt that lS considered 
.. non-public personal information - within the meaning of 
the ttdcral Prw.acy Act.. 

4_ -wells Fargo Family- means the financial institutio~ 
companies. and other cnritics that are considered affiliates of 
Welts Fargo & Company v.-ithin the meaning of the ttdcral 
Priqcy Act. This ddinition is broader than the Wdls Fargo 
banks and companies rcfared to 'lS .. v.-e.- .. us- and .. our--
above. 

5 ... Outside Parties- or- .. Outside Companies- means third 
parries that arc nor within the Wells Fargo family, except: for 
joint employttS and ochers who are defined as non-affiliated 
third parries under the Federal Pmacy Act. 

6 ... Financial Products and Scn:ices- means those producrs 
and sernccs defined 35 a financial product or sa'Vi<:~ under 
the Fcder;il Pri'--acy Act and applicable regulations and 
interpretations is.sued under that Act. 

7 ... Consun;cr- means an individual who obtains or has 
obcaincd a financial product or service from us that is 
to be used primarily for personal. family, or household 
purposes (or that individual's legal represc:ntari1.,:) v.>i.rhin 
rhe meaning of the Federal Pri~cy Act. 

Q 2000 Wdls Fargo & Co. All rights reserved_ 
l\.06026 (2-01) 
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NOTICE OF PRIVACY PRACTICES 

Unun1Provident Corporation and its subsidiaries 

UNUM Life Insurance Company of America 
First UNUM Life Insurance Compiany 

Provident Life & Accident Insurance Company 
Provident Life & Casualty Insurance Company 
Colonial Llf e & Accident Insurance Company 

Paul Revere Llfe Insurance Company 
Paul Revere Protective Life ln~urance Company 
Paul Revere Variable Ufe Insurance Company 

Congress recently pussed the Gramm-Lcuch•Bliley (GLI3) Act, which dcall\ in par1 with how financial 
institutions treat nonpubllc personal fmancinl infonnation. UnumProvident Corporation and irs insuring 
subsidia.l'ies have alwa>·s been committed to maintaining customer confidentiality. We appreciate this 
opportunity to clarify our privacy practices for you us a result of this new law, 

• As part of our insurance business, we obtain certain "nonpublic personal financial 
information" about you, which for ease of rcuding we will refer to as "information" in this 
notice, This infonnallon includes infomrntiou we receive from you on applicntionll or other 
forms, information about your trnnsnctions with Wi, our affiliates or others, and information 
we receive from n consumer reporting agency. 

• We restrict access to the information 10 authorized individuals who need to know this 
information lo provide service und products lo you. 

• We mnintai11 physicul, electronic, nnd procedural safeguards that protect your 1nfom111tion. 
• We do not disclose this infonnation about you or any fom1cr customers to anyone, except as 

pem,itted by law, 
• F.mployees share this information outside the comrrnny only as nuthorizcd by you or for u 

spec I flc buslnes11 r,urpose. 
• The law pem1i1s w1 tl, i1harc this informution with our affiliates, including insurance 

cmnpanies nnd insuranc~ ~ervice providers. 
• The law also pennits us to ~hare thls information with companies that perfonn mMkt?ting 

services tor us, or other ftnnncinl institutions thnt huvc joint markctin8 agreements with us. 

We may also share other types of Information with our afi11intes1 including lnsurunce companies and 
Insurance service providers. This Information moy be flnonclal or other personal infom,atton such as 
employment history nnd it mny not be directly related 10 our transaction with you, CC!nslstent with the Fair 
Credit Reporting Act, our standnrd nuthoriiutions permit us to share this lnfonnation with our nftiilates, 

Vou do not need to c1U, or do anything as a result of this notice. It is meant to infonn you of how we 
safeguard your nonpublic p~rsonnl financial informatlott. Y<1u may wish to flle this norice wlth your 
lnsurance papers. 

If you want to lenm more nbout the OLB Act, please visit our web sltes ntwww,unum~or 
wwwA1mum.comLcotoni111 or contact your insurance professional. 

We vo.lue our relationship wllh you ond strive to eam your continued trust. 



UnumProvident Corporation Complies With NAIC Privacy 
Regulation 

During the past year, UnumProvident employees have been working diligently to 
ensure compliance with the federal Gramm-Leach-BIiiey Act of 1999 (GLB) and a 
new model privacy regulatlon adopted by the National Association of Insurance 
Commissioners (NAIC). GLB requires financial institutions, Including Insurance 
companies, to adopt various privacy practices to protect the confidentiality of 
customers' nonpublic personal information, In September 2000, the NAIC 
adopted a regulation that provides state insurance regulators with a model by 
which to implement the privacy provisions of GLB. 

The NAIC Model Regulation (11Prlvacy of Consumer Financial and Health 
Information Regulatlon 11

) regulates the disclosure of nonpublic personal financial 
and health Information. The Model Regulation requires Insurers to provide Initial 
and annual notices to customers about nonpublic personal financial Information 
the Insurer collects and discloses. Insurers must provide customers with an 
opportunity to opt .. out of disclosures where financial Information Is disclosed to 
nonafflllated third parties for purposes unrelated to Insurance functions. The 
Model Regulation also requires insurers to obtain authorizations from customers 
prior to disclosing nonpublic personal health information for other than 
insurance .. related purposes. 

In an effort to comply with the NAIC Model. UnumProvident Corporation has 
dratted a "Notice of Privacy Practices." This notice will be malled to existing 
customers of UnumProvldent1s Insurance companies prior to July 1, 2001, the 
compliance deadline adopted by many states. In addition, the privacy notice will 
be available to all Interested parties via www,unum.com. A copy Is also printed 
on the opposite side of this page for your convenience, UnumProvident 
Corporation will not provide an opt-out to customers because It does nut disclose 
financial Information to nonuttlllated third parties for purposes unrelated to 
Insurance functions, 

Because wa value your relationship with the UnumProvident companies, 
lncludlng Ci,lonlal, we wanted you to be aware of UnumProvident Corporation's 
"Notice of Privacy Practices" before It Is malled to our customers. If you have any 
questions regarding the privacy notice, please contact your local UnumProvident 
Corporation representative, or refer to the "Frequently Asked Questlons 11 

Information in the Producers section of the Unum web site at: www,unum,Qom, 
or the Colonial producers web site at: www.unum,comLcolonlalproduoers. 

• 

• 
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'l'H 'TESfA 
l>IMCUJlt STAT£ MU4T~Y ,,,.,,,,..,,...,.,1/0ffl 

The Honorable Rklk Betg, Choir 
C.ommittr:e on lrtdustry, BU!ilne-ss Md Labor 
North 01.kata Hmist ol Reprei,entatlves 
600 RMt Boulevard A \'eflUe 
Bismartk, 1'40 st~OS 

lrC-L·IIJC 
!'I! 

JI£; HOlJSt! DILlJ 1447 (PJU\I ACV Ofi' "1NANCJAL INFORMATION) 

Dt!ar kepresentadve Berg: 

J am wrfth1g on bffialf of the Amerk•n Coum:11 of J...lfr J,isurN'l (1\ CLJ)1 O,e J1111i0fl' s Jargi:.st life hlsurancc triwe 
anoch1tion, whim 426 membct c~panies account for HO percent ot' all the lffe tniurance premiums ln the United 
~t.ates and IS percent of premium• in North Dl\kota, on behaif of our member com pan le,, thank you for thr: 
Oflpor111nlty kl comml!tlt ~ Hn 1447, legistaUon ttlaHn~ to priYs.cy <'.If nottpub4k personal inforn:uuJoo '" #immr.i"/ 
lnadllt.ian records, 

Our member oon1t1•its have alway8 considered the use of personal lnformatlon they obt1m from their co!tomen 10 
hf! worth)' nf the l\h'Mtetit (W()(ectk,11s, They belleve that rhe N AIC Privacy of Coniumtt F~and.tl and Health 
ll)fonnrttion Mudfl Regulation, which tfte ACLf supports In ks entirety, embodk's those protection• by providlt1t 
nece5llM')' Umlt., on use and di,ckisure of w111urntH' ru,~,cial lnfonna.1\00 \o 1h\rd partle, while mab1taining 
conilsttncy with tht reJulatory strucwre .set out fvr ftdct11lly regulatt.d in~tltuHons 1'Ul'Stw1l &o the Or1tnm•Leath• 
BUiey Pinancl.i Servl«11 Modernization Ac& (OL.BA) 

A blll bafore )'DUI' cotttmlNeit, UB I ~71 would underrnh1e t~ i.mpQttitnt consumer prot,r.tion& and nationwide 
wllronnlty provided und4!1r the NAIC M<Kkl RegutlillOO p1m,uant tu OLBA, A, tfl) 1447 lw l.Htt'U wgrttd for 
change undtr proposed amendment.\, this letter will nddrt119 our members' objections ,o bOCh the iutrodutt:rl vtrslott 
o( HB 1147 and tho propo,ed &mendmeuts, 

HB 14417 AS INTRODUCED 

'11\e lnttoduced vtrslon of HB \~'17 (dooum11n1 number 10308 0300) dr~arts 11lgnltlcamly fron1 OLBA in l'er-tain 
.,..,, which we noto u ft>Hows: 

t. 

2, 

4. 

~don 2 ur~,e orlgtnal bill mis11pplie11 the term "Rfnliat~•• M ~nned under OLBA, 

Soctlon 2( I) woukt prohibit tff1<1lo1uri or m,npubllc: ptr110ul ,nformnlioo by a nnanclal Institution unleu 
tt.f djMJlOSUNI comr,Ue1 with HOiion 502(b) o(OLBA and not see1.lt,n ~02 In Its enlfrety, 

Secilon 3 would dl&tort the notk,n of t0ttstnt Md llktly wotdd create wb$1antlal llablllty upo~iae tn 
Onariclal ln~titutlont open1tlng under II noottal eou~ of bu&lnu1, 

Section 4 wootd lmpow unreuonable compliance burdens t'tll lM9Urers. Sim!111 standard.I att not imposed, 
much~- COllttmpllted, by any ti.dttln~ URUlhtlon eff"ctuath\R OLBA prlYacy teqUINments, 

TM JktM1det pro,,o,ed In aec:Uon $ may not bt ~n9ena1u ,~Ith t.dttlng North Dalcot.1 law, particularly with 



• 
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the enforcement sclHtme ,,r the state Unf1i1 Trade Pritetice$ Act. 

PROPOSED AMENDMENTS TO HB 1447 

The proJ:io~ed "mendments to HB M47 (documen1 number HJ308,0J01) nlso depnrt from GLBA ln at te~t three 
arc,u: 

I. &!ction 1(6) o(tht! propo.\f!d 8ffltJldmen~ wou)d alter the defi11lllon o("O<>tlJ'IUbllc personal rnfom1utlon'' 
under OUlA to lncluite a consumer1!i social securlt}' numhu and othtr informilltltm Such inclusinn wcmld 
super«de die mtem of tht (odml law .1ttd Ult tffeMl.urtitlg fuderol e.nd NAIC Mod<iJ regulations. 

'l. Section 2(2) would reri.ric1 disclonure of nonpublic personal lnfonnatlon by flnancial lnMltutlons to "any 
afflUate or nonafflllated third puty, 11 tbls laneuaee would w\dermiht GLBA se,1/on j()6 and ita cxpreu 
deference kl the F1dr Credit Rtportlng Act (FCRA). 

3, 'Ibe re.fCffflCe to GLRA section 502(bX2) m srctioo 2(2) of tt,, proposed 111t11rndmt'tlts Is contrary to tht 
Intent ol OLBA.. StCIN)n ,02(b)(2) or OLBA expressly exempt, disclosure of nonpublic person11l 
lt1formation to nMeffiffattd third pnrti'eii tJu1t perform strvlces or functfonll on behnlf of a,1 in.suter, as well 
M purauant to jmt 1grnmmu among flJ1a.nd1!1 mstihni<>ns. 

In v,ew orthesn many 5edous defects., we re~pectfutly request that your committee do not pass H8 1477 tn Its 
original or amended fnmi. We lmuel\d urge the commluee to enrlorM Enei·o.'i!leti SB 211.7, 1tgl.llltltlM tknt w1~1td 
authorize the Commissioner tit Jruur1u1ce to adopl rultt on privtri~y tl1if iut <X1t1!listent with, and 001 mNrt. r"t.stdctlvt 
than, OLBA In itt. cntiJoty. 

J a.f!ph Testu 

Cr: The llo1tott1blc Ji.ltl Jloolman, Ctmnnis!ioncr of lnsunmct 
M,. V&trk.k Ward 



CHAPTER 6-08.1 
DISCLOSURE OF CUSTOMER INFORMATION 

6-08.1-01, Definitions. As used in this chapter: 

1. "Customer" means any person who has transacted or is transacting business with, 
or has used or ls using the services of, a financial institution, or for whom a financial 
institution has acted as a fiduciary with respect to trust property. 

2. "Customer information" means either of the following: 

a. Any orlginal or any copy of any records held by a financial institution pertaining 
to a customer's relationship with the financial institution. 

b. Any Information derived from a rocord described in this subsection. 

3. "Financial institution" means any organization authorized to do business undor state 
or federal laws relating to financial institutions, including, without limitation, a bank, 
Including the Bank of North Dakota, a savings bank, a trust company, a savings and 
loan association, or a credit union. 

4. "Financial Institution regulatory agency" means any of the following: 

a. The federal deposit Insurance corporation. 

b. The federal savings and loan insurance corporation. 

c. The national credit union administration. 

d. The federal reserve board. 

e. The United States comptroller of the currency. 

f. The department of banking and financial institutions. 

g. The federal home loan bank board. 

5. 1'Governmental agencyi' means any agency or department of this state, or any 
authorized officer, employee, or agent or an agency or department of this state, 

0. 11Law enforcement agency" me1-ms any agency or department of this state or of any 
polltical subdivision of this state aL1U10rited by law to enforce the law and to conduct 
or engage i11 Investigations or prosecutions f 01 vlolat!ons of law. 

7. "Person" means any lndlvldual1 partnership, corporation, limited liability company, 
association, trust, or other legal entity. 

6·08.1·02, Exemptions, This chapter does r1ot apply to any of the following: 

1. The preparation, examination, handling, or maintenance of any customer Information 
by any officer, employoe. or agent of a flMinclal institution havlr1g custody of such 
Information or the examination or such lnfornrntlon by an accountant engaged by the 
financial lnstltt1tlon to perform en audit. 

2. The examination of any customer Information by, or the furnishing of customer 
Information to1 any officer, en,ployea, or agent of a financial institution regulatory 
agency solely for use In the exercise of his duties. 
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3, The publication of data derived from customer information where the data cannot be 
ldentlfied to any particular customer or account. 

4, Any acts required of ti • .:; flnancial institution by the Internal Revenue Code. 

5. Disclosures permitted under the Uniform Commercial Code concerning the dishonor 
of any negotiable instrument. 

6. The exchange In the regular course of business of customer credit Information 
between a financial institution and other financial institutions or commercial entities, 
directly, or through a customer reporting agency. 

7. The release by the industrial commission, in its capacity as the managing body of 
the Bank of North Dakota! of either of the following: 

a, The name of any person who, either directly or indirectly, has obtained 
financing through the Bank of North Dakota. 

b. The amount of any financing obtained either directly or indirectly through the 
Bank of North Dakota, 

8. An examination, handling! or maintenance of any customer Information by any 
g0vernmental agency or law enforcement agency for purposes of verifying 
information necessary in the licensing process, provided privr consent is obtained 
from the licensee and customer. 

9. Disclosure of customer information to a law enforcement agency or governmental 
agency pursuant to a search warrant or subpoena duces tecum Issued in 
accordance wlth applicable statutes or the North Dakota Rules of Criminal 
Procedure. 

1 O. Disclosure by a financial Institution to the commissioner of agriculture that it has 
given a customer notice of the availability of the North Dakota agricultural mediation 
service. 

11. The disclosure by a f!nan0lal institution to any financial institution or other entity that 
controls! Is controlled by, or Is under common control with the financial insl!tutlon if 
the f!nanclal Institution or other entity receiving the information complies with section 
6-08.1-03, 

6·08, 1-03, Duty of confidentiality. A flnanciAI institution may not disclose customer 
inf nrmatlon to any person, governmental agency, or law enforcement agency unless the 
disclosure Is made In accordance with ar,y of the following: 

1. Pursuant to consent granted by the customer In accordanco with this chapter. 

2. To a person other than a governmental agency or law enforcement agency pursuant 
to valid legal process. 

3. To a governmental agency or law onforcamant agency pursuant to valid legal 
process In accordance with this chapter. 

4. For the purpose of reporting a suspected violation of the law In accordance with this 
chapter. 

5, For the purpose of notifying the commissioner of agriculture ttiat e financial 
Institution has notified a customer of tha availability of the North Dakota agrlcultural 
mediation service. 
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6. As part of the disclosure made of deposits of public corµorat!ons with financial 
institutions In the security pledge schedule verifiAd by the custodian of securities 
pursucmt to section 21-04-09. 

6-08.1-04. Consent. 

1. No consent or waiver shall be required as a condition of doing business with any 
financial institution, and any cor1sent or waiver obtained from a customer as a 
condition of doing business with a financial institution shall not be deemed a consent 
of the custotner for the purpose of this chapter. 

2. A valid consent must be In writing and signed by the customer. In consenting to 
disclosure of customer information, a customer may specify any of the following: 

a. The time during which such consent will operate. 

b. The customer information to be disclosed. 

c. The persons, governmental agencies or law enforcement agencies to which 
disclosure may be made. 

5 .. oa, 1-os. Government access. 

1. A governmental agency or law enforcement agency may obtain customer 
information from a financial institution pursuant to either of the following: 

a. The consent of the customer, in accordance with this chapter. 

b. Valid legal process, in accordance with this section. 

2. A governmental agency or law enforcement agency may obtain customer 
Information from a f!nancial institution pursuant to a judicial or administrative 
subpoena duces tecum served on the financial institul!on, if there is reason to 
believe that the customer Information sought is relevant to a proper law enforcement 
objective or Is otheiwise authorized by law. 

3. A governmental agency or law enforcement agency may obtain customer 
information from a financial Institution pursuant to a search warrant if It obtains the 
search warrant pursuant lo the rules of criminal procedure of this state, Examination 
of the customer ;nformation may occur as soon as it is rnasonably practicable after 
the warrant is served on the financial Institution. 

6•08, 1 ·06, Suspicion of unlawful conduct, 

1. Nothing In this chapter precludes a financial institution from Initiating contact with, 
and thereafte" communicating with and disclosing customer information to, a law 
enforcement agency when th6 financial institution reasonably believes that the 
customer about whom such Information pertains: 

a. Is engaged in unlawful activity; or, 

b. Is defrauding the financial institution. 

2. Conviction of the customer or admission by the customer shall be conclusive of the 
reasonableness of the disclosure (or purposes of this section. 

3. The burden Is on the financial Institution to show that at the time the disclosure was 
made, the disclosure was reasonable for the purposes of this section. 
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6·08.1-07. Cost reimbursement. Any governmental agency, law enforcement agency, 
or person requiring or requesting access to customer Information shall pay to the financial 
Institution that assembles or provides the customer information a fee for reimbursement of 
reasonably necessary costs which have been directly incurred by the financial institution. A 
financial institution must deliver the custorner information sought as soon as reasonably possible 
notwithstanding any dispute concerning the amount of reimbursement due under this section. A 
separate action may be maintained by the financial institution against the governmental agency, 
law enforcement agency, or person requesting access for recovery of reasonable 
reimbursement. The financial institution may not charge the state auditor for customer 
Information requested whnn performing an audit; huwever, the financla! institution may charge 
the entity being audited by the state auditor for the lnformation requested. 

6-08.1-08. Liability. 

1. A financlal Institution, governmental agency, law enforcement agency, or any other 
person Is liable to the customer for intentional violations of this chapter ln an amou11t 
equal to the greater of the following: 

a, One thousand dollars. 

b. Actual damages caused by tho disclosure of the customer information. 

2. Any financial institution, governmental agency, law enforcement agency or othor 
person that takes any action pursuant to this chapter, relying in good faith on any 
provision of thls chapter, may not be held liable to any person for its actions. 
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TITLE V-PRIVACY 
2 Subtitle A-Disclosure of 
3 Nonpublic Personal Information 
4 SJi~C. 501. PllO'l'ECTfON OF NONPUBLIC PEHSONAL JNf'OR· 

5 MATION. 

6 (H) PHl\'A(,'\' OBLl(lNJ'lON PoLIC'Y.-lt ii-; tile polic,v 

7 of' the Co11gt'e88 1lint. L11wl1 l'i11n11einl institution lim; un uf'-

8 fi1·111ativl~ and to11t.in11i11g ol>lig11tio11 to t'l!8ptict tile pt·lvn<.•~' 

9 of if.i-; c118tonw1·s u11d to p1·oted. tlie 8t1e111·ity u11d <iotif'i<k111-

l O tinlit,,v of' tl10:-;e t~n8tomt•1•i-;' 11011publi(1 p<!t'so11nl inf'o1·111ntio11. 

11 (b) 1◄1 1 I\ ANCIA L 1 NH'l11'1'U'J'lON8 SAI11 gu lJ A HD:-:l.-J 11 f'ut·-

12 t.11<.!l'Hllee of the policy in 8Uhsectlon (a), encl1 11g-ene,v 01· 

13 m1t:ho1·it,v desel'ihed in seetiotl 505(n) Hhnll estnblisli 11ppt•o­

l 4 pl'iute stirndn 1·ds f'o1· the fi111111einl i11st.ltutio11s i,ubjeet. to 

15 tlwii· jnl'isdil'tio11 n•l11t.i11µ- to ndmi11istl'ntive, l.l!eli11ienl, HH<l 

) 6 pll,vHicu 1 sn f'e~rtHU'ds-

17 (l) tu i11s111·e the sei•ul'it,Y 1111d <1011ficle11ti11lity of' 

18 euHtotne1· 1·ct-01·<h; n11d 1n1'01·mntio11; 

19 (2) to pt·otel't ,ig:uinst n11r untkipnted tll'.'entH 01· 

20 hni111·<1s to the Ht><•t11·it,v ot· int.t1g·1·it~· of' 8tll1h t'l1t•u1·cls; 

21 nnd 

22 (:3) t.o }H'ol.e<1t. ng·ui111,t u11nuihol'l:wd 11t'<'l1K/-i to 01· 

23 t18e of stwh l'Peo1·ds OJ' lnf'ot·tnnt ion whieil eould t'P• 

OolobOr 28, 198Q 
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Oclob(l1 M, 1 ~99 

2 

i;ult in 8Ubstantial har·m or incom·e11it111ce to 1111v mis-, 

3 SEC, 502, OBLIGATIONS WITH RESPECT TO DISCL0SU1O~8 

4 OF PERSONAL INFORMATION, 

5 (a) NO'l'!Cg Hl-~(~UIHEi\ll~N'l18.-J~xeppt. ll8 otlwr-wisP 

6 pro\'idcd in tills snhtitle, n f'illancinl itrntitutio11 11111,v 11ot, 

7 <lit·(~et.ly 01· thrnugh 11t1,v 1d'tili11tt), disl'lm;e to H 1101111f'f11i11ted 

8 tllinl pc11·t,.v 1111y 11011p11hlie jH.i1·sorrnl i11f'o1•11H1tio11, u11lc•:~s 

9 8tteh fi111111ciul in:-il it 11tio11 p1·m·ldt•s or· has JH'ovidt'd t.o t In• 

10 eoll8l1llWI' H not.ice t.h11 t. t•omplit!S wi tli st•et.io11 f>O:J. 

11 (b) OP 11' OU'l'.-

12 (1) IN Ol•~i'--n•:HAl,.-A f'inniwial i11sti111tlo11 11111~· 

13 not diselrn;e 11011puhlie pe1·so1111l i11f'o1·11wtlon to H 

14 11011nl'tili11ted t.hi1·d purt,v unlem.i-

15 (A) stwh fi1111neinl im;t.itnt.ion denr·l,v 111Hl 

16 co11spil•uousl,v disclo8es to tile roll8llllWl'1 i11 

17 w1·it.lllg' 01· in eleetJ·onie f'ol'm 01· of het· fo1·m JWI'· 

18 mitted b)' the 1·eg·td11t ions p1·est•l'ihL1d u udt•l' se('• 

19 tio11 504 1 t.lwt snch i11fo1·11rntio11 mu,\' be dii-;-

20 elosed to Huoh thb·d pnl'ty; 

21 (13) the consumer iH g·iven the oppoi'tunit.~·, 

22 bct'o1·e the t.imc thn t i;ueh itif'01·mntion i8 !11it.inll~' 

23 disclosed, to tlit·eet thnt such i11f'ot·mnt ion not. IJ,1 

24 diselosed to such third pnt·t~•; n1Hl 

F:\V&\ Hl2899\ 102899.0H& 
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a 
(C) the (!Ollf,llllWJ' h, g·ivrn1 an expla1111tio11 

2 of how the eo118u111e1· can exei·dse thn t, 11011-

3 dh.;elosure opt.loll, 

4 (2) J~xcgP'l1 JON .-'J1hh, 8\ilmeetio11 sliull not pt'P· 

5 vent H f'i111111<dal i11stitutio11 !'1·0111 p1·ovidi11g 11011publi<\ 

6 j){!l'801wl i11fo1·m111io11 to H 1101111ffilinted t,lii1·d 1m1·t,v to 

7 pel'f'm•m 8e1·vieei-; f'ot· ot· 1'111wt.io11:-; 011 bel111lf or I.lie fi. 

8 1rn11<d11I i11stitut1011, itH·lrnlil1g n1111·l<P1i11g of' tJw l'l11n11• 

9 ci11I im,tit.11tio11's ow11 })l'tHluc•.b.; ot' xet'\'teeH, 01· f'i11nn-

lO t~inl p1·odttet8 01· Htq•,·ieeH of'f'el'ed JH11·sn1111t to joint 

11 11µ-1°t1en1t111ts lwtwel}lt two OJ' 11101·e l'iiuuwinl i nstitu-

12 tiom; thnt ('.ompl,v witlt the 1·eqttil·e11wnts impm;ed h,Y 

13 the 1·egul11tio11s pr·esm·ilwd u11de1· i,edicm 504, if tile 

14 f:'i1111 ndnl i nstitntiun f'ullj1 (!j,:eJoses the pl'Oviding ol' 

15 8tteh i11f'o1•mntio11 und Pllt.e1'8 into n eont.t·netunl 

16 ngt•ceI1w11t wltlt the thit·d p1\l'ty thnt 1•equi1·eH tl1l1 

17 thit·cl pnt't.? to 11111int.nin t.he co11f'icle11tfolitj' of' Huell 

18 int'ut·mnt.lon. 

19 ( c) Jj1~11'1'8 ON H.IHJSM 0111 IN l110H~IA'l1IOI\' ,-gxeept m; 

20 other-wise pt·ovi<lcd ill this f-mbtltJe, n 11011nffilinted thii·(I 

21 pm·ty t.hnt. 1·eeelve8 from n f'i11a11cinl institution 11011publie 

22 pet·sonnl inf'ot·mntlon ntHlet· this sect.ion r,hull not, rlir·eell,v 

23 or Uu·ough nn nf'filiut.e of such t'eeeiving thil'd putt~', dh,• 

24 elm,e sueh i11f0t·m11tio11 to n11~, othct· pm•r.;on thut is n non• 

25 nffilinte<l thil·d put•ty ot' both t.he finnnelnl institution nnrl 
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1 Htwli l'V<!olvilig thi1·d jllll'1,\', 1111h•si., Htll!li dhwlmrn1·ti would 

2 lw lnwf'nl if much~ dtt'l1<~tlv to Htwh otlwr· 1w1·so11 b\' 1h11 fl. 
I I 

3 111uwi11l lw;t.it ut.ion, 

4 (d) J,l~Jl'l'A'J'lDNH ON TJJI,; HIIAHl~U <W A('C'Ol'S'I' 

5 Nu~IngH I~:ii·o101AT10N 1,•ou M,\B10~·1·1No PllBPrn•mH.-J\ 

6 fi1rn1wi11l instit11t.io11 sl111II uot dhwlosP, o1lit.'l' 1h1111 tu u l!Oll• 

7 H\llllOI' )'(l!)OJ'1.illg Hgl!IH\\', 1111 H('('O\lllt. llllllllWI' 01' simi)HI' 

8 f'o1·m of' 11<'-C!PSS 1rn111lH1J' 01· IH'l'l'SS ,~odP f'o1· 11 l'J'Pdlt ('UJ'd 

9 uceouut, ck•posit 1W1!011111, 01• 11·n11s1wtion IH'<!ou11t of n c•o11• 

10 H\lllWI' to nn~1 11011af'l'ili11tPcl thil'd pur'f,r f'o1· mw i11 1 elP• 

11 mm·lwt.ing, dii·ciet n111il 111u1·kdiug, or otlw1· mm·lwtillJ:!' 

12 th1·ongll elcct.1·011ie mnil to the c~uusu11w1•, 

13 (e) GViNlrnAtJ BXCl~P'l'I0:"\8.-Sul,1,wetiom; (11) l\llcl (h) 

14 shnll not 1wohibit. the diselosut·t1 of 11011publi<! 1w1·so11al 

15 i 11t'01·mntio11-

l 6 (1) ns 1wces8n1·,v to effect, admi11istm·, 01· l'Jl· 

17 foree n t1·u11snction t·equcst.ed CH' nuthol'ized !)~, tlw 

18 consumei\ 01· in conneetJon with-

19 (A) servicing· 01· pt·otiesr-.dng n f'ina11ci11I 

20 proclnct or service requested or m1 tho1·i;1,ed b~• 

21 the consumm·; 

22 (B) maintaining or sen~ci11g the co11-

23 sumer's account with the finaneia) institntioll, 

24 or with another entity as part of n private label 

F:\V6\ 102899\ 102899.0HS 
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r, 

(W(idil ,•m·d }H'Ol,.fl'lllll 01· ot lw1· t 1xt l1111-don ol' t•J 11dit 

2 on lwlialf of' fitwli <•11tit,,·; OI' 

3 (C) H p1·opmwd 01· U(ltuul st11•u1·iti,mtio11, 

4 sn!OJHlu1·.v rn111·lwt snlP (i1wl11ding i.;nltis of' st•rv-

5 ieil1g- dµ-hti-;), 01· Killlilu1· 11·uns1H•tio11 l'Plllttid to 11 

6 tl'llllSIH!f ion of' t lw t•OJl8lllllt'I'; 

8 (1OIIHIIUWl'j 

9 U!)(J\) tu JJ1'111l•1•t 1IH1 (•011f'id1•11t inlit,,· or· 8{11•111·i1,,, 

JO of tlw f'i11u11<d11I i11stit11tio11\, l'<'t101·ds 1w1·t11i11i111.r to 

11 t.he t•o11s1111w1·, 111<1 Ht•1•vit•1• 01· pt'cHhtt•t, 01· th<! t1·1111s-

12 11t~tio11 tlwl'(dll; (B) to prol1!c1t 11g·11i11st 01· fH"e\'e11t H<'· 

13 tun! 01· pott•11tinl fraud, 111111lttliorb~t1d t1·1111x1l<'tiom;, 

14 claims, OJ' othe1· liuhility; (C) 1'01· n!qt1it·('d instil ll· 

l.S tionnl l'isk eont1·ol, 01· f'or !'esolving: ensto11w1· disputes 

16 or· inquides; (D) to JWJ'Hons holding· n legal 01· hene-

17 f'ieinl inte1·est t·elutiug to the <!OIIHltnwr·; or (E) lo 

18 pel'sons outing· in u fichwi111·~1 01· 1·eprcse11tnti\'e l'HJ)Ul:!· 

19 it,v on behalf' of the consnmc1·; 

20 ( 4) to p1·ovide information to insu1·nnce l'ntP rnl~ 

21 viso1·y organizations, g1rn1·nnt? fnndR 01· ng·endes, np-

22 plicable rating· agencies of' the financial institution, 

23 persons assessing the in:-;titntiou's compliance with 

24 industry standards, nncl t.he institution's atto1·11e,vs, 

25 accountants, nnd auditors; 
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J (fl) to till' 11xtc 111t i,;pP11l1'i(•ull,v p1 11·11lil t1•d 01· 1·1 1• 

2 <Jllll'C'd 1111dPI' 0111(11' p1·0,·isio11s of luw 11ud Ill 1u•1•01•d· 

3 wu 11! wltli 1iil' Hiµ·ht to l•'i11111H'i1tl 1'1·iv111•,,· A<'t of 

4 1 !)78, to l11w (llil
1

</l'Pt 1 lllPlll 11JIP11C1IPH (i1H•lwli11g II l1't 1d-

5 l!l'tll f'u1wtio11ul J'P1 . .ntl11101·, llw K1 1<11'l'1111',\' of' tl11 1 'l'1·1•11s-

6 \II',\' with l'PHJH 1
(

1f to st1IH'l111pt1 1 1• II of' 1•lt11ptl'I' r)a ol' 

7 title :n, ll11itt>d kt11tPS Crnlt•, 1111d 1·liuplt'J' ~ of tit!<· 

8 I of' P11bli1 1 IJ11w HJ-GOK (1~ lJ.R.<'. l!Jf>l-tHf,D), 11 

9 HtntP i11H111·111w1 1 1111tlwl'it,\', 01· t liP 1"tidt11·11l Tl'lld1• 

l O Co1nrnisHio11). 1-a•lf'-1·Pit11lato1·,v 01·µ·11111"111 iu11s, 01· t'o1· 1111 

11 im•pi-;1.igntiou 011 u 11111t ter· rel11tPd to p1ti)li1• s1tf'11t,\'; 

12 ( G )(A) to 11 1•011su nw1· 1·epo1·t ing· n1:n•1w,v in 111·• 

13 t101·d111we with t lw 1'111 ii· C'l'edit Hl1po1ti11g· Ac~t, 01· ( B) 

14 from u (1011su rnu1· 1·epo1't l'PIH>t'ted I,~, u l!Oll8t111w1· l't'· 

15 pcwUng ng-ene;v; 

16 ( 7) i11 c·onnel't ion \\'1th II p1·opostid 01· UC't uni 

17 s11I(\ llWl'g'OI', t1·mrnf'e1i, 01· exehaug-e of' all 01· 11 po1·-

l 8 tion of n lmsinesx 01· 011e1·ut ing· unit if' the cliselosm·e 

19 of nonpublic pc1·sonul iuf'm·mntion eoneei•nr-, solel,v 

20 eonsnmers of s11eh business 01· unit; or 

21 (8) to compJ~, with J<1ecleral, Stntc, 01· local laws, 

22 i·ules, nm! othe1· npplieahlr. legnl requirements; to 

23 comply with a properly nuthol'ized civil, cl'iminal, or 

24 t'Cf:,'ttlntor,v investig·ntion 01· subpoena or summons IJ~, 

25 J?eden1l, State, or local authorities; 01· to respond to 

October 28, 1999 
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TESTIMONY FOJ{ IIOUSE BILL NO, 1447 

I louse Industry, Business, und Lubor Committee 

Testimony of'Gury D. PrcszlcJ'i Commissioner, Dcpurtmcnt of Bunking and 
Finnnciul Institutions neither in support of nor in opposition to I louse Bill No. 
1447. 

My appcurnncc before this Committee is to provide information to ussist llw 

Committee in making an informed decision as to the relationship of North Dakota 

law with the prnvisions or the Oramm-Lcm;h-Blilcy Bank Modernization !\ct or 

J 999 (GLBA). My testimony is not tuking a position on the issue of 111hcthcr opt-in 

or opt-out is the appropriatl~ public policy view. 

HOUSE BILL NO 1447 

House Bill No. 1447 provides parity between financial services entities by 

requiring securities and insurance companies to get customer consent before 

releasing information to an unaffiliated third-party as existing law requires banks 

to get customer consent. Separately, you should note that SB No. 2191, does 

however, amend existing law by defaulting to the Opt-out requirement under the 

GLBA. If SB No. 2191 is enacted, HB No. 1447 needs to be reconciled with SB 

No. 2191. 



NORTll DAKOTA l'RHSHN'l' 14A IV 

The North DnkolH Disclosure of Customer Information luw (Chuptcr <>-08. I) 

wns cnuctcd by the I 985 Legislutivu /\sscmbly uftcr n request by the North Dakota 

Bankers J\ssociution for its introduction. Altorncy General's Opinions in I 98~ nnd 

1986 opined on questions related to real estate lending and judgment i.:rcditors. 

The last amendment to Clrnptcr 6-08, I occ:urrcd in J(J97, when the Legislative 

Assembly provided thut u 11nancial inslitution did not 11<..1cd aflir1nativc consent to 

disclose customer information to un entity tlrnl is controlh.:d or owned under 

common control with the financial institution (af'liliatcs). Sec Section 

6-08.1-02( 11 ), Proponents of the 1997 amendments included Norwcst Bank~ First 

Bunk System, and the North Dakota Bankers /\ssociation. 

The North Dukota Disclosure of Customer Information law provides that a 

Hfinancial institution" has a duty of confidentiality and cnnnot disclose any 

customer information to any person, governmental agency, or lnw l'nf'orccmcnt 

agency unless affirmative consent is granted (opt-in) by the customer, or unless 

information is obtained through a valid legal process or specifically carved out 

under one of the exemptions. 

GRAMJi1-LEACff-BLILEY ACT 

The GLBA governs financial institutions' disclosure of non-public consumer 
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infbrmntion to a non-nffiJintcd third party. GLB;\ ~.xccptions include providing 

non-public personal informution to u non-affilialcd third party to pcrl,>rm scrvi1.:1.'s 

for functions on hchulf of the financial institutions including marketing of' the 

linunciul institution's own pl'oducts or services. The l'cdcral banking ugcncicsl 

Nntional Credit Union i\dministrntion, thl! Sccrctury of the Tn.1nsury, Sccuri1ics 

und Exchungc Commission, and the Fcdcrnl Trade ( 'om mission were required to 

prcscrihc appropriate rules to carry out the Art. The (iLBA provided tlrnt u 

financial institutlon mny not otherwise disclose 11011-puhlk personal informut1on to 

a non-artilintcd third party unless the tim111cial institution has first provided the 

consumer with an opportllnity to opt~out or th1: release of' the information. 

Finuncial institutions must develop and disclose their privacy policies, 

lnformution that must be included in those policies is covered under GLBJ\ and the 

agency rules. 

Section 507(a) of the GLBA provides that a state's financial privacy law is 

preempted and then only to the extent that the states law or rules arc HinconsistcnC' 

with the GLBA. Section 507(b) provides that a state law is "not inconsistent" and 

thus not preempted if it provides "protection ... greater than GLBA 's privacy 

provisions under the Act as determined by the Federal Trade Commission after 

consultation with the federal functional regulator or ~other authority"'. The 
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Fcdcrul Trude Commission can nrnkc a dctl-'nnination on a slalc law on its own 

motion 01· upon the petition of uny 11intcrcs1cd party", 

The federal agencies all issued similar rules that an: cl'lc<:tivc NovcmlK'I' I J, 

2000 on n voluntary complinncc basis but nnmdutcd after July I, 200 I, The l'ulcs 

cstahl ish the munncr und mctJ1<,d for the inil in! pri vrn:y pol il:y not kc, anmrn I not kc 

to customers thereafter, information to be indudcd in tlw privacy notiec, and form 

and content or an opt~out notice, 

FHIJH/VI/, TRADH ('{)k/1\l/SS/()N l'ln'f'rtON 

On September 12, 2000, J petitioned the Fcdcrnl Trade Commission for a 

determination under the GLBA as to whether North Dakota's disclosure of 

customer information stututc nff<)l'ds uny person greater protection than is provided 

under GLBA. The petition was requested for several reasons. Virst, several tnidr 

associations had informed me that they preferred the present state law. Without a 

determination by the FTC, on July l, 200 I, state law would hnvc been preempted. 

Secondly, North Dakota financial institutions need to know the rules or the road. 

Without a determination, financial institutions that developed privacy policies 

providing for opt-out opportunities would later have to change all policies and 

forms if an interested party made a petition request. This burden would have been 

at a cost to the financial institutions. An i11terested party may be a financial 

4 



institution itself' or even n Cllstomcr of'that finnnciul institution. 

My petition nsks the Ff'C' fhr n determination thut North Dakota law is not 

inconsistent with the fodcrnl lav, in two areas. First, whether North Dakota·s 

uffirmutivc consent (opt-in) requirement al'lt>rds greater customer protcclion than 

opt-out. Second, North Dukotn lnw provides 1hr a civil penally for violations of 

Chuptcr (,-08.11 unlike OLB/\ tlrnt docs not provide for uny penalty, 

Subsequent to my request the FTC Ocncrnl Counsel n..'(!UL'stcd several 

interpretations on North Dukota law1 which were responded to by the i\ttorrwy 

Gcncrul 's Office on behalf of the Department. In Novcmbcr1 I provided uddilional 

writl<;!n obscrvutions and information with the primary purpose to nsscrt that stutc 

bank regulators arc the \~other nuthority" thnt should be consulted with by the FTC, 

I have discussed the petition on a number of occasions with a FTC attorney. 

Based on these discussions, it is anticipated thnt the FTC will determine North 

Dakota's affirmative consent and civil penalties afford greater protection and thus 

is not inconsistent with the Act. Such a determination will mean that all North 

Dakota financial institutions will be required to comply with GLBA provisions 

including the federal regulatory agencies' implementing rules except that the 

institution will be required to provide the customer with opt-in instead of an 

opt-out oppo11unity. The same exemptions under GLBA will also apply to North 

5 



Dnkotu finunciu) institutions. Therefore, North Dukolu Jinunciul institutions will he 

required to udopt u privucy polk:y, must meet the initiul und unrnml disclosure or 

the policies, und must provide u f'orm n>r the consent by the customer or consunwr. 

Under the GLBA nil finuncinl institutions nu1st provide ll>r a notkcl and must 

provide un uhbrcviutcd opt-out form, regardless whether the linnnciul instillllion 

intends to disclose uny non-public inl'ormution to nn lllHlflilintcd third purly. 

However, fbr most, if not all, North Dakota linnncinl institutions, nf'lirmntivc 

consent would not have to be obtuincd from the consumer unless the 11nanciul 

instilution intends to sell or disc lose in format ion to the non-n fli I iutcd third party. 

The FTC informed me on February 12, 200 I, thut they plan to tukc the ND 

petition to the Commission Inter this week. The FTC hns also informed me that 

they have identified 21 states thnt may have previously cnncccd laws pertaining to 

protection of customer information. At least 4 other states have enacted opt-in 

requirements. 

Thank you. 
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