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2003 HOUSE STANDING COMMITTEE MINUTES
BILL/RESOLUTION NO. HB 1438
House Human Services Committee
Q Conference Committee

Hearing Date February 10, 2003

Tape Number Side A Side B Meter #
1{x 0.5 -25.8
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Committee Clerk Signature ;\)Mﬂi i /ALDK)Q/}, (%)({,/‘L( )

Minutes:

Arnold Thomas, Pres. of the ND Health Care Association appeared in support stating this is a
policy recommendation that would bring North Dakota into compliance with Federal
Regulations. A variety of groups would be impacted by these federal requirements that address
the whole note of patient information protection. Those involved that have been preparing this
bill are: hospitals, doctors, Blue Cross/Blue Shield, Attorney General’s Office, the Health Dept.
and the Dept. of Human Services.

Mike Mullen of the Attorney General’s Office appeared to explain the bill with written testimony
and (yellow) HIPAA Sheet. Also stating that hospitals and physicians must come into
compliance by April 14th,

Datlene Bartz, Health Resources Section Chief with the Dept. of Health appeared in support with
written testimony.

Larry Shireley, State Epidemiologist, appeared in support with written testimony.
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House Human Services Committee
Bill/Resolution Number HB 1438
Hearing Date February 10, 2003

Dayid Boeck, Lawyer for Protection & Advocacy Project appeared in support with written
testimony and offered amendments,
No Opposition.

Closed hearing,
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2003 HOUSE STANDING COMMITTEE MINUTES
BILL/RESOLUTION NO. HB 1438
House Human Services Committee
Q Conference Committee

Hearing Date February 11, 2003

Tape Number Side A Side B Meter #
1|x 44.5-51.9

(l i)

| Committee Clerk Si

Minutes: Committee Work

N Rep. Porter moved the amendment on page 12, change 164 to 160 and change 502 to 103 and

delete line 8, second by Rep. Pietsch.
VOTE: 12-0-1 Amendment Passed
Rep. Porter made a motion for DO PASS as AMENDED, second by Rep. Potter

VOTE: 12-0-1 Rep. Price will carry the bill
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USE AMENDMENTS To HOUSE BILL NO, 1438  2-12.03 mg

Pa "164"
ge 12, line 7, teplace "164" with "160" and replace "502," with "103."
Page 12, remove line 8 |

Renumber accordingly

p
age No. 1 38332.0101
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2003 HOUSE STANDING COMMITTEE ROLL CALL VOTES
BILL/RESOLUTION NO. HB &8 /%3¢

House HUMAN SERVICES Committee

Check here for Conference Committee

Legislative Council Amendment Number 3933 2.010{ « 020D

Action Taken Do faso o Omended _
Motion Made By ﬂu‘? P o’d:lw Seconded By [Ze,n P a-m/
M ¥

Representatives Yes | No Representatives Yes | No
Rep. Clara Sue Price - Chair P Rep. Sally Sandvig
Rep. Bill Devlin, Vice-Chair v Rep. Bill Amerman v
Rep. Robin Weisz v Rep. Carol Niemeier -3
Rep. Vonnie Pietsch v Rep. Louise Potter e
N Rep. Gerald Uglem v
: ! Rep. Chet Pollert v
i- Rep. Todd Porter v
:’ Rep. Gary Kreidt e
i Rep. Alon Wieland e
Total (Yes) / I No O
Absent l
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2003 SENATE STANDING COMMITTEE MINUTES
BILL/RESOLUTION NO. HB 1438
Senate Human Services Committee

Q Conference Committee

Hearing Date March 3, 2003

Tape Number Side A Side B Meter #
1 X 2 - 5499

Committee Clerk Signature /(1 30‘?1/»\,4/ Z%W% c&/‘—%)
§ N

Minutes:

<N SENATOR JUDY LEE opened the public hearing for HB 1438.
Roll call was read. All were present,
REPRESENTATIVE CLARA SUE PRICE, from District 40, as one of the sponsors introduced
the HB 1438, HIPAA wus enacted by the Federal Government, she stated. (Meter # 2 - 197)
ARNOLD THOMAS, of the Healthcare Association, testified in favorable support of the bill. He
stated this bill puts North Dakota into compliance. Acknowledged Mike Mullen, Assistant
Attorney General, who had put in a lot of time on the bill, ( Meter # 233 - 350)
SENATOR LEE acknowledged the students from St. Mary’s High School in Bismarck and gave
a briet description of what the bill was about and what kinds of bills the committee does hear,
MIKE MULLEN, Assistant Attorney General, testified in favor of the bill. Gave a
summarization of the amendments on various sections. Introduced people who have helped

amend this bill, It sets a floor on privacy. ... Health care providers have to come into
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Page 2

Senate Human Services Committee

Bill/Resolution Number HB 1438
= Hearing Date March 3, 2003

compliance with the rules. All covered entities must be in compliance with the privacy rule by

April 14 of this year. (Written testimony) ( Meter # 491 - 1189)

SENATOR LEE asked that Mr, Mullen walk the committee through the amendments,

MIKE MULLEN: Explained HIPAA was the requirements of the federal Health Insurance

Portability and Accountability Act related to the privacy rule. Answered questions clarifiying

terminology and whether there is a concern as to sharing data for research purposes. What

information to be confidential, (Proposed Amendments copy provided) (Meter # 1200 - 1982)

DARLEEN BARTZ, Health Resources Section Chief with the North Dakota Department of

Health, testified in support of HB 1438, (Written testimony) (Meter # 2080 - 2207)

LARRY SHIRELEY, State Epidemiologist with the North Dakota Department of Health,
~=~. testified in favor, (Written testimony) (Meter # 2260 - 2351)

DAVID BOECK, state employee and Special Assistant Attorney General for the Protection &

[ Advocacy Project. Appeared in opposition to HB 1438. Testified and answered questions
regarding definitions, amendments proposed, whether current state law is better, best interests of
‘ the patient, and problems in other states (Written testimony) (Meter # 2380 - 4427)
SENATOR FAIRFIELD asked if this is a compliance issue and what are the changes ... loosen
private laws?
MIKE MULLEN responded and did not feel the bill should be defeated. This bill is neutral.
Mentioned North Dakota HIPAA Coalition. More disct_xssion regarding definition on “personal
representative”.( Meter #4445 - 5415)

SENATOR LEE closed the public hearing for HB 1438, (Meter # 5499)
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2003 SENATE STANDING COMMITTEE MINUTES
BILL/RESOLUTION NO{ 4B 1438)and HB 1221
Senate Human Services Committee

Q Conference Committee

Hearing Date March 11, 2003

Tape Number Side A Side B Meter #
3 X 4550 - end
X 0 - 1040
Committee Clerk Signature 05_0:’1/%&/ ﬁ?’W CDM
Minutes:

TN SENATOR JUDY LEE opened the committee discussion on HB 1438 relating to the disclosure

of health information and HB 1227 relating to testing for contagious diseases.

MIKE MULLEN, from the Attorney General’s office, came to talk to the committee about the
amendments to HB 1438, He had made changes to match up language with both bills. He used
language to match the HIPAA rule and matches ND law.

SENATOR LEE asked the committee for questions and discussion on the amendments.
SENATOR BROWN made a motion to move the amendments for HB 1433,

SENATOR ERBELE seconded the motion.

Roll call was read. 6 yeas 0 nays. All in favor.

MIKE MULLEN further explained the “privacy rule” ... federal government created rule ...

indirect way to try to control parties ... statutory provision is simply to eliminate some of the

paperwork ...
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Page 2
Senate Human Services Committee
Bill/Resolution Number HB1438 and HB 1221

“~~ Hearing Date March 11, 2003
SENATOR LEE stated that the discussion we had about information concerning physician’s

decisions ... that didn’t deal with a couple of pharmacists ... that it is not the pharmacists that are
releasing information - it is the software vendors who had provided the software for the
electronic billing ... transmitted from: the pharmacy to Blue Cross or whomever and they can pick
it off. .... This kind of thing would cover that. ... (Meter # 4550 -end)
SENATOR FISCHER stated that this has happened - example given. (Tape 3, Side B, Meter #
37 - 85)
SENATOR LEE quoted Mr. Jorde about information being peeled off without anybody knowing
it and pharmacies will purchase the software programs for doing this work, and (Senator Lee said
[ don’t know if any in ND do this) the pharmacies can pay a lower price for their software if the
, ~~ software company can peel off that information and sell it. ..., “other little fingers in this loop” ...
(Meter #86 - 160)
SENATOR FISCHER: Mentioned internet hub ... In HIPAA, do they provided for those kind of
prohibitions? (Meter #161- 218)
MIKE MULLEN: Yes, to some extent ... Business Associate Agreement ... security rule ... safe
guard medical information ... encryption ... (Meter # 261 - 496)
Continued committee discussion regarding suspicious mail ... credit cards ... (Meter # 497 - 600)
SENATOR LEE stated that Mr. Boeck from Protection & Advocacy left amendments that he

wants to be here to discuss. .., Committee discussion to continue tomorrow morning at 8:30 am.

(Meter # 601 - 1040)

s’

=2

B
|

&

Y

tions of ' for microfilming and
roductfons of rocords dol {vered to Modern Information Systems
e m'ﬁm“?‘r’\'ﬁh{emﬂgegﬁfa"r tc}yusr:e' l;nf al::sia;::;?teﬂ::pphotograph10 process meets standerds of the Amric?? ?at&::aéos:ﬁ:dazg?‘ws;; tl:;:
‘(‘:aglg for archival microfiim, NOYICEL [f the ¢{Lmed {mage above is less legible than this Notice, 8

document being f1imed. 4(%/}7&_&& Q(\ (th//(nﬂl /0 /o 4%1

Operator’g Signature

S



=

were filmed in the regulac course of business.

film.
{ANB1) for archival micro

- : Kol tmn ”
——— %lfm&dm ¥e o

Page 3

Senate Human Services Committee
Bill/Resolution Number HB1438 and HB 122]
Hearing Date March 1 1, 2003

MIKE MULLEN reviewed the proposed amendments to HB 1221 regarding law enforcements
oxposed to HIV, Amends some of the same sections related to testing individuals for HIV as

related to HB 1438, ... Amend terminology so that it matched up .., reads same as HB 1438 ..,

(Tape 3, Side B, Meter # 1305 - 1908)

SENATOR LEE: Asked for any questions and motion,
SENATOR FISCHER moved that we accept the amendments on HB 1221
SENATOR ERBELE seconded the motion,

Roll call was read, ¢ yeas O nays.

SENATOR FISCHER made a motion to DO PASS AS AMENDED,
SENATOR ERBELE seconded the motion,

Roll call was read, 6 yeas 0 nays,

SENATOR BROWN will be the carrier. (Meter # 2050)
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2003 SENATE STANDING COMMITTEE MINUTES
BILL/RESOLUTION NO. HB 1438
Senate Human Services Committee

Q Conference Committee

Hearing Date March 12, 2003

Tape Number Side A Side B Meter #
1 X 0-1180
X 1465 - 3380
Committee Clerk Signature ﬁ_(;m/ma; %Wwé/) c&/\%/
Minutes:

-,  SENATOR JUDY LEE called the Human Services Commuittee to order for committee work on

HB 1438 at 8:30 am on this date.

Roll call was read. All present except SENATOR FAIRFIELD.

DAVID BOECK, a lawyer for the Protection & Advocacy, spoke before the committee, (Written
testimony and Proposed amendments to Engrossed HB 1438. He explained the changes he had

made with the amendments. ... Had added two more definitions from federal regulations ...

(Meter # 58 - 789)

SENATOR LEE: Understand intent.

MIKE MULLEN: Want to study matters ... will come back after 3 pm today ... working with
state agencies for HIPAA. ... (Meter # 823 - 1050)

SENATOR LEE: Review by afternoon will be fine. Discussion closed for now. (Meter # 1110)
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Senate Human Services Committee
Bill/Resolution Number HB 1438
Hearing Date March 12, 2003

SENATOR LEE reconvened the committee discussion for HB 1438 regarding the pharmacy
privacy issue ... include the portion about physicians - records veing kept confidential ... so there
is some information. (Meter # 1465 - 1505)

GALEN JORDE, Executive Vice President of North Dakota Pharmaceutical Association -
organization that represents the 700 pharmacists practicing in the state, He stated they were
opposed to the amendments proposed for HB 1438. He had written amendments proposed.
(Written testimony plus proposed amendments) (Meter # 1506 - 1784)

Continued discussion with the committee members regarding the amendments ... data - IMS ..,
goal not to stop information ... cannot control completely ... with HIPAA - possibility to try
mechanism .., pharmacies have responsibilities ... BSBS and Medicaid rely on information ...
marketing ... connections with insurance companies ... (Meter # 1785 - 2550)

MIKE MULLEN, from Attorney General’s office, looked at amendments. Made changes to
proposed amendments and reviewed with committee. (Meter # 2553 - 2740)

SENATOR LEE; Asked for any more comments?

JOHN OLSON, from the Board of Medical Examiners, stated the amendment that the committee
had before them was the “heartburn”. Our exemptions would be the “Rolaids.”

ARNOLD THOMAS, President of Healthcare Association, stated if it is going to take some time
to work out the amendment that is before you with your desire to move the HIPAA language
forward, that basically it appears to me the committee is agreed upon, Maybe with HB 1283, you
might want to reconsider with the amendments out and see whether or not you have an
agreement, then run hog house HB 1283 and then run 1283, We haven’t put 1283 to the desk as

we wanted to hold it ... to see what we would do with 1438 ... (Meter # 2946 - 3030)
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Page 3
Senate Human Services C i

: ommit
Bill/Resolution Number HB 14;?6
Hearing Date March 12, 2003

with Mr, Th '
omas regarding the measyre and HIPAA provisions, (Meter # 3031 - 3239)

the Medical Association, (Meter # 3278 - 3374)

SE . .
ENATOR LEE: Discussion on HB 1438 closed, (Meter # 3380)
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2003 SENATE STANDING COMMITTEE MINUTES
BILL/RESOLUTION NO. HB 1438
Senate Human Services Committee
Q Conference Committee

Hearing Date March 12, 2003

Tape Number Side A Side B Meter #
2 X 3380 - 5445

.

Committee Clerk Signature /8?%@ %MVW /) M

Minutes:

~=,  SENATOR JUDY LEE opened the committee discussion for HB 1438 regarding disclosure of
health information and persons to be tested and the timing of testing for the human

immunodeficiency virus.

L MIKE MULLEN, of the Attorney General’s office, spoke. He stated he did have the opportunity

‘ to review the materials. I do not think there is anything contained in the second set of

amendments that justify amending the bill, Ithink the bill is suitable as is. I do have one

"‘ technical amendment based on this error that came up regarding numbers, And I would like to
add to those amgndments that I previously submitted to you an additional amendment. It would
be on page 12, line 7, after 103, part 164, section 502, subsection G, respectively. Correct
numerical reference. (Meter # 2380 - 3572)

SENATOR LEE: Thank you for your review and summary.
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Page 2

Senate Human Services Committee
Bill/Resolution Number HB 1438
Hearing Date March 12, 2003

/\ Continued discussion on the amendments regarding pharmaceutical issue - hog house
amendment which relates to the disclosure of the physician drug profiles - info does not contain
the names of patients ... what is appropriate? ... concern electronic intercept between pharmacy
and insurance company ... clearing house - might be aggregate information ... any complaint
coming through HIPAA will stop any kind of practice ... example of information leaked out of
the clinic or electronically between the clinic and the insurance provider ... more technology -
more thieves ... (Meter # 3575 - 5087)

SENATOR LEE and committee discussed how to amend the bill. Asked the committee if they
were comfortable with Mr. Mullen’s amendments as they are with the additional corrected
amendments, (Meter # 5100 - 5190
“~ SENATOR ERBELE made a motion to further amend.
: SENATOR BROWN seconded the motion.
Roll call was held. 6 yeas 0 nays.
SENATOR BROWN made a motion to DO PASS AS AMENDED.
: SENATOR ERBELE seconded the motion.
SENATOR FAIRFIELD: Questions Mr. Mullen if this does in any way, shape or form reduce
the privacy standards that we currently have in this state to meet federal requirements?
MIKE MULLEN: No, Ican't think of any part that would do that.
Roll call was read. 6 yeas 0 nays
SENATOR LEE will be the carrier. (Meter # 5445)
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PROPOSED AMENDMENTS TO ENGROSSED HOUSE BILL NO. 1438

Page 1, line 1, after "25-01.3-01" Insert "and a new section to chapter 44-04"

Page 1, line 2, after "definitions” Insert "and duties to protect information", replace "sections”
wltr;‘"sectlon". and after the second comma insert "subsection 1 of section 23-07-01.1,
sections”

Page 1, ilne 3, remove the first comma and replace "sections” with "section”
Page 1, line 5, replace "and” with a comma and remove "subsection 1"

Page 1, line 8, remove the first "of section” and replace the second "saction” with "and”

Page 2, after line 3, insert:

"SECTION 2. AMENDMENT. Subsection 1 of section 23-07-C1.1 of the North
Dakota Century Code Is amended and reenacted as follows:

1. A-PRYSISRS-GR-ROH-ReaHe8 AQh!ﬂCIQﬂQ[OIherheglm_
cara_provider may report immediately to the department of transportation in
writing, the name, date of birth, and address of every petsen indlvidual
fourteen years of age or over coming before them for examination,
attendance, care, or treatment wher if there is reasonable cause to believe
that sueh-pereon the individual due to physical or mental reason is
incapable of safely operating a motor vehicle or dlagnosed as a case of a
disorder defined as characterized by lapses of consclousness, gross

physical or mental impairments, and the report is hecessary to prevent or

essen a serlous and imminent threat to the health or safety of the

ndividual or the public.”

Page 6, line 22, after "and" Insert "any other person”

Page 8, line 26, remove "An exposed”, overstrike "person” and insert immediately thereafter

"An exposed Individual®, and replace "source individual" with "test subject”

Page 8, line 30, overstrike the comma

Page 8, line 31, remove "sourge" and overstrike “"person” and Insert Immediately thereafter

"test subject”

Page 9, line 12, after the first "the" insert "test"
Page 9, line 13, after the first "the" Insert "test”
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Page 12, line 7, after "103" insert "and part 164, section 5-02, subsection g. respectively"
Page 12, line 8, replace "Subsection 1 of section" with "Section"

Page 12, after line 9, insert:

"25-01.3-10. Confidentlality and privileged information."

Page 13, after line 3, insert:

"2. Unless ordered by a court of competent jurisdiction, the name of a-petsen
an Individyal who in good faith makes a report or complaint may not be
teleased-or disclosed by the committee or the project.”

Page 18, after line 6, insert:

"SECTION 25. A new section to chapter 44-04 of the North Dakota Century
Code Is created and enacted as follows:

Busliness associate - Duty to protect information.

1. Asusedinthi "business " |
title 45, Code of Federal Requlations, part 160, section 103,

2. i apublic entity is actin usiness clate of another public entity,
the entity acting as a business assoclate shall comply with ali the
requirements applicable to a business associate under titie 45, Code of
Federal Regulations, patt 164, section 504, subsection e, paragraph 2."

Renumber accordingly
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REPORT OF STANDING COMMITTZE (410) Module No: SR-46-4782
March 14, 2003 11:00 a.m. Carrier: J. Loe
Insert LC: 38332.0201 Title: .0300
N REPORT OF STANDING COMMITTEE

HB 1438, as engrossed: Human Services Committee (Sen. J.lLes, Chairman)
recommends AMENDMENTS AS FOLLOWS and when $0 amended, recommends
DO PASS (6 YEAS, 0 NAYS, 0 ABSENT AND NOT VOTING). Engrossed HB 1438
was placed on the Sixth order on the calendar.

Page 1, line 1, after "25-01.3-01" insert "and a new section to chapter 44-04"

Page 1, line 2, after "definitions" insert "and duties to protect information", replace "sactions"
with "section", and after the socond comma insert "subsection 1 of section 23-07-01.1,

sections"
Page 1, line 3, remove the first comma and replace "sections" with "section"
Page 1, line 5, replace "and" with a comma and remove "subsection 1"
Page 1, line 6, remove the first "of section" and replace the second "section” with "and"

Page 2, after line 3, insert:

"SECTION 2. AMENDMENT. Subssaction 1 of section 23-07-01.1 of the North
Dakota Century Code Is amended and reenacted as follows:

1. Al-physielans-and-other-medical-prefessionals A thsis‘!lgn or other health
care provider may report immediately to the department of transportation
in writing, the name, date of birth, and address of every persen individual

N fourteen years of age or over coming before them for examination,
/ attendance, care, or treatment whenr |f there is reasonable cause to

believe that sueh-perser the individual due to physical or mental reason is
incapable of safely operating a motor vehicle or diagnosed as a case of a
disorder defined as characterized by lapses of consclousness, gross
physical or mental impairments,_and the report is necessary to prevent or
lessen_ a serlous and imminent threat to the health or safety of the
individual or the public."

Page 6, line 22, after "and" insert "any other person”

Page 8, line 26, remove "An exposed", overstrike "person" and insert immediately thereafter

"An exposed individual", and replace "source individual" with "test subject"
Page 8, line 30, overstrike the comma

Page 8, line 31, remove "soiirce" and overstrike "person” and Insert immediately thereafter

"test subject"
Page 9, line 12, after the first "the" insert "test"

Page 9, line 13, after the first "the" insert "test"

Page 12, line 7, after " 103" insart "and part 164, section 5-02, subsection ¢, respectively"

Page 12, line 8, replace "Subsection 1 of section” with "Section"

Page 12, after line 9, insert:
'25-01.3-10. Confldentlality and privileged Informatlon."

(2) DESK, (3) COMM Page No. 1 5R-46-4782
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’ REPORT OF STANDING COMMITTEE (410) Module No: SR-46-4782
Marct: 14, 2003 11:00 a.m. Carrler: J. Lee
Insert LC: 38332.0401 Title: .0300
Page 13, after line 3, insert:

2. Unless ordered by a court of competent jurisdiction, the name of a-peraern
an_individual who in good faith makes a report or complaint may not be
released-oF disclosed by the committee or the project.”

Page 18, after line 6, insert:
"SECTION 25. A new section to chapter 44-04 of the North Dakota Century
Code Is created and enacted as follows:

Business gssoclate - Duty to protect information,

1, used in thi ion, "busin ociate" h ning set forth In
litle 46, Code of Federal Regulatlons, part 160, section 103,

2. 1t apublic entity is acting as a business associate of another ¢~ .¢ entity.
the entity acting as a business assoclate shall comply witn ail the
requirements applicable to g business assoclate under title 45, Code of

Federal Requlations, part 164, section 504, subsection e, paragraph 2."
Renumber accordingly
(2) DESK, (3) COMM Page No. 2 SR-46-4782
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2003 HOUSE STANDING COMMITTEE MINUTES
BILL/RESOLUTION NO. HB 1438
House Human Services Committee
[/Conference Committee
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- J
Minutes: Chairman Devlin: called the conference meeting to order on HB 1438,

tative Devlin, Senator Lce, Representative Wieland, Senator Brown

Representative Niemeier, Senator Fairfield were present.

Representative Devlin; we have a couple concerns, members of the Senate want to make sure

that we weren’t going any further then what the federal regulations required, and Senator

Mathern asked to bring a possible amendment forward on Scction 12, I don’t know if you heard

his amendment on the Senate side or not, but we will give him a moment to present his concerns,

if that is O.K. with the Senate.

Senator Mathern: I'm handing out amendments on Section 12, in the past few weeks a attorney

contacted me about controversy on the cost of copies of medical records I got a hold of L.C, and

said why don’t we draft a bill on that and see where this can be addressed, L.C, said the issue is

really within 1438 and they suggested that 1438 conference committee by that time because it

had already gone through both chambers. I found out that there had already been a Attorney
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Page 2

House Human Services Committee
Bill/Resolution Number HB 1438
Hearing Date 3-31-03

Generals opinion on the issue what is a proper charge for a medical record, so it does appear to
need some clarification, the first hand out you have is a copy of the attorney generals opinion that
out lines in detail what’s proper for the board of nursing to charge for records which would be
considered if somebody raised the question about medical records that are in 1438,
Representative Devlin: as I recall we had a bill either last session or the session from
Representative DeKrey that did this very thing and its 2 bills, and the language that is in 1438
repeals what someone else outlined.

Mike Mullen: it is true that HB 1438 removes the provision of the current century code that was
enacted in 1999, however this was discussed by the informal group that we had studying this, and
they came to the conclusion that the rules with in HIPPA addresses the issue about the disclosure
of protected health information to an individual which provides adequate limitations on the cost
of copying because it says that the cost be related to the reasonable cost of making copies, and
that combined with the Attorney Generals opinion to the board of nursing, which I think is about
3 cents a page, we reached the conclusion that this would provide adequate limitations combined
with the fact that there is a $100.00 penalty for any violations that the provider would not try to
gouge people or charge excessive amounts, Under the amendment the limit would be 25 cents
per page and that works if it is text, but x-rays, the cost would be more.

Representative Devlin; we understood that it was fully covered in HIPPA.,

Representative DeKrey; I have gone over the language and I really feel it is O.K. I really don’t
think it does what we wanted it to do 2 years ago, and I guess we are just 2 years ahead of the
curve.

Representative Devlin: you would rather leave the existing language in there?
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Page 3
House Human Services Committee
Bill/Resolution Number HB 1438
Hearing Date 3-31-03
Representative DeKrey: I'm comfortable with the new language, when I put that bill in there I
never thought about x-rays, all I was thinking was paper.
Senator Mathern: the Attorney who brought this to my attention Mark Schneider, Fargo, was
concerned that the costs were to high if the interpretation of the HIPPA language is such,
probably be looking at the attorney generals guidelines as a range that would be used.
Mike Mullen: the cost should be less and it will be in the future.
Senator Lee: in the first place in the attorney generals opinion I'm just appalled that anyone
would charge $3.98 for copies. Who knows in the next several years what kind of coping will be
done, I'm glad to hear that there is some consensus on the language being O.K. I will support
Representative DeKrey.
Representative Devlin; we are assuming that there is no further information that some other
language has to be added to bring us into compliance.
Senator Lee: exactly and with your permission I would refer to Mr. Mullen, he has the summary
of the information he provided for us that would be helpful for the House members.
Mike Mullen; presented summary of amendments to committee. (SEE ATTACHED
TESTIMONY).
Representative Wieland; we added a new Section 2 and I’m assuming that all sections are moved
up one and we will end up on the back page with Section 29,
Representative Neimeier: pages 10 and 11 I’m trying to find a fee area.
Mike Mullen; its begins on line 28 through 30 and the first 2 lines on page 10 and the first 2 lines
on page 11. That relates to the discussion of Senator Mathern concern HIPPA specifically
provides that you can only charge a reasonable cost for making a copy of a document and that
@
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Page 4

House Human Services Committee
Bill/Resolution Number HB 1438
Hearing Date 3-31-03

combined with the attorney general opinion showing how to calculate those kind of fees we
believe will provide a good objective basis for determining what should be charged, it will have
to be related to the cost of producing the documents.

Senator Lee: we spent at least as much time as deserved on some concerns of protection of
advocacy, but we did not think that it was appropriate to have their rules be different from
everyone else, because once we get through the initial flurry of HIPPA people will get into a
groove and [ think it will be more confusing to have different sets of rules for certain situations.
Mike Mullen; since your last meeting in the Senate, the protection advocacy project has still
made additional comments to me, and to the Attorney General and I did look at one thing that

they recommended, the definition about relating to identifiable information, and I will pass out

amendment (SEE ATTACHED TESTIMONY),

Senator Lee: I don’t see a significant difference in what it means, but if they would feel that we
give them some consideration after all the work they did and we discarded everything, and it
doesn’t make a significant negative impact, I guess we can attach it on and it flows much better
with this language.

Representative Devlin: I don’t have a problem with it, if everyone is more comfortable with it
doesn’t matter to me.

Senator Fairfield: I do think there is a subtle difference in the language, I like it better, On bill

1425, the developmentally disabled, opening the records, the Galvanized Bill, would this have an
impact on this, would this close up what we are doing in 14257

Mike Mullen: no, I don’t believe it will,
Representative Niemeier: on page 12, line 20-21 seem to be related to the line 11 issue.
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Page 5
House Human Services Committee
Bill/Resotution Number HB 1438

b e Hearing Date 3-31-03

Mike Mullen: I'looked at that language, and frankly I'm not able to distinguish any big

difference.

Representative Fairfield: what exactly, if you don’t see any change here what is the purpose of

wanting this change, the way I look at it is changing this language broadens it just a bit ever so

slightly.
Mike Mullen: I didn’t think that change was required but they feel strongly about it and its fine if

conference wants to go with that,

Senator Lee: not just from which that individual would be identified but any information relating
to that individual which I guess broadens it but it is a hard distinction to make.
Senator Lee: I would move to accept the amendments presented by Mike Mullen,

Representative Wieland: SECOND the motion.

All were in favor of motion,
Representative Wieland: motion to House Accede to Senate Amendments, further amend and
renumbered accordingly.

Representative Niemeier; SECOND the motion.

VOTE: 6-YES 0-NO 0-ABSENT.
Motion passed.

Representative Devlin will carry the bill,
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PROPOSED AMENDMENTS TO ENGROSSED HOUSE BILL 1438

I
Page 12, line 22, replace “from which” with “relating to"

]2~ |
Page 12, line 23 remove “may be Identified"

Renumber accordingly
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38332.0301 Prepared by the Legislative Council staft for N{)
Title, Senator Mathern
March 27, 2003

PROPOSED AMENDMENTS TO ENGROSSED HOUSE BILL NO. 1438

Page 10, line 28, overstrike "1."

Page 11, line 2, remove the overstrike over the overstruck colon

Page 11, line 3, after "&:" insert "1.", remove the overstrike over "Rrevide”, and remove
"provide”

Page 11, line 8, after "&:" Insert "2.", remove the overstrike over "Previde-a-eepy-of-a-patients”,
after "medieal” insert "health care", and remove the overstrike over "teeerds-requested
for-any-purpese-ether”

Page 11, line 9, remove the overstrike over "than-the-eentinuaten-ef’ and Insert iImmediately
thereafter "health" and remove the overstrike over "eare-for-a"

Page 11, line 11, after "twenty-five" insert "reasonable, cost-based fee" and remove the
overstrike over "—Fhis"

Page 11, line 12, after "expense” insert "fee may include the cost of copying and postage but
may not include the cost of retrieving or handiing the records or the cost of handling the
request" and remove the overstrike over the period and insert immediately thereafter

"The tota! cost ot copying may hot exceed twenty-five cents per page.”

Renumber accordingly

Page No. 1 38332.0301
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38332.0202 Adopted by the Conference Committee
Title.0400 April 1, 2003 @163

PROPOSED AMENDMENTS TO ENGROSSED HOUSE BILL NO. 1438

That the House acceds to the Senate amendments as printed on pages 951 and 952 of the
House Journal and pages 778-780 of the Senate Journal and that Engrossed House BIll No.
1438 be further amended as follows:

Page 12, line 11, replace "from which" with "relating to"

Page 12, line 12, remove "may be identified"

Renumber accordingly
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REPORT OF CONFERENCE COMMITTEE
(ACCEDE/RECEDE) - 420

(Bill Number)  HB 1438 _ (, as (re)engrossed):

Your Conference Committee for HOUSE HUMAN SERVICES

For the Senate: For the House:

Rep. Devlin Lflu A / Senator J. Lee LUK/aJ v
Rep. Wieland t—{',Q,o v/ Senator Fairfield L_é(f/o v
Rep. Niemeier ‘ﬁ‘& A v/ Senator R, Brown %(Az v

recommends that the (SENATE/HOUSE}(ACCEDH to) (RECEDE FROM)

the /Housc) amendments on (SJ@ page(s) 190 -

and place on the Seventh order.

v, adopt (further) amendments as follows, and place HB 38 on the

Seventh order:

having been unable to agree, recommends that the committee be discharged and a

new comnittee be appointed.

((Re)Engrossed) was placed on the Seventh order of business on the calendar.

DATE: 25 /31 /03

CARRIER: Qup Dol

LC NO. . of amendment

LC NO. . _ of engrossment

Emergency clause added or deleted

Staternent of purpose of amendment _

(1&2)LC (3)DESK (4) COMM.
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REPORT OF CONFERENCE COMMITTEE (420) Module No: HR-85-7318
April 10, 2003 11:20 a.m.
Insert LC: 38332.0202

REPORT OF CONFERENCE COMMITTEE
HB 1438, as engrossed: Your conference committee (Sens. J. Lee, Brown, Fairfleld and
Reps. Deviin, Wieland, Niemeler) recommends that the HOUSE ACCEDE to the
Senate amendments on HJ page 1191, adopt further amendments as follows, and
place HB 1438 on the Seventh order:

That the House accede to the S¢ 1.te amendments as printed on pages 951 and 9562 of the
House Journal and pages 778-780 of the Senate Journal and that Engrossed House Bill No.
1438 be further amended as follows:

Page 12, line 11, replace “from which" with "relating to"
Page 12, line 12, remove "may be identified"

Renumber accordingly

Engrossed HB 1438 was placed on the Seventh order of business on the calendar.
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] 2003 TESTIMONY
HB 1438

The micrographic images on this film are accurate reproductions of records delivared to Modern Information Systems for microfiiming and
The photographic process meets standards of the American National Standards Institute

were filmed tn the regular course of business.
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TN TESTIMONY OF THE OFFICE OF ATTORNEY GENERAL
ON HOUSE BILL 1438 REGARDING THE PRIVACY HEALTH INFORMATION

BEFORE
HOUSE COMMITTEE ON HUMAN SERVICES
FEBRUARY 10, 2003
MICHAEL J. MULLEN
ASSISTANT ATTORNEY GENERAL
Chairman Price and Members of the Committee, | am pleased to be here on behalf
of Attomey General Stenehjem, and on behalf of several departments and agencies, who
asked me to present testimony explaining House Bill 1438, which clarifies the relationship
between state law requiring the confidential treatment of health information, and the
federal HIPAA privacy rule. Before | address the provisions of House Bill 1438, let me
briefly outline the background and purpose of the federal HIPAA privacy rule.

Backaround on the HIPAA Rule for the Privacy of Heaith Information
The federal regulation entitled Standards for Privacy of Individually Identifiable

Health Information (the Privacy Rule), which was promulgated by the Department of
Health and Human Services (HHS), became effective on April 14, 2001. ([The
reguiations are found at 45 CFR [Code of Federal Regulations] Parts 160 and 164.]
The Privacy Rule is the first comprehensive federal protection for the privacy of health
information.

The privacy rule came about as a result of the Heaith Insurance Portabllity and
Accountabillity Act [commonly called "HIPAA"), 29 U.S.C. §§ 1181 — 1191¢ (enacted in
1996), which established a number of rules to provide greater access to health
insurance regardless of a person's health status. Title Il, subtitle F sections 261-264 of

» HIPAA, 42 U.S.C. §§ 1320d -- 1320d-8, sets forth a program for “administrative
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N simplification,” which requires all health care providers and insurers to establish uniform

billing and coding systems in order to simplify and reduce the administrative costs of the
health care system. Congress also recognized, however, that a uniform electronic
billing system, which would necessarlly inciude detailed information about the diagnosis
and treatment received by individual patients, would also greatly increase the capacity
for accidental or ihtentlonal disclosure of individually identifiable health information.
Therefore, Congress required the Secretary of Health and Human Services to establish
regulations to protect the privacy and security of heaith information.

On December 28, 2000, the final rules on the privacy of individually identifiable
health information were published. The effective date of the privacy rules is April 14,

2001. In addition, under the rules, the compliance date for most organizations is two

N years following the effective date. Thus, doctors, dentists, hospitals, clinics, health

insurance companies, and specified government health plans have until April 14, 2003,
to bring their operations into compliance with the HIPAA privacy rules. (Small insurers,

roughly those with an annual premium revenue of $5 million or less, have an additional

year to come into compliance.)

Because of concern that the privacy rule had certain unintended consequences
that could have impaired the treatment of patients and made practical compliance with
the privacy rule difficult, the Secretary of Health and Human Services made several
changes to the rule, which were published on August 14, 2002, And, as | mentioned, all

covered entities (except small health plans) must be in compliance with the privacy rule

by April 14 of this year.
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The Purpose of Housa Biil 1438
The purpose of House Bill 1438 is to clarify North Dakota law and make it easier for

government agencies to comply with the requirements of both the federal HIPAA privacy
rule, and numerous sections of the Century Code that specify the conditions under which
protected health infoormation may be disclosed. The bill does not reduce the privacy
protection that is given to health information. The bill also does not place unreasonable
restrictions on the use of this information -- to the extent disclosure is needed to permit
state agencies to carry out their responsibilities under the law.

Let me now tum to the substantive provisions of House Bill 1438.
Section-By-Section Analysis

Section 1 amends section 23-01.3-02 to permit a “privacy board” as well as an
institutional review board to authorize a research project. In addition, the section
clarifies a reference to “protected health information” in place of an incorrect reference
to “public health information.”

Section 2 amends section 23-07-02.1 relating to reports of human
immunodeficiency virus infection by replacing the term ‘“release” with the term
“disclosure” because disclosure is a defined term and is used throughout the HIPAA
privacy rule. Section 2 also provides that in addition to disclosure to a health care
provider providing “direct care,” disclosure may be made “as otherwise provided by

L]

law.

Section 3 amends section 23-07-02.2 which relates to the confidentiality of

reports regarding human immunodeficiency virus cases. Again, the term “released” Is
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replaced by the term “disclosed.” In addition the term “epidemiologic” is replaced by
“epidemiological.”

Section 4 amends subsections 6, 7, and 8 of section 23-07.5-01 to distinguish
between “informed consent for testing” for the human immunodeficiency virus and legal
permission for “disclosure” of the test results. In addition, the section is clarified to
provide that the test is for the presence of “the human imimunodeficiency virus” and not
just for “an antibody"” to that virus. Third, the definition of “personal physician” is clarified
to more clearly cover situations in which the patient has not designated a personal
physician.

Section 5 amends section 23-07,5-02 relating to the situations in which a test for
the human immunodeficiency virus may be conducted without the informed consent of
the individual who has exposed other persons. Subdivision a of subsection 2 is clarified
to state that the "consent” is informed consent for “testing,” not an “authorization” for
disclosure of the test results.

Third, subdivision b of subsection 2 is amended to provide that the “form” given
to the subject who will be tested must contain a statement explaining that the test
results may be disclosed as authorized by law. This will permit disclosure as authorized
by the federal HIPAA privacy rule.

Subdivision ¢ of subsection 2 is amended by deleting several items that must be
contained in a consent form because these items are specified in some detail in the
“authorization form” that is required under the federal HIPAA privacy rule.

Subdivision b of subsection 3 is amended to clarify which person is to be tested

for the presence of human immunodeficiency virus.
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Subdivision d of subsection 3 is amended to clarify that the patient may always
obtain the test results (which is required by the federal HIPAA privacy rule) and to
specify that the test results may be disclosed to others as authorized by law. In
addition, subdivision d is amended by deleting the “buried” criminal penalty for person
who discloses the Identity of a patient in violation of various subsections of this section.
A criminal penalty for disclosure of protected health information with intent to disclose
the “test subject” is set forth in section 23-07.5-08, the primary criminal section of this
chapter, which is amended under section 9 of this bill.

Subdivision ¢ of subsection 4 is amended to include not only the provider but
also a good Samaritan who renders aid and is exposed to blood or body tissue.

Subdivision d of subsection 4 is amended to make clear that the provider may
receive a copy of their own test results and that the results may be disclosed “as
authorized by law.” Finally, this subdivision is amended to clarify that the patient (who
potentially has been exposed) may not disclose the “provider's identity” i.e., the identity
of the provider who has been tested.

Subsection 5 is clarified {o address situations in which a patient has died and the
facllity was not aware of a possible exposure to the human immunodeficiency virus, or it
was not reasonably possible for the facllity to conduct a test and provide the results of
the test to any physician providing care, an exposed emergency medical service

provider, other health care provider, or a good Samaritan who rendered aid to the

deceased pérson.
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Subsection 6 is clarified to provide that any test done pursuant to subsection 3, 4,
or 5 must be conducted in a “reasonably expedient manner,” not the “most” expedient
manner possible (which is potentially contestable).

Subsection 7 is clarified to refer to “an exposed person” who may request a test
of a “source person,” the Individual who has caused a “significant exposure” to the
“exposed person.” Under current law, the first test may be requested within ten days
after exposure and a second test may be requested not earlier than five months, nor
later than six months after significant exposure. The amendment provides that an
exposed person may request two tests. “[Elach test may be requested as soon as
practicable, consistent with the recommendations of the United States public health
service, but in no event later than nine months after a significant exposure.” This will
provide more flexibility regarding the timing of these tests: more time to request the first
test; and, a larger time frame in which to request the second test.

Subsection 8 of section 5, contains a clarifying form and style amendment.

Section 6 amends subsection 1 of section 23-07.5-04 to clarify that the section
applies to informed consent for testing, i.e., the legal permission to test an individual,
but does not address disclosure of the test results, which requires an “authorization”
meeting the requirements of the HIPAA privacy rule. Subsection 1 is also amended to
provide that testing may be conducted only pursuant to informed consent, “unless
testing is otherwise authorized by law.”

Section 7 amends section 23-07.5-06 and clarifies that a person to whom the
results of a test have been disclosed “may not disclose the test results except as
authorized by law,” which is a reference to disclosure authorized under the federal

6

oductions of records delivered to Modern Information Systems for microfiining and
otographic process meets standards of the Amerfcan National Standards Institute
than this Notice, ft {s due to the cuality of the

Operator’d Sighature

fsﬂ‘ﬂv&

ol



Eeec o S

TR TSN FIY RO RIL NI

HIPAA privacy rule. A reference to section 23-05.5-05, which is repealed by this bill, is
deleted.

Section 8 amends section 23-07.5-07, which relates to civil liability for
unauthorized disclosure, is amended by deleting references two sections of the Century
Code that are repealed, and by repealing an unnecessary sentence regarding the
burden of proof — a preponderance of evidence — which is generally applicable in a civil
action.

Section 9 amends section 23-07.5-08, which provides a criminal penalty for
unlawful disclosure of individually identifiable information regarding the results of a test
for HIV. The amended section now applies to a person who “knowingly” discioses the
rasults of a test in violation of the chapter, and instead of referring to the harm to the
subject, applies if the offense is committed “with intent to disclose the identity of the
individual who was tested.”

Section 10 amends subsection 3 of section 23-07.7-02 by removing a reference
to section 23-07.5-03, which is repealed by section 25 of this bil,

Section 11 amends 23-12-14 relating to copies of health care recurds.
Subsection 1 is amended to refer to a "health care provider” rather than a "medical
provider" since that is the term used in the federal HIPAA privacy rule. The second
sentence of subsection 1 is removed because it is unnecessary. Subdivision a of
subsection 1 is amended to refer to “health care” rerecords rather than "medical
rerecords,” the terminology used in the federal privacy rule.

Subdivision b of subsection 1, relating to the cost of a copy of health care records
provided to an individual (for a purpose other than disclosure to another provider for
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S treatment), is repealed. The HIPAA privacy rule contains detalled limitations on the
charges for providing a copy of health care records to a patient.

Subsection 2 (a), which provides that an authorization to disclose an individual's
health care records is limited to the time specified, but no longer than three years, is
repealed. The federal HIPAA privacy rule does not impose any time limit on the period
during which an authorization is legally valid. In some cases, an individual may
authorize the disclosure of their individual information regarding diabetes, asthma, or
cancer to a semi-permanent research database. Since an individual may revoke their
consent at any time, and since the legislative history of this provision shows that the

current three-year time limit was intended to extend tha period of an authorization, the

subdivision is repealed.

e O

N Subsection 2(b) authorizing a patient to revoke their authorization at any time

also is repealed; this right is clearly established under the federal privacy rule.
Subsection 3, which provides that a health care provider may disclose a
patient’s heaith care records to another provider “during the time necessary to complete
a patient's course of treatment” and conclude all medical and payment transactions
related to the individual, is repealed. Under the federal HIPAA privacy rule, a health
care provider and a health plan may use protected health information for treatment or

payment without the consent of the patient. Therefore, this subsection s unnecessary.

T T R T e A N 08 e o R L e e

Subsection 4 provides that it is “not a prohibited practice” for a health insurance

company with participating provider agreement to require that subscribers or members
are responsible for providing the insurer with copies of health care records used for

claims processing when an individual uses a nonparticipating provider. This provision,
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which relates to insurance law, Is transferred to section 26.1-04-03 by section 16 of this
bill,

Section 12 amends section 23-16-09, which relates to individually identifiable
health information obtained by the Department of Health in the course of a survey or
inspection of a hospital, nursing home, or similar facility. This section, which was
enacted in 1947, permits disclosure of information to a soclal service agency relating to
a newborn without an authorization from the newborn's parents, Such a broad
disclosure is not permitted under the federal privacy rule — which preempts any
provision of state law that is contrary to the rule’s requirements (unless the state law is
“more stringent” with respect to the disclosure of protected health information).

Section 13, which amends section 25-01.3-01, adds a new definition of
individually identifiable health information and personal representative (adopted from
the federal HIPAA privacy regulation) to clarify the class of information and the persons
to whom information about an individual with a developmental disability may be used or
disclosed.

Section 14, amends subsection 1 of section 25-01.3-10, to clarify the legal
authority to disclose information about an individual with a developmental disability (or
as defined by federal law, a person with a “disability”). Specifically, the terminology is
amended to refer to "individually identifiable health information,” an “authorization” for
"disclosure,” and “personal representative,” which are the terms used in the federal
HIPAA privacy rule. This subsection Is also amended to permit disclosure as otherwise

authorized by this chapter, or any other state or federal law. (Subdivision ¢, of

subsection 10, section 25-01.3-10.)
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— Section 15, amends section 25-16-07, relating to the treatment records of a
resident of the developmental center at Westwood Park in Grafton. The terminology is
amended to conform with the federal privacy rule; specifically, to permit disclosure for
“treatment, payment, or health care operations,” and “to arrange, facilitate, or coordinate
service” to a person with a disability.

Section 16 amends section 26.1-04-03 by adding language that it is not a
prohibited practice for health insurance company with a participating provider
agreement to require that a subscriber or member using a nonparticipating provider be
responsible for providing the insurer with a copy of the health care records used for
claims processing. This amendment simply moves virtually identical language from

section 23-12-14 to the insurance code.

Section 17 amends section 28-01-46.1 which relates to the disclosure of
information among parties in @ malpractice claim against health care provider in order to

facllitate the resoiution of these claims. Specifically, the section is amended to use the

B i S P

term “authorization,” which is the term used in the federal privacy rule for disclosure of

AT N

health information not related to treatment payment or health care operations. The

amendment also provides that if the party commencing the action falls to provide

s e e o S S

appropriate authorizations at the time the action is commenced, the health care provider

may use a subpoena or other means to obtain the records, and may seek costs if

required to do so.

o e S S

Section 18, amends subsection 6 of section 37-18-11, relating to the disclosure
of protented health information by the North Dakota Veterans Home. The amendment
substitutes the term “disclosed” for ‘release” and substitutes “resident’ for “veteran”
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SN because spouses of a veteran are now permitted to become residents at the Veterans

Home. In addition, subsection 6 s amended to permit the Veterans Home to “use and
disclose” “protected health information” for treatment, payment, or health care
operations (the privacy rule terminology) without the consent of a resident. This is
consistent with the federal HIPAA privacy rule and the law applicable to other nursing
homes in North Dakota. The section also permits disclosure as “otherwise authorized
by law.”

Section 19 amends subsection 9 section 37-18-11 to make the disclosure of
protected health information about a resident of the Veterans Home to a member of the
legislative assembly subject to the limitations of any other law. This might apply with
respect to the disclosure of information relating to treatment for substance abuse.
See 42 C.F.R. part 2. This is just a technical amendment to make it clear that if a more
restrictive law applies to a certain class of health information, that limitation applies with
respect to disclosure to a member of the legislative assembly.

Section 20 amends subsection 4 of section 43-15-01 relaiing to the definition of
confidential information in the law establishing the Board of Pharmacy. The amendment
references the term “individually identifiable health information” which is a key term In
the HIPAA privacy rule. The amendment also deletes language describing the
purposes for which protected health information may be disclosed because the
permitted use and disclosure of protected health information is set forth in the
operational sections of the chapter 43-15, the Board's charter.

Section 21, which amends subdivision n of subsection 1 of section 43-15-10,
clarifies the law with respect to prohibited disclosure of protected health information
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(*confidential information”) by a pharmacist (or pharmacy). Syecifically, the amendment
uses the term “discloses” which is the term used in the privacy rule rather than using the
indefinite to “an unauthorized person,” and, disclosure is permitted "as authorized by
law.”

Section 22, amends section 43-47-09, which relates to disclosure of information
obtained by a counselor rendering counseling services, to provide a broader reference.
Currently, the only exception requires disclosure under chapter 50-25.1 (relating to child
abuse); the amendment permits disclosure as authorized by law. The practice of

professional counseling includes mental, family therapy, school guidance, and vocational

counselors.

Section 23 amends subsection 1 of section 44-04-18.1 which is a section of the
open records law relating to records of a public employee's medical treatment or use of
an employee assistance program, to provide that these records are “confidential,”
except “as otherwise authorized by law." (Thus, permitting disclose for treatment and
payment.) This section also incorporates the HIPAA privacy rule terminology by
replacing “release” with “used or disclosed,” and replacing “consent” with “authorization,
which is the term used for a disclosure of protected health information for a reason other
than “treatment, payment, or heaith care operations.”

Section 24 amends section 50-19-10 which relatas to disclosure of records of a
maternity home. The amendment provides that “except as otherwise provided by law
disclosure may be made only in 2 juicial or administrative proceeding in response to an
order of the court or an administrative tribunal, or for a law enforcement purpose to a
law enforcement officer, or to a health oversight agency for oversight activities
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authorized by law." General authority to disclose information to agencies serving the
interests of a patient or a newborn Infant is repealed because it is inconsistent with the
federal privacy rule, which prohibits such a disclosure unless authorized by the parents
of the infant.

Section 25 repeals three sections of the Century Code: sections 23-01.3-03,
23-07.5-03, and 23-07.5-05.

Section 23-01.3-03 is repealed because the HIPAA privacy rule provides an
individual with a comprehensive right to obtain copies of thelr own medical records.
See 45 C.F.R. 164.502,

Section 23-07.6-03, which relates to consent for disclosure of HIV test results, is
repealed because the HIPAA privacy rule contains detailed requirements for an
“authorization,” |.e., legal permission, to disclose protected health information, including
the resuilts of a test for HIV.

Section 23-07.5-05, relating to the disclosure of HIV test results, is repealed
because the HIPAA privacy rule contains detailed requirements and limitations
regarding the disclosure of any protected heaith information without the individual's
specific “authorization.”

Section 26 provides that this bill is ah emergency measure.

Section 27 provides that the bill is effective April 14, 2003, which is the date on
which all covered providers and health plans (except “small’ health plans) must be in
compliance with the HIPAA privacy rule.

Chairman Price, thank you for providihg me an opportunity to discuss the
provisions of House Bill 1438, which clarifles the relationship between state law

13 L

et ot b i ok

ons of records del

s

i';)ered to Kodern Information Sy

his f1lm are accurate reproduct| tvered to Moderr I amer con Nat

Ve e o 0?‘ tcourae of bustnese O proic:slse:‘:olteglble than this Notice, it s due to t

are filmed fn the regula
:ANBI) for archival micro

£1lm. NOTICE: 1f the fiimed {mage above

N ‘iw}&:’.

g

tems for microfiiming ard
sional stendards inatitute

he quality of the

(B3

Date

document befng fi{med. ,%/}‘)&jﬁ ()Z\(,ijmk /0/(0

Operator’s Signature

%

@

i

ol



o s

S e

requiring the confidential treatment of health information, and the federal HIPAA, privacy
rule. | will be pleased to answer any questions you or other members of the committee ;
have regarding the bill, which we believe aligns North Dakota law with the federal :'
HIPAA privacy rule, and in turn will assist providers, payers, and government agencies
in achieving compliance with the privacy rule. ‘:

# ¥ #a !
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HIPAA: Overview of Final Privacy Rule

The Finai Rule for privacy was published by the Department of Health and Human
Services on December 28, 2000. This rule describes new federal requirements for
safeguarding the privacy of protected health information (PHI), and stipulates when
entities like the Department of Human Services, the Department of Health, the North
Dakota Public Employees Retirement System Health Plans (and other state and local
entities that maintain a health plan or are a covered health care provider) must comply
with these new standards. The deadline for compliance is April 14, 2003. Below is an
overview of what's included in the Final Rule for privacy. If you would like to view the

complete text of the Rule, see -- http://aspe.hhs.gov/admnsimp/bannerps.him

The privacy rule includes key provisions for both "covered entities" (which include

health plans, health care providers, and heaith care clearinghouses), as well as new rights

for patients.

Provisions for covered entities include:
Notice of Privacy Practices (NPP)
Authorizations
Minimum necessary requirement’
Administrative responsibilities
Business associate obligations

Rights for patients include:
to receive notice of privacy practices
to request restriction of disclosures
to access their PHI
to request amendment of PHI
to an accounting of disclosures
to request restrictions on communication of PHI

What is protected health information (PHI)?

PHI is individually identifiable health information which is created or received by a
health care provider, health plan, employer, or health care clearinghouse. It is any such
information that relates to the past, present, or future physical health, mental health or
condition of an individual. PHI either identifies or could be used to identify the
individual, Health information which includes any of the following identifiers is
considered PHI, and thus subject to the regulations contained in the privacy rule:

Name

Address (includes street address, city, county, zip code)
Names of relatives

Names of employers

E-mail address

Fax number

Telephone number

The mlcrographic images on this #1lm are accurate reproductions of records det!vered to Modern Information Systems for mierof!iming and
were filmed in the regular course of business. TYhe photographic process meets standards of the American Natfonal Standards Institute
(ANSI) for archival microfflm. NOYICE: 1If the filmed image above Is less logible then this Notfce, it is due to the quality of the
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Pt Bil’th date
Finger or voiceprints
Photographic images
Social security number
Internet protocol (IP) address
Any vehicle or device serial number
Medical record number
Health plan beneficiary number
Account number
Certificate/license number

Web URL
Any other unique identifying number, characteristic, or code

Notice of Privacy Practices (NPP)

Under HIPAA, health care providers must give patients a notice of privacy practices.
{ This document explains how patients’ information is used and disclosed in the course of
i treatment, payment, and operations, and explains patients’ rights. It must be written in
plain language, and must identify a contact person for privacy complaints. A health care
provider must give this notice to patients upon the first date of service. The provider must
also make a good faith effort to obtain the patient’s written acknowledgement that they

have received this notice.

T S

Authorizations

An authorization is a customized document that gives the covered entity permission to
use specific PHI for specific purposes, usually purposes other than treatment, payment, or
operations, An authorization must specifically describe the PHI to be released, who may
release it, who may receive it, and must be signed and dated by the patient.. Some
examples of activities that would require authorization are using PHI for marketing
activities, research, or to make employment determinations.

Minimum necsssary requirement

Consider a hypothetical situation. Suppose I am an employer, and I require all new
employees to have a pre-employment physical. Jane Doe is a new hire, I request the
results of her physical, and instead of just sending me those results, her physician sends a
copy of her entire medical record. Obviously, as an employer, I do not have a “need to
know” Jane's entire medical history. Instead, under HIPAA, PHI is subject to a minimum
necessary standard, Covered entities (in this case, the physician) must put policies and
procedures in place to limit disclosure of PHI to the minimum necessary to achieve the
purpose of that disclosure. The purpose of my request for Jane's PHI was to determine the
results of her physical. That is all the information I need to know, and so that is all that

the physician should provide..
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Administrative Responsibilities

The Final Rule describes four administrative requirements for covered entities. These are:

Designate a Privacy Officer
This person is responsible for overseeing the development and implementation of privacy

policies and procedures, and for making sure that they are followed.

Designate a contact person for complaints

This person is responsible for fielding and addressing patient complaints if they feel that
the privacy and/or confidentiality of their medical information have been compromised,

Train staff in privacy policies and procedures

All employees must be trained in how HIPAA requirements apply to their organization,
as well in any HIPAA-related privacy policies and procedures. This training is a federal
requirement and must be documented.

Enforcement and sanctions

Covered entities must decide what they will do if patient privacy is compromised. They
must develop and impose sanctions against employees who don’t comply with the
requirements of the Rule. Covered entities must have written polici¢s and procedures for

what to do in these kinds of situations.

Business Associates obligations

The Privacy Rule applies only to health plans, health care providers, and health care
clearinghouses. However, when PHI is provided to outside organizations, such as vendors

and contractors, covered entities must have contracts in place which make sure that
business associates will use the PHI appropriately. Business Associates can only use PHI
for the purposes for which they were engaged by the entity (for instance, a transcription
service hired by ¢ covered entity can use PHI in the course of transcribing records, but
not for targeting marketing materials to the subjects of that PHI). Furthermore, Business
Associates must agree that they will safeguard the information from misuse, and will help
the covered entity provide individuals with access to health information and an
accounting of certain disclosures (se¢ below, under "Right to receive an accounting of

disclosures.")

Right to recelve notice of privacy practices
A health plan and a provider with a direct patient relationship must give patients a written

description of our privacy practices. This notice must be written in plain language, must
. exnlain how health care information is used and disclosed by the covered entity, and must

identify a contact person for complaints,
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Right to request restriction of disclosures

As a health care consumer, you have a right to request certain restrictions o: the
disclosure of your PHI. For instance, suppose that for some reason you do not want any
of your health information released to any labs, even though this kind of release is
permitted under HIPAA as part of treatment. You are allowed to request such restrictions,
although a covered entity does not have to agree to them, However, if a covered entity
agrees to a restriction, they must honor it.

Right of individuals to access their PHI

You have a right to access (which includes inspecting and/or copying) any health
information that is used to make decisions about your care. Covered entities must act on a
request for access within 30 days of receiving it.

Right to request amendment of PHI

You have the right to request that a covered entity amend your PHI. For instance,
suppose that you have inspected your PHI, and feel that a lab result was not recorded
correctly. The covered entity does not necessarily have to agree to a request for
amendment (for instance, if the entity determines that the information is complete and
accurate as recorded), but they must act on a request for amendment (whether this request
is granted or denied) within 60 days of receiving it.

Right to an accounting of disclosures

You have a right to know of any disclosures of your PHI made by a covered entity that
fall outside the scope of treatment, payment, and operations. Covered entities must
provide an accounting of any such disclosure made within the last six years, and must
provide a requested accounting within 60 days of receiving the request. You can get one
free accounting per 12-month period; for any additional requests within that time, the
entity may charge a nominal fee.

Right to request restrictions on communication of PHI

You have the right to request restrictions on how your PHI is communicated. For
instance, if you don't want a provider to mail an appointment reminder to you on a post
card, you can ask for it to be mailed in an envelope. According to the Final Rule, covered
entities must accommodate any “reasonable” request.

Modified "HIPAA: Overview of Final Privacy Rule" by NDCH from ihe OHSU document
©Oregon Health & Science University (OHSU) All Rights Reserved
‘Revised : August 21, 2002
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Testimony
House Bill 1438
House Human Services Committee
February 10, 2003
8:30 a.m.
North Dakota Department of Health

Madam Chair and members of the committee, my name Is Darleen Bartz and |
am the Heaith Resources Section Chief with the North Dakota Department of
Health. | also am responsible for coordinating implementation of the federal
Health Insurance Portability and Accountabliity Act within the Department. | am
here to provide testimony in support of House Bill 1438.

Sections 1 through 12 of House Bill 1438 pertain to activities carried out by the
Department of Health, The changes requested in this bill clarify existing law and
make It easler for the Department to comply with the requirements of the federal
Health Insurance Portability and Accountabllity Act related to the privacy rule.

House Bill 1438 malintains protection of private health information and does not
place unreasonable restrictions on the use of information. However, these
changes do clarify existing statutes while increasing the consistency in language
related to privacy on the state and federal level.

In addition to language concerning the Health Insurance Portability and
Accountabllity Act, House Bill 1438 contains clarifying language regarding HIV
issues. Larry Shireley, State Epidemiologist, will provide testimony to support the

need for these changes.

The Department of Health requests your favorable response to House Bill 1438. |
am happy to answer any questions you may have.
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Testimony
House Bili 1438
House Human Services Committee
February 10, 2003
8:30 a.m.
North Dakota Department of Health

Madam Chalr and members of the committee, my name Is Larry Shireley and |
am the State Epidemiologist with the North Dakota Department of Health. | am
here to provide testimony in support of House BIli 1438.

In addition to language concerning the Health Insurance Portabllity and
Accountability Act, House BIll 1438 contains clarifying language drafted by the
Department of Health regarding HIV issues and changes related to testing for
HIV after a significant exposure. The proposed changes regarding testing after a
significant exposure Include following the recommendations of the United States
Public Health Service and changing the time periods for when the tests should be

conducted.

The Department of Health requests your favorable response to House Bill 1438
with the amendment as proposed. | am happy to answer any questions you may
have.
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House Human Services Committee
Fifty-eighth Legislative Assembly of North Dakota
House Bill No. 1438
February 10, 2003

Good morning, Chalrman Price and Members of the House Human
Services Committee. I am David Boeck, a State employee and lawyer for
the Protection & Advocacy Project. I am testifying only about the portion of
HB 1438 that amends the Century Code chapter on the Protection &
Advocacy (P&A) Project.

Section 13 of the bill (page 12, lines 4 to 8) proposes two new
definitions for the P&A chapter, “Iindividually identifiable heaith information”
and “personal representative.” I ask that these definitions not be included in

. the P&A chapter because, as I propose the amendments, neither term would
appear in the chapter.

P&A operates In North Dakota under state and federal laws. The
federal P&A laws consistently usa thelr own P&A terms. The federal P&A
laws differ from the HIPAA language. It is more Important for the North
Dakota P&A to use the federal P&A language. This does not create a conflict
with HIPAA regulations.

The scope of P&A’s confidentiality obligations Is a primary reason for
using different terms. P&A has the obligation to keep confidential all
Information about clients and protected persons, not just “individually

Identifiable heaith information.” While the HIPAA definition of “personal
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House Bill No. 1173
January 27, 2003

representative” Is good, federal P&A laws, federal P&A regulations, judicial
decisions in other states, and federal judicial decisions govern the North
Dakota P&A. This law covers persons who may have access to a client’s files
and persons who may consent to disclosure of information from them.

Section 14 of the bill (page 12, lines 9 to 31, and page 13, lines 1 to
4) would introduce the HIPAA language into one section of the North Dakota
P&A laws. Here, where HIPAA language is compatible with current P&A law,
amendment Is appropriate. This means “authorization” should replace
“consent” and “disclose” should replace “release.”

In place of HB 1438’s current section 13, I propose replacing “consent”
with “authorize” in another section of P&A law that Is not covered in HB
1438. This section covers P&A authority and the discussions about HIPAA
philosophy convince me that “authorize” should replace “consent.”

As we examine possible amendments to P&A law, I am proposing that
we simply the statutory language. Assistant Attorney General Michael
Mullen has graciously included these changes in HB 1438. These changes
substitute “disability” for “developmental disabllity and mental lliness.” The
current language Is both too broad and too narrow.

The law Is too broad because mental iliness Is usually not disabling and
P&A serves only those whose mental lliness Is disabling. The law Is too

narrow because, under authority of federal law, P&A serves people who have
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House BIll No, 1173
January 27, 2003

b . dise
| disabilities that are nelther developmental disabllities nor mental ilinesses.,
An example is a person who survives a car accident but who now has a

\ disabling spinal cord Injury or a disabling traumatic brain injury.

Thank you. I am happy to answer any questions you may have.

e e

T TN T T B g Tt e gt
e o, Mt r o s

D,

Page 3 of 3

¢ =

The miorographic Images on this fi{lm are accurate reproductions of records delivered to Modern Information Systems for microfiiming and

were filmed In the regular course of business. The photographic process meets standards of the Amerfcan Natfonal Standsrds Institute
1f the filmed Image above §5 less legible than this Notice, it is due to the quality of the

(ANS1) for archival microffim. NOYICE:
dociment being f1ilmed. .
) Y {:2 ::az :22 :;
L Date

Operacor’d Signature



&t

Proposed Amendments to House BIll No. 1438

Page 1, lines 1 and 2, remove “to create and enact a new subsection to
section 25-01.3-01 of the North Dakota Century Code, relating to
definitions;”

Page 1, line 5, after "23-16-09," insert “section 25-1.3-06,” and remove
“subsection 1 of”

Page 12, lines 4 through 8, after “section 13.”, replace the remainder of the
section with "TAMENDMENT. The introductory paragraph that precedes
subsections 1 through 13 of section 25-01.3-06 of the North Dakota Century

Code is amended and enacted as follows:
"25-01.3-06. Authority of project. Pursuant to rules adopted by the
committee, the project, within the limits of legislative appropriations,
shall provide advocacy and protective services for persons with

developmental disabilities and-persons-with-menrtal-Hiresses, The rules
adopted by the committee relating to the need for the-censent-of

authorization from the ciient must balance the rights of persons with
developmentat disabilities ermentaHitresses to privacy and to refuse
services under section 25-01.3-11 with the committee's duties to
protect the human and legal rights of persons eligible for services and
to monitor faclilities for compliance with federal and state laws and

rules. The project may:”

Page 12, line 9, replace “Subsection 1 of section” with “Section”
Page 12, line 11, replace “from which” with “related to”

Page 12, line 12, remove "may be identifled, Including individually
Identiflable health information”

Page 12, lines 20 and 21, replace “who may be identifiable from the
Information, or that individual's persona! representative” with each_individual
with a disability to whom the nformation relates”

s
Page 12, Ilne,i?4, remove ", a health oversight agency,”
20
Page 12, line 25, after “tQ” insert “a health oversight agency ot”
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Proposed Amendments to House Bill No. 1438
Page 2 of 2

Page 13, line 3, after “when” overstrike “such” .
overstrike “is P;'Ohibited by” Ike “such”, remove “a disclosure”, and

Page 13, line 4, after “law” Insert “prohibits that disclosure”

Page 13, after line 4, insert "2. Unless
: ordered by a court of com
Jurisdiction, the name of a person who in good faith makes a repo?'teté)ernt

project.”

Renumber accordingly.
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MEMORANDUM

To:  Rep. Clara Sue Price, Chairman House Human Services Committee
From: Michael J. Mulien, Assistant Attorney General

Re: HB 1438, Communications with the Protection and Advocacy Project
Date: February 10, 2003

1. E-mall to David BOECK regarding Omnibus HIPAA Bill, iater introduced
as HB 1438. Thursday, January 9, 2003, 2:28 PM (4 pages).

2. E-malil to David BOECK suggesting modified HIPAA amendment.
Sunday, January 12, 2003, 1:00 PM (5 pp).

3. E-mail to Omnibus HIPAA Bill Review Committee, including agenda
discussion of proposed amendments relating to P&A (Protection and
Advocacy Project). Tuesday, January 14, 2003, 10:06 AM (1 p.).

4, Meeting with David BOECK regarding HIPAA and the Protection and
Advocacy project. Tuesday, January 14, 2003, 10:30 AM - 11:50 AM.

5. E-mail to David BOECK with notes of Tuesday morning meeting, including
attached revised, proposed P&A (protection and advocacy) amendment.
Tuesday, January 14, 2003, 12:37 PM.

! 6. E-mall to David BOECK regarding further comments on legislative

language. Tuesday, January 14, 2003, 6:19 PM (2 pp).

7. E-mail to David BOECK regarding further legislative changes suggested
by the Department of Health. Wednesday, January 15, 2003, 6:01 PM
(1 p., with attached 4-page draft).

8. E-mail to David BOECK in response to questions about North Dakota
confidentiality laws relating to health information. Thursday, January 16,
2003, 9:33 AM (2 pp).

9. E-mail lo David BOECK providing further background on drafting of
privacy language regarding P&A (the Protection and Advocacy Project).
Thursday, January 16, 2003, 1:16 PM (4 pp).

10. E-mail to David BOECK providing further analysis of the basis for
legislative language regarding P&A (the Protection and Advocacy
Project). Friday, February 7, 2003, 12:08 PM (1 p.; with a 3-page
attachment).

Enclosures: Copies of emails and selected attachments
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Senate Human Services Committee
Fifty-elghth Legislative Assembly of North Dakota
House BIll No. 1438
March 3, 2003

Good morning, Chairman Lee and Members of the Senate Human
Services Committee. I am David Boeck, a State employee and Special
Assistant Attorney General for the Protection & Advocacy (P&A) Project. I
appear in cpposition to HB 1438.

I testified in support of this bill at the House Human Services
Committee’s hearing on HB 1438. At that time, I offered amendments to
put the bill in harmony with the protection and advocacy laws.

The House Human Services Committee amendment to the bill did not
resolve the problems I identified. For that reason, I appear today In
opposition to the bill, I hope to clarify my position and make my testimony
more persuasive to you.

My concern with the bill is limited to sections 13 and 14 on pages 12
and 13 of the First Engrossment of HB 1438. These sectlons would amend
only the Century Code chapter on P&A, chapter 25-01.3.

The Health Insurance Portability and Accountablility Act of 1996
(HIPAA) governs record-keeping activities of health plans, healith care

clearinghouses, and health care providers. See 42 U.S.C. § 1320d-1 (a).

HIPAA does not apply to the record-keeping actlvities of P&A,
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House BIil No. 1173
March 3, 2003

Federal protection and advocacy laws govern the record-keeping
activities of protection and advocacy systems that serve the states,
territories, the District of Columbia, and American Indian tribes. These laws
are both narrower and broader than HIPAA. Federal protection and
advocacy laws are narrower because they apply to the record-keeping
activities only of protertion and advocacy systems; they are broader
because they cover more records than “Iindividually identifiable health
information.”

As the federal HIPAA statute does not cover P&A’s record-keeping
actlvities, neither do the federal HIPAA privacy regulations. HB 1438 would
amend the State P&A laws to adopt the style of federal HIPAA privacy
regulations. Engrafting the HIPAA privacy regulations on the State
protection and advocacy laws would be confusing, Ineffective, and
unwelcome,

Congress has not amended federal protection and advocacy laws to
mirror the HIPAA privacy regulations. Protection and advocacy systems
have different laws because they are much different from the health plans,
health care clearinghouses, and health care providers covered by the HIPAA
record-keeping laws.

Section 13 of the bill (page 12, lines 4 to 7) would cast two new

definitions into state P&A law, “individually identifiable health Information”
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House BIll No. 1173
March 3, 2003
and “personal representative.” These definitlons would not improve State
P&A laws and threaten conflict with federal P&A laws.

Under current federal and state protection and advocacy laws, P&A has
an obligation to keep confidential all information about clients and protected
persons, not just “Individually Identiflable health information.” These
obligations are‘part of well-established federal-state protection and advocacy
laws, State and federal judicial decisions have already Interpreted and
enforced these laws.

Section 14 of the bill (page 12, lines 8 to 31, and page 13, lines 1 to
3) would amend one section of the North Dakota P&A laws. There Is no
convincing reason to tarnper with this state law; it works very well as it Is
and HIPAA privacy regulations do not apply to P&A’s record-keeping
practices.

The North Dakota protection and advocacy laws will remain consistent
with federal laws If the Leglslature defeats HB 1438.

Attached to my testimony Is a February 28 letter from Gary P. Gross,
Senlor Public Policy Counsel for the National Assoclation of Protection &
Advocacy Systems. Mr, Gross wrote about the NAPAS interpretation of the
relevant federal laws. The position I present today Is consistent with the
NAPAS Interpretation. Mr. Gross states, "Congress and the responsible

federal agencles have created a comprehensive and exclusive scheme
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House Bill No, 1173
March 3, 2003
regarding the operatlon of P&As, including their record keeping
requirements.”

Nonetheless, attached to my testirnony Is a proposed compromise
amendment that would adopt some HIPAA terminology without
compromising consistency with federal P&A law.

In place of HB 1438’s current section 13, I propose replacing “consent”
with “authorize” In another section of P&A law that Is not covered in HB
1438. This sectlon covers P&A authority and replacing “consent” with
“authorize” will not Interfere with current operation of the law.

Section 14 of HB 1438 would not Interfere with current operation of
the law If limited to replacing “consent” with “authorize” and replacing
“release” with “disclose.”

While we consider amendments to P&A law, I propose that we simplify
the statutory language. Assistant Attorney General Michael Mullen has
graclously Iincluded these changes in HB 1438. Tﬁese changes substitute
“disability” for “developmental disabllity and mental lliness.” The current
language Is both too broad and too narrow.

Current language is too broad because mental illness Is usually not
disabling and P&A serves only those whose mental lilness Is disabling. The
law is too narrow because, under authority of federal law, P&A serves people

who have disabilities that are neither developmental disabillties nor mental
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House BIii No. 1173
March 3, 2003

fline .
Sses. An example is a PErson who survives a car accident but who now
ha
S a disabling spinal cord Injury or a disabling traumatic brain injury

T
hank you. I am happy to answer any questions youy may have

Page & of §

w.ng |

The micrographic fmages on this film are accurate reproductions of records delivered to Modern Information Systems for mfcrofiiming and
the photographic process meets standards of the American National Standards Institute

ware fiimed tn the regular course of business.
(ANS1) for archival mioroffim. NOYICE: 1f the filmed image ahove {s less legfble than this Notice, 1t {s due to the quality of the

document being filmed.
o T natn Ry O%kﬂm( (oL fS5. g
ae A

Operator’d S{gnature




gﬁ&f‘dﬁt
R FEB-28-03 FRI 07:17 PH  NAPAS FAX NO. 2024088520 P, 02

| ’f""\ ' ; Natlonal Association of Protection & Advocacy Systems

Fabruary 28, 2003

Torcsa l.arsen

Exccutive Director

Protection & Advocacy Project
400 East Boulevard Avenue
Suite 409

Bisrmarclk, ND 58501.4071

- -y v I——S VAT

Subject: Stato Application of Privacy Requirements in HIPAA to Protection and
Advocacy Systems

Dear Ms. l.arsen:

Wao undersiand that tho North Dakota State Legislature is considering legisiation that
would impose new record keeping and confidentiality requirements on your agency.

; Thasa now requirements would be based on wilh those which are applicable to health
; care providers and othier covered entitles under the regulations implementing the
fadaral Heallh Insurance Portabllily and Accountability Act (MIPAA). We believe that
suich logislation would be prohibitad by exisling Federal law, which comprehensively
and exclusively governs the operation of all P&As nationwide.

[Tho following is provided for the benefit of athers who may be reviewing this opinion:
NAPAS is the voluntary maembership organization for the Protection and Advocacy
(P&A) Systom, the congressionally-mandated nationwide nelwork of disability rights
agonecies, As a long-time contractor to the Department of Health and Human Seivices,
NAPAS provides P&As with training and techrical assistance, coordinates their
activities, and renders advice on thelr statutory authority. It is In this capacity that
NARAS has developet an inlimate familiarity with the interpretation of the federal laws
governing the P&A System, and in which we are providing this oplnian, For mare
informalion, see the annual roport of the P&A Syslem, which Is available on-line at
www. hapas.org)

As yau know, P&As werc astablished In each state and U.S. territory under the
Developmental Disabllitios Assistance and Bill of Rights ("'DD") Act of 1975 (which was
ceplaced by the DD Act of 2000, codifled at 42 U.S.C. 15001 et seq.). The DD Act
authorizes P&As to invesligate abuse and neglect of persons with developmental
disabilities, and to provide lhese Individuals with a full range of advocacy and legal
services,

Natlonal Assoclation of Protection & Advoeacy Systems, Ine.
200 Second Strevty NE) Sude 2110
Washington, DC 20002
(202) 408:0514 FAX: (207) 4C8.9520 LL¥: (262) 408-9521
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HIPAA ~ Protection and Advecacy Systems
Fabruary 28, 2003
Page 2 of 2

The 31 Act and ils implementing regulations (at 45 CFR Part 1386) ostablished a
comprehensive federal scheme selling oul attthority for P&As and governing their
operations. The statule and regulations, along wilh the administrative policies of the
Dapartmaont of Heallh and Human Services, which oversees the P&A System, set out
dolailed recuirements concerning confidentialily of agency and client records and
ritialed record keeplng requirements. Tha Federal Office of Management and Budget
also has [ssued additional regulations that supplerment these requirements and are
applinable to P&As and other grantees of the federal government,

Indead, the DD Act, at 42 U.S.C. 15043(a)(2)(K), provides that the “State shall not apply
policles” that would burden P&A staff functions funded under the Act. More generally,
the regulations Emplementing the Act provide on this point that “State law must nat
diminish the required authority of the Proteclion and Advocacy System.” 42 CFR

1386.21(f),

Accordingly, Congress and the responsible federal agencies have crealed a
sormprehansive and exclusive scheme regarding the operation of P&As, including thelr
recurd koeping requiroments. Under constitutional principles of Supremacy, it would be
npropar for state authorilles to Impose additional administralive requirements, given
this cornprehensive statuiory and requlatory scheme regarding P&A operatlons,

Plaase tot me know if we can provide any further information on this matter.

Sinceroly,

/(-‘f", /)i w"’/g;:]) e

- Giary P, Gross

Saenior Public Policy Counsel
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Proposed Amendments to House Blil No. 1438

Page 1, lines 1 and 2, remove “to create and enact a new subsection to
section 25-01.3-01 of the North Dakota Century Code, relating to
definitions;”

Page 1, line 5, after “"23-16-09,” insert “section 25-1.3-06,"” and remove
“subsection 1 of”

Page 12, lines 4 through 7, after “section 13.”, replace the remalnder of the
section with "AMENDMENT. The introductory paragraph that precedes
subsections 1 through 13 of section 25-01.3-06 of the North Dakota Century
Code Is amended and reenacted as follows:
*25-01.3-06. Authority of project. Pursuant to rules adopted by the
cominittee, the project, within the limits of legislative appropriations,
shall provide advocacy and protective services for persons with
developmentat disabllities and-persens-with-menta-inesses, The rules
adopted by the committee relating to the need for the-consent-of
authorization from the client must balance the rights of persons with
develepmentat disabilities er-mentatnesses to privacy and to refuse
services under section 25-01.3-11 with the committee's duties to
protect the human and legal rights of persons eligible for services and
to monitor facilitles for compliance with federal and state laws and
rules. The project may:”

Page 12, line 8, replace “Subsection 1 of section” with “Section”

Page 12, line 11, replace “from which” with “related to”

Page 12, line 12, remove “may be Identified, Including Individually
identifiable health information,”

Page 12, lines 20 and 21, replace “who may be |dentiflable from the
information, or that Indlvidual's personal representative” with “a_disability to
whom the Information relates”

Page 12, line 24, remove “,_a health oversight agency,”

Page 12, line 25, after “to” Insert “a health gversight agency or”
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Proposed Amendments to House Bill No. 1438
Page 2 of 2

Page 13, line 2, after \\Whenn ove " " .
overstrike “is prohibited by” rstrike “such”, remove “a disclosure”, and

Page 13, line 3, after “aw” Insert “prohibits that disclosure”

Page 13, after line 4, Insert 2. Unless
/ ’ . ordered by a court of
Jcléﬂnfgligit:tmr%ghenn??e of 2 person who In good fath makes a repors or
0
project.” 4 e released-or disclosed by the committee or the

Renumber accordingly.
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TESTIMONY OF THE OFFICE OF ATTORNEY GENERAL
ON HOUSE BILL 1438 REGARDING THE PRIVACY HEALTH INFORMATION

BEFORE
SENATE COMMITTEE ON HUMAN SERVICES
MARCH 3, 2003
MICHAEL J, MULLEN
ASSISTANT ATTORNEY GENERAL

Chairman Lee and Members of the Committee, | am pleased to be here on behalf
of Attorney General Stenehjem, and on behalf of several departments and agencies, who
asked me to present testimony explaining House Bill 1438, which clarifies the relationship
between state law requiring the confidential treatment of health information, and the
federal HIPAA privacy rule. Before | address the provisions of House Bill 1438, let me
briefly outline the backgtound and purpose of the federal HIPAA privacy rule.

Background on the HIPAA Rule for the Privacy of Health Information

The federal regulation entitled Standards for Privacy of individually Identifiable
Health Information (the Privacy Rule), which was promulgated by the Department of
Health and Human Services (HHS), became effective on April 14, 2001. [The
regulations are found at 45 CFR [Code of Federal Regulations] Parts 160 and 164.]
The Privacy Rule is the first comprehensive federal protection for the privacy of health
information.

The privacy rule came about as a result of the Health Insurance Portability and
Accountability Act {commonly called "HIPAA"}, 29 U.S.C. §§ 1181 - 1191¢ (enacted in
1996), which established a number of rules to provide greater access to health
insurance regardless of a person's health status. Title I, subtitie F sections 261-264 of

HIPAA, 42 US.C. §§ 1320d -- 1320d-8, sets forth a program for "administrative
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simplification,” which requires all heaith care providers and insurers to establish uniform
billing and coding systems in order to simplify and reduce the administrative costs of the
health care system. Congress also recognized, however, that a uniform electronic
billing system, which would necessarily include detailed information about the diagnosis
and treatment recelved by individual patients, would also greatly increase the capacity
for accidental or intentional disclosure of individually identifiable health information.
Therefore, Congress required the Secretary of Health and Human Services to establish
regulations to protect the privacy and security of health information.

On December 28, 2000, the final rules on the privacy of individually identifiable
heaith information were published. The effective date of the privacy rules Is April 14,
2001, In addition, under the rules, the compliance date for most organizations is two
years following the effective date. Thus, doctors, dentists, hospitals, clinics, health
insurance companies, and specified government heaith plans have until April 14, 2003,
to bring their operations into compliance with the HIPAA privacy rules. (Small insurers,
roughly those with an annual premium revenue of $5 million or less, have an additional
year to come into compliance.)

Because of concern that the privacy rule had certain unintended consequences
that could have impaired the treatment of patlents and made practical compliance with
the privacy rule difficult, the Secretary of Health and Human Services made several
changes to the rule, which we:re published on August 14, 2002. And, as | mentioned, all

covered entities (except small health plans) must be in compliance with the privacy rule

by April 14 of this year.
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/‘\ The Purpose of House Bill 1438

The purpose of House Bill 1438 Is to clarify North Dakota law and make it easier for
government agencies to comply with the requirements of both the federal HIPAA privacy
rule, and numerous sections of the Century Code that specify the conditions under which
protected health information may be disclosed. The bill does not reduce the privacy
protection that is given to health information. The bill also does not place unreasonable
restrictions on the use of this information -- to the extent disclosure is needed to permit
state agencies to carry out their responsibilities under the law.

Let me now turn to the substantive provisions of House Bill 1438.

Section-By-Section Analysis

Section 1 amends section 23-01.3-02 to permit a “privacy board” as well as an

. institutional review board to authorize a research project. In addition, the section

¢ clarifies a reference to “protected health information” in place of an incorrect reference

'
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to “public health information.”

Section 2 amends section 23-07-02.1 relating to reports of human
immunodeficiency virus infection by replacing the term ‘“release” with the term
“disclosure” because disclosure is a defined term and is used throughout the HIPAA
privacy rule. Section 2 also provides that in addition to disclosure to a health care
provider providing "direct care,” disclosure may be made "as otherwise provided by
law.”

Section 3 amends section 23-07-02.2, which relates to the confidentiality of

reports regarding human immunodeficlency virus cases. Again, the term “released” is
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~ replaced by the term “disclosed.” In addition the term “epidemiologic” is replaced by

!

“epidemiological.”

Section 4 amends subsections 6, 7, and 8 of section 23-07.5-01 to distinguish
between “informed consent for testing” for the human immunodeficiency virus and legal
permission for “disclosure” of the test results. In addition, the section Is clarified to
provide that the test is for the presence of “the human Immunodeficiency virus” and not
just for “an antibody” to that virus. Third, the definition of “personal physician” is clarified
to more clearly cover situations in which the patient has not designated a personal
physician.

Section § amends section 23-07.5-02 relating to the situations in which a test for
the human immunodeficiency virus may be conducted without the informed consent of
the individual who has exposed other persons. Subdivision a of subsection 2 is clarified
to state that the "consent” Is informed consent for “testing,” not an "authorization” for
disclosure of the test results.

' Third, subdivision b of subsection 2 is amended to provide that the “form" glven

’ to the subject who will be tested must contain a statement explaining that the test
results may be disclosed as authorized by law. This will permit disclosure as authorized
by the federal HIPAA privacy rule.

Subdivision ¢ of subsection 2 is amended by deleting several items that must be
contained in a consent form because these items are specified in some detail in the
"authorization form” that is required under the federal HIPAA privacy rule,

Subdivision b of subsection 3 Is amended to clarify which person is to be tested

for the presence of human iImmunodeficlency virus.
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~~ Subdivision d of subsection 3 is amended to clarify that the patient may always
obtain the test results (which is required by the federal HIPAA privacy rule) and to
specify that the test results may be disclosed to others as authorized by law. In
addition, subdivision d is amended by deleting the "burled” criminal penalty for person
who discloses the identity of a patient in vioclation of various subsections of this section.
A criminal penalty for disclosure of protected health information with intent to disclose
the “test subject’ Is set forth in section 23-07.5-08, the primary criminal section of this
chapter, which is amended under section 9 of this bill.
Subdivision ¢ of subsection 4 is amended to include not only the provider but
also a Good Samaritan who renders aid and is exposed to blood or body tissue.
Subdivision d of subsection 4 is amended to make clear that the provider may
receive a copy of their own test results and that the results may be disclosed, "zs
authorized by law." Finally, this subdivision is amended to clarify that the patient (who
potentially has been exposed) may not disclose the "provider’s identity” i.e., the identity

of the provider who has been tested.

Subsection 5 is clarified to address situations in which a patient has died and the
1 facility was not aware of a possible exposure to the human immunodeficiency virus, or it
was not reasonably possible for the facility to conduct a test and provide the results of
the test to any physician providing care, an exposed emergency medical service

provider, other health care provider, or a Good Samaritan who rendered ald to the

deceased person,
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Subsection 6 is clarified to provide that any test done pursuant to subsection 3, 4,
or 5 must be conducted in a “reasonably expedient manner,” not the “most” expedient
manner possible (which is potentially contestable).

Subsection 7 is clarified to refer to "an exposed person” who may request a test
of a "source person,” the Individual who has caused a “significant exposure” to the
“exposed person.” Under current law, the first test may be requested within ten days
after exposure and a second test may be requested not earlier than five months, nor
later than six months after significant exposure. The amendment provides that an
exposed person may request two tests. “[Elach test may be requested as soon as
practicable, consistent with the recommendations of the United States public health
service, but in no event later than nine months after a significant exposure.” This will
provide more flexibility regarding the timing of these tests: more time to request the first
test; and, a larger time frame in which to request the second test.

Subsection 8 of section 5, contains a clarifying form and style amendment.

Section 6 amends subsection 1 of section 23-07.5-04 to clarify that the section
applies to informed consent for testing, i.e., the legal permission to test an individual,
but does not address disclosure of the test results, which requires an “authorization”
mesting the requirements of the HIPAA privacy rule. Subsection 1 is also amended to
provide that testing may be conducted only pursuant to informed consent, “unless
testing is otherwise authorized by law.”

Section 7 amends section 23-07.5-06 and clarifies that a person to whom the
results of a test have been disclosed "may not disclose the test results except as
authorized by law,” which Is a reference to disclosure authorized under the federal
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. HIPAA privacy rule. A reference to section 23-05.5-05, which is repealed by this bill, is
| deleted.

Section 8 amends section 23-07.5-07, which relates to civil liability for
unauthorized disclosure, Is amended by deleting references two sections of the Century
Code that are repealed, and by repealing an unnecessary sentence regarding the
burden of proof — a preponderance of evidence — which is generally applicable in a civil
action.

Section 9 amends section 23-07.5-08, which provides a criminal penaity for
unlawful disclosure of individually identifiable information regarding the results of a test
for HIV. The amended section now applies to a person who "knowingly” discloses the
results of a test in violation of the chapter, and instead of referring to the harm to the
subject, applies if the offense is committed “with intent to disclose the identity of the
individual who was tested.”

Section 10 amends subsection 3 of section 23-07.7-02 by removing a reference
to section 23-07.5-03, which is repealed by section 25 of this bill.

Section 11 amends 23-12-14 relating to copies of heaith care records.
Subsection 1 is amended to refer to a "health care provider’ rather than a “medicali
provider” since that is the term used in the federal HIPAA privacy rule. The second
sentence of subsection 1 is removed because it is unnecessary. Subdivision a of
subsection 1 is amended to refer to "health care” rerecords rather than "medical
rerecords,” the terminology used in the federal privacy rule.

Subdivision b of subsection 1, relating to the cost of a copy of health care records
provided to an individual (for a purpose other than disclosure to another provider for

7
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treatment), is repealed. The HIPAA privacy rule contains detailed limitations on the
charges for providing a copy of healith care records to a patient,

Subsection 2 (a), which provides that an authorization to disclose an individual's
health care records is limited to the time specified, but no longer than three years, is
repealed. The federal HIPAA privacy rule does not impose any time limit on the period
during which an authorization is legally valid. In some cases, an individual may
authorize the disclosure of their individual information regarding diabetes, asthma, or
cancer to a semi-permanent research database. Since an individual may revoke their
consent at any time, and since the legislative history of this provision shows that the
current three-year time limit was intended to extend the period of an authorization, the
subdivision is repealed.

Subsection 2(b) authorizing a patient to revoke their authorization at any time
also is repealed; this right is ciearly established under the federal privacy rule.

Subsection 3, which provides that a health care provider may disclose a
patient’s health care records to another provider "during the time necessary to complete
a patient's course of treatment” and conclude all medical and payment transactions
related to the individual, is repealed. Under the federal HIPAA privacy rule, a heaith
care provider and a health plan may use protected health information for treatment or
payment without the consent of the patient, Therefore, this subsection is unnecessary.

Subsection 4 provides that it is “not a prohibited practice” for a health insurance
company with participating provider agreement to require that subscribers or members
are responsible for providing the insurer with copies of health care records used for
claims processing when an individual uses a nonparticipating provider. This provision,
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—~ which relates to insurance law, is transferred to section 26.1-04-03 by section 16 of this
bill.

Section 12 amends section 23-16-09, which relates to individually identifiable
health information obtained by the Department of Health in the course of a survey or
inspection of a hospital, nursing home, or similar facility. This section, which was
enacted in 1947, permits disclosure of information to a social service agency relating to
a newborn without an authorization from the newborn’s parents. Such a broad
disclosure is not permitted under the federal privacy rule — which preempts any
provision of state law that is contrary to the rule's requirements (unless the state law is
“‘more stringent” with respect to the disclosure of protected health inforrnation).

Section 13, which amends section 25-01.3-01, adds a new definition of
individually identifiable health information and personal representative (adopted from
the federal HIPAA privacy regulation) to clarify the class of information and the persons
to whom information about an individual with a developmental disability may be used or
disclosed.

Section 14, amends subsection 1 of section 25-01.3-10, to clarify the !egal
authority to disclose information about an individual with a developmental disability (or
as defined by federal law, a person with a “disability”). Specifically, the terminology is
amended to refer to "individually identifiable health information,” an “authorization” for
"disclosure,” and “personal representative,” which are the terms used in the federal
HIPAA privacy rule. This subsection is also amended to permit disclosure as otherwise

authorized by this chapter, or any other state or federal law. (Subdivision ¢, of

subsection 10, section 25-01.3-10.)
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— Section 15, amends section 25-16-07, relating to the treatment records of a
resident of the developmental center at Westwood Park in Grafton. The terminology is
amended to conform to the federal privacy rule; specifically, to permit disclosure for
“treatment, payment, or health care operations,” and “to arrange, facilitate, or coordinate
service" to a person with a disability.

Section 16 amends section 26.1-04-03 by adding language that it is not a
prohibited practice for health insurance company with a participating provider
agreement to require that a subscriber or member using a nonparticipating provider be
responsible for providing the insurer with a copy of the health care records used for
claims processing. This amendment simply moves virtually identical language from
section 23-12-14 to the insurance code.

Section 17 amends section 28-01-46.1, which relates to the disclosure of
information among parties in a malpractice claim against health care provider in order to
facilitate the resolution of these claims. Specifically, the section is amended to use the
term "authorization,” which is the term used in the federal privacy rule for disclosure of
health information not related to treatment payment or health care operations. The
amendment also provides that if the party commenring the action fails to provide
appropriate authorizations at the time the action is zcommenced, the heaith care provider
may use a subpoena or other means to obtain the records, and may seek costs if
required to do so.

Section 18, amends subsection 6 of section 37-18-11, relating to the disclosure
of protected health information by the North Dakota Veterans Home, The amendment
substitutes the term “disclosed” for “release” and substitutes “resident” for “veteran”
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because spouses of a veteran are now permitted to becoms residents at the Veterans
Home. In addition, subsection 6 is amended to permit the Veterans Home to “use and
disclose” “protected health information” for treatment, payment, or health care
operations (the privacy rule terminology) without the consent of a resident. This is
consistent with the federal HIPAA privacy rule and the law applicable to other nursing
homes ih North Dakota. The section also permits disclosure as “otherwise authorized
by law."

Section 19 amends subsection 9 section 37-18-11 to make the disclosure of
protected health information about a resident of the Veterans Home to a member of the
Legislative Assembly subject to the limitations of any nther law. This might apply with
respect to the disclosure of information relating to treatment for substance abuse.
See 42 C.F.R. part 2. This is just a technical amendment to make It clear that if a more
restrictive law applies to a certain class of health information, that limitation applies with
respect to disclosure to a member of the Legislative Assembly.

Section 20 amends subsection 4 of section 43-15-01 relating to the definition of
confidential information in the law establishing the Board of Pharmacy. The amendment
references the term “individually identifiable health information” which is a key term in
the HIPAA privacy rule. The amendment also deletes language describing the
purposes for which protected health information may be disclosed because the
permitted use and disclosure of protected health information is set forth in the
operational sections of the chapter 43-15, the Board's charter.

Section 21, which amends subdivision n of subsection 1 of section 43-15-10,
clarifies the law with respect to prohibited disclosure of protected health information
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-~ (‘confidential information”) by a pharmacist (or pharmacy). Specifically, the amendment
uses the term “discloses” which is the term used In the privacy rule rather than using the

indefinite to “an unauthorized person,” and, disclosure is permitted "as authorized by

law.,

Section 22, amends section 43-47-09, which relates to disclosure of information
obtained by a counselor rendering counselirig services, to provide a broader reference.
Currently, the only exception requires disclosure under chapter 50-25.1 (relating to child
abuse); the amendment permits disclosure as authorized by law. The practice of
professional counszling includes mental, family therapy, school guidance, and vocational
counselors.

Section 23 amends subsection 1 of section 44-04-18.1 which is a section of the
open records law relating to records of a public employee's medical treatment or use of
an employee assistance program, to provide that these records are “confidential,”
except “as otherwise authorized by law.”" (Thus, permitting disclose for treatment and
payment.) This section also incorporates the HIPAA privacy ruie terminology by
replacing “release” with “used or disclosed,” and replacing “consent” with “authorization,
which is the term used for a disclosure of protected health information for a reason other
than “treatment, payment, or health care operations.”

Section 24 amends section 50-19-10, which relates to disclosure of records of a
maternity home. The amendment provides that “except as otherwise provided by law
disclosure may be made only in a judicial or administrative proceeding in response to an
order of the court or an administrative tribunal, or for a law enforcement purpose to a
law enforcetnent officer, or to a health oversight agency for oversight activities
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authorized by law.” General authority ‘to disclose information to agencies serving the
interests of a patient or a newborn infant is repealed because it Is inconsistent with the
federal privacy rule, which prohibits such a disclosure unless authorized by the parents
of the infant.

Section 25 repeals three sections of the Century Code: sections 23-01.3-03,
23-07.5-03, and 23-07.5-05.

Section 23-01.3-03 is repealed because the HIPAA privacy rule provides an
individual with a comprehensive right to obtain copies of their own medical records.
See 45 C.F.R. 164.502.

Section 23-07.5-03, which relates to consent for disclosure of HIV test results, is
repealed because the HIPAA privacy rule contains detailed requirements for an
“authorization,” i.e., legal parmission, to disclose protected health information, including
the results of a test for HiV.

Section 23-07.5-05, relating to the disclosure of HIV test resuits, is repealed
because the HIPAA privacy rule contains detailed requirements and limitations
regarding the disclosure of any protected health information without the individual's
specific “authorization.”

Section 26 provides that this bill is an emergency measure.

Section 27 provides that the bill is effective April 14, 2003, which is the date on
which all covered providers and heaith plans (except “small' health plans) must be in
compliance with the HIPAA privacy rule.

Chairman Lee, thank you for providin: me an opportunity to discuss the
provisions of House Bill 1438, which clarifies the relationship betwcen state law
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TN requiring the confidential treatment of health information, and the federal HIPAA privacy

rule. | will be pleased to answer any questions you or other rnembers of the committee
have regarding the bill, which we belleve aligns North Dakota law with the federal
HIPAA privacy rule, and in turn will assist providers, payers, and government agencies

in achieving compliance with the privacy rule.
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AMENDMENT TO HB 299 435 03-03-03

SECTION 2. A new section to chapter 43-15 of the North Dakota Century Code is
created and enacted as follows:

Prohibited disclosures. A pharmacist and any employee of & pharmacy may not disclose
to any third person any information regarding the prescriptive practices of a practitioner which
identifies the practitioner. This section does not limit disclosures within the pharmacy; between
a pharmacist or an employce of a pharmacy and the practitioner or the practitioner’s office staff;

consented to by the practitioner; and disclosures otherwise required by law.

Page 2, line 17, after “practitioner” insert ‘“unless the practitioner consents to disclosure of the
information in writing”

Page 2, line 19, delete “consented to by the practioner;”
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PROPOSED AMENDMENTS TO ENGROSSED HOUSE BILL 1438

Page 2, after line 3, insert:
SECTION 2. AMENDMENT. Subsection 1 of section 23-07-01.1 of the North Dakota

Century Code is amended and reenacted as follows:

1. All-physiclans-and-other-medical-professionals A physician or other health care

provider may report Immediately to the department of transportation in writing,

the name, date of birth, and address of every person fourteen years of age or
over coming before them for examination, attendance, care, or treatment when |f
there is reasonable cause to believe that sueh the person due to physical or
mental reason is incapable of safely operating a motor vehicle or diagnosed as a

case of a disorder-definad as characterized by lapses of consciousness, gross

physical or mental impairments, and such a report is necessary to prevent or

lessen a serious and imminent threat to the health or safety of a person or the

ublic.

Page 13, after line 4, Insert:
“2. Unless ordered by a court of competent jurisdiction, the name of a person who in

good faith makes a report or complaint may not be released-er disclosed by the

committee or the project.”

On page 18 after line 6, insert:
“SECTIOM 24. A new section 44-04-18.18 of the North Dakota of the

North Dakota Century Code is created and enacted as follows:

44-04-18.18. Business Assoclate — Duty to protect information.
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1. As used in this section:

‘Business associate' has the meaning set forth In title 45, Code of Federal

Regulations, part 160,sectlon 103; and
‘Public entity’ has the meaning set forth in section 44-04-17.1(12).

2. If a public entity is acting as a business associate of another public
entity, the entity acting as a business associate shail comply with all of the
requirements applicable to a business associate under title 45, Code of

Federal Regulations, part 164, section 504, subsection e, paragraph 2."
Renumber accordingly

The basis for the "BA” amendment is the authority set forth regarding Business Associate
Contracts In 45 CFR § 164.504(e)(3)(IXB), which provides:

The covered entity may comply with paragraph (e} of this section, If other law (including
regulations adopted by the covered entity or its business associate} contains requirements
applicable to the business assoclate that accomplish the objectives of paragraph (e)(2) of this

sectlon.

If section 44-04-18.18 is enacted, government-to-government BA agreements may not be
needed, or can be accomplished with a 1-page note specifying the authority of the BA to
use and disclose PHI; the other “boilerplate” BA requirements will not be required.

2/21/2003 10:14 AM
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OFFICE OF ATTORNEY GENERAL
STATE OF NORTH DAKOTA

Wayne Stenehjem

ATTORNEY GENERAL
March 5, 2003
CAPITOL TOWER
State Capltol
600 E. Boulevard Ave.
Dept. 125
Aty P0050040 Tha Honorable Judy Lee
800-366-6888 (TTY} Chairman
FAX 701-326-2226 Senate Human Services Committee
g:gmm '::gm'&':‘ North Dakota Legislative Assembly
701-328-3404 Bismarck North Dakota 58505
Toll Free In North Dakata
FAX 701-320.0635 Re: HB 1438, and Protection and Advocacy Authority
?&'%'2&?&!?‘” Dear Senalor Lee:
FAX 701-328-3535
Licensing Section | would like to comment on the testimony and amendments proposed by
e 2535 the Protection & Advocacy Project, particularly the letter which the Project
solicited from the National Assaociation of Protection & Advocacy Systems.

wQUTH OFFICE BUILDING
500 N, thh r?é 505014500 The letter from the National Assnciation states “we understand” that
PAX 01 avedaoe 0% HB 1438 “would impose new record keeping and confidentiality
Civil Littation requirements on your [the North Dakota P&A Project] agency.” This Is
701-308-3040 incorrect; the changes In terminology [to conform tol the use of teims
Natural Resources contained in the federal HIPAA privacy rule are intended to clarify sections
701-328-3640 of the North Dakota Century Code applicable to the Protection and
Recing Commission Advocacy Project. These changes neither impose any additional
701-328-4290 requirements on P&A nor diminish the Project’s authority.
Bureau of Criminal The letter further states: “[federal laws and regulations] set out detailed
Invastigation, requirements concerning confidentiality of agency and client records and
Bismarck, ND 58502-1064 related record keeping requirements,” and continues “that the [quoting
T hDakota  Tederal law] 'State shall not apply policies' that would burden P&A staff
800-472-2185 functions funded under the [federal] Act. ... [And that] the regulations
FAX 701-328-8510 implementing the Act provide on this point that 'State law must not
Fire Marshal diminish_the required authority of the Protection and Advocacy System.’
P.0. Box 1054 42 C.F.R. 1386.21(f)." (Emphasis added.)
gls1m:£gkég15% 58602-1054

01-328-
FAX 701-328-5610 Again, nothing in HB 1438, would impose any burder: on P&A staff
Information Technology functions, and nothing in HB 1438 would “diminish” the authority of the

‘;15%350458502_ 1054 Protection and Advocacy Project; and, nothing in P&A’s testimony

 ,1-328-6500 specifically identifies any such effect.

FAX 701.328-6510
www.ag.state.nd.us
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’ March 5, 2003
Page 2

Finally, the P&A System letter argues that Congress ‘“created a
comprehensive and exclusive scheme regarding the operation of P&As,”
and that “[ulnder the constitutional principles of Supremacy, it would be
improper for state authorities to impose additional administrative
requirements...” First, as noted above, nothing in HB 1438 would impose
any additional administrative requirements on the P&A Project. Second,
the letter misstates the nature of the federal requirements regarding a
state protection and advocacy program. Congress did not create an
“exclusive” federal scheme for regulating these programs, such as the
scheme under which the Federal Aviation Administration provides direct
regulation of commercial aviation. Rather, Congress established certain
general requirements for these projects, but permitted the states to enact
laws that would qualify these programs for federal grants. Nothing in
HB1438 conflicts with federal law.

The testimony of P&A primarily relates to the use of terminology. P&A
suggusts that the use of terms regarding health information, such as
“individually identifiable health information,” which will be used by every

N hospital and nursing home and virtually every medical clinic, optometrist,

o pharmacist, and other health care provider under the HIPAA privacy rule
“would be confusing” for the P&A Project. On the contrary, most of the
patients and residents for whom the Project provides protection will be
treated by providers who will use these terms. [The confusion will more
likely come about if P&A does not use the same terminology used by the
health care providers involved with P&A'’s clients.]

P&A, in its testimony, also suggested that there might be possible
confusion regarding the use of the term “personal representative” because
that term is also used in the probate code. This is surprising, because if
this is a problem, it will be a problem in virtually all of the many states that
have adopted the Uniform Probate Code. If a person who is a personal
representative as defined under the HIPAA privacy rule requests health
information relating to the individual they represent in that capacity, a
hospital, nursing home, residential treatment center, group home, etc., is
required to disclose that information to this representative. And
alternatively, if a person who is a “personal representative” as defined in
N.D.C.C. § 30.1-01-06(40) (for a person with a “disability” for whom a
protective order as described in N.D.C.C. § 30.1-28-01 has been issued),
the health care facility will disclose identifiable information as authorized
and required under title 30.1, the Uniform Probate Code.
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P&A also suggests that confusion might arise because it “has an
obligation to keep confidential all information about clients and protected
persons, not just “individually identifiable health information.” The
committee is invited to study the clause of the bill in which this terminology

Is used:

All information from which an individual with a disability may
be identified, including individually Identifiable health
information, that is in the possession of the committee,
project, or any advocate is confidential and is not subject to

disclosure except...

Engrossed House Biil 1438, Page 12, lines 10-15.

it is difficult to understand how a sentence stating. “All information from
which an individual with a disability may be identified... is confidentlal,”
can be characterized as ambiguous, or as lessening privacy protection.

The Committee should note that the Protection & Advocacy Project
proposed an amendment to subsection 1 of section 25-01.3-10 (section 14
of Engrossed HB 1438, p. 12, lines 24 and 25). instead of permitting the
disclosure of confidential information from P&A to a “health oversight
agency,” such a disclosure would be made only “at the discretion of the
[protection and advocacy] committee,” which was not mentioned in
Mr. Boeck’s testimony. This change is not required by the HIPAA privacy
rule and may be of concern to the Department of Health.

Finally, amendments suggested by P&A were incorporated into HB 1438,
In addition, | met with or sent e-mails to Mr. Boeck regarding this
legislation on ten occasions during January and February.

Please let me know if you have any further questions regarding this
matter.

Assistant Attorney General

vkk
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cc.  Sandi Tabor

Darleen Bartz
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1906 E Broadway Ave.
Bismarck, ND 58501-4700
Tel, 701-258-4968

| L Fax 701-258-9312
ION e-mall ndpha@nodakpharmacy.com

Testimony before the Senate Human Services Committee
HB 1438

Wednesday, March 12, 2003
Galen Jordre — Executive Vice President

On behalf of the North Dakota Pharmaceutical Assoclation (NDPhA) an organization that represents the 700
pharmacists practicing in the state I want to Indicate our opposition to the amendments proposed for HB 1438,

One way that physician information is disclosed Is through software vendors. When providing price updates and
other Information to the pharmacies, the vendors will obtain non-patient specific Information about prescription
use that includes the name of the physician, The data is aggregated on 2 national basls to produce sales reports
and studies of prescription trends. Drug manufacturers are big purchasers of this information and use it
extensively for thelr marketing efforts. The pharmacy will recelve a small payment from the software vendor or
reduction n maintenance contract costs In return for this service. Many of our pharmacies participate In this
arrangement and many do not. We do not take a position on this practice but our concern Is that even If local
pharmacles are prohibited from disclosing this information it will still be available through benefits managers
and other sources. In other words, we will Increase the cost to pharrnacies in the state and the flow of
information will continue,

We feel that the way the amendment is written, it would interfere with many legitimate practices where the
pharmacy discloses physician prescribing Information. There are different ways that these disclosures are made.
The most obvious example Is that when a pharmacist transmits a third party prescriptlon to a claims processor
for payment, The name of the physiclan or a physiclan Identifier is transmitted along with the prescription data.
As this blll is written the pharmacy would not be able to transmit the claim. These types of systems include the
State Medicaid program and BlueCross BlueShleld of North Dakota, Other disclosures Include those to patients
or patlent representatives, disclosure to other health care facilities or health care practitioners involved in the
patlent care, and to regulatory bodies as part of investigations or Inspections.

I have Included amendments that would protect pharmacies for the transmission of claims for payment and to
allow the Board of Pharmacy and Board of Medicine to obtain physician data as a part of investigations.

We ask that you consider these amendments If you move this legislation forward.

OFFICERS | BOB TREITUNE, R.Ph, | WADE BILDEN, R.Ph. CURTIS McGARVEY, R.Ph, GALEN JORDRE, R.Ph,
2002 - 2003 President President-Clect Vice-President Exectitive Vice President
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AMENDMENTS TO HB 1438

Add new sections to chapter 43-15 of the North Dakota century Code is created and
enacted as follows:

SECTION 1.

“Disclosure”, means the release, transfer, provision of access to, or divulging in any other
manner of information outside the pharmacy holding the information.,

SECTION 2.

Prohibited disclosures. A pharmacists and any employee of a pharmacy may not
disclose to any third person any information regarding the prescriptive practices of a
practitioner that identifies the practitioner. This section does not limit the following:
1. disclosures within the pharmacy;
2. disclosures to the patient or the patient’s representative,
3. disclosures between a pharmacist or an employee of a pharmacy and the
practitioner or the practitioner’s office staff;
4, disclosure made to other health care practitioners or facilities that are involved in
a patient’s care;
5. disclosures to the North Dakota State Board of Pharmacy or to the North Dakota
State Board of Medical Examiners as a part of an inspection or investigation,
6. disclosures made by a pharmacy necessary to receive payment for provision of
prescription medications;
7. disclosures consented to by the practitioner; and
8. disclosures otherwise required by law.
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Memorandum - Protection & Advocacy Project

TO: Members, Senate Servés; Committee
FROM: David Boéc ZQU > X

DATE: March 12, 2003
SUBJECT: HB 1438

I have a new proposal for a Protection & Advocacy amendment to HB 1438.
See attached. I believe this will meet with your approval.

Background

Testimony on March 3 revealed some of the history behind HB 1438. As I
understand It, a "HIPAA coalition” met over the course of a year. Currently,

the HIPAA coalition has an emalling list of 192 people.

The cnalition appears to Include primarily health care Industry participants.
The State Department of Human Services and the State Department of
Health participate In the coalition. There may be other participants from
outside the health care industry.

The coalition did not Invite the Protection & Advocacy Project to join the
coalltion or to participate in Its work. I suspect the coalition focused on
planning for how the health industry participants would comply with HIPAA.
I tmagine the group worked to help participants develop internal policies,

practices, and forms.

It appears the coalition did not include any participants appointed to
represent health care consumers. Apparently, no coalition participant was
concerned primarily with protecting the privacy of patients’ medical records.
Apparently, all participants have email addresses.

When the coalltion undertook to review the Century Code, its identified goal
was to establish HIPAA compliance while disrupting state law as little as
possible. At this point, the coalition should have consulted patlent advocates
and Individuals whose primary concern was the privacy of thelr own medical
records. The coalition’s Century Code recommendations are weaker because

of this omission.
Uniformity

I have quickly identified several government entlties that handle Individual
medical records but that are left out of the push for uniformity. That Is, their
laws were not HIPAA-ized. These include
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Senate Human Services Committee
HB 1438
March 12, 2003

1. Law enforcement, which frequently recelves Individual medical
Information when responding to accidents, covering violent incidents,
and investigating crime reports. These are

Highway Patrol

Sheriffs

Police

Bureau of Criminal Investigation
Attorney General

2. The Attorney General, who also recelves individual medical information

when processing various claims against the state, such as (a) people

Injured by state negligence (icy walkways on state property, ...), (b)

people discriminated against by the state on account of disabiiity, (c)

people injured by exposura to hazardous substances that belong to the

state or are regulated by the state

State Radio, which handles medical emergency communications

Tax Department, which recelves Itemized deductions that include

information about taxpayers’ medical care

4, Insurance Department, which investigates complaints (involving
personal medical Information) against health insurers, life insurers,
accldent insurers, disabllity insurers, and long term care insurers. The
Insurance Department also receives individual medical information
when conducting audits of regulated Insurance companies.

5. CHAND, which processes applications, claims, and complaints for which
It receives individual medical information

6.  Numerous professional boards, which receive medical information
about some applicants (especlally applicants with disabilities) and
regulated professionals. When Investigating complaints against a
professional for the care of a patient, these boards receive Individual -
medical information about the patient. These include boards that
regulate

Nurses

Occupational Theraplsts
Physical Therapists
Speech Pathologlists
Social Workers
Counselors

Attorneys

7. City and County Health Inspectors

8. County Coroners

9, Courts
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Senate Human Services Committee
HB 1438
March 12, 2003

These omissions suggest the need for an interim study.

Alternative “"A” Proposed Amendments

This part of the letter briefly introduces Alternative “A” proposed
amendments. I have previously presented Alternative “B” to the Committee.

Section 13

HB 1438, § 13, still contains an error. “Personal representative” Is not
defined at 45 C.F.R. § 160.103. It appears that HIPAA privacy regulations
do not define “personal representative.”

The regulations establish “standards” for personal representatives at 45
C.F.R. § 164.502 (g). Itis possible to construct a definition of personal
representative from the standards regulation. A draft definition appears In
my Alternative “A” proposed amendments.

A decision to adopt the entire federal “standards” regulation would change
the substantive law that governs P&A. P8&A Is not a HIPAA “covered entity”
and the coalition intended that HB 1438 would not change P&A law.
Consequently, It was necessary to draft a definition of personal
representative.

Two other HIPAA definitions apply to P&A, “health oversight agency” and
“law enforcement official.” P&A is not a “covered entity” but P&A is a HIPAA
health oversight agency and P&A employees are HIPAA law enforcement
officlals. Including these definitions in HB 1438 wili clarify their use.

New ion
I am offering a new sectlon to HB 1438, This amendment appears In the

second attachment to my testimony. This Is a terminology amendment. 1
belleve AAG M. Mullen accepts this proposal.

Section 14

a. In this proposed change, I am offering Improved language. For
example, AAG M. Mullen and I agreed to replace “documents, records,
Information, memoranda, reports, complaints, or written or nonwrltten
communication” with “Information.” At the end of paragraph (1)(d), I

substituted actlve volce for passive voice.

b. Section 14 would narrow P&A’s obligation to keep information

’ confldentlal. All of P&A’s Information about persons with disabilities Is
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Senate Human Services Committee
HB 1438
March 12, 2003

confidential. Engrossed HB 1438 would cancel the confidential nature
of this Information if a person with a disability were not Identifiable
from the information.

All parts of each P&A flle about an Individual are confidential. If the terms of
engrossed HB 1438 applied, a P&A employee would decide whether a person
with a disabllity would be identiflable from the information. If the P&A
employee were unable to Imagine some possibility, confidential information

might be disclosed in error.

The provision in engrossed HB 1438 iIs a provision crafted to cover
individually identifiable health information. When applied to other
confidentlal information, it does not fit. P&A information must remain
confidentlal regardless of whether the person with a disability might be

{dentiflable from it.

c. “Personal representative” has meaning for individually identifiable
health information. It'!s not relevant to the other categories of
Information to which this language would apply here. It is not
necessary to repeat the personal representative concept here.

d. Engrossed HB 1438 adds “health oversight agency” to the law.
Currently, health oversight agencles are among the other legally
constituted boards or agencles that serve the interests of a person
with a disability. P&A exerclises discretion over whether to disclose
specific confidential information and to which agencies it makes

disclosure.

HB 1438 inserts “health oversight agency” to make it mandatory that P&A
disclose information to every heaith oversight agency. This Is not merely a
matter of terminology. P&A must exercise Its discretion to serve the
interests of the person with a disabllity. Engrossed HB 1438 would defeat
that obligation. This change would diminish P&A authority.

I would be happy to provide any additional Information you request. Thank
you,
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Protection & Advocacy Project
Proposed Alternative A

Proposed Amendments to Engrossed House Blll No. 1438

Page 1, lines 1 and 2, replace the second “a” with “four” and replace
“subsection” with “subsections”

Page 1, line 5, after "23-16-09," Insert “sectlon 25-1.3-06,"” and remave
“subsection 1 of”

Page 12, line 4, replace “"A” with “Four” and repface “subsection” with
“subsections”

Page 12, line 5, replace “is” with “are”

Page 12, lines 5 and 6, replace
“Individually Identifiable health information’ and ‘personal
representative’ have the meaning set forth In title 45, Code of Federal
Regulations, part 160, section 103.”

with
“Health oversight agency’ has the meaning assigned to it in title 45,

Code of Federal Regulations, part 164, section 501. The project is a
health oversight agency.

“Individually ldentifiable health information’ has the meaning assigned
! ~ to it in title 45, Code of Federal Regulations, part 160, section 103.
The project has authority to recelve, copy, and keep individually
identifiable health Information.

“Law enforcement official’ has the meaning assigned to it in title 45,
Code of Federal Regulations, part 164, section 501. The project’s
employees are law enforcement officlals.

MPersonal representative’ means a person with legal authority to make
health care decisions on behalf of another person. A personal

1 representative’s authority over personal health information Is

* coextensive with the personal representative’s authority to make

: health care decisions.”

Page 12, after line 7, insert
“Section 14. AMENDMENT. The introductory paragraph that

precedes subsections 1 through 13 of section 25-01.3-06 of the North
Dakota Century Code Is amended and reenacted as follows:

amﬁ
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Protection & Advocacy Project

Proposed Amendments to Engrossed House Bill No. 1438
Page 2 of 2

%25-01.3-06. Authority of project. Pursuant to rules adopted
by the committee, the project, within the limits of legisiative
appropriations, shall provide advocacy and protective services for
persons with develeprmentat disabllities and-persens-with-mental
tHresses. The rules adopted by the committee relating to the need for
the-consentof authorization from the cllent must balance the rights of
persons with develepmental disabllities ermentaHiresses to privacy
and to refuse services under section 25-01.3-11 with the committee's
duties to protect the human and legal rights of persons eligible for
services and to monitor facllities for compliance with federal and state

laws and rules. The project may:”

Page 12, line 8, replace “Subsection 1 of section” with “Section”
Page 12, line 11, replace “from which” with “related to”

Page 12, line 12, remove “may be identified, including Individually
identifiabie health information,”

Page 12, lines 20 and 21, replace “"who may be Identifiabie from the

information, or that individual's personal representative” with “a disabllity to
whom the information relates”

Page 12, line 24, remove “, a health oversight agency,”

Page 12, line 25, after “tg” insert “a health oversight agency or”

Page 13, line 2, after “when” overstrike “such”, remove “a disclosure”, and
overstrike “Is prohibited by”

Page 13, line 3, after “law” insert “prohibits that disclosure”

Page 13, after line 4, insert 2. Unless ordered by a court of competent
jurisdiction, the name of a person who In good faith makes a report or
complaint may not be released-eF disclosed by the committee or the

project.”

Renumber accordingly.
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Prepared by Office of Attorney General (MJM)
March 17, 2003

SUMMARY OF AMENDMENTS TO HB 1438

1. The first amendment (which adds a new section 2 to the bill on
page 2 after line 3), amends subsection 1 of section 23-07-01.1 by
adding to current law, which permits a physician or other health care
provider to report to the Department of Transportation, if the
physician (or other provider) has --
"reasonable cause to believe that the individual due to physical
or mental reason is incapable of safely operating a motor
vehicle or {is] diagnosed as a case of a disorder defined as
characterized by lapses of consciousness, gross physical or
mental impairments” --

New language from the federal HIPAA privacy rule --

"and the report is necessary to prevent or lessen a serious and

imminent threat to the health or safety of the individual or
public.”

The difference between North Dakota law and the federal privacy rule
was noted in a report comparing North Dakota law to HIPAA, but
initially was not included in the omnibus HIPAA bill, HB 1438. After
further review, it was determined that all of the other differences
between North Dakota law and the federal privacy rule noted in a
“Summary of Differences” are amended to conform to the language of
North Dakota law to the privacy rule.

Therefore, to avoid the necessity of going back and forth -- reading
North Dakota law and then the privacy rule, and possibly requiring a
physician to consult a with an attorney whenever the physician
believed a report might be appropriate, this amendment has been

added to the bill.

in the great run of cases, it will not change the outcome. The North
Dakota Medical Association and the Department of Transportation
reviewed the amendment, and concurred with this recommendation.
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— It should be noted that, under subsection (4) of the section we

‘ are amending (§ 23-07-01.1), a physician who makes a report, or

in good faith falls to make a report, is immune from liability.

2. Page 6, line 22 -- This is merely a style and form change -- -- so
the phrase as amended would read "any other person as authorized
by law."

3. On page 8 and 9 there are technical and conforming amendments
relating to sections of the Century Code regarding the procedures for
testing a person for the presence of HIV and reporting the results of
such atest. Another bill, HB 1221, amends similar sections of the
Code to facilitate testing of an individual who may have exposed a
law enforcement officer to HIV. The only effect of these amendments
is to match up the terminology in HB 1438 and HB 1221.

For example, on page 8, line 31 "source person” is changed to "test

subject.” \

‘ 4. On page 12, line 7, an amendment inserts a reference to the

correct section of the privacy rule. (Some sections of the privacy rule
were amended in August 2002 and in February of this year.)

5. On page 12, after line 3, section 25-01.3-10 is amended by
removing “released or" -- -- 80 that the section uses only the term
"disclosed,” which Is a defined term under the privacy rule. (Similar
changes in terminology -- using terms used in the privacy rule, are
made in other sections of HB 1438.)

6. The final amendment (which is inserted on page 18, after line 6)
adds a new section 25 to the bill. This section specifies that if a
government agency is acting as a “business assoclate” of another
government agency, the “business associate” must comply with all
the requirements applicable to a business associate under the HIPAA

privacy rule.
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—~. Under the privacy rule, a covered entity includes a "health plan” such

as Medicaid, and a “covered provider’ includes an entity such as a

~ human service center or a local public health district that submits

claims in an electronic form. If a "covered entity" has another agency
perform services "on their behalf," -- such as the office of Attorney
General, with respect to legal services, or the Information Technology
Department, with respect to the storage and transmission of claims
information, those agencies are a business associate of the covered

entity.

Under the privacy rule, a covered entity must enter into a boilerplate
contract, generally five or six pages long, specifying all the limitations
and duties of the business associate with respect to their use and
disclosure of protected health information. But, the rule also
provides, that if a government agency Is required by law to adhere to
these requirements, a full-fledged contract is not required.

This amendment will save paperwork and simplify business associate
relationships among government agencies. A simple, 1-page
Memorandum or letter specifying the limitations and duties of the

l . agency performing services is all that will be required.
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PROPOSED AMENDMENTS TO ENGROSSED HOUSE BILL 1438

Page 2, after line 3, insert:

SECTION 2. AMENDMENT. Subsection 1 of section 23-07-01.1 of the North Dakota

Century Code Is amended and reenacted as follows:

1. Allphysiclans-and-other-medical-professionale A physiclan or other health care

provider may report Immediately to the department of transportation in writing,

the name, date of birth, and address of every person fourteen years of age or
over coming before them for examination, attendance, care, or treatment when |f
there Is reasonable cause to believe that sueh the person due to physical or
mental reason Is Incapable of safely operating a motor vehicle or diagnosed as a
case of a disorder-defined as characterized by lapses of consclousness, gross

physical or mental Impairments, and such a report Is necessary to prevent or

lessen a serious and imminent threat to the health or safety of a person or the

public.

Page 6, line 22, after “and” insert “any other person’

Page 8, line 26, replace "person” with “"individual” and replace “source Individual” with

“tes( subject”
Page 8, line 31, replace “source person” with “"test subject”

Page ¢, line 12, after the first "the” insert “test”

Page 9, line 13, after the first "the” insert “test"

Page 13, after line 4, insert:

. stions of r ol fve vod to Modern Informaticn Systems for microf{iming and
The micrographic {mages on this film are accurste reproductions of records delivered to o N:tional stancards Institute
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*2. Unless ordered by a court of competent jurisdiction, the name of a person who In

~~
i |
good falth makes a report or complaint may not be released-or disclosed by the
committee or the project.”
On page 18 after line 8, insert:
“SECTION 24. A new section 44-04-18.18 of the North Dakota of the
North Dakota Century Code is created and enacted as follows:
j 44-04-18.18. Business Associate —~ Duty to protect information.
|
g 1. As used in this section:;
i
§ ‘Business assoclate’ has the meaning set forth in title 45, Code of Federal
Regulations, part 16(),section 103, and

‘Public entity’ has the meaning set forth In section 44-04-17.1(12).

2. If a public entity is acting as a business associate of another public
entity, the entity acting as a business associate shall comply with all of the
requirernents applicable to a business associate under title 45, Code of

Federal Regulations, part 164, section 504, subsection e, paragraph 2.”

Renumber accordingly

The basis for the “BA” amendment is the authority set forth regarding Business Assoclate
Contracts In 45 CFR § 164.604(e)(3)(1)(B), which provides:

The covered entity may comply with paragraph (e) of this section, If other law (in¢luding
regulations adopted by the covered entity or its business associate) contains requirements

applicable to the business assoctate that accomplish the objectives of paragraph (e)(2) of this
section,
If section 44-04-18.18 Is enacted, government-to-government BA agreements may not be

% needed, or can be accomplished with a 1-page note specifying the authority of the BA to

" - use and disclose PHI; the other “"bollerplate” BA requirements will not be required.
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PROPOSED AMENDMENTS TO ENGROSSED HOUSE BILL 1438 . *!!

N
Page 2, after line 3, Insert:
SECTION 2. AMENDMENT. Subsection 1 of section 23-07-01.1 of the North Dakota
Century Code Is amended and reenacted as follows:
1. All-physiclans-and-othermedical-professionals A physician or other health care
provider may report immediately to the department of transportation in writing,
the name, date of birth, and address of every person fourteen years of age or
over coming before them for examination, attendance, care, or treatment when If
?,’)\O\ there is reasonable cause to belleve that such the person due to physical or
‘D"b(fb mental reason is Incapable of safely operating a motor éehlcle or diagnosed as a
case of a disorder-defined as characterized by lapses of consciousness, gross
physical or mental Impairments, and such a report Is necessary to prevent or.
/ *:) lessen a serlous and imminent threat to the health or safety of a person or the
public.
Page 6, line 22, after “and"” insert “any other person”
Pag2 8, line 26, replace “person” with “’individual” and replace “source Individual” with
“test sublect”
Page 8, line 31, replace "source person” with “"test subject’
DT,
Page 9, line 12, after the first "the” insert "test" (
Page 9, line 13, after the first "the" insert “test” f) } / . LL% 7
o a{ ) pen. 103
Page 13, after line 4, insert: o ‘nser $ !
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"2. Unless ordered by a court of competent jurisdiction, the name of a person who in

good faith makes a report or complaint may not be released-er disclosed by the

committee or the project.”

On page 18 after line 6, insert:
“SECTION 24. A new section 44-04-18.18 of the North Dakota of the

North Dakota Century Code is created and enacted as follows:

44-04-18.18. Business Associate — Duty to protect information.

1. As used In this section:

‘Business assoclate’ has the meaning set forth In title 45, Code of Federal

Regulations, part 160,section 103; and
‘Public entity’ has the meaning set forth in section 44-04-17.1(12).

2. If a public entity is acting as a business associate of another public
entity, the entity acting as a business associate shall comply with all of the
requirements applicable to a business associate under title 45, Code of

Federal Regulations, part 164, section 504, subsection e, paragraph 2."

Renumber accordingly

The basis for the “BA” amendment Is the authority set forth reqarding Business Assoclate
Contracts In 45 C 164.504(e)(3)(1}(B), whic vides:

The covered entity may comply with paragraph (e) of this sectlon, if other law (Includ!
regulations adopted by the covered entity or its business assoclate) contains requirements
applicable to the business assoclate that accomplish the objectives of paragraph (e)(2) of this
section.

If section 44-04-18.18 Is enacted, government-to-government BA agreements may not be
needed, or can be accomplished with a 1-page nole specifying the authority of the BA to

use and disclose PHI; the other “boilerplate” BA requirements will not be required.
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OPEN RECORDS AND MEETINGS OPINION
2002-0-04

DATE ISSUED: February 25, 2002
Cal Rolfson, Speclal Assistant Attorney General, North Dakota Board

ISSUED TO:
of Nursing

CITIZEN'S REQUEST FOR OPINION

On January 22, 2002, this office recelved a request for an opinion under N.D.C.C.
§ 44-04-21.1 from Pennl Weston asking whether the North Dakota Board of Nursing
violated N.D.C.C. § 44-04-18 by charging her a fee for copies of open public records that

exceeded the Board's actual cost of making the requested copies.

FACTS PRESENTED

In December 2001, Ms. Weston requested and received more than 60 pages of records
from the North Dakota Board of Nursing (Board). The Board waived the fee for making
and mailing the requested coples because Ms. Weston Is a current licensee of the Board.
After Ms. Weston reviewed the copies Initially provided by the Board, she requested
copies of additional records. The Board provided 21 regular sized pages with coples on
both sides of the page and five legal sized pages with copies on only one sids. Ms.
Weston was charged $8.15 for the copies. The January 7, 2002, invoice she was given by

the Board breaks down the fee as follows:

$1.00/FIRST PAGE $1.00
$ .25/PAGE X 256 PAGES $6.25
$ .90/STAFF TIME $0.90
NO POSTAGE CHARGE

Ms. Weston paid for the coples when she picked them up at the Board office.
Ms. Weston made a third request for records and the Board responded on January 10,

2002, by mailing her seven regular sized pages with coples on both sides of the page and
one regular sized page with a copy on only one side. The Board charged Ms. Weston

-
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OPEN RECORDS AND MEETINGS OPINION 2002-0-04, .-« '~ R .
February 25, 2002 . S S o
Page 2 . co Lot

) ;|‘,‘,' . ?Il" ! o ] o
$3.75 for the coplés using thé Léme fee schedule In the prior involce but did riok chaige her
for malling the records. The fee consisted of $1.00 for the first page, $0.25 per page for
the additional seven pages, and $1.00 for staff time. In the Board's explanation of the fee
to Ms. Weston, the Board Indicated the $1.00 for the first page was to cover “the time it
takes to locate the documents and verification of request and cost of photocopying.” The
$1.00 charge for “staff time” was based on the hourly wage and time necessary for a Board
employee to “process the request.” Ms. Weston did not pay the $3.75 fee and requested
this opinion.,

ISSUE
Whether the North Dakota Board of Nursing violated N.D.C.C. § 44-04-18 by charging a
fee for coples of open public records that exceeded the Board's actual cost of making the
requested copies.
ANALYSIS

Section 44-04-18, N.D.C.C., specifiss the fes that a public entity may charge for providing ”
access to open public records or making coples of those records.

Upon request for a copy of specific public records, any entity subject to

subsaction 1 shall furnish the requester one copy of the public records

requested. A request heed not be made in person or in writing, and the copy

must be malled upon request. The entity may charge a reasonable fee for

making or malling the copy, or both. An entity may requirs payment before

making or mailing the copy, or both.... As used in this subsection,

“reasonable fee" means the actual cost to the public entity of making or

maliling a copy of a record, or both, including labor, materials, postage, and

equipment, but excluding any cost assoclated with excising confidential or

closed material under section 44-04-18.8. An entity may Impose a fee not

exceeding twenty-five dollars per hour per request, excluding the Initial hour,

for locating records if locating the records requires more than one hour. This

subsection does not apply to coples of public records for which a different

fee Is specifically provided by law.
N.D.C.C. § 44-04-18(2). This subsection authorizes two separate fees, one for copying
public records and one for locating records If it takes the public entity longer than one hour
to find the requested records. See 2000 N.D. Op. Att'y Gen. O-11. In this case, it did not
take the Board longer than one hour to find the requested records and the question in this .
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b OPEN RECORDS AND MEETINGS OPINION 2002-0-04
February 25, 2002
Page 3

opinton Is limited to the "reasonable fee" authorized in N.D.C.C. § 44-04-18(2) for making
copies of public rocords.

Unless It takes a public entity longer than one hour to find the requested records,
N.D.C.C. § 44-04-18(2) effectively maintains free access to public records, but allows a
public entity to offset its entire cost of making coples of those records upon request. 1998
N.D. Op. Att'y Gen. 0-03. “The definition of ‘reasonable fee' in N.D.C.C. §44-04-18(2)
limits a public entity to charging no more than its actual cost of making the coples, including
labor, materials, and equipment.” 1998 N.D. Op. Att'y Gen. O-22. See ajso 1998 N.D. Op.
Att'y Gen. 0-04, "[T]he largest part of a public entity's actual expense in making copies will
usually be the labor charge .. .." 1998 N.D. Op. Att'y Gen. 0-03.

In 1998 ND. Op. Att'y Gen. 0-22, the public entity charged a flat fee of $0.25 per page.
However, when asked to itemize its actual cost of copying public records, the public entity
conceded its actual cost was slightly less than $0.08 per page. While the fee in that
opinion may not have Included the full cost of the labor involved in making copies, the
conclusion is relevant to this opinlon: even a nominal fee of $0.25 per page may be too
much for a public entity to charge for copies of public records under N.D.C.C.

‘ / § 44-04-18(2) if the total copying charge exceeds the public entity’s actual cost of making
the copies.

In reviewing a public entlity's actual cost of making photocoples of documents, it is helpful
to separate the fixed costs associated with each copy (materials, equipment and postage)
from the labor cost that will vary with each request. In the Board's response to the request
for this opinion, It indicates an average fixed cost of $0.03 per image, taking Into account
that some documents were copled on both sides of a page and that some documents
needed to be copled on legal sized paper. Thus, the actual cost to the Board of making
the coples requested by Ms, Weston, excluding labor, was $1.41 for the second request
(47 images [21 two-sided copies, 5 one-sided coples) at $0.03 per image) and $0.45 for
the third request (15 images [7 two-sided coples, 1 one-sided copy] at $0.03 per image),

for a total of $1.86.

With regard to the labor expense incurred by the Board in making the coples requested by
Ms. Weston, the Board indicated that a Board employee spent four minutes on each
request to make the copies. The hourly wage of the employee is $17.62, so the labor cost
for making the coples requested by Ms. Weston was $0.29 per minute for a total labor
expense of $2,32 (4 minutes for 2 requests at $0.29 per minute). The overall expense to
the Board of providing the copies requested by Ms. Weston was $4.18, but she was

charged a total of $11.90.
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OPEN RECORDS AND MEETINGS OPINION 2002-0-04

February 25, 2002
Page 4

It Is not clear how the Board determined the rates listed in its involces to Ms. Weston. The
three entries on each Invoice (first page, additional pages, and staff time) appear to reflect
duplicate charges for the labor expense to the Board for making the requested copies. In
response to this opinion request, the Board suggests its actual copying expense per page
is $0.32, based on its fixed cost of $0.03 per image and the labor charge of $0.29,

However, this figure is clearly in error because the Board's employee is able to make more

than one copy per minute on average.

In her request for this opinion, Ms. Weston disagrees with the higher rate of $1.00 for the
first page copled by the Board. However, this higher rate can be easlly understood. It
takes a certain amount of time for an employee to leave the employee's desk, make a
copy of a one-page document, and put the document in an envelope for maiiling to the
requester. The amount of time it takes for an employee to make and malil a requested
document does not double if the document is two pages long rather than one page.

Rather, the labor expense to a public entity for each additional page Is significantly less

than for the first page. This fact is proven in this case, where an employee spent roughly
the same amount of time (four minutes) to make 47 copies and 15 copies.

While a public entity may reasonably spread out the inltial labor cost over a number of
copies by charging a flat fee such as $0.25 per page, N.D.C.C. § 44-04-18(2) prohibits a
public entity from charging more than its actual expense in making the requested copies.
At some point, the flat fee for each additional copy may need to be reduced due to a
corresponding decrease in the time needed to prepare the copy.

The situation in this opinion Is very different from the situation in 1998 N.D. Op. Att'y Gen,
0-04, in which the public entity charged $1.00 per page for each page. In this case, Ms.
Weston was only charged that rate for the first page that was copled at her request. The
Board charged a significantly lower rate for each additional page. Nevertheless, the
overall charge to Ms. Weston exceeded the Board's actual cost of making the requested

coples and it is my opinion the Board violated N.D.C.C. § 44-04-18(2).

Although the amount of the copying fee at Issue in this case Is small and out of proportion
to the time spent responding to the request, | am hopeful this opinion will be instructive on
the copying fee public entities are permitted to charge under N.D.C.C. § 44-04-18(2),

CONCLUSION

The North Dakota Board of Nursing violated N.D.C.C. § 44-04-18 by charging a fee for
copies of open public records that exceeded the Board's actual cost of making the

requested coples.
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STEPS NEEDED TO REMEDY VIOLATION

Ms. Woston has already paid $8.15 for coples of records and the Board has given her an
invoice for an additional $3.76. The total fee the Board should have charged for the two
requests, as computed In this opinion, is $4.18. Accordingly, the Board needs to cancel its
second involce and refund Ms. Weston her overpayment of $3.97 ($8.15 - $4,18),

Failure to take the corrective measures described in this opinion within seven days of the
date this opinion is issued will result ih mandatory costs, disbursements, and reasonable
attorney fees if the person requesting the opinion prevalis in a civil action under N.0.C.C. §
44-04-21.2. N.D.C.C. §44-04-21.1(2). It may also result in parsonal liability for the person

or persons responsible for the noncompliance. Id.

Wayne Stenehjem
Attorney General

Assisted by: James C. Fleming
Assistant Attorney General
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SN HIPAA privacy rule. A reference to section 23-05.5-05, which Is repealed by this bill, is ‘
deleted. |

Section 8 amends section 23-07.6-07, which relates to civil liability for
unauthorized disclosure, is amended by deleting references two sections of the Century
Code that are repealed, and by repealing an unnecessary sentence regarding the
burden of proof — a preponderance of evidence — which is generally applicable in a clvil
action.

Section 8 amends section 23-07.5-08, which provides a criminal penalty for
unlawful disclosure of individually identiflable information regarding the results of a test
for HIV. The amended section now applies to a person who “knowingly” discloses the
results of a test in violation of the chapter, and fnsfead of referring to the harm to the

subject, applies if the offense is committed “with intent to disclose the identity of the .

individual who was tested.”

Section 10 amends subsection 3 of section 23-07.7-02 by removing a reference

to seglg(\égz%s-oa. which is repealed by section 25 of this bill.
Dg.(v* Section 11 amends 23-12-14 relating to coples of health care records.
?09)\(3 Subsection 1 is amended to refer to a "health care provider” rather than a “medical
provider” since that is the term used in the federal HIPAA privacy rule. The second
sentence of subsection 1 is removed because It is unnecessary., Subdivision a of
subsection 1 is amended to refer to “health care” rerecords rather than "medical

rerecords,” the terminology used in the federal privacy rule.

‘Subdivislon b of subsection 1, relating to the cost of a copy of health care records

provided to an individual (fdr'a purpose other than disclosure to another provider for .
(. 7
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v -~ treatment), is repealed. The HIPAA privacy rule contains detailed limitations on the
charges for providing a copy of health care records to a patient.

Subsection 2 (a), which provides that an authorization to disclose an individual's
health care records is limited to the time specified, but no longer than three years, is
repealed. The federal HIPAA privacy rule does not impose any time limit on the period
during which an authorization is legally valid. In some cases, an individual may
authorize the disclosure of their individual information regarding diabetes, asthma, or
cancer to a semi-permanent research database. Since an individual may revoke their
consent at any time, and since the legislative history of this provision shows that the
current three-year time limit was intended to extend the period of an authorization, the
subdivision is repealed.

Subsection 2(b) authorizing a patient to revoke their authorization at any time
also Is repealed; this right is clearly established under the federal privacy rule.

Subsection 3, which provides that a health care provider may disclose a
' patient's health care recurds to another provider “during the time necessary to complete
a patlent's course of treatment” and conclude all medical and payment transactions
related to the individual, is repealed. Under the federal HIPAA privacy rule, a heaith
care provider and a health plan may use protected heaith information for treatment or
,‘ payment without the consent of the patient. Therefore, this subsection is unnecessary.

Subsection 4 provides that it is “not a prohibited practice” for a health insurance
company with participating provider agreement to require that subscribers or members
are responsible for providing the insurer with coples of health care records used for

v claims processing when an individual uses a nonparticipating provider. This provision,
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which relates to insurance law, Is transferred to section 26.1-04-03 by section 16 of this .
bill,

Section 12 amends section 23-16-09, which relates to individually identifiable
health information obtained by the Department of Heaith in the course of a survey or
inspection of a hospital, nursing home, or similar facility. This section, which was
enacted in 1947, permits disclosure of information to a social service agency relating to
a newborn without an authorization from the newborn's parents. Such a broad
disclosure is not permitted under the federal privacy rule — which preempts any
provision of state law that is contrary to the rule's requirements (unless the state Ian is
“more stringent” with respect to the disclosure of protected health information).

Section 13, which amends section 25-01.3-01, adds a new d_efinition of
individually identifiable heaith information and personal representative (adopted from ‘
the federal HIPAA privacy regulation) to clarify the class of information and the persons
to whom information about an individual with a developmental disability may be used or
disclosed.

Section 14, amends subsection 1 of section 26-01.3-10, to clarify the legal
authority to disclose information about an individual with a developmental disability (or
as defined by federal law, a person with a “disability”). Specifically, the terminology is
amended to refer to "individually identifiable health information,” an “authorization” for
"disclosure," and “personal representative,” which are the terms used in the federal
HIPAA privacy rule. This subsection Is also amended to permit disclosure as otherwise

authorized by this chapter, or any other state or federal law. (Subdivision ¢, of

subsection 10, section 25-01.3-10.) .
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m Provision of Access - § 164,524(c)

HIPAA Home Implementation specifications: provision of access. If the covered entity
provides an Individual with access, in whole or in part, to protected health
information, the covered entity must comply with the following requirements.

Sign Up for

F Mall Alert 1. Providing the access requested. The covered entity must provide the

‘ access requested by Individuals, including inspection or obtaining a

IPAA Message copy, or both, of the protected heaith information about them in
oard designated record sets. If the same protected health information that is
the subject of a request for access is maintained in more than one

Recent designated record set or at more than ore location, the covered entity

need only produce the protected health information once in response to

Developments
a request for access.

Training &
Compliance
Products

2. Form of access requested.

i. The covered entity must provide the Individual with access to the
protected health information in the form or format requested by
the individual, if it is readily producible in such form or format; or,
if not, in a readable hard copy form or such other form or format
as agreed to by the covered entity and the individual.

HIPAA Self

Assessment and . The covered entity may provide the individual with a summary of
Compliance the protected health information requested, in lisu of providing
access to the protected health inforrnation or may provide an

Final explanation of the protected health information to which access
Changes to has been provided, If.
HIPAA Regs

A. The Individual agrees in advance to such a summary or
CMS Covered explanatlon; and
Entity Decislon
Tool B. The individual agrees in advance to the fees imposed, if

any, by the covered entity for such summary or
Qegulatlons By explanation,
Toplc
3. Time and manner of access. The covered entity must provide the

Media Guide
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' Training Q & A access as requested by the Individual in a timely manner as required by
paragraph (b)(2) of this section, including arranging with the individual
HIPAA Statutes for a convenient time and place to inspect or obtain a copy of the
...& Regulations protected health information, or malling the copy of the protected health
. Information at the individual's request. The covered entity may discuss
HIPAA Links & the scope, format, and other aspects of the request for access with the .
Preemption individual as necessary to facllitate the timely provision of access.

Contacts 4. Fees. If the Individual requests a copy of the protected health
information or agrees to a summary or explanation of such Information,

..the covered entity may impose a reasonable, cost-based fee, provided

Website Survey &&%at the fee Includes only the cost of;

N

A

X
\)\zy ll. Postage, when the individual has raquested the copy, or the
summary or explanation, be mailed; and

I Copyling, Including the cost of supplies for and labor of copying,
the protected health information requested by the individual;

ili. Preparing an explanation or summary of the protected health
inforrnation, If agreed to by the individual as required by
paragraph (¢)(2)(il) of this section.

HHS Description
Provision of Access

In the NPRM, we proposed to require covered health care providers and health
plans, upon accepting a request for access, to notify the individual of the
decislon and of any steps necessary to fulfill the request; to provide the
information requested In the form or format requested, if readily producible In
such form or format; and to fa sllitate the process of inspection and copying.

Wea generally retain the proposed approach In the final rule. If a covered entity
accepts a request, in whole or in part, it must notify the Individual of the
declsion and provide the access requested. Individuals have the right both to
Inspect and to copy protected health information in a designated record set.
The individual may choose whether to inspect the information, to copy the

information, or to do both.

In the final rule, we clarify that if the same protected health information Is
maintalned in more than one designated record set or at more than one
location, the covered entity Is required to produce the information only once
per request for access. We Intend this provision to reduce covered entities'
burden in complylng with requests without reducing Individuals’ access to
protected health Information. We note that summary information and reports
are not the same as the underlying information on which the summary or
report was based, Individuals have the right to obtain access both to
summaries and to the underlying information, An individual retains the right of
access to the underlying information even if the individual requests access to,
or production of, a summary. (See below regarding requests for summarles.)

The covered entity must provide the information requested in the form or

format requested If It Is readily producible in such form or format. For example,

If the covered entity maintains health Information electronically and the

Individual requests an electronic copy, the covered entity must accommodate

such request, if possible. Additionally, we specify that If the Information s not .
available In the form or format requested, the covered entity must produce a

readily readable hard copy »f the information or another form or format to

which the individual and covered entity can agree. If the individual agrees,

Including agreeing to any assoclated fees (see below), the covered entity may
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L3

provide access to a summary of information rather than all protected health
information In designated record sets. Similarly, a covered entity may provide
an explanation In addition to the protected health information, if the individual
agrees In advance to the explanation and any assoclated fees.

) The covered entity must provide the access requested in a timely manner, as
described above, and arrange for a mutually convenient time and place for the
individual to Inspect the protected health information or obtaln a copy. If the
individual requests that the covered entity mail a copy of the information, the
covered entity must do so, and may charge certain fees for copying and
malilng. For requests to Inspect information that is maintained electronically,
the covered entity may print a copy of the information and allow the Indlvidual
to view the print-out on-site. Covered entities may discuss the request with the
individual as necessatry to facilitate the timely provision of access. For
example, if the individual requested a copy of the information by mall, but the
covered entity is able to provide the information faster by providing it
electronically, the covered entity may discuss this option with the individual.

We proposed in the NPRM to permit the covered entity to charge a
reasonable, cost-based fee for copying the information,

We clarlfy this provision in the final rule. if the individual requests a copyof
protected health information, a covered entity may charge a reasonable, cost-
based fee for the copying, Including the labor and supply costs of copying. if
hard copies are made, this would include the cost of paper. If electronic copies
are made to a computer disk, this would include the cost of the computer disk.
Covered entities may not charge any fees for retrieving or handling the
information or for processing the request. If the individual requests the
information to be mailed, the fee may include the cost of postage. Fees for
« copying and postage provided under state law, but not for other costs excluded
. under this rule, are presumed reasonable. If such per page costs include the
\ ‘ cost of retrieving or handling the information, such costs are not acceptable

under this rule.

If the Individual requests an explanation or summary of the information
provided, and agrees In advance to any assoclated fees, the covered entity
may charge for preparing the explanation or summary as well,

The inclusion of a fee for copying is not intended to impede the abillty of
individuals to copy their records. Rather, it is intended to reduce the burden on
covered entities. If the cost Is excessively high, some individuals will not be
able to obtain a copy. We encourage covered entities to limit the fee for
copying so that it is within reach of all individuals.

We do not intend to affect the fees that covered entities charge for providing
protected heaith information to anyone other than the Individual, For example,
we do not Intend to affect current practices with respect to the fess one health
care provider charges for forwarding records to another health care provider

for treatment purposes.

HHS Response to Comments Received
Provision of Access

Note: The HHS Response to Comments Recelved is the same as in §
164.524(a)

V Comment. Some commenters recommended that there be no access to
disease reglstries.

Response: Most entities that maintain disease registries are not covered
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entities under this regulation; examples of such non-covered entities are public
health agencies and pharmaceutical companles. If, however, a disease
reglstry Is maintained by a covered entity and is used to make decisions about
individuals, this rule requires the covered entity to provide access to
information about a requesting indlvidual unless one of the rule's conditions for
dential of access Is met. We found no persuasive reasons why disease
registries should be given special treatment compared with other information
that may be used to make declsions about an individual.

Comment. Some commenters stated that covered entities should be held
accountable for access to information held by business partners so that
individuals would not have the burden of tracking down their protected health
information from a business partner. Many commenters, including Insurers and
academic medical centers, recommended that, to reduce burden and
duplication, only the provider who created the proteciad health information
should be required to provide individuals access to the information.
Commenters also asked that other entities, including business assoclates, the
Medicare program, and pharmacy benefit managers, not be required to
provide access, in part because they do not know what informatioi the
covered entity already has and they may not have all the information
requested. A few commenters also argued that billing companies should not
have to provide access because they have a fiduclary responsibility to their
physiclan clients to maintain the confidentlality of records.

Response: A general principle In responding to all of these points is that a
covered entity is required to provide access to protected heaith information in
accordance with the rule regardless of whether the covered entity created such
information or not. Thus, we agree with the first point: In order to meet its
requirements for providing access, a covered entity must not only provide
access to such protected health information it holds, but must also provide
access to such information in a designated record set of its business
assoclate, pursuant to its business assoclate contract, unless the information
Is the same as information maintained directly by the covered entity. We
require this because an individual may not be aware of business assaciate
relationships. Requiring an individual to track down protected health
information held by a business assoclate would significantly limit access. In
addition, we do not permit a covered entity to limit its duty to provide access by
giving protected health information to a business associate.

We disagree with the second point. if the individual directs an access request
to a covered entity that has the protected health information requested, the
covered entity must provide access (unless It may deny access In accordance
with this rule). in order to assure that an Individual can exerclse his or her
accass rights, we do not require the individual to make a separate request to
each originating provider, The originating provider may no longer be in
business or may no longer have the information, or the non-originating
provider may have the Information in a modified or enhanced form.

We disagree with the third point: other entities must provide access only if they
are covered entities or business assoclates of covered entitles, and they must
provide access only to protected health information that they maintain (or that
their business associates maintain), It would not be efficlent to require a
covered entity to compare another entity's information with that of the entity to
which the request was addressed. (See the discusslon regarding covered
entitles for information about whether a pharmacy benefit manager is a

covared entity, )

We disagree with the fourth point: a billing company will be required by its .
business associate contract only to provide the requested protected heatth

Information to its physlcian client, This action will not viclate any fiduciary
responsibllity. The physliclan client would in turn be required by the rule to
provide access to the Individual.
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Comment: Some commenters asked for clarification that the clearinghouse
function of turning non-standardized data into standardized data does not
craate non-duplicative data and that "duplicate” does not mean “identical.” A
few commenters sugg ested that duplicated information In a covered entity's
designated record set be supplied only once per request.

Response: We conslider as duplicative information the same information in
different formats, media, or presentations, or which have been standardized.
Business assoclates who have materially altered protected health information
are obligated to provide Individuals access to it. Summary Information and
reports, including those of lab results, are not the same as the underlying
information on which the summaries or reports were based, A clean document
is not a duplicate of the same document with notations. If the same information
is kept In more than one location, the covered entity has to produce the
information only once per request for access.

Comment: A few commenters suggested requiring covered entities to disclose
to third parties without exception at the requests of individuals. It was argued
that this would facllitate disability determinations when third parties need
information to evaluate individuals' entitlement to benefits. Commenters
argued that since covered entities may deny access to individuals under
certain circumstances, individuals must have another method of providing third
parties with thelr protected heaith information.

Response: We allow covered entities to forward protected health Information
about an individual to a third party, pursuant to the individual's authorization
under § 164.608. We do not require covered entities to disclose information
pursuant to such authorizations because the focus of the rule Is privacy of
protected health Information. Requiring disclosures in all circumstances would
be counter to this goal. In addition, a requirement of disclosing protected
health information to a third party is not a necessary substlitute for the right of
access to individuals, because we allow denia! of access to individuals under
rare clrcumstances, However, If the third party Is a personal representative of
the individual in accordance with § 164,502(g) and there is no concern
regarding abuse or harm to the individual or another person, we require the
covered entity to provide access to that third party on the individual's behalf,
subject to specific imitations. We note that a personal representative may
obtain access on the individual's behalf in some cases where covered entity
may deny access to the individual. For example, an inmate may be denled a
copy of protected health information, but a personal representative may be
able to obtain a copy on the individual's behalf. See § 164.502(g) and the
corresponding preambie discussion regarding the ability of a personal
representative to act on an Individual's behalf.

Comment; The majority of commenters supported granting individuals the right
to access protected health information for as long as the covered entity
maintains the protected health information; commenters argued that to do
otherwise would interfere with existing record retention taws. Some
commenters advocated for limiting the right to Information that is less than one
or two years old. A few commenters explained that frequent changes in
technology makes it more difficult to access stored data. The commenters
noted that the information obtained prior to the effective date of the rule should

not be required to be accessible.

Response. We agree with the majority of commenters and retain the proposal
to require covered entities to provide access for as long as the entity maintalns
the protected health information. We do not agree that information created
prior to the effective date of the rule should not be accesslible. The reasons for
granting Individuals access to Information about them do not vary with the date

the Information was created.

Comment: A few commenters argued that there should be no grounds for
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denying access, stating that indlviduals should always have the right to inspect
and copy their protected health information.

*

; Response: While we agree that in the vast majority of Instances individuals

ﬁ‘ \ should have access to information about them, we cannot agree that a blanket
rule would be appropriate. For example, where a professional familiar with the ‘
particular circumstances believes that providing such access Is likely to
endanger a person's life or physical safety, or where granting such access
would violate the privacy of other Individuals, the benefits of allowing access
may not outweigh the harm. Simllarly, we allow denlal of access where
disclosure would reveal the source of confidential iInformation because we do
not want to interfere with a covered entity's ability to maintaln implicit or expliclt

promises of confidence.

We create narrow exceptions to the rule of open access, and we expent
covered entities to employ these exceptions rarely, if at all. Moreover, we
require covered entlties to provide access to any protected health Information
requested after excluding only the information that Is subject to a denial, The
categorles of permissible denlals are not mandatory, but are a means of
preserving the flexibility and judgment of covered entities under appropriate

clrcumstances.

Comment. Many commenters supported our proposal to allow covered entitles
to deny an individual access to protected health information If a professional
determines either that such access Is likely to endanger the life or physical
safety of a person or, if the Information is about another person, access s
reasonably likely to cause substantial harm to such person.

Some commenters requested that the rule also permit covered entities to deny
a request If access might be reasonably likely to cause psychologlcal or mental
harm, or emotional distress. Other commenters, however, were particularly
concerned about access to mental health information, stating that the lack of
access creates resentment and distrust in patients.

Response: We disagree with the comments suggesting that we expand the
grounds for denlal of access to an individual to include a likelihood of
psychological or mental harm of the individual. We did not find persuasive
evidence that this is a problem sufficient to outwelgh the reasons for providing
open access. We do allow a denlal for accevs based on a likelihood of
substantial psychologlcal or mental harm, but only if the protected health
informatlon Includes Information about another person and the harm may be
inflicted on such other person or if the person requesting the access is a
personal representative of the individual and the harm may be Inflicted on the

indlvidual or another person,

We generally agree with the commenters concerns that denying access
specifically to mental health records could create distrust. To balance this
concern with other commenters' concerns about the potential for psychological
harm, however, we exclude psychotherapy notes from the right of access. This
Is the only distinction we make between mental health information and other
types of protected health information ih the access provisions of this rule.
Unlike other types of protected health information, these notes are not widely
dlsseminated through the health care system. We believe that the Individual's
privacy Interests In having access to these notes, therefore, are outweighed by
the potentlal harm caused by such access. We encourage covered entities that
maintain psychotherapy notes, however, to provide individuals access to these

notes when they belleve it Is appropriate to do so.

Comment. Some commenters believed that there is a potential for abuse of the .
provision allowing denlal of access because of likely harm to self. They
questioned whether there Is any experience from the Privacy Act of 1974 to
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suggest that patients who requested and recelved their records have ever
endangered themselves as a result,

Response: We are unaware of such problems from access to records that
have been provided under the Privacy Act but, since these are private matters,
such problems might not come to our attention. We believe it is more prudent
to preserve the flexibitity and judgment of health care professionals familiar
with the individuals and facts surrounding a request for records than to impose

the blanket rule suggested by these commenters.

Comment, Commenters asserted that the NPRM did not adequately protect
vulnerable Individuals who depend on others to exercise their rights under the
rule. They requested that the rule permit a covered entity to deny access when
the information Is requested by someone other than the subject of the
information and, in the opinion of a licensed health care professlonal, access
to the information could harm the Individual or another person.

Response. We agree with the commenters that such protection is warranted
and add a provision In § 164.524(a)(3), which permits a covered health care
provider to deny access If a personal representative of the individual is making
the request for access and a licensed health care professional has determined,
in the exercise of professional jJudgment, that providing access to such
personal representative could result In substantial harm to the individual or
another person. Access can be denled even if the potential harm may be
Inflicted by someone other than the personal representative.

This provision is designed to strike a balance between the competing interests
of ensurihg access to protected health information and protecting the individual
or others from harm. The “substantial harm” standard will ensure that a
covered entity cannot deny access in cases where the harm is de minimus.

The amount of discretion that a covered entity has to deny access to a
personal representative Is generally greater than the amount of discretion that
a covered entity has to deny access to an Indlividual. Under the final rule, a
covered entity may deny access to an individual if a licensed health care
professional determines that the access requested is reasonably likely to
endanger the life or physical safety of the individual or another person. In this
case, concerns about psychological or emotional harm would not be sufficient
to Justify denlal of accass. We establish a relatively high threshold because we
want to assure that individuals have broac access to health information about
them, and due to the potential harm that comes from denial of access, we
betleve denials should be permitted only in limited cir¢umstances.

The final rule grants covered entities greater discretion to deny access to a
personal representative than to an Individual in order to provide protection to
those vulnerable people who depend on others to exerclse thelr rights under
the rule and who may be subjected to abuse or neglect. This provision applies
to personal representatives of minors as well as other individuals. The same
standard for denial of access on the basis of potential harr. that applies to
personal representatives also applles when an individual is seeking access to
his or her protected health information, and the information makes reference to
ancther person. Under these circumstances, a covered entity may deny a
request for access If such access is reasonably likely to cause substantial
harm to such other person. The standard for this provision and for the
provision regarding access by personal representatives Is the same because
both circumstances Involve one person obtaining Information about another
person, and in both cases the covered entity Is batancing the right of access of
one person against the right of a second person not to ke harmed by the

disclosure.

Under any of these grounds for denlal of access to protected health
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information, the covered antity Is not required to deny access to a personal
representative under these clroumstances, but has the discretion to do so.

abusive or potentially abusive situations In the section regarding personal
representatives by glving covered entities discretion to not recognize a person
as a personal representative of an Individual If the covered entity has a
reasonable belief that the individual has been subjected to domestic violence,
abuse, or neglect by or would be in danger from a person seeking to act as the

personal representative. (See § 164.502(g))

In addition to denlal of access rights, we also address the concerns ralsed by

Comment; A number of commenters were concerned that this provision would
lead to liability for covered entities if the release of information results in harm
to Individuals. Commenters requested a “good faith" standard in this provision
to relieve covered entities of liabllity If individuals suffer harm as a result of
seeing their protected health information or If the information is found to be
erroneous. A few commenters suggested requiring providers (when applicable)
to Include with any disclosure to a third party a statement that, in the provider's
opinion, the information should not be disclosed to the patient,

Response. We do not intend to create a new duty to withhold information nor
to affect other laws on this issug. Some state laws Include policles similar to
this rule, and we are not aware of liability arising as a resuit.

Comment. Some commenters suggested that both the individual's health care
professional and a second professional in the relevant field of medicine should
review each request. Many commenters suggested that individuals have a
right to have an independent review of any denlal of access, e.g., review by a
health care professional of the Individual's choice.

Response: We agree with the commenters who suggest that denial on
grounds of harm to self or others should be determined by a health

professional, and retain this requirement in the final rule, We disagree,
however, that all denlals should be reviewed by a professional of the
individual's cholce. We are concerned that the burden such a requirement
would place on covered entities would be significantly greater than any
benefits to the individual. We believe that any health professlonal, not just one
of the individual's choice, will exercise appropriate professional judgment. To
address some of these concerns, however, we add a provision for the review
of denials requiring the exercise of professional Judgment. If a covered entity
denles access based on harm to self or others, the individual has the right to
have the denial reviewed by another health care professional who did not
participate in the original decision to deny access.

Comment. A few commenters objected to the proposal to allow covered
entities to deny a request for access to health Information if the information
was obtained from a confidential source that may be revealed upon the
Individual's access. They argued that this cou'd be subject to abuse and the
information could be inherently less rellable, making the patient's access to it

even more important.

Response: While we acknowledge that information provided by confidential

sources could be inaccurate, we are concerned that allowing unfetltered

access to such information could undermine the trust between a health care

provider and patients other than the individual. We retain the proposed policy

because we do not want to interfere with a covered entity’s abllity to obtain

important Information that can assist in the provision of health care or to

maintaln implicit or explicit promises of confidence, which may be necessary to .
obtain such information. We bellieve the concerns ralsed about abuse are

mitigated by the fact that the provision does not apply to promises of

confidentlality made to a heaith care provider. We note that a covered entity
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may provide access to such information.

Comment. Some commenters were concerned that the NPRM did not allow
access to information unrelated to treatment, and thus did not permit access to

research information.

Response: In the final rule, we eliminate the proposed speclal provision for
“research Information unrelated to treatment.” The only restriction on access to
research information in this rule applies where the Indlvidual agrees In
advance to denlal of access when consenting to participate In research that
includes treatment. In this circumstancs, the individual's right of access to
protected health information created in the course of the research may be
suspended for as long as the research s in progress, but access rights resume
after such time, In other Instances, we make no distinction between research
Information and other information in the access provisions in this rule,

Comment. A few commenters supported the proposed provision temporarily
denying access to Information obtained during a clinical trial if participants
agreed to the denlal of access when consenting to participate In the trial. Some
commenters believed there should be no access to any research Information.
Other commenters believed denial should occur only If the trial would be
compromised. Several recommended conditioning the provision. Some
recommended that access expires upon completion of the trial unless there is
a health risk, A few commenters suggested that access should be allowed only
if It is included in the informed consent and that the informed consent should
note that some Information may not be released to the Indlvidual, particularly
research information that has not yet been validated. Other commenters
belleved that there should be access If the research Is not subject to IRB or
privacy board review or if the information can be disclosed to third parties.

Response: We agree with the commenters that support temporary denial of
access to Information from research that includes treatment If the subject has
agreed in advance, and with those who suggested that the denlal of access
expire upon completion of the research, and retain these provisions in the final
rule. We disagree with the commenters who advocate for further denial of this
information. These comments did not explain why an individual's interest in
access to health information used to make decisions about them is less
compelling with respect to research informi-tion. Under this rule, all protected
health Information for research Is subject either to privacy board or IRB review
unless a speclfic authorization to use protected health information for research
Is obtalned from the Individual, Thus, this Is not & criterlon we can use to

determine access rights.

Comment. A tew commenters believed that it would be "extremely disruptive of
and dangerous" to patients to have access to records regarding their current
care and that state Jaw provides sufficient protection of patients' rights in this

regard.

Response: We do not agree. Information about current care has immediate
and direct impact on Individuals, Where a health care professional familiar with
the circumstances belleves that it is reasonably likely that access to records
would endanger the life or physical safety of the Individual or another person,
the regulation allows the professional to withhold access.

Commoent; Several commenters requested clarification that a patient not be
denled access to protected health information because of failure to pay a blll. A
few commenters requested clarification that entities may not deny requests
simply because producing the information would be too burdensome.

Response: We agree with these comments, and confirm that neither fallure to
pay a blll nor burden are lawful reasons to deny access under this rule,
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Covered entities may deny access only for the reasons provided in the rule,

Comment. Some commenters requested that the final rule not include detalled
T procedural requirements about how to respond to requests for access, Others
made specific recommendations on the procedures tor providing access,
Including requiring written requests, requiring speclific requests instead of
blanket requests, and limiting the frequency of requests. Commenters
generally argued against requiring covered entities to acknowledge requests,
except under certaln circumstances, because of the potential burden on

entitles.

Response: We Intend to provide sufficlent procedural guidelines to ensure that
individuals have access to thelr protected health Information, while maintaining
the flexibllity for covered entities to imptement policies and procedures that are
appropriate to thelr needs and capabilities. We belleve that a limit on the
frequency of requests Individuals may make would arbitrarily infringe on the
Individual's right of access and have, therefors, not included such a limitation.
To limit covered entities' burden, we do not require covered entitles to
acknowledge receipt of the indlviduals' requests, other than to notify the
individual once a decision on the request has been made. We also permit a
covered entity to require an individual to make a request for access In writing
and to discuss a request with an Individual to clarify which information the
individual is actually requesting. If individuals agree, covered entities may
provide access to a subset of information rather than all protected health
information in a designated record set. We belleve these changes provide
covered entities with greater flexibility without compromising individuals’

access rights.

Comment. Commenters offered varying suggestions for required response
time, ranging from 48 hours because of the convenlence of electronic records
to 60 days because of the potential burdun, Others argued against a finite time
period, suggesting the response time be based on mutual convenience of
covered entities and Individuals, reasonableness, and exigencies.
Commenters also varied on suggested extenslon periods, from one 30-day
extension to three 30- day extensions to one 90-day extension, with special

provisions for off-site records.

Response. We are Imposing a time limit because Individuals are entitied to
know when lo expect a response. Timeiy access to protected health
informatlon Is Important because such information may be necessary for the
individual to obtaln additional health care services, insurance coverage, or
disability benefits, and the covered entity may be the only source for such
information. To provide additional flexibllity, we eliminate the requirement that
access be provided as soon as possible and we lengthen the deadline for
access to off-site records. For on-site records, covered entities must act on a
request within 30 days of receipt of the request. For off-site records, entities
must complete action within 60 days. We also permit covered entities to
extend the deadiine by up to 30 days If they are unable to complete action on
the request within the standard deadline. These time limits are intended to be
an outside deadline rather than an expectation. We expect covered entities to
be attentive to the circumstances surrounding each request and respond In an

approprliate time frame.

Comment: A few commenters suggested that, upon individuals' requests,
covered entities should be required to provide protected health information in a
format that would be understandable to a patient, including explanations of
codes or abbreviations, The commenters suggested that covered entities be
permitted to provide summaries of pertinent Information instead of full coples
of records; for example, a summary may be more helpiu! for the patient's
purpose than a serles of indeclpherable billing codes.

Response: We agree with these commenters' point that some health
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information is difficult 10 interpret. We clarify, therefore, that the covered entity
may provide summary Information in lleu of the underlying records. A summary
may only be provided if the covered entity and the Individual agres, in
advance, to the summary and to any fees imposed by the covered entity for

~ providing such summary. We similarly permit a covered entity to provide an

explanation of the information. If the covered entity charges a fee for providing
an explanation, It must obtaln the Individual's agreement to the fee in advance.

Comment. Though there were recommendations that fees be limited to the
costs of copying, the majority of commenters on this topic requested that
covered entities be able to charge a reasonable, cost-based fee. Commenters
suggested that calculation of access costs involve factors such as labor costs
for verification of requests, labor and software costs for logging of requests,
labor costs for retrieval, labor costs for copying, expense costs for copying,
capital cost for copying, expense costs for mailing, postal costs for malling,
billing and bad-debt expenses, and labor costs for refiling. Several
commenters recommended specific fee structures,

Response. We agree that covered entities should be able to recoup their
reasonable costs for copylng of protected health information, and include such
provision in the regulation. We are not specifying a set fee because copying
costs could vary significantly depending on the size of the covered entity and
the form of such copy (e.g., paper, electronic, film). Rather, covered entities
are permitted to charge a reasonable, cost-based fee for copying (including the
costs of supplies and labor), postage, and summary or explanation (if
requested and agreed to by the individual) of information supplied. The rule
limits the types of costs that may be imposed for providing access to protected
health information, but does not preempt applicable state laws regarding
specific allowable fees for such costs. The Inclusion of a copying fee Is not
intended to Impede the ability of individuals to copy thelr records.

U Comment. Many commenters stated that if a covered entity denles a request

for access because the entity does not hold the protected health information
requested, the covered entity should provide, if known, the name and address
of the entity that holds the Information. Some of these commenters additionally
noted that the Uniform Insurance Information and Patient Protection Act,
adopted by 16 states, already Imposes this notification requirement on
insurance entlties. Some commentars also suggested requliring providers who
leave practice or move offices to inform Individuals of that fact and of how to

obtain their records.

Response: We agree that, when covered entities deny requests for access
because they do not hold the protected health information requested, they
should inform Individuals of the holder of the information, if known; we include
this provision in the final rule. We do not require health care providers to notify
all patients when they move or leave practice, because the volume of such

notifications would be unduly burdensome.
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