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D Conference Committee 

Personal representatives relating to internet accounts, workplace privacy of social media 
accounts 

Minutes: 1-5 

Representative Ben Hanson, District 16: Refer to written testimony, attachment 1. 
Distributed attachments 2, 3, and 4. Elaborated on written testimony. 

I would be open to amendments to better define some of the terms involved, especially the 
word social networks. You have information in front of you, and I can provide you with 
more. Six states have passed similar legislation this year, and it has been tried at the 
federal level but has not passed yet. It is a bipartisan issue. 

4:03 Representative Ruby: With this language, what would prevent an employer from 
doing some social network snooping or creeping? There are ways to seek people out. 
You're not privy to all their information. Would this prevent some of the searching? 

Representative Ben Hanson: No, it would not, because that information is made public 
and is chosen by the individual to be made public. What this bill would do is to prevent that 
which is private from being intruded upon by said employer. Privacy settings are the choice 
of those individuals, and if the information can be accessed viewed by the employer, it will 
be as the information has been made public. 

5:07 Chairman Keiser: I saw a news segment about people who have died wanted to 
keep a web presence for posterity. Would this preclude that? 

Representative Ben Hanson: It would not. We should check with Legislative Council, but 
their inheritors would have to abide by their will. 

Chairman Keiser: What if they don't? 
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Representative Ben Hanson: Whatever they are giving to them in the inheritance, it 
would be done by clause, so it is implied to me that whatever is in the will would have to be 
obeyed by said inheritors. 

6:05 Representative Beadle: Section 1 does not have much language. Is it safe to say 
that the intent is that the social media provider, such as F acebook, does not take over 
ownership of the account if someone dies, but rather the descendants or inheritors by will 
or whatever would have access to it? Is that the intention of Section 1? 

Representative Ben Hanson: That is correct. That includes social media accounts for 
their business, should they conduct business through a social networking page. 

6:52 Representative Ruby: Employers often make background checks, drug screenings, 
and so on, and some of those are much more invasive than requesting something on a 
social networking site. Why do you think this is more protective than background checks 
and criminal history? 

Representative Ben Hanson: It is a bit of a gray area. I find the answer in the question. 
The background checks, etcetera, tend to revolve around information that is public. 

7:53 Representative N. Johnson: If I read this correctly, it also has that an employee 
cannot download to their personal accounts information which is proprietary to employers. 
Is that accurate? Top of page 3, lines 2 and 3. That's employer protection for proprietary 
information. 

Representative Ben Hanson: That is correct. 

8:52 Chairman Keiser: Since it is an employer's proprietary information or financial data, 
you cannot download it to a personal website or a social networking site. But there are 
other types of sites to which an employee could download the information? Is that a good 
thing that they're stealing proprietary information? 

Representative Ben Hanson: That is correct. Certainly stealing proprietary information is 
not a good thing, but I think that individual case is up to the employer or maybe for a 
separate bill. 

Representative Becker: To me, Section 1 seems incomplete. 

Representative N. Johnson: In the Century Code, section 30.1-18-15 covers the duties 
and responsibilities of a personal representative in the case that someone has passed 
away. This adds another duty which they are permitted to do. 

10:34 Chairman Keiser: If an employee is using a company computer to view their own 
site, does the employer have access to that information once it happens? 

Representative Ben Hanson: Depending on the computer system, for the most part not 
to my knowledge. Again, that could go back to logging into a personal e-mail, banking 
information, and so on. 
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Chairman Keiser: But they are doing it on my company's computer on my company's 
time, time which they are being paid for. 

Representative Ben Hanson: Correct. If you are not allowing them to do that, then they 
are prohibited from doing that as your employee. 

Chairman Keiser: If they do it, do I have access to it? 

Representative Ben Hanson: No, they are simply prohibited from that activity. 

Support: 

Opposition: 

12:18 Pat Ward, attorney with the law firm of Zuger, Kirmis, and Smith, representing 
the Motion Picture Association of America: Refer to written testimony, attachment 5. 
The Motion Picture Association of America urges a do not pass or an amendment 
concerning Section 1. 

Representative Beadle: If my father has a collection of DVDs, and he passes away, am I 
allowed to take possession of those DVDs? 

Pat Ward: Yes, if they had been paid for. 

Representative Beadle: If I assume that the content stored in an iTunes account is 
downloaded content which has been purchased through an iTunes account and was stored 
on the cloud service, or it was a DVD or Blu-ray I had purchased which included a digital 
copy which could be uploaded to my iPad. If that content is on a digital devise on the cloud 
service for ease of transport and my father who had that passes away, what is the 
difference? Why could I not have that content? 

16:09 Pat Ward: It would depend on the terms under which you have purchased it. If it is 
for your personal use, you are not to redistribute it to another person. We're saying that the 
way the bill is written now is that it is overly broad; it does not take into consideration all of 
those other issues that are being looked at by the Uniform Laws Committee. Section 1 is 
premature and overbroad. If you look at the language there, it is talking about uniform 
probate code, which is the powers and duties of a personal representative. The bill says 
take control of, conduct, continue, or terminate an account. If it was limited to taking control 
of for purposes of terminating the account, that would be one thing. But when it comes to 
passing on or distributing the content, it would have to be subject to whatever the 
contractual arrangements are with respect to that content. Our big concern is downloaded 
materials which have been taken illegally. 

Representative Beadle: If the content was taken illegally, it was unlawful for that person 
to possess it to begin with, correct? (Pat Ward agrees.) If the next person takes it and tries 
to do anything with it, it would still be unlawful for them to do anything with it. (Pat Ward 
agrees.) It would still be against the law for them to do something with it. Where is the fear 
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that they're going to start transferring it? It would still be illegal; this does not give them an 
exemption under the law. 

18:00 Pat Ward: They may not know how the material was obtained. 

Representative Boschee: Using that same story, if my father dies and I inherit his car but 
he had obtained the car illegally, I still have possession of it illegally, correct? (Pat Ward 
agrees.) How would that be different when it comes to digital information? 

Pat Ward: There are a lot fewer stolen cars being passed around than movies and music 
and other things where we worry about copyright infringement. 

Representative Beadle: If Section 1 of this bill were amended so that it included social 
networking websites or personal e-mail without cloud storage systems, would the Motion 
Picture Association of America have opposition? 

Pat Ward: I would have to get back to you. This is where we would urge caution because 
it is being looked at by the Uniform Law Commission, and they are very careful about how 
the vet laws. They are working on this now, and we expect that by June of this year that 
they will have some kind of model legislation. I have no problem with the concept of a 
personal representative to take on the account for the purpose of termination. I think there 
is a lot more to be considered than these three lines. 

22:28 Representative Kasper: Who is the Uniform Law Commission, how long has it 
been in existence, and do they do model legislation for all fifty states? 

Pat Ward: Please talk to Representative Klemin about that. It has been around a long 
time, and they work on a lot of issues. When I was in law school, North Dakota had 
adopted more Uniform Laws than any other state. All fifty states use it. 

Chairman Keiser: We do pay a fee to belong to it, and we pay to send representatives to 
the meeting. 

21:33 Representative Boschee: The purpose of the ULC is so that the federal 
government does not have to create laws, so that the laws are created at the state level 
versus the federal government interfering .. 

Neutral: 

22:20 Hearing closed 

Motion on a do not pass: Motion made by Representative Kasper and seconded by 
Representative Frantsvog. 

22:42 Representative N. Johnson: I am going to resist that motion. There is a lot other 
stuff in here other than the first section that is good and would be appropriate to take a look 
at. 
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Representative Beadle: I am going to resist that motion as well. If we resist this motion, I 
would like am amendment on the first section just in case there in any discussion on the 
floor about it. I'd like to put in there that this does not include services that include cloud 
storage systems. 

Chairman Keiser: If the motion is defeated, then we will hold the bill over until you get the 
amendment. 

Representative Kasper: I do not have a problem with Section 1 other than the clarification 
that Mr. Ward indicated. I do have a problem with the rest of the bill. Prohibiting me as an 
employer from having access to things employees are doing on my time, with my pay when 
the person could be doing something illegally and I don't know what their activity is and it's 
supposed to be private, I have a problem with that. 

Chairman Keiser: I, too, have a lot of frustration with that. I do think that a personal 
account should be personal; I don't object to that concept unless I am paying them to look 
at it. 

Representative Becker: There are options for an employer to block specific websites. I 
would liken the ability of the employer to delve into the nonpublic aspect of the social media 
as if there were a repository in the city for people to store their diaries, and my employer 
wanted to look into my diary. I would hope they would not be allowed to do so. The 
nonpublic portion of social media is nonpublic. I have had my own problems with my 
employees. But to allow an employer access to my private life is not the answer. Having 
good website blockage, good employee manuals, and good oversight is the answer. 

Chairman Keiser: We think we have pretty good manuals, but I do not want to pay a great 
deal of money to provide the blocking, to hire experts to make sure I'm blocking all the 
things. It is simple. If you want to use your private information on my dime, then it is open. 
I don't have a problem with that. 

26:18 Representative Gruchalla: Most of the employees I know or work with, they were 
on the computer during their lunch hour or on their coffee break. If you open it up and say 
you as the employer get to look at everything, it would be hard to discern what was done 
during lunch. 

Roll call on motion to do not pass. Motion carries. 

Yes=7 
No=6 
Absent= 2 

Carrier: Sukut 

28:16 Recording moves to continued discussion on HB 1460 
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Chairman Keiser: Yesterday we heard 1455, and it was a very close vote on the Do Not 
Pass, and we were missing some people. I think we can get some amendments prepared 
for that bill that will make it more palatable. Maybe we could give Representative Beadle 
and others the opportunity to propose amendments so that we can get it into shape where 
we can get a majority. 

Motion to reconsider: Motion made by Representative Louser and seconded by 
Representative Kreun 

Representative Kasper: I'd like to have some idea about what those working on 
amendments are considering. That will help me to make an informed vote on whether to 
reconsider. 

Representative Beadle: I spoke with Patrick Ward after the hearing and went over some 
things regarding opposition of the Motion Picture Association of America. Their opposition 
was primarily on Section 1 . I am working on an amendment to exempt online storage 
devices such as sky drives. It would make it so that they are personal networking or micro­
blogging sites, not company sites. Section 2, looking at adding some legislative intent to 
ensure that if an employer had probable cause that the employee was doing something 
illegal, malicious, or taking away propriety information, the employer would be able to take 
course of action at that point. Counsel felt that was already covered on the last page of the 
bill, subsection 4, starting at line 18. But we might be able to provide some additional 
language in there. 

Representative Kasper: The one thing I did not hear about in your amendments is the 
fact that if an employer suspects that an employee is simply wasting time being on the 
internet instead of doing his or her job, that the employer has not access to checking 
whether that is going on. How would you address that? 
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Representative Beadle: This bill does not address that whatsoever. If you have an 
employee handbook or if it's happening on a company computer or something you have 
authority on, you would have full right to go in there and look at the history. What this bill 
says is that you cannot look at the personal, private data that they have on their social 
networking sites. I would remind that this is a right to work state. If your employee is 
wasting time, fire him. 

Representative Kasper: Could you as an employer simply prohibit any employee from 
using the workplace computer for social networking or similar? 

Representative Beadle: Absolutely. If you wanted to make it so that they did not even 
have the temptation to do that, we could hook you up with someone who could block the 
site on the computer. Nobody has the right or privilege to be able to access a social 
networking site whenever they want to do so, especially as an hourly employee on the 
clock. This bill is saying that as an employer, you cannot demand access to their private 
information or their online journal unless you feel that there is wrongdoing or have been 
unlawful acts committed through that site. If you feel they are wasting time, you have full 
recourse of action. You can ban the sites; you can make it so they are no longer employed 
at the company. That is all separate from the bill. 

6:30 Representative Kasper: Because we are a right to work state, would this bill make a 
situation whereby an employee could use this bill as an excuse to file an action against an 
employer if the employer terminated the employee for cause? Assuming the employer 
does not violate the law. 

7:20 Representative Beadle: The intention of this bill is that it would in no way change 
our current right to work laws. If your employee is wasting time or being unproductive, you 
can terminate them for whatever reason. This is just saying that the employee does not 
have to give you information to their private information online. 

7:40 Representative Louser: Just to confirm. As an employer, I have the ability to verify 
if the computer was used to access those sites, just not the information on the sites. 

Representative Beadle: Yes, especially if it is a computer that is fully or partially owned 
by the employer. I believe that is covered in Section 2, page 3, line 11. 

8:45 Representative Becker: The process of blocking these social websites is readily 
being done. Provided examples. The way I read the bill, I do not see this as a hindrance 
for the employers. You can view the history, and you can fire an employee for wasting 
time. 

9:21 Representative Gruchalla: We at the legislature can pay $10 a month to use the 
state computer for our own personal use. How would this law play into that? Would there 
have to be a separate section for that? 

Chairman Keiser: We will have Representative Beadle ask that question of counsel. 
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Representative Beadle: I can ask that question of counsel, but I think Representative 
Boschee had a comment. 

Representative Boschee: I think that would be covered on page 3, line 6. The chapter 
does not limit an employer's right to adopt workplace policies. In our workplace, we pay 
our $10 to access personal use, but with the limitation is that we cannot use it for our 
campaigns. 

Chairman Keiser: This is just a request to reconsider, not a debate on the bill. 

Roll call vote on the motion to reconsider HB 1455. 

Yes= 12 
No= 0 
Absent= 3 

Motion to reconsider prevails, and the bill is back before the committee. 

Chairman Keiser: We will reconsider when we have the amendments. 
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Begins at minutes of 1:01:01 of recording. 

Chairman Keiser: Reminded committee that the bill received a recommendation of do not 
pass but was then brought back for reconsideration. 

1:02:23 Representative Beadle: Provided refresher on HB 1455. Provided overview of 
amendment 13.0714.01002, attachment 1. Provided overview of two additional potential 
amendments he would consider for page 2, lines 6 and 25, pertaining to the phrase 
username or. 

1:08:48 Representative Becker: When we vote on the amendments, can we partition the 
written one from the ones presented verbally? My feeling on the username and password 
is that if as an employee I am required to give my username, that sets up a situation where 
my employer can troll for things I post. 

Representative Beadle: I agree, which is one of the reasons why that is not included in 
the original written amendments. That is not something I would prefer to have removed 
from the wording, but removing username may increase some members' comfort level with 
the bill. 

1:10:06 Representative M. Nelson: I am wondering why were are going as far as 
copyrighted material on a particular type of hosting site. Some photographers put their own 
material on file sharing sites with the intention of selling. They are the copyright holder. 
Yet this would say that the executor of the estate cannot get ahold of the password to take 
the material owned by that person off the site. Wouldn't it be better to say that you cannot 
remove things to which you do not own the rights? 
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1:10:55 Representative Beadle: Personally I agree. The reason why the copyrighted 
material was put in there is because one of the comments by Mr. Ward made on behalf of 
MPAA was that the initial person who purchases the copyrighted material might have 
purchased only a single-user access. My understanding is that if the copyright was being 
held with the LLC or whatever, the heir of the person doing his or her own photography 
would probably be able to retain that copyrighted material based on holding that copyright. 

1:12:24 Chairman Keiser: Page 1, lines 7, 8, and 9, deal with a very special situation. 
There has to be a decedent to make that section hold. Asked for clarification regarding the 
type of account to which Representative M. Nelson referred. 

1:13:10 Representative Beadle: That would be correct. Let's say that an individual has 
the sole account on there and they do their own transactional work through it. Then that 
person would be the sole access point on and off that account. If that sole access person 
passes away, my indication would be that whoever would take over the business would 
have access to it because the business still lives. But if was a personal account, there 
might be some issues there. 

Chairman Keiser: But if it is the estate of the person, they take possession through the 
courts. 

1:14:02 Representative Ruby: Was not the concern that there would not be much control 
over if they would use it and how they would use it. There are copyright laws, but I think 
they were trying to limit the access to that. This says that they are not supposed to use it 
but they are still going to have it. I think that would still be there concern. 

Representative Beadle: This might not address their entire concerns. What they were 
concerned with was illegal transportation. Illegal activity would be illegal activity. 

1:15:29 Representative Frantsvog: Wouldn't there be an issue of how many people could 
watch the movie? 

Representative Beadle: That is an issue that could come about. It depends on the 
licensing agreement. 

Chairman Keiser: Have you run this new language by Pat Ward? 

Representative Beadle: I have not had the opportunity to do that. I assume that there 
would still be concerns. When I talked to him about the amendments, he said it was better 
but that he wasn't sure if it would truly satisfy MPAA. 

1:16:50 Chairman Keiser: Let's look at page 3, line 20, the addition of subsection 5, the 
second big amendment and what you think it's really doing. 

1:17:08 Representative Beadle: What I was trying to do was to give the employer more 
flexibility. This was counsel's recommendation to water it down in order to preserve our 
right to work status. They did not think this would be in direct violation to the right to work, 
but they did say that stating that they cannot fire you for not giving your password would go 
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against the right to work. They recommended putting this language in so that any ancillary 
or tangential item not specifically covered in the statute is still grounds for termination, be it 
an employee wasting paid time. 

Representative Beadle made motion to adopt printed amendments, 13.0714.01002. 
Seconded by Representative Boschee. 

Voice vote to adopt amendments. Motion carried. Printed amendments are now on the 
bill. 

Chairman Keiser: Now we have the verbal amendments regarding the username. Does 
anyone want to move those? We do not have an interest in them. 

Representative Beadle moves do pass as amended. Representative M. Nelson seconds 
the motion. 

Chairman Keiser: I know that at one point we had a lot of angst on this. Some of the 
concerns have been addressed with the amendments. We may not like it, but this is not 
the future but is today. We should be making a policy statement relative to these. 

Roll call vote on do pass as amended. Motion carries. 

Yes= 14 
No=O 
Absent= 1 

Carrier: Representative Beadle 
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Prepared by the Legislative Council staff for 
Representative Beadle 

January 30, 2013 

PROPOSED AMENDMENTS TO HOUSE BILL NO. 1455 

Page 1, line 9, after "website" insert ", except for any copyrighted material that may be hosted 
on a file sharing hosting site" 

Page 2, line 9, after the underscored semicolon insert "or" 

Page 2, line 13, replace ": or" with an underscored period 

Page 2, remove lines 14 through 1 6  

Page 3 ,  line 1 7, remove "or" 

Page 3, line 20, after "site" insert: ": or 

5. Discipline or dismiss an employee for conduct other than conduct 
protected under this chapter" 

Renumber accordingly 

Page No. 1 
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REPORT OF STANDING COMMITTEE 
HB 1455: Industry, Business and Labor Committee (Rep. Keiser, Chairman) 

recommends AMENDMENTS AS FOLLOWS and when so amended, recommends 
DO PASS (14 YEAS, 0 NAYS, 1 ABSENT AND NOT VOTING). HB 1455 was placed 
on the Sixth order on the calendar. 

Page 1, line 9, after "website" insert ", except for any copyrighted material that may be 
hosted on a file sharing hosting site" 

Page 2, line 9, after the underscored semicolon insert "or" 

Page 2, line 13, replace "_;_m:" with an underscored period 

Page 2, remove lines 14 through 16 

Page 3, line 17, remove "or'' 

Page 3, line 20, after "site" insert: "_;_m: 
5. Discipline or dismiss an employee for conduct other than conduct 

protected under this chapter'' 

Renumber accordingly 
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Explanation or reason for introduction of bill/resolution: 

Relating to the authority of personal representatives relating to internet accounts and 
workplace privacy of social media accounts. 

Minutes: "attached testimony." 

Chairman J. Lee opens the hearing on HB 1455 

Chairwoman J lee recess the hearing. 

Receding Number 19894 

Chairwoman J. Lee reopens testimony 

Rep. Ben Hanson from Dist. 16 Fargo and West Fargo. Testifies in favor of HB 1455 
See attached testimony #1 Chairwoman J. Lee. Asks for clarification on proposed 
amendments. Chairwoman J. Lee asks about problems in North Dakota. There is 
discussion about memorialized Facebook pages. 

Rep. Thomas Beadle testifies in support of HB 1455. Explains what the history of HB 1455 
in House IBL. Comments on section 1 and section 2 of HB1455. Chairwoman J. Lee asks 
about removing language on page two of HB 1455. There is discussion about what 
individuals put on the Facebook pages. There is a discussion about employers requesting 
passwords from your social network accounts. Senator Anderson Asks for about section1 
and a personal lawyer accessing personal information. Senator Anderson asks if you 
don't like employer asks for your information why you wouldn't find a new employer to work 
for. There is a discussion on your personal diary and what is put on-line. Senator Axness 
comments about what you can't ask and employee and what is on a Facebook page. 
Chairwoman J. Lee asks about how you control what an individual shares on Facebook. 
Senator Anderson asks about an employer and a "friend's request". Senator Dever asks 
if HB 1455 regulate social media while on the job. 

There is a discussion about a Facebook account after an individual has passed. 
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Chairwoman J Lee comments about written testimony provided to the committee. #4, #5, 
#7 

Connie Hofland attorney with the law firm of Zugar, Kirmis & Smith in Bismarck ND, 
is in opposition to HB 1455. Represents the Motion Picture Association of America in 
opposition to Section 1 of HB 1455 See attached testimony #2 Connie Hofland reads 
testimony on behalf from Gail Hagerty, is opposed to section 1 of HB 1455. See attached 
testimony #3. Senator Anderson asks about copy right law. Senator Axness asks about 
transfer of accounts. Senator Dever asks disposition of social media accounts be 
determined under current law. Senator Larsen asks if HB 1455 will not allow to gather 
information from an individual's Facebook Page. 

Chairwoman J. Lee Closes public hearing on HB 1455 
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D Conference Committee 

Committee Clerk Signature 

Explanation or reason for introduction of bill/resolution: 

Relating to the authority of personal representatives relating to internet accounts and 
workplace privacy of social media accounts 

Minutes: You may make reference to "attached testimony." 

Vice Chairman Larson opens the discussion on HB 1455 

The committee discusses HB 1455 

Senator Axness discusses section 2 of HB 1455, for a password. 

There is a discussion about Facebook and using another person's account. 

There is a discussion closed 
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I Committee Clerk Signature� 

Explanation or reason for introduction of bill/resolution: 

Relating to the authority of personal representatives relating to internet accounts and 
workplace privacy of social media accounts 

Minutes: "Attached testimony." 

Chairwoman J. Lee opens the discussion on HB1455 

There is a discussion on Gale Hagerty testimony. 

Connie Hofland is recognized and discusses about deleting section 1 with the committee. 

Levy Andrest is recognized and discusses section 1 with the committee, and proposed 
amendments. 

Senator Anderson shares his opinion on HB 1455 with the committee. 

There is a discussion if the bill failed. 

Senator Axness discusses section 2 of HB 1455. 
There is a discussion about language in the HB 1455. 

There is discussion about the anti-discrimination laws. 

Senator Larsen shares his opposition to HB 1455, and motions for Do Not Pass. 

There is discussion about amending HB 1455 

Senator Larsen retracts his motion for Do Not Pass. 

Senator Axness motions to adopt amendment, delete section 1 pg. 1 lines 5 through 10. 
Delete request from 7 & 11 on pg. 2, and include amendments recommended by Rep. 
Hanson relating to business purposes attachment # 4. 

II 
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Levy Andrest is life of insurance is recognized clarifies proposed amendment. 
Attachment #4 Senator Dever asks about employers asking about personal accounts. 

Senator Larsen Seconds 

The amendment passes 5-0-0 

Senator Larsen motions for a Do Not Pass as amended. 

Senator Dever seconds 

Senator Dever shares his opinion about HB 1455. 

Do Not Pass 4-1-0 

Senator Larsen will carry 



13.0714.02003 
Title.03000 

Adopted by the Human Services Committee � 
Aprtl 8, 2013 

y� 
PROPOSED AMENDMENTS TO ENGROSSED HOUSE BILL NO. 1 455 

Page 1 ,  line 1 ,  remove "a new subsection to section 30.1 -18-15 and" 

Page 1, line 2, remove "to authority of personal representatives" 

Page 1 ,  line 3, remove "relating" 

Page 1 ,  remove lines 5 through 1 0  

Page 2 ,  line 4 ,  after "mail" insert "or any account created, maintained. used. or accessed by an 
employee or applicant for business-related communications or for a business purpose 
of the employer" 

Page 2, line 7, remove "or request" 

Page 3, line 17, remove the second "or" 

Page 3, line 19, replace the underscored period with ": or 

6.  Implement and enforce a policy pertaining to the use of an 
employer-issued electronic communications device or to the use of an 
employee-owned device that will be used for business purposes." 

Page 3, after line 24, insert: 

"Construction. 

This Act may not be construed to prevent an employer from complying with the 
requirements of state or federal statutes, rules, or regulations; case law: or rules of 
self-regulatory organizations." 

Renumber accordingly 

Page No. 1 13.0714.02003 

q�e--'3 



Date: 4--:-<6"� /'3. 
Roll Call Vote#: ___ _ 

Senate Human Services 

2013 SENATE STANDING COMMITTEE 

ROLL CALL VOTES r� 
BILL/RESOLUTION NO. I L/,2, . 

0 Check here for Conference Committee 

Legislative Council Amendment Number 

Committee 

Action Taken: 0 Do Pass 0 Do Not Pass 0 AmBnded pdopt Amendment 

-0 Rerefer to Appropriations · 0 Reconsider 

Motion Made By-� \\-tt\IE S S 
Senators 

Chariman Judy Lee 
Vice Chairman Oley Larsen 
Senator Dick Dever 
Senator Howard Anderson, Jr. . 

. . 

Yes 
/ 
v 
v 
/ 

Seconded By £et Lars� 

No Senator Yes No 
Senator Tyler Axness -----

Total -;z:--
(Yes) -----"'../:;___ _____ N.o 

_ ____,....::_ _________ _ 

Absent 

Floor Assignment 

If the vote is on an amendment, briefly indicate intent: 

D� S.Qc;tiONS j (f)� /6) 
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Roll Call Vote#: _ ___,· ,,_! __ 

2013 SENATE STANDING COMMITTEE 

ROLL CALL VOTE, / 
BILL/RESOLUTION NO. 45:3; . 

Senate Human Services Committee 

0 Check here for Conference Committee 

Legislative Council Amendment Number 13 · 01/l/. 02CX:.J3 . 7,Y./e . 0 3"t?t?t? 
Action Taken: 0 Do Pass �o Not Pass ¢' Amended 0 Adopt Amendment 

0 Rerefer to Appropriations 0 Reconsider 

Motion Made By .JAil Lcqz s � Seconded By 4 

Senators 
Chari man Judy Lee 
Vice Chairman Oley Larsen 
Senator Dick Dever 
Senator Howard Anderson, Jr. . 

. . 

Yes No Senator 
r/. Senator T_yler Axness 

r/ 
V/ 
1/ 

Yes No ..... 
v 

Total (Yes) ____ L{-'------- No -------\----------

Absent 

Floor Assignment ���������-(�· J�������������������� 
If the vote is on an amendment, briefly indicate intent: 



Com Standing Committee Report 
AprilS, 2013 2:01pm 

Module ID: s_stcomrep_62_016 
Carrier: Larsen 

Insert LC: 13.0714.02003 Title: 03000 

REPORT OF STANDING COMMITTEE 
HB 1455, as engrossed: Human Services Committee (Sen. J. Lee, Chairman) 

recommends AMENDMENTS AS FOLLOWS and when so amended, recommends 
DO NOT PASS (4 YEAS, 1 NAYS, 0 ABSENT AND NOT VOTING). 
Engrossed HB 1455 was placed on the Sixth order on the calendar. 

Page 1, line 1, remove "a new subsection to section 30.1-18-15 and" 

Page 1, line 2, remove "to authority of personal representatives" 

Page 1, line 3, remove "relating" 

Page 1, remove lines 5 through 10 

Page 2, line 4, after "mail" insert "or any account created, maintained, used, or accessed by 
an employee or applicant for business-related communications or for a business 
purpose of the employer" 

Page 2, line 7, remove "or request" 

Page 3, line 17, remove the second "or" 

Page 3, line 19, replace the underscored period with ";...Q[ 
6. Implement and enforce a policy pertaining to the use of an 

employer-issued electronic communications device or to the use of an 
employee-owned device that will be used for business purposes." 

Page 3, after line 24, insert: 

"Construction. 

This Act may not be construed to prevent an employer from complying with 
the requirements of state or federal statutes, rules, or regulations: case law: or rules 
of self-regulatory organizations." 

Renumber accordingly 

(1) DESK (3) COMMITIEE Page 1 s_stcomrep_62_016 



2013 TESTIMONY 

HB 1455 



House Committee on Industry, Business and Labor 

January 29, 2013 testimony in regards to HB 1455 concerns possession and use of personal social 

network accounts. 

Mr. Chairman, fellow committee members. For the record my name is Ben Hanson and I am a 

representative from District 16 in Fargo and West Fargo. I stand before you today to urge a Do Pass 

recommendation on HB 1455 from your committee. 

First, some definitions: The most popular social networking website currently in existence is Facebook. 

This bill encompasses all social networking websites in which one, by submitting an email address and 

obtaining a password, is able to tweak a set format with pictures and text within a website to meet 

other website members and/or promote themselves or their business. More networks will inevitably be 

created within the immediate future and many will die out. This bill would continue to apply to any that 

that are created subsequent to its potential passing. 

Section one of the bill would add language to current Century Code to simply ensure that when one is 

deceased one's personal accounts on any social network be given over, i.e. password and login 

information, to one's inheritor's, whomever they may be. 

Section two will prohibit employers or potential employers from requesting social networking 

information, passwords, login or even screen names. It also prohibits employers from requesting one 

logs into said networks to show employers their information or even their screen page. 

I suspect the first section will generate less conversation than Section 2 and would like to anticipate a 

few questions: "Has this happened in North Dakota that we need to do this?" Not that has been 

reported. This is more a tactic of Fortune 500-calibar companies to ensure, in their minds, what needs to 

be the company image. With technology expanding and social networks adding subscribers so quickly, 

should a North Dakota-based company or larges company with branches in North Dakota (Microsoft and 

Amazon come to mind) combined with a state legislature that meets every other year the time is now to 

make sure basic, common sense privacy laws are enacted to avoid any entanglements in the future. 
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i, ;.:.:;r . f an employer asks for your Facebook password, is it the same as if they'd asked 
�{ to read your diary or open your mail? Some lawmakers think so, and are sponsor­
�!i�i ing bills to make such inquiries illegal. 

,{��:-; "If 50 years ago, as part of the interview process, an employer said they needed [\:;J1':'. to look through your mail or put a bug on your phone before they would hire you, 
i-��J�: it simply would not have been tolerated," says Michigan Representative Paul 

Opsommer (R). He's supporting a bill to prevent employers from requesting passwords 
to personal Internet accounts-including email, banking and social networking sites-in 
order to get or keep a job. Students also would not have to grant access to their social 
networking accounts in university applications. Opsommer believes the bill reflects a 
"very traditional and conservative stance to push back against the efforts of those look­
ing to tum peoples' lives into their own personal fish bowl just because the law has not 
kept pace with the digital age." 

Delaware, Illinois and Maryland were the first states to address this privacy concern. 
Delaware now prohibits public and private higher education institutions from asking 
students and student applicants for passwords or other account information. 

Maryland and Illinois passed bans on employers requesting passwords and account 
information. Maryland's law prevents employers from taking disciplinary action against 
employees or from not hiring applicants who refuse to disclose personal online infor­
mation. Employers, however, are allowed to investigate employees who use a personal 
account for business purposes, to ensure they comply with legal and regulatory require­
ments. Illinois' new law recognizes the right of employers to obtain information in 
the public domain about employees or applicants. It also allows employers to monitor 
employees' email or electronic equipment owned by the employer, and to set workplace 
policies on the use of social networking sites. 

Representative Jim Durkin (R) voted against the law in Illinois in part because 
it lacked exceptions for protecting proprietary information or trade secrets and may 
expose employers to legal liabilities. Calling it "a solution in search of a problem," 
he says the issue arose after an Associated Press article described a few incidents of 
improper invasion of privacy. He believes the law does not appropriately balance the 
rights of employers with the rights of employees. 

Califomia, Massachusetts, Minnesota, Missouri, New Jersey, New York, Ohio, 
Pennsylvania, South Carolina and Washington introduced legislation in 2012. The Cali­
fomia Legislature passed two laws that prohibit requesting passwords from employees 
and students. 

The Ohio bill would prohibit employers from asking for social media passwords, 
but its sponsor, Senator Carleta Tavares (D), says it's not meant to thwart employers' 
efforts to search the public profiles of potential employees. But, she says, "requesting 
access to that individual's personal profile reaches far beyond that scope." 

-Pam Greenberg 

For more details on password protections, go to www.ncsl.org/magazine. 
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I TRENDS & TRANSITIONS I i t 

all it a post-election review, evaluation, inspec-
·, tion, analysis or audit-the label does1i't mat­

ter. But elections results do. No surprise, then, 
that officials, candidates and citizens want to 
make sure voting equipment and procedures are 
working reliably. 

·Recounting every ballot is one way to check, but that's 
expensive and unnecessary in all but the closest of races. 
Instead, 25 states and the District of Columbia use "post­
election audits (PEAs)." During a typical PEA, election 
officials examine ballots from randomly selected precincts 
or machines, retallythe results by hand, and compare that 
result to what was reported on electipn night. Every so 
often, the process turns up a programming enor or equip­
ment malfunction. 

State-by-state details on post-election audits vary 
considerably. In Michigan, which enacted its first audit 
requirement this year, the word "audit" refers to a proce­
dural check: Did each pollini place operate according to 
l�w? ''Tlie sanctity of the ballot is vitally important," says 
Representative Anthony Forlini (R), the bill's sponsor. "If 
there's any degree of uncertainty, people are going to say, 
'Why are we voting?' This way, weknowthat everyone's 
got a fair shot" · . · · ·· .· ... . . .  · · · · ·. · 

·
. • · 

.· ·.. · · 
· · . Other states, such as Califo�i� and C6Jorado; are pilot- . 

ing new ''risk� limiting audits,"using ;tatistical techniques 
that provide greater celi;tinty that the resultsare conect but 
require farfewerballots to be counted: 

. 
Concerns about post-election audits may include: . 

+Money. The cost of paying employees to re-count bal­
lots i::anbe stJbstantiaL On the other hand, if audits help 

. avoid.costly recounts, PEAs could be moneysavers. 
+ Confusion. Post-electionaudits,.and espeCially the 

. newer "risk� limiting. audits," can be hard to understand. 
Yet, they"can stmbe done on ahand-held calculator," 

. argues Joseph Lorenzo Hall with the Center forDemoc­
racy & Technology. · 

New Jersey, which uses electronic voting equipment, 
does not use post-election audits because "we have com­
plete confidence in our voting machines," says Robert 
Giles, director of the state's Division of Elections. "They 
are tested, we have continuous training with our counties, 
and we have clear chain-of-custody and seal-use protocols 
for the equipment." 

Hall is not as confident. "Post-election audits, and espe­
cially risk-limiting audits, are the single most important 
development in election technology in recent years," he 
argues. In other words, he'd like to see all states "give 
PEAs a chance." 

-Wendy Underhill 

To find out more about post-election audits and voting 
technology in general, go t o  www.ncsl.org/magazine. 
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State Laws and Legislation Providing for Access to Decedents' Email and Social Networking Sites 
As of Janumy 1 7, 2013 

OVERVIEW 
Five states-Connecticut, Idaho, Indiana, Oklahoma and Rhode Island-have enacted laws granting an 
executor or personal representative the authority to access email accounts or social networking accounts, 
microblogging and short message service websites upon a person's incapacity or death. 

Laws passed several years ago in Connecticut and Rhode Island require service providers to provide 
access to or copies of the contents of emails to the executor or personal representative of a deceased 
person's  estate. 

Idaho, Indiana and Oklahoma laws are similar to those in Connecticut and Rhode Island, but also allow 
for access to social networking, microblogging and short message service websites, in addition to email 
accounts. The Indiana and Rhode Island laws, however, require the executor to provide a death certificate 
and documentation of the executor's appointment. Rhode Island provides for indemnification of the email 
service provider from liability (for violating the terms of a service agreement, for example) when 
complying with the order. 

The Idaho law also allows for provisions in a will or a formal order that may stil l  restrict a personal 
representatives' access to those services or sites, since some individuals may not want others to have 
access to their online information after they die. 

TEXT OF STATUTES 
Connecticut 
Sec. 45a-334a. Access to decedent's electronic mail account. (a) For the purposes of this section: 

( 1 )  "Electronic mail service provider" means any person who (A) is an intermediary in sending or 
receiving electronic mail, and (B) provides to end-users of electronic mail services the ability to send or 
receive electronic mail; and 

(2) "Electronic mail account" means: (A) All electronic mail sent or received by an end-user of electronic 
mail services provided by an electronic mail service provider that is stored or recorded by such electronic 
mail service provider in the regular course of providing such services; and (B) any other electronic 
information stored or recorded by such electronic mail service provider that is directly related to the 
electronic mail services provided to such end-user by such electronic mail service provider, including, but 
not limited to, billing and payment information. 

(b) An electronic mail service provider shall provide, to the executor or administrator of the estate of a 
deceased person who was domiciled in this state at the time of his or her death, access to or copies of the 

1 



contents of the electronic mail account of such deceased person upon receipt by the electronic mail 
service provider of: ( 1) A written request for such access or copies made by such executor or 
administrator, accompanied by a copy of the death certificate and a certified copy of the certificate of 
appointment as executor or administrator; or (2) an order of the court of probate that by law has 
jurisdiction of the estate of such deceased person. 

(c) Nothing in this section shall be construed to require an electronic mail service provider to disclose any 
information in violation of any applicable federal law. 

Idaho 
Idaho Code 15-3-715 (excerpt) 
1 5-3-7 1 5 .  Transactions authorized for personal representatives -- Exceptions.  Except as restricted or 
otherwise provided by the will or by an order in a formal proceeding and subject to the priorities stated in 
section 1 5-3-902 of this code, a personal representative, acting reasonably for the benefit of the interested 
persons, may properly: 
( 1 )  Retain assets owned by the decedent pending distribution or liquidation including those in which the 
representative is personally interested or which are otherwise improper for trust investment; 

(28) Take control of, conduct, continue or terminate any accounts of the decedent on any social 
networking website, any microblogging or short message service website or any e-mail service website. 

Indiana 
Indiana Code 29-1-13-1.1 
Electronically stored documents of deceased 

Sec. 1 . 1 .  (a) As used in this section, "custodian" means any person who electronically stores the 
documents or information of another person. 

(b) A custodian shall provide to the personal representative of the estate of a deceased person, who was 
domiciled in Indiana at the time of the person's death, access to or copies of any documents or 
information of the deceased person stored electronically by the custodian upon receipt by the custodian 
of: 

( 1 )  a written request for access or copies made by the personal representative, accompanied by a 
copy of the death certificate and a certified copy of the personal representative's letters testamentary; or 

(2) an order of a court having probate jurisdiction of the deceased person's estate. 
(c) A custodian may not destroy or dispose of the electronically stored documents or information of the 

deceased person for two (2) years after the custodian receives a request or order under subsection (b). 
(d) Nothing in this section shall be construed to require a custodian to disclose any information: 

( 1 )  in violation of any applicable federal law; or 
(2) to which the deceased person would not have been permitted access in the ordinary course of 

business by the custodian. 
As added by P.L. 12-2007, SEC. I. 

Oklahoma 
5 8  Okl . St. § 269 
§ 269. Executor of administrator-Powers. 
The executor or administrator of an estate shall have the power, where otherwise authorized, to take 
control of, continue, or tenninate any accounts of a deceased person on any social networking website, 
any microblogging or shmt message service website or any e-mail service websites. 
HISTORY: Laws 20 10 ,  ch. 1 8 1  (HB 2800), § 1 ,  eff. Nov. 1, 20 10 .  

Rhode Island 
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§ 33-27-1 Short title. - This chapter shall be known and may be cited as the "Access to Decedents' 
Electronic Mail Accounts Act" . 

§ 33-27-2 Definitions. - As used in this chapter: 
( 1 )  "Electronic mail service provider" means any person who: 
(i) Is an intermediary in sending or receiving electronic mail; and 
(ii) Provides to end-users of electronic mail services the ability to send or receive electronic mail. 
(2) "Electronic mail account" means : 
(i) All electronic mail sent or received by an end-user of electronic mail services provided by an 

electronic mail service provider that is stored or recorded by such electronic mail service provider in the 
regular course of providing such services; and 

(ii) Any other electronic information stored or recorded by such electronic mail service provider that is 
directly related to the electronic mail services provided to such end-user by such electronic mail service 
provider, including, but not limited to, billing and payment information. 

§ 33-27-3 Access to decedents' electronic mail. - An electronic mail service provider shall provide, to 
the executor or administrator of the estate of a deceased person who was domiciled in this state at the time 
of his or her death, access to or copies of the contents of the electronic mail account of such deceased 
person upon receipt by the electronic mail service provider of: 

( 1 )  A written request for such access or copies made by such executor or administrator, accompanied by 
a copy of the death certificate and a certified copy of the certificate of appointment as executor and 
administrator; and 

(2) An order of the court of probate that by law has jurisdiction of the estate of such deceased person, 
designating such executor or administrator as an agent for the subscriber, as defined in the Electronic 
Communications Privacy Act, 1 8  U.S.C. § 270 1 ,  on behalf of his/her estate, and ordering that the estate 
shall first indemnify the electronic mail service provider from all liability in complying with such order. 

§ 33-27-4 Violation of federal law. - Nothing in this chapter shall be construed to require an electronic 
mail service provider to disclose any information in violation of any applicable federal law. 

§ 33-27-5 Severability. - If any provision of this chapter or the application of it to any person or 
circumstances is held invalid, that invalidity shall not affect other provisions or applications of the 
chapter, which can be given effect without the invalid provision or application, and to this end the 
provisions of this chapter are declared to be severable. 

History of Section. 
(P.L. 2007, ch. 1 72, § 1 ;  P.L. 2007, ch. 256, § 1 .) 
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efore the days of social media, when people died, funerals or wakes were the only 
: way for family and friends to remember them. Now, however, we have digital 

memories of loved ones through their email and social networking accounts, but 
: often have little say over what happens to those accounts when owners die. 

Tenus of service agreements and privacy policies govern who can use social 
media and email accounts, and most expire when a user dies. Gmail and Yahoo! 

email accounts, for example, are closed after a period of inactivity. If the tern1s of service 
are violated-even by a family member with the password-the account may be shut down. 
That's what happened recently to one mother two hours after she requested access to her 

son's Facebook page after his death, accord­
ing to news accounts. Yet, closing people's 
accounts after they die protects them from 
being hacked, spammed or abused. 

Family members can close a Yahoo! email 
account by providing a death certificate, but 
if someone wants access to the account, it 
requires a court order. Google may provide 
access to a deceased person's Gmail account, 
if specific documentation, including a death 
certificate, is provided. Otherwise, the 
account will be deleted nine months after the 
last login. 

Face book allows family members to 
remove a loved one's account or memorial­
ize it, which changes the privacy setting so 
only confinned friends are allowed access to 
view past comments, post memories or leave 
condolences. Twitter allows family members 
to deactivate the account with documenta­

tion, but no one is allowed to login, regardless of his or her relationship to the 
deceased. 

. The Unifonn Law Commission created a study committee early this year 
to address the growing concerns about digital assets and to make recom-

mendations concerning the rights of a fiduciary to obtain digital infonnation when a person 
is incapacitated or dies. 

Legislators in Connecticut, Idaho, Indiana, Oklahoma and Rhode Island passed laws 
several years ago addressing some of these concerns. The Connecticut and Rhode Island 
laws address only email accounts. Idaho, Indiana and Oklahoma laws also address micro­
blogging, short message services and social networking accounts. 

Idaho gives a personal representative or executor the right to take control of a deceased 
person's accounts. Connecticut, Indiana and Rhode Island require a death certificate and 
documentation of the executor's appointment before the estate's representative can see the 
deceased person's emails or social networking accounts. 

Oklahoma allows provisions in a will or a fonnal order to govern access. In Idaho, a will 
or court order can restrict access to accounts. Bills pending in Nebraska and New York are 
similar to Idaho's law. 

Social media sites, emails and digital records are replacing the photo albums, letters and 
papers of the past and should be considered in estate planning. The Library of Congress, 
among others, provides tips on how to preserve digital memories. State Jaws can clarify how 
digital assets are treated. -Pam Greenberg 

The North American Vexillological Associa­
tion polled their members and ranked American 
city flags, based on design. The winner? Wash­
ington, D.C. The Top 10 state capital winners, 

with their scores on a 1 0-point scale, are: 

L Denver, 8.1\6 

2. Phoenix, 8Ji5 

. .. Q .. 
3. Indianapolis, 8.3:-i 

4. :rvladison, 7.92 

5. Jackson, 7.83 

6. Des Moines, 7. 77 

7. Richmoml, 7.76 

R. Annapolis, 5.39 

9. Albany, 5.20 
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Good afternoon Chairman Keiser and members of the House I ndustry 

B usiness & Labor Committee. My name is Pat Ward . I am an attorney with the 

law firm of Zuger Kirmis & Smith here in Bismarck. We represent the Motion 

P icture Association of America in opposition to HB 1 455 .  

The Motion Picture Association of America opposes Section 1 of H B 1 455 

that gives unfettered control of a deceased person 's digita l accounts to a 

personal  representative . 

This part of the b i l l  authorizes the personal  representative to take control 

without regard to the terms of service, l icensing agreements, contractual 

ob l igations or other legal  requ i rements. In the case of motion pictures and 

televis ion programs,  and similar entertainment content, that may be stored in  a 

d ig ital cloud service or cyber-locker, those d ig ita l assets are a lso subject to 

federal copyright law. This b i l l  is l ikely preempted by federal  copyright law, which 

g ives the copyright owner the exclusive right to set the terms and conditions for 

the d istribution and d issemination of the work, 1 7  U . S .C .  section 1 06 .  And , 

copying and red istributing by a fiduciary or executor of motion pictures stored in a 

d ig ital account wou ld vio late federal copyright law. 

A personal representative should be required to be bound by the law, as 

wel l  as terms of service , l icensing and contractual obl igations that the deceased 

person wou ld have been required to fol low during h is or her l ifetime. Those lega l  

and contractual ob l igations wou ld address the abi l ity to  share, copy and d istribute 

the fi les, as wel l  as the l im itations on sharing , copying and d istributing.  



Also , the digital files of a deceased person may have been obtained 

i l legal ly, as a resu lt of copyright infringement by unauthorized fi le sharing 

services or other means. For example,  the estimated loss to copyright holders 

caused by Megaupload (wh ich was indicted in 20 1 2) is $500 ,000,000.  State law 

should not exacerbate the copyright infringement problem by authorizing 

executors or fiduciaries to copy and d istribute files consisting of infringing copies 

of movies and television programs. 

In addition ,  the Uniform Law Commission is undertaking a review of this 

issue and wi l l have a recommendation on a Model State Law for the Un iform 

Probate Code. The leg islature should defer consideration  of this leg islation u ntil 

such time as the Uniform Law Commission issues its recom mended uniform law. 

For these reasons, the Motion Pictures Association of America u rges a 

DO NOT PASS vote on H B 1 455 or amendment of the bi l l  to el im inate Section 1 .  
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13.071 4.01 002 
Title. 

(j)2-LJ-U;J3 
Prepared by the Legislative Counci l  staff for 

Hf) 1 y 5 s· Representative Beadle 
January 30, 2013 

PROPOSED AMENDMENTS TO HOUS E  B ILL NO. 1 455 

Page 1 ,  l ine 9, after "website" insert ", except for any copyrighted material that may be hosted 
on a file sharing hosting site" 

Page 2, l ine 9, after the underscored semicolon insert "or" 

Page 2, l ine 13, replace "; or" with an underscored period 

Page 2, remove l ines 1 4  through 1 6  

Page 3 ,  l ine 1 7, rem ove "or" 

Page 3, l ine 20, after "site" insert: "; or 

5. Discipline or dismiss an employee for conduct other than conduct 
protected under this chapter" 

Renumber accord ing ly  

Page No. 1 



House Committee on Industry, Business and labor 

March 13th, 2013 testimony in regards to HB 1455 concerns possession and use of personal social 
network accounts. 

Madam Chair, fel low committee members, For the record my name is Ben Hanson and I am a 
representative from District 16 in Fargo and West Fargo. I stand before you today to testify in favor HB 
1455. 

First, some definitions: The most popular social networking website currently in existence is Facebook. 
This bi l l  encompasses a l l  social networking websites in which one, by submitting an email address and 
obtaining a password, is able to tweak a set format with pictures and text within a website to meet 
other website members and/or promote themselves or their business. More networks will inevitably be 
created within the immediate future and many will d ie out. This bill would continue to apply to any that 
that are created subsequent to its potential passing. 

Section one of the bi l l  would add language to current Century Code to simply ensure that when one is 
deceased one's personal accounts on any social network be given over, i.e. password and login 
information, to one's inheritor's, whomever they may be. 

Section two will prohibit employers or potentia l employers from requesting social networking 
information, passwords, login or even screen names. It also prohibits employers from requesting one 
logs into said networks to show employers their information or even their screen page. 

I suspect the first section will generate less conversation than Section 2 and would like to anticipate a 
few questions: "Has this happened in North Dakota that we need to do this?" Not that has been 
reported. This is more a tactic of Fortune 500-calibar companies to ensure, in their minds, what needs to 
be the company image. With technology expanding and social networks adding subscribers so quickly, 
should a North Dakota-based company or larges company with branches in North Dakota (Microsoft and 
Amazon come to mind) com bined with a state legislature that meets every other year  the time is now to 
make sure basic, common sense privacy laws are enacted to avoid any entanglements in the future. 

I 



13.0714.02002 
Title. 

Prepared by the Legislative Council staff for 
Representative Hanson 

March 12, 2013 

PROPOSED AMENDMENTS TO ENGROSSED HOUSE BILL NO. 1 455 

Page 1 , line 7, replace "Take" with "In accordance with terms of use that were applicable to the 

T �Z rYIS oru5c deeeeleAt take" 

Page 1, line 8, replace the first underscored comma with "or on any" 

Page 1, line 8, remove "or e-mail" 

Page 1 , line 9, remove "service website." 

Renumber accordingly 

Page No. 1 13.0714.02002 



Socia l  Media After Death 
As I have previously discussed, there is a growing concern for managing social media 'assets after death. 
According to Mashable, if the deceased had a Face book page his account profile can take one of four  
routes. One route i s  leaving the profile unaccessed and unreported letting the typical account activity 
continue. However, if the family discloses the death to Face book, Face book will change the deceased 
timeline to a 'memorial page. '  Family members can a lso petition Facebook to deactivate the deceased's 
account. Last, access to a profile may be gained through either knowledge of the deceased's password 
or through a court order. Courts do not typical ly grant access to the profile accoUI')lS due to Face book's 

• '' ', ' � .. , •. 1 f ' ' privacy policy. 
· 

· ' ' ' · : · : ' · 

For some Face book has become a way to mourn their loved ones death. Nonetheless, others feel 
because there loved one is gone there is no reason to keep their profile up.  Some grief therapists believe 
that leaving the social media page up can help ease some of the pain of losing a loved one. Other 
families seek clues or closure after the death of a loved one and ask for access to per,Facebook page. 
Facebook's policies and various state laws make the transfer of access to the �rofil� �fter deat

.
h unlikely. 

Some Facebook users are planning what will happen to their online information postmortem.  Different 
agencies such as Entrust.net and My Wonderful Life, can help people plan for what will happen to their 
d igital assets after death. In  fact, Facebook recently added an application a llowing users to record a last 
wish then choose a 'trustee' to publish it when the person passes. . ·� ' 

' . ·� .:." ( . : 
t 
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How 1 Bi l l ion People Are Coping With 
Death and Facebook 
By Stephanie Buck February 13, 2013 

·: , ! ' 
' 

From Mashable.com 

"I think I 'm going to go online," said Cheryl, logging in to Facebook from herhospita l bed .  

She soon reconsidered, however. " I  don't know what to write: 'Hey I a lmost d ied last n ight. What's up 
with you guys?"' 

Months later, Cheryl d ied from Hodgkin's lymphoma. Her partner Kelli Dunham still cherishes funny 
memories like this one. "She was kind of a smart ass," Dunham tells Mashable. 

. ' ·: : . .. · :  · . ·.!r;� , ,  r , · . .. . . The two represent a phenomenon occurring the world over: Facebook after death/Couples, :families, 
col leagues and friends are not only coping with losing loved ones, but a lso interacting with the Facebook , 
profiles they leave behind. 

The situation surfaces a multitude of questions and concerns. What happens to a Facebook profile after 
death? How do people interact with a dead user? Should loved ones be able to access a dead user's 
profile at al l? What is acceptable online grieving etiquette? And final ly, what has grief become in the age 
of social media? • / -! t  ·!I! ;:; •  t . : 

' • · · ·�, ' 

� . ! J • 
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As of 2012, 30 mil l ion people who maintained Facebook accounts have died, according to a report by 
The Huffington Post. Some studies approximate that nearly 3 mil l ion users have died in 2012 alone; 
580,000 in the U .S. 

What Happens After We Die? 

So what happens to a l l  those suddenly abandoned profiles? Their fate could go orie of four w,�ys:. 

• The profile remains untouched, unaccessed, unreported and therefore open to everyday wal l  
posts, photo tags, status mentions and Facebook ads. In  other words, business as  usual. 

• A family member or close friend may choose to report a death to Facebook. Upon receipt of 
proof of death, such as a death certificate or loca l obituary, Facebook wil l switch the dead user's 
timeline to a "memorial page." 

.\' . : ·  f :  

• A close family member may petition Facebook to deactivate a dead user's account. 

• Users may gain access to a dead user's profile in one of two ways: either through knowledge of 
the dead user's password, a practice against Face book's terms of service, o r  through a court 
subpoena. However, per Facebook's privacy policy and strict state law, courts rarely grant 
outside access to said social data. More on that later. 

. ·  . ,  ( ' 

Facebook's official policy for handling user deaths is the memorial page. In 2009, the social network 
began switching dead users' profiles to memoria l statuses, should the deceased user's friends or family 
request the change. 

Those friends may interact with the memoria l  page similarly as they would an  active profile. They can 
post condolences and share memories on his or her time line; they can view pictures and interact with 
past posts. 

However, Facebook removes a host of other capabilities from memorialized pages.· For instance, the 
profile is no longer accessible via public search, available only to existing Face book friends. The page will 
not appear within Facebook "Suggestions." In  other words, the a lgorithm won't suggest that you 
"reconnect with" a dead user whose page has been memorialized. Users won't be able to tag a 
memorialized Facebook user in future posts or photos, or message that person at a l l .  Al l  automated app 
activity (e.g., Daily Horoscope) associated with a memoria lized Facebook page ceases. Finally, Facebook 
reserves the right to delete status updates of a sensitive nature. For instance, .if a user who committed 

l : I : . 1  ' 

suicide posted a photo of a gun to his head, Face book would likely deem the content inappropriate and 
remove. 

"Memorialization a llows friends and family to post remembrances and honor a deceased user's 
memory, while protecting the account and respecting the privacy of the deceased," Facebook 
spokesman Andrew Noyes tells Mashable. "Also, we do honor requests from close fami ly members to 
deactivate the account, which removes the profile and associated information from the site." 

' . �  I . ' ; , .  

: ; ' 



I nterfacing With the Dead 
. r .  

Image via iStockphoto, itsxtian 

But most users don't raise a Facebook flag at all, choosing instead to peruse and interact with a person's 
regular Facebook presence even after his or her demise. And they have a l l  kinds of reasons to keep it 
that way. 

Scott Mil l in lost his 45-year-old sister Nanci to breast cancer in December 2011. As'her caregiver and 
estate trustee, Mil l in made practical arrangements before, during and after her death. 

"My job was now to d ismantle and disperse what was remaining from Nand's l ife," says Mil l in. 
"Canceling her phone service, credit cards, trash service and email account were logical conclusions and 
decisions .. . The one thing I struggled what to do with [was] her Facebook page."  

' ' . I • I . 

He not only saw Nand's timeline as a testament to her accomplishments 'and mempries, but (!S a curated 
tome of experiences she had chosen to share from her otherwise private life. 

"I think Nanci's Facebook page is a virtual cemetery of sorts for me, as wel l  as for her friends and 
family," he says. "Only we don't have to navigate winding roads and marble headstones to get there.  
Instead, we just click from any device and see her, remember her, leave messages, and smile or cry at 
what was and what has become." 

• . 1 -i l  

For many, Facebook has become a highly accessible (even mobile) vehicle .for grie�fng .and, u ltimately, 
catharsis. 

For many, Facebook has become a highly accessible (even mobile) vehicle for grieving and, u ltimately, 
catharsis. 

. � . ' ., . ; , ' I � ' 
' �� :, : ! : 



Kristen Brown met well-respected musician Damien "Khamelien" Rahim through mutual friend Chris 
Kirkpatrick. Over the years, Brown and Rahim became close; the latter even' wrote and produced the 
theme song for her nine-year-old son's YouTube storyboard (below). 

In September 2012, however, Rahim was robbed and murdered in an Orlando, Fla. parking lot. Since his 
Facebook was not memorialized, Rahim's friends still received notifications from his Facebook events 
many days after his death. 

After two months had passed, Brown showed a friend the storyboard, l;lursting into tears upon hearing 
, . , 

Rahim's voice. She had to leave the room to compose herself. "That night I messaged bamien's still 
active profile on Facebook," she says. " It gave me comfort to be able to say what I needed to, even 
though he would never know." 

"Facebook very much helped in my time of grieving by making it so easy to connect with Damien's family 
and other friends," says Brown. "We bonded and shared our grief . . .  It helped my kids grieve, as wel l ." 

For others, rem inders on social media of a loved one's death can be morE;! painfu l  than helpfu l. If a dead . ,' ' 

user's timeline sits un-memorialized, that profile can appear in Facebook Suggestions, such as the 
"People You May Know" sidebar on the homepage. Their birthdays reappear year after year in the news 
feed sidebar, prompting well-wishes from individuals unaware of the death. Many profiles continue to 
surface in Sponsored Stories, which promote users' activity and l ikes from months and years past (e.g., 
"Kevin likes Wai-Mart"). 

On the birthday fol lowing Cheryl's death, Dunham noticed a flood of wishes. on her partner's timeline. 
But rather than scrolling through a stream of condolences, Dunham encountered what she initia l ly 
interpreted as insensitivity. 

" [People] wrote birthday wishes that made it clear that they had no idea she was dead. Stupid stuff like 
'Have a good time on your birthday, Cheryl. You only live once.' Really," she says. "I started responding 
to all these posts with just, 'She's dead,' but since Cheryl had over a thousand Facebook friends, this was 
not rea l ly a very good use of time. I a lso probably hurt some people's feel ings." 

t . ' 

Learning to Grieve on Social Media 

Whether publicly or via intimate messages, people's Facebook interactions with the dead mimic the 
grieving rituals we've held throughout time. 

In Mexico, families honor their departed ancestors by leaving marigolds, baked goods and favorite 
possessions of the dead on a ltars. Similar to this Dia de los Muertos, Facebook users share cherished 
memories and stories, post favorite photos, inside jokes and "gifts" on their late toyed' ones' Face book 
timelines. 

"People have built cemeteries and monuments in remembrance for as long as we've existed. Now those 
memories are digital," says Margaret Carpo. 

: [ r . 
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"People have bui lt cemeteries and monuments in remembrance for as long as we've existed. Now those 
memories are digital," says Margaret Carpo. Her friend died in a car accident in the Phi lippines in 2009, 
but her family continues to keep  her Facebook Timeline active. 

Western society especial ly presumes that individuals can overcome grie� by emotionally detaching 
themselves from the deceased, says cyberanthropology expert Michaela nne Dve. "However, in the past 
20 years, researchers have begun to explore the healthy benefits of maintaining a tie to the deceased . . .  
Considering this, Face book appears to be a natural way for people to work through grief over the loss of 
a loved one." 

Dye a lso points to an evolving practice of identity construction, which makes dealing with grief in the 
Facebook era a l l  that more nuanced. Today, identities are are co-constructed through social media 
interactions. "Therefore, the deceased's online identity not only continues in the virtua l  space; it can 
a lso evolve and adapt as others continue to interact with the dead person's profile," says Dye. 

Some of those interactions, however, infuriated Dunham as she returned to interact with her dead 
partner's Facebook profile. She diagnosed some of Cheryl's Facebook friends withw�at she calls "social 
necrophil ia," the eager scramble to prove one maintained a close connection with the deceased. 

"Everyone always wants to pretend they knew the dead person better than they do," says Dunham. "For 
example, one person wrote, 'You're drinking champagne in heaven with my grandfather right now. ' This 
was ludicrous: Cheryl was a staunch atheist and she had 10 years sober, which was something she wrote 
about a lot." 

Image courtesy of Flickr, CaptPiper 

Andrew Ross lost his wife Debra to cancer two years and eight months ago. He feels that Debra's 
Facebook friends seem detached from sincere grief. 



"Most Facebook friends are pretty shallow," he says. "There is not the depth of true emotions such as 
one would get in a rea l  relationship. A lot of people respond in an  overly emotional manner that seems 
to play on showing others how deeply they feel, whether it is true or not. It mostly strikes me as false 
and unpleasant. I got no comfort from the experience." 

Ross has mixed feelings about maintaining Debra's Facebook profile and permanently deleting her 
presence there a ltogether. "At some point I fee l  her page should be deleted permanently. She is gone 
and it should be too/' he says. 

Social media etiquette surrounding death is a delicate and highly subjective construct. What one person 
views as good judgment could translate as incredibly poor taste or downright offensive to others. 

Social media etiquette surrounding death is a delicate and highly subjective construct. What one person 
views as good judgment could translate as incredibly poor taste or downright offensive to others. 

Ju lie Spira authored The Rules of Netiquette: How to Mind Your Digital Manners, wherein she talks about 
how to approach the "socia l media obituary." In  an email interview with Mashable, she praises people 
who honor the dead by celebrating that person's memories and accomplishments on Face book. 
However, she has a lso encountered instances she believes exemplify shockingly poor taste: "When a 
woman posted a photo of her newly deceased husband just prior to the ambulance arriving to take him 
to the morgue. It was grotesque and made many people uncomfortable. "  

By this point, many people have learned that their friends and fami ly have very different ideas of  what 
constitutes "normal" grieving - especial ly when someone takes his or her grief public on social 
networks. 

For many, grieving through social media is more comfortable than real-l ife interactions, which is why 
some people encounter what they translate as odd or callous behavior from fellow users. Dye adds, 
"Facebook provides a way for people to grieve publicly and receive feedback and support from others, 
while not forcing them to endure these painful interactions face-to-face, which, for some, might be an 
easier and healthier way for them to work through their grief. 

" In  the physical world, methods of mourning vary across cultures, as wel l  as among individuals within 
the same culture .  This also holds true in the online world." 

"In the physical world, methods of mourning vary across cultures, as wel l  as among individuals within 
the same culture. This a lso holds true in the online world ." 

Grief therapist Lisa Leonard adds that grief varies wildly for each individual, and that it usually doesn't 
progress orderly, like steps in a staircase. That being said, she can clearly identify the stages of grief 
(denia l, anger, bargaining, depression and acceptance) in her friends' Facebook behavior. 

But Leonard believes that social media can actually ease the process for some. "Being able to access the 
lost one's profile after death is beneficia l," she says. "It a l lows a connection to others who loved him or 



her, a source of memories and humor to share and an opportunity to say 'goodbye' or ' I 'm missing you '  
in a way that can soften the b low and move the healing along." 

The Law's the Limit 

' ' 

But what if the bereaved feel  entitled to a deeper closure, specifically, by seeking answers from or 
access to a dead family member's Facebook profile? The short answer: Their chances aren't good. 

Families like the Stassens have entered legal battles with major companies like Facebook and Google in 
an attempt to gain access to the digital assets of dead loves ones. As heirs of their son's estate, the 
parents of Benjamin Stassen feel they have a right to access his Face book account, to search for clues as 
to why their son suddenly chose to commit suicide. 

In the U .S., property rights vary wild ly across the country's 50 states and territories, and are largely 
dependent on a person's location of residency. These laws cover the scope of many types of property: 
rea l  property (e.g., real estate and housing), personal property (e.g. automobiles, tools, clothing) and 
intangible property - in other words, "things that have value and can be transferred from one person 
to another, but has no physical substance, l ike IP rights," says David Ervin, intellectua l  property attorney 
and partner at the law firm Kelley Drye. 

.! · .  l .  

To complicate matters further, state-determined property rights can quickly enter a gray area when a 
resident has entered into a contract with another person or company. In this case, Facebook's terms of 
service can impact an  individual's legal right to transfer web property, even after death. 

Facebook defines user property in two ways: account access and content posted from one's account. 

"Users own the content they post on Facebook, and users cannot assign their Facebook account without 
Facebook's approval," says Ervin, referencing Facebook's TOS (addressed sections·' below). "Basical ly, 
Facebook owns their service and determines who gets to establish accounts and have access to the 
service, while users are a llowed to control and own the content and information they post." 

Section 4. Registration and Account Security 

Facebook users provide their rea l  names and information, and we need your  help to keep it that way. 
Here are some commitments you make to us relating to registering and rnaiJ;ltainir:tg �l)e security of your  
account: 

9. You will not transfer your account (including any Page or application you administer) to anyone 
without first getting our written permission. 

What, if any, of this access and content is permissible to outside individuals after �he ,original user's 
death? 



Facebook maintains the right to transfer account ownership; it's plausible this could apply to a dead 
user's account. But the TOS is silent on this issue, says Ervin, instead substituting access to such accounts 
with options like memorialization or deactivation, reserved for next of kin. 

"Memorialization exists primarily to support Facebook's authenticity policies," says Facebook 
spokesman  Noyes. "Profiles a re restricted to real, live human beings and the profiles are memorialized 
when someone dies because continued operation of the account would be inauthentic." 

Section 2. Sharing Your  Content and Information 

You own al l  of the content and information you post on Facebook, and you can control how it is shared 
through your  privacy and application settings. In addition:  

1. For content that is  covered by intellectual property rights, like photos and videos ( IP  content), you 
specifically give us the fol lowing permission, subject to your privacy and application settings: you grant 
us a non-exclusive, transferable, sub-licensable, royalty-free, worldwide license to use any IP content 
that you post on or in connection with Facebook { IP License) .  This IP License ends when you delete your 
IP  content or your  account unless your content has been shared with others, and they have not deleted 
it. 

If access fa lls under scrupulous Facebook privacy restrictions, what about content, which is highly 
personal and oftentimes of a creative nature? 

It's difficult to subsume all the different types of user-submitted content on Facebook. The range of 
what users post is highly subjective, and oftentimes, wasn't even ours in the first p lace - remember 
that web comic from your favorite blog you posted last week? 

This is where copyright factors in, hugely. Only protectable, tangible property can be considered a part 
of a user's estate and, therefore, accessible by his or her descendants, says Ervin. 

"Not everything that someone posts to their Facebook account is protectable," he adds. "Copyright law 
protects original expressions that are fixed in a tangible medium. This covers things l ike photographs, 
music, art, written a rticles and drawings. Short comments or status updates on Facebook would not 
likely meet the requirements of copyright protection and would, therefore, not likely be subject to 
protection as intangible property." 

The com bination of unprotected content, account and access ownership, and inconsistent state's rights , 
makes the transfer of Facebook property after death a near-unapproachable beast. 

" I'm not convinced that social media networking service accounts (and the access rights that are granted 
to the accounts under a written contract) are intangible property, or that the service provider's terms of 
service can be undone by state property law a lone," says Ervin. 

That's why organizations like the Uniform law Commission, comprised of licensed laWyers, draft 
legislation like the Fiduciary Access to Digital Assets Act, with the hopes of determining whether such 



digital assets should fa l l  into the hands of executors, given privacy concerns and the potential access to 
sensitive data and information. 

It's a com pl icated question on many people's minds - not just lawyers' . .  

Planning Our Digital Legacies 

Image courtesy of Flickr, Schristia 

As social media after death continues to become more commonplace, people are beginning to plan for 
their own demises in an effort to protect and preserve the online information they've cultivated for 
years. 

In an emerging industry called digital legacy management, agencies l ik� Eiltf��t:fier�nd ·M,v,}Nonde,rful 
Life help social media users make death arrangements. The latter lets users create "books" that log . r .  1 l, ' ; 

funeral preferences and major decisions before they die. Users can draft emails that will be delivered to ·' F� 1 • 

designated recipients after death, create digital epitaphs for their real-l ife headstones and e lect 
"Angels," or loved ones they trust to carry out their wishes. 

Similarly, with a Facebook app called if i die, a user records a video message or last wish, then chooses 
Face book friend "trustees" to publish the declaration post-mortem . .The_;¢Q;�P,arn�.����gestS,P()�ting a . .  
"bid farewel l, a favorite joke, a long-kept secret," or, essential ly, a m�ssiv� '1fuck.you:"• · · 1 '  '· : i l  r :  · · t ' 

Others are more concerned with improving the tools on Facebook.com itself. 



Spira has petitioned for Facebook to add a "deceased" relationship status option that friends and fami ly 
members could control .  She believes it would help a lert visitors to a dead user's profile: "If a family's 
loved one can list that as their relationship status, perhaps it would prevent peopl� f�om receiving an  

' · ·; . . . email saying it's their friend's birthday and rushing over to write 'Happy Birthday' on their timeline, or 
having their page fi l led with requests to play FarmVille." 

Dunham imagines a similar relationship status option. "I wish Facebook would offer the option of 
'widowed from ' because I would really have l iked to have kept the connection [to Cheryl], but it 
was too painfu l  for me when people assumed she was a live." 

, ·  
: , '  

Dunham says it has been easier to cope with losing Cheryl since nearly two years have passe.d since her 
death. She doesn't encounter as many Facebook prompts, suggesting she invite Cheryl to an event or 
include her in a group.  Activity on her page has dwindled, and Dunham hopes people will remember not · 

to post ignorant "Happy Birthday" messages on Cheryl's wal l  this year. 

Overal l, she's grateful for her continued access to Cheryl's presence, even if it's mainly d igital these days. 

" I 've definitely spent some evenings looking at our comments back and forth in my Facebook friendship 
with Cheryl," she says. " I  had completely forgotten that Cheryl had posted, 'I wanted 'cake for dinner, I 
got cake for dinner, I have the best girlfriend ever' on her wal l, but when I re-read that it reminded me . 
of that evening and what a treasure it was." 

Homepage, Mashab/e composite. Image via iStockphoto, AlexSava 
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TESTIMONY IN OPPOSITION TO HB 1 455 

Good afternoon Chair  Lee and members of the Senate H uman Services Committee. 

My n ame is Connie Hofland . I am an attorney with the law firm of Zuger Kirmis & Smith 

here in B ismarck. We represent the Motion Picture Association of America in opposition 

to Section 1 of H B  1 455 .  

The Motion Picture Association of America , I nc .  opposes pending leg islation to g ive 

u nfettered control of a deceased person's d ig ital accounts to a personal representative 

or other fiduciary.  Members of the M PAA are the lead ing producers and d istributors of 

motion pictures and television programs.* 

The leg islation ,  at Section 1 ,  authorizes the personal representative to take control of 

any account on a social networking website, and similar s ite , except for any copyrighted 

m aterial, without regard to the terms of service , licensing agreements ,  contractual 

obligations or other legal requ i rements . 

As d rafted , Section 1 is likely preempted by the exclusive authority of Congress to 

leg islate on copyright matters, 1 7 . U .S .C .  section 1 06 .  Federal law g ives the copyright 

owner the exclusive right to set the terms and cond itions for the d istribution and 

d issemination of the work. As a practical matter, a personal representative would have 

• M PAA m ember companies are: Paramount Pictures Corporation, Sony Pictures E ntertain ment I nc., Twentieth 

Century Fox Fi lm Corporation, Universal City Studios LLC, Walt Disney Studios Motion Pictu res, and Warner Bros. 

E ntertainment I nc. 



an impossible task of separating out material on these sites that is u nder a copyright 

and materia l  not subject to copyright. 

Moreover, there a re additional  legal obl igations, such as terms of service and l icensing 

agreements that govern these accounts and would be overridden by this bi l l .  A 

personal representative should be requ i red to be bound by the law, as wel l  as terms of 

service, l icensing and contractual obl igations that the deceased person would have 

been requ i red to fol low during h is  or her l ifetime. Those legal and contractual 

obl igations wou ld address the abi l ity to share ,  copy and d istribute the fi les, as wel l  as 

the l imitations on sharing , copying and d istributing .  

And , the d ig ita l files of a deceased person may have been obtained i l legal ly ,  as a result 

of copyright infringement by unauthorized file sharing services or other means.  For 

example,  the estimated loss to copyright holders caused by Megaupload (which was 

indicted in 201 2)  is $500 ,000,000. State law should not exacerbate the copyright 

infringement p roblem by authorizing executors or fiduciaries to copy and d istribute files 

consisting of infringing copies of movies and television programs. 

The issue of control over a decedent's website accounts is being add ressed by the 

Un iform Law Commission.  The ULC is reviewing proposed language, which takes i nto 

accou nt federal  copyright issues, as well as federal law addressing e lectronic p rivacy. 

The U LC wil l  p ropose a Model State Law for the Uniform P robate Code which wi l l  

address the d isposition and handl ing of d ig ita l account and the issue should be 



addressed on a u niform basis by the states. Any legis lation in  this area should await 

the completion of work by the U niform Law Commission.  

For these reasons, M PAA u rges a DO NOT PASS vote or  an  amendment to el iminate 

Section 1 of H B  1 455. 



PROPOSE D  AMENDMENT TO HOUSE BILL NO. 1 455 

Page 1 ,  l ine 9, rep lace "except for any copyrighted material that may be hosted 
on  a fi le sharing hosting s ite" with "subject to the same l icense, restrictions, or legal 
obl igations of the decedent." 



Testim ony on H B 1 455 

befo re the Senate H u m a n  Res o u rces C o m m ittee 

by D istrict J udge G a i l  H agerty 

M a rch 1 3 ,  20 1 3  

Chair Lee, Members of the Committee: 

I 'm Gai l  Hagerty - a district judge in Bismarck and a Uniform Law Commissioner. I am 

currently serving on a Uniform Law Commission committee which is d rafting an act to deal with 

access to digital assets at the time of death or disabi l ity. It is a very complex issue, because of 

the nature of the assets and because of provisions of federal law which prohibit providers of 

socia l  media from d isclosing the contents of dig ital communications .  The d rafting committee is 

studying what should be required for personal representatives, guardians, and persons with a 

power of attorney should do with regard to collecting and preserving d ig ital assets. And, we've 

spent a g reat deal of t ime just trying to define digital assets. 

The uniform law drafting process is a very thorough and thoughtful process. 

Commissioners are named to the d rafting committee,  and observers (businesses and entities 

which may be impacted by the act) are invited and encouraged to attend and participate in the 

d rafting process. The American Bar Association has representatives participating in the 

process. Each proposed un iform act is read, line by l ine, at two annual conferences of the 

Un iform Law Commission. Al l  commissioners have an opportunity to com ment on the act and 

ask questions. There are amendments from the floor, and the drafting committees continue to 

work on the draft even during the annual conference. 

Our goal is not on ly to get the legal issues decided properly, but a lso to draft an act 

which wil l  be enactable and helpful in the states. 

I understand that Section 1 of HB1 455 is a well-i ntentioned effort to deal with a 

d ifficult issue. However, I am urging you to delete that section and wait for the uniform 

act deal i ng with this issue. I n  its current form, HB1455 wil l  create several problems, 



.. 

including: 

Making onl ine services chose between violating federal statutes which require they not 

disclose contents of communications and state law. 

Creating a false expectation that a personal representative will have access to 

communications which are protected by federal law. 

Fai l i ng to provide answers for pol icy questions including whether the wishes of a 

decedent who did not wish to have communications provided to a personal 

representative would be honored ;  whether onl ine services would be required to retain  

records and for how long; what procedures would be necessary to  obtain  a court order; 

and with whom may a personal representative share information which a person may 

have believed was private. 

I wi l l  continue to work with the drafting committee and it is anticipated we will have a 

comp leted act by Ju ly of 2014.  Be assured I plan to be back here talking about the act in 201 5! 
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NATIONAL CON F E lUNCE of STATE LEGISLATURES 
The Forum for America's Ideas 

7700 EAST FIRST PLACE DENVER, COLORADO 80230 

303-364-7700 FAX: 303-364-7800 

State Laws and Legislation Providing for Access to Decedents' Email and Social Networking Sites 
As of January 1 7, 2013 

OVERVIEW 
Five states-Connecticut, Idaho, Indiana, Oklahoma and Rhode Island-have enacted laws granting an 
executor or personal representative the authority to access email accounts or social networking accounts, 
microblogging and short message service websites upon a person's incapacity or death. 

Laws passed several years ago in Connecticut and Rhode Island require service providers to provide 
access to or copies of the contents of emails to the executor or personal representative of a deceased 
person' s  estate. 

Idaho, Indiana and Oklahoma laws are similar to those in Connecticut and Rhode Island, but also allow 
for access to social networking, microblogging and short message service websites, in addition to email 
accounts. The Indiana and Rhode Island laws, however, require the executor to provide a death certificate 
and documentation of the executor's appointment. Rhode Island provides for indemnification ofthe email 
service provider from liability (for violating the terms of a service agreement, for example) when 
complying with the order. 

The Idaho law also allows for provisions in a will or a formal order that may still restrict a personal 
representatives' access to those services or sites, since some individuals may not want others to have 
access to their online information after they die. 

TEXT OF STATUTES 
Connecticut 
Sec. 45a-334a. Access to decedent's electronic mail account. (a) For the purposes of this section: 

( 1 )  "Electronic mail service provider" means any person who (A) is an intermediary in sending or 
receiving electronic mail, and (B) provides to end-users of electronic mail services the ability to send or 
receive electronic mail; and 

(2) "Electronic mail account" means: (A) All electronic mail sent or received by an end-user of electronic 
mail services provided by an electronic mail service provider that is stored or recorded by such electronic 
mail service provider in the regular course of providing such services; and (B) any other electronic 
information stored or recorded by such electronic mail service provider that is directly related to the 
electronic mail services provided to such end-user by such electronic mail service provider, including, but 
not limited to, billing and payment information. 

(b) An electronic mail service provider shall provide, to the executor or administrator of the estate of a 
deceased person who was domiciled in this state at the time of his or her death, access to or copies of the 
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contents of the electronic mail account of such deceased person upon receipt by the electronic mail 
service provider of: ( 1 )  A written request for such access or copies made by such executor or 
administrator, accompanied by a copy of the death certificate and a certified copy of the certificate of 
appointment as executor or administrator; or (2) an order of the court of probate that by law has 
jurisdiction of the estate of such deceased person. 

(c) Nothing in this section shall be construed to require an electronic mail service provider to disclose any 
information in violation of any applicable federal law. 

Idaho 
Idaho Code 15-3-715 (excerpt) 
1 5-3-7 15 .  Transactions authorized for personal representatives -- Exceptions. Except as restricted or 
otherwise provided by the will or by an order in a formal proceeding and subject to the priorities stated in 
section 1 5-3-902 of this code, a personal representative, acting reasonably for the benefit of the interested 
persons, may properly: 
( 1 )  Retain assets owned by the decedent pending distribution or liquidation including those in which the 
representative is personally interested or which are otherwise improper for trust investment; 

(28) Take control of, conduct, continue or terminate any accounts of the decedent on any social 
networking website, any microblogging or short message service website or any e-mail service website. 

Indiana 
Indiana Code 29-1-13-1.1 
Electronically stored documents of deceased 

Sec. 1 . 1 .  (a) As used in this section, "custodian" means any person who electronically stores the 
documents or information of another person. . , 

(b) A custodian shall provide to the personal representative of the estate of a deceased person, who was 
domiciled in Indiana at the time of the person's death, access to or copies of any documents or 
information of the deceased person stored electronically by the custodian upon receipt by the custodian 
of: 

( 1 )  a written request for access or copies made by the personal representative, accompanied by a 
copy of the death certificate and a certified copy of the personal representative's letters testamentary; or 

(2) an order of a court having probate jurisdiction of the deceased person's estate. 
(c) A custodian may not destroy or dispose of the electronically stored do((uments or information of the 

deceased person for two (2) years after the custodian receives a request or order under subsectipn (b). 
(d) Nothing in this section shall be construed to require a custodian to disclose any information: 

( 1) in violation of any applicable federal law; or 
(2) to which the deceased person would not have been permitted access in the ordinary course of 

business by the custodian. 
As added by P.L. 12-2007, SEC. I. 

Oklahoma 
58 Okl. St. § 269 
§ 269. Executor of administrator-Powers. 
The executor or administrator of an estate shall have the power, where otherwise authorized, to take 
control of, continue, or terminate any accounts of a deceased person on any social networking website, 
any microblogging or short message service website or any e-mail service websites. 
HISTORY: Laws 2010, ch. 1 8 1  (HB 2800), § 1, eff. Nov. 1, 2010.  

Rhode Island 
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§ 33-27-1 Short title. - This chapter shall be known and may be cited as the "Access to Decedents' 
Electronic Mail Accounts Act". 

§ 33-27-2 Definitions. - As used in this chapter: 
( 1 )  "Electronic mail service provider" means any person who: 
(i) Is an intermediary in sending or receiving electronic mail; and 
(ii) Provides to end-users of electronic mail services the ability to send or receive electronic mail. 
(2) "Electronic mail account" means: 
(i) All electronic mail sent or received by an end-user of electronic mail services provided by an 

electronic mail service provider that is stored or recorded by such electronic mail service provider in the 
regular course of providing such services; and . . 

(ii) Any other electronic information stored or recorded by such electronic mail service provider that is 
directly related to the electronic mail services provided to such end-user by such electronic mail service 
provider, including, but not limited to, billing and payment information. 

§ 33-27-3 Access to decedents' electronic mail. - An  electronic mail service provider shall provide, to 
the executor or administrator of the estate of a deceased person who was domiciled in this state at the time 
of his or her death, access to or copies of the contents of the electronic mail account of such deceased 
person upon receipt by the electronic mail service provider of: 

( 1 )  A written request for such access or copies made by such executor or administrator, accompanied by 
a copy of the death certificate and a certified copy of the certificate of appointment as executor and 
administrator; and 

(2) An order of the court of probate that by law has jurisdiction of the estate of such deceased person, 
designating such executor or administrator as an agent for the subscriber, as defined in the Electronic 
Communications Privacy Act, 1 8  U.S.C. § 2701 ,  on behalf of his/her estate, and ordering that the estate 
shall first indemnify the electronic mail service provider from all liability in complying with such order. 

§ 33-27-4 Violation of federal law. - Nothing in this chapter shall be construed to require an electronic 
mail service provider to disclose any information in violation of any applicable federal law. 

§ 33-27-5 Severability. - If any provision of this chapter or the application of it to any person or 
circumstances is held invalid, that invalidity shall not affect other provisions or applications of the 
chapter, which can be given effect without the invalid provision or application, and to this end the 
provisions of this chapter are declared to be severable. 

History of Section. 
(P.L. 2007, ch. 1 72, § 1 ;  P.L. 2007, ch. 256, § 1 .) 

. ' .  
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NetCh oice Promoting Convenience, Choice, and Commerce on The Net 

Steve DelBianco, Executive Director 

1401 K St N W, Suite 502 

Washington, DC 20005 

202-420-7482 

www .netchoice.org 

M arch 13, 2013 

Senator J u dy Lee, Chair  
S en ate H u ma n  Services Committee 
N o rth D akota Legis lature 

Bismarck, N o rth D akota 

"1 7037830322 

RE: Opposition to HB 1455, Relating to auth ority of personal rep resentatives relating to Internet accou nts 

a nd workplace privacy of social media accounts 

M ad a m e  Chair  Lee a n d  Members of the Com m ittee: 

O n  beh a lf of our member companies a n d  their mi ll ions of o n line u sers, we urge that you n ot s u p port HB 1455 
in  its c u rrent form a n d  at th e present time. HB 1455 creates problems for North D a kota residents a n d  

employers. 

Auth ority of personal representatives relating to I nternet accou nts 

Every d ay, some North Da kota residents die without h aving given en ough thought to what h a ppens to their 
email  accou nts a n d  online docum ents after th ey' re g o n e. Often,  their  fa mil ies and estate m a n ag ers face a 
wide variety of company policies a n d  conflicti ng state and federal laws. And the growing u s e  of soci a l  media 

provid es even more chal lenges and opportu nities for grieving famil ies. 

However, the a pproach taken i n  H B  1455 cou l d  cause more h arm than goo d -- partly by giving estate 
representatives th e power to disregard the express privacy choices of North Da kota reside nts. 

There are s evera l reasons to consider more ca refu l ly the qu estio n  of how famil ies a n d  estate m a n agers m ay 

access t h e  o n li n e  c o m m uni cations of d eceased persons. 

There's t h e  q u estion of h ow online services can reconci le state disclosure man dates against existi ng fed eral 

privacy protections. As the committee knows, th e E l ectronic Communications Privacy Act (ECPA) prevents 
o n l i n e  s ervices from s h a ring the contents of commu nications u n less they first o btain consent from th e 

s u bscri ber or s e n der. 

There is an arg u ment that executors sta n d  in the s ho es of the d eceased a n d  a re th u s  entit led to a cc ess their  

a ccou nts if  consistent with th e intent of  the d eceased a n d  if n ecessary to fu lfi l l  the executors' d uties. 

H owever, this arg u m en t  is u ntested and man d ating access by executors wo u l d  raise n ew q u es tions.  

B eyon d  ECPA, th ere are many other key q u estions about h ow to m a n age and l egisl ate in the a re a  of i;lCcess to 

the digital l egacy of d eceased Americans. For example:  

• Some u sers c h oose their online s ervices based on th e strong privacy protections and data d e l etion 
pol icies in the Terms of Service. Shouldn't  that be enough to i ndicate a user's wis h es, or m ust the user 
a lso m ake affirmative choices about privacy and deletion options? 

U n d er w h at circumstances can the state au thorize an executor to override privacy a n d  d e l etion 

choices · m a d e  by th e user? 
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• Shou l d  on l ine services b e  requ ired to reta in emai ls  and docume nts for a min imum period -- d espite the 
subscri ber's express wis hes to de lete their a ccount upon death ? 

• When m ust estate representatives obtain probate court orders to force on l ine services to retai n  or 
divulge d ocum e nts a n d  co mmunications? 

• When states empower a representative to take control of an a ccount, wi l l  that cause on l ine services to 
violate their obl igation to p revent unauthorized access? 

Questions l ike th ese a re what p ro m pted the Uniform Law Commission ( U LC) to begin d rafting model  state 
l egislation for "Fiduciary Access to Digital Assets." This ULC project already h a s  18 p ages of d raft legis lative 
l anguage a n d  w i l l  cont inue its work through the yea r. 

This U LC p roject is focusing government and industry to add ress concerns of a growing num ber of your 
constituents, fed in  part by media  coverage l ike the recent W a l l  Street J o u rn a l  a rtic le, "Life and Death Online: 
Who Controls a Digital Legacy?" 
The Journa l  focused on the tragic exa mple  of a fa mily ma naging the onl ine l eg a cy of their teenage d aughter. 
Whi le  the a rticle concerned a teenager, the majority of users are adu lts who expect their  onl ine p rivacy 
preferences to be respected- even after death. Today, social  n etworks offer i n novative options - l ike 
Face book's "Mem oria l ize" - that respect a user's privacy wishes whi le  a lso l etti ng their friends a n d  fa mily post 
m essages a nd memories. 

But creating a patchwork of confl ic�ing state and federa l laws will obstruct that kind of in novation by o n l ine 
services. Worse, these l aws would em power an estate attorney to d is regard the p rivacy wishes of the 
departed,  wh ich woul d  i m pact the i nterests of all  N o rth Da kota resid ents us ing a ny form of Internet 
communicati o ns or document storage. 

Wo rkpla ce privacy of social  m e d i a  a ccounts 

We agree with the u nd e rlying goal  to protect the privacy of emp loyees a n d  job app l icants' persona l o n l i n e  
a ccou nts. H owever, H B  1455 exposes employers t o  civil l i ab i lity and l i m its em p l oyers' a b i lity to i nvestigate 
intra-office crimes. 

For exa m ple,  com panies routi n ely i nvestigate al legations of employees h a rassing co-workers and causing 
unsafe work enviro n m e nts. But HB 1455 severely l imits the capacity of emp loyers to perform such review. 

Whi le the measure is well  mean i ng, it m ust be amended to preserve the flexibil ity of ':=mployers to perform 
b asic, positive fu nctions like p rotecting their own workers. 

B ecause of the problems present in the b i l l ,  we therefore urge that you not s u p port HB 1455 in its current 
form a n d  at the present tim e. Thank you for considering our views. Please l et me know ifl can provide further 
information . 

Sincerely, 

Steve DelB ianco 
Executive D irector, NetChoice 

NetChoice is a trade association of e-Commerce businesses who share the goal of promoting convenience, choice and commerce an the 
Net. More information about NetChoice con be found at www.netchoice.org 
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PROPOSED AMENDMENTS TO HOUSE BILL NO. 1455 

Page 2, line 4, after "mail" insert "or any account created, maintained, used or accessed by an 
employee or applicant for business-related communications or for a business purpose of the 
employer" 

Page 3,  line 1 7, remove "or" 

Page 3,  line 1 9, replace the period with "; or" 

Page 3,  after line 1 9, insert: 

"6. Implement and enforce a policy pertaining to the use of an employer-issued electronic 
communications device or to the use of an employee-owned device that will be used 
for business purposes." 

Page 3, after line 24, insert: 

"Construction 

Nothing in this act shall be construed to prevent an employer from complying with 
the requirements of state or federal statutes, rules or regulations, case law or rules of self­
regulatory organizations." 

Renumber accordingly 



Tammy Cota, Executive Director 
1 6 1 5  L Street NW, Suite 1 1 00 
Washington, DC 20036-5624 
Cell: 802-279-3534 
Email: tammy@internetalliance.org 
Web: www.internetalliance.org 

Honorable Judy Lee, Chair 
Senate Human Services Committee 
State Capitol D 
600 East BoulevardD 
Bismarck, ND 58505-0360 

Dear Senator Lee: 

March 1 2, 20 1 3  

The Internet Alliance (lA), comprised of the leading Internet, communications and 
technology companies are writing to urge you to reject HB 1 455, which would grant a 
broad right of access to the contents of a deceased users email, social networking and 
other online accounts as well as prohibit employers from requesting an existing or 
potential employee to disclose a user name or password or any other related account 
information in order to gain access personal social networking accounts. 

Deceased Accounts 

While well intentioned, the first section of the legislation related to deceased accounts 
raises several complex issues regarding user privacy rights, data production and retention, 
access, authentication, fraud, and conflicting state and federal legal requirements. Instead 
of advancing this prematurely, we ask that you not advance this bill. 

We applaud your committee's interest in shining the light on these issues by scheduling a 
hearing March 1 3  to discuss the provisions contained in HB 1455.  People need to be 
reminded that they have a choice about their digital legacy after their death. Hopefully, 
as more people become aware of this issue, they will take steps to insure that their wishes 
regarding the treatment of their digital assets upon death are clear. Currently however, 
states have started to address this issue without a full appreciation of the various 
conflicting stakeholder interests. 

We understand that families often find solace in maintaining the online accounts of their 
loved one, and that executors and fiduciaries often seek access to the contents of a 
decedents digital account in order to fulfill their duties. But these interests may often be 
in opposite to the interests or express wishes of the decedent, and unfortunately, 
proposals such as HB 1 455 would allow an executor to trump the decedents own wishes 
and access information the person requested be kept private. 

Furthermore, state laws that grant a fiduciary access to the contents of such electronic 
communications directly conflict with federal law and leave providers of electronic 
communications with the unenviable choice of having to pick which law to violate. 
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Specifically, Section 2702 of the 1 986 Electronic Communications Privacy Act restricts 
an electronic computing service or remote computing service from providing the contents 
of an electronic communication without the lawful consent of the originator or recipient 
of the email, or the subscriber of the service. There is also case law that confirms that 
civil subpoenas cannot compel production of records from online provider, as it violates 
the Stored Communications Act (8 U.S.C. Sec. 701) .  

Indeed, it is  due to these conflicting interests that the Uniform Law Commission (ULC) 
has established a committee to attempt to find a solution that adequately balances the 
concerns of access to a decedents account, with restrictions on the disclosure of the 
content of electronic communications imposed under federal law by the Electronic 
Communications Privacy Act. As the goal of the ULC is to craft a manageable and 
understandable set of rules by 20 1 4  that will be broad and technologically flexible 
enough to be used in any state, it is premature for states to act at this time. 

It is also important to recognize that companies are attempting to address this issue 
through internal authentication processes and their own terms of service. For example, 
Facebook will not issue login and password information to family members of a person 
who has died. However, a family member may contact Facebook directly and request the 
dead person's profile be taken down or turned into a memorial page. If a memorial page 
is chosen, then that account could never again be logged into and the account is taken off 
public search results. This is a very effective way to avoid fraudulent activities that could 
arise if a person, including a family member, decides to use the dead person's account 
illegally. But this does not event take potential fraudulent activity into account. In 
addition, the private sector is responding to this situation, by creating services that allow 
users to store their digital assets and communications in one place, for subsequent 
delivery to a party such as next of kin, relative or executor/fiduciary. 

Employee Privacy 

The second part of this bill would prohibit an _employer from requesting a user name and 
password from a potential or existing employee, which we support. There are some well­
needed exemptions contained in this section that would give employers the ability to 
request evidence from an employee for investigations of illegal activity or work-related 
misconduct. Examples of misconduct that may need investigating to keep the workplace 
safe includes possible: sexual harassment of other employees, bribery, identity or trade 
secret theft, insider trading, downloading of confidential company-specific information, 
or other work-related misconduct that may have been conducted from an employee's  
personal social networking account. 

However, under the Prohibited Acts of an Employer section, Line 7, # 1 it would make it 
a crime for an employer to ask for an employee's "user name." As you know, many 
personal online accounts contain a person's  name or email address so if an employer 
simply asks an employee or job candidate for their nan1e and email address, it could be 
considered a violation. This section should be clarified that employers cannot ask for a 
user name AND password to access a personal online account or service. 
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Lastly, if employers are prohibited from requesting potential or existing employees' log­
in credentials, employers should then be immune from liability for any claim of negligent 
hiring due to compliance of this bill. Therefore, we ask that you include such an 
immunity provision prior to moving this bill forward. 

For all of these reasons, we urge that you reject this bill or consider studying the issue 
further. Please feel free to contact us if you have any questions or would like to discuss 
our concerns in more detail. 

Sincerely, 

Tammy Cota 

cc: Senate Human Services Committee 



March 1 3 , 20 1 3  

Senator Judy Lee, 

Chair of Senate Human Services Committee 

Dear Madam Chair: 

The Internet Alliance (IA), NetChoice and the State Privacy and 
Security Coalition represent all of the leading Internet, 
communications and technology companies. Together, are writing 
to urge you to rej ect HB 1 45 5 ,  which would grant a broad right of 
access to the contents of a deceased users email, social networking 
and other online accounts as well as prohibit employers from 
requesting an existing or potential employee to disclose a user 
name or password or any other related account information in 
order to gain access personal social networking accounts. 

As the IA' s  written testimony submitted to the House Business and 
Labor Committee explained in January, while well intentioned, we 
believe it is premature to advance legislation related to online 
deceased accounts. We also asked the committee to make small 
narrow exemptions to the employee privacy section so that 
businesses may request evidence from an employee for 
investigations of illegal activity or work-related misconduct. 

Access to Decedents' Accounts 

This section mandates that social networking sites, microblogging, 

short message service websites, and email service websites allow 
personal representatives to take control of, conduct, continue, or 
terminate an account of a decedent. Here are just some of the 
problems with this section: 



• The ability for someone to continue a website or email 
account after someone' s death invites fraudulent activity. It 
raises complex issues regarding user privacy rights, data 
production and retention, access, authentication, fraud, and 
conflicting state and federal legal requirements. 

• Giving a person total access to these accounts is an invasion 

of privacy, not just for the account holder, but everyone else 
the person has ever interacted with via email. 

• This bill does not take into consideration situations in which 

the account holder specifically asks that this information be 
kept private 

• This bill does not make allowanced for memorialize accounts. 
A common industry practice in which discontinue service 
upon proof that a person has passed away. Only certain 

social networking accounts offer to memorialize a site but 
they do not allow a person to take control over the site. 

• It raises serious concerns under federal law. Specifcly, the 
unresolved friction with this proposed statute and Section 
2702 of the 1 9 86 Electronic Communications Privacy Act 
which restricts internet service providers from providing 
email without the lawful consent of the email sender. There 
is case law that confirms that even civil subpoenas cannot 
compel Internet companies from handing over such records, 

as it violates the Stored Communications Act ( 8  U. S .C.  Sec.  
70 1 ) . 

Currently, the Unifonn Law Commission (ULC) is looking at these 

conflicts and are meeting next week in DC to discuss a national 
solution that adequately balances the concerns of access to a 
decedents account, with Federal restrictions on such 



disclosures. The goal of the ULC is to craft a manageable and 
understandable set of rules that will be broad and technologically 
flexible enough to be used in any state. We suggest that North 
Dakota refrain from passing this legislation until these complicated 
questions are answered. 

Employee Privacy 

The second part of this bill would prohibit an employer from 
requesting a user name and password from a potential or existing 
employee, which we support. 

However, there are some well-needed, legitimate exemptions we 
asked for in this section to give employers the ability to request 
evidence from an employee for investigations of illegal activity or 

work-related misconduct - not passwords. Examples of 
misconduct that may need investigating to keep the workplace safe 
includes possible: sexual harassment of other employees, bribery, 
identity or trade secret theft, insider trading, downloading of 
confidential company-specific information, or other work-related 
misconduct that may have been conducted from an employee' s  
personal social networking account. 

Moreover, the strict prohibition of "requesting" access to a social 
media account could make it a crime to access a potential 
employees Linkedin account, follow them on Twitter or even ask 
for their email address. We realize that these issue may be 

resolved believe that there is not enough time this session. 

For all of these reasons, we urge that you rej ect this bill or consider 
studying the issue further. Please feel free to contact us if you 

have any questions or would like to discuss our concerns in more 
detail. 

Sincerely, 



Tammy Cota 
Steve DelBianco 
Jim Halpert 

The Internet Alliance 
NetChoice 
State Privacy and Security Coalition 




