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.Explanation or reason for introduction of bill/resolution: 

An Act to provide for limitations on the use of unmanned aircraft for surveil lances. 

Minutes: 

Chairman K. Koppelman: Opened the hearing with testimony in support. 

Rep. Rick C. Becker: This bil l is commonly referred as the d rone bill. A large part of this 
bill has been written by an attorney in Grand Forks who has extensive history with the 
fourth amendment and with d rones. I did incorporate some of the amendments the 
committee here did put in the bil l. The bill intends law enforcement get a warrant prior to 
conduct surveil lance. We need to know where the data is going and who is going to see it. 
He went through the bil l .  (2:35-16:21)(See Testimony #1) It is high lighted . The number one 
concern with FFA felt it would be a negative impact to UNO and ND as a whole. We have 
now been chosen so that is mute. I think d rones have created a gray area and so we need 
to be proactive. Privacy and the issues of privacy make the US special .  (0-16:21) 

Chairman K. Koppelman: The amendments we added were done were the result of 
working with law enforcement community during the last session and addressed the 
concerns that they had voiced There were still some individuals in law enforcement that 
didn't like the bil l even after amended . 

Rep. L. Klemin: What about the nosey neighbor? Is that not a concern? 

Rep. Becker: You are correct. I think there are two different issues. 

Rep. Lois Delmore: Now we have plain view search . Is that addressed in this bill? 

Rep. Becker: The benefit of the d rone is it goes beyond plain view. They have many 
capabilities and imaging. Not only does the drone have the ability to see beyond plain 
view; it has the technology to see more than visual .  
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Rep. Lois Delmore: The bil l wou ld negate that because you think the d rone has more 
powers than what a police officer might be able to observe? 

Rep. Becker: Yes 

Rep. Lois Delmore: You have remedies for violations in here. Did you have that in the 
last bill and can you explain a little more to us what that means? 

Rep. Becker: That was in the previous bill. It would be more beneficial to have it 
answered by a lawyer. 

Rep. L. Klemin: Usual ly we talk about requiring a warrant. Where a person might have a 
reasonable expectation of privacy are they in here somewhere. 

Rep. Becker: No they are not in the bil l .  

Chairman K.  Koppelman: The focus of your b i l l  is  the drone. You are trying to be sure 
privacy is not intruded . Is there a way to help define the definition of plain view? 

Rep. Becker: Yes you are right about that. If I am in my back yard a d rone or airplane 
cou ld see into by back yard. 

Chairman K. Koppelman: That is what I have strugg led with and I don't know a lot about 
drones and they cou ld survey things, but my struggle is do we deal with that by talking 
about another product or camera? 

Rep. Becker: This is technology specific. I wanted to deal with the here and now. The 
sheriff's department acquiring their drones and the range of uses for them so I don't know 
how to rephrase the bil l the encompass technologies we don't know. 

Rep. D. Larson: Can warrants be obtained to investigate Class A misdemeanors? 

Rep. Becker: Yes it is my understanding it can and this committee deleted Subsection 2 or 
changed it a lot. Should the drones be used for felonies only or for important 
misdemeanors too? I don't have a major grip about that. 

Rep. D. Larson: There may be some times that a judge wou ld issue a warrant regarding 
safety to other people that may not rise to the point of a felony until it is already done. I am 
not sure why you would not want to limit a drone usage? 

Rep. Becker: Your comments are noted. If warrants are required I rely on the decision 
making skills and process and judges to use it properly. I cannot disagree with you. 

Jennifer Cook, American Civil Liberties Union of ND: (See testimony #2) (31: 11-35:41 ) 

Rep. G. Paur: Do you have any idea how this bil l compares with other states? 

Jennifer Cook: I do not. I can get that information. 
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Opposition: 

Robert Rost, Grand Forks County Sheriff's Department: (See testimony #3) (37:02 -
41 :40) 

Rep. L. Klemin: What would this bill require you to do that you are not a lready doing? 

Robert Rost: The FFA has established al l  the ru les and guide lines. We wou ld not utilize 
the aircraft for anything that if we had to do something on the g round to get a search 
warrant we wou ld do that anyway. The air is free air. Expectation of privacy is if you are in 
your house or something that would be expectation of privacy. Let the judges do their job. 

Rep. L. Klemin: 

Robert Rost: We would get a warrant from a judge anyway. We took the least evasive 
things first. 

Rep. G. Paur: You mentioned the helicopter flying at 400' does the same thing as a UAS 
at 400'. Can a helicopter go at 20' above the ground of a parking lot? 

Robert Rost: I am sure he could, but it wou ld be in violation of the FFA law. 

Rep. D. Larson: I am sure as a homeowner you own 400' up from your  home. 

Robert Rost: We are limited to 400'. That is far as the UAS can f ly by FFA rules. Air is 
not part of what you own. 

Chairman K. Koppelman: 400' is as high as you can go. UAF can go anywhere below 
that? 

Rep. Brabandt: How many d rones are in the air at one time? 

Robert Rost: Custom and border patrol use drones. We only have one up at a time. 
I do have a request from Cass County that he wou ld like to be part of it. 

Rep. Mary Johnson: The plain view doctrine it is the ability of the UAS to record and 
save imaging and so that negates the plain view doctrine because if you are able to go 
back to imaging that contemporary nature of the plain view doctrine is lost. 

Robert Rost: We have not done any of that yet where we have had to take criminal 
activity pictures. Those are a l l  sent to the FFA. 

Rep. Mary Johnson: Then this bill wou ld prohibit that? 

Robert Rost: If we are doing criminal activity and I needed a search warrant to do that. 
think it will complicate issues. 
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Rep. Mary Johnson: We regulate judges. 

Robert Rost: I don't think we need a bil l that says we need a search warrant for felonies. 
We probably would do that anyway if we were conducting a search. 

Chairman K. Koppelman: There is nothing in law framing any regu lations for UAS now. 
What is wrong with having something in law laying out what you need to do? 

Robert Rost: You are not giving us any credit for making a decision and I try and do the 
best I can to make sure I honor people's rights. 

Chairman K. Koppelman: This committee worked with lobbyist representing law 
enforcement during the session to craft amendments to address any concerns indicates 
that we do trust and respect what you do. 

Bruce Buekett, Spokesman for ND Peace Officers Association: (See testimony #4) 
56: 17-1 :02:16) 

Mike Corcoran, Ass't Director for the Unmanned Systems for UNO: (See testimony 
#5) (1:02:27-1:10:10) 

Rep. Mary Johnson: I trust the committee is developing these policies but they just don't 
have the force of law. 

Rep. K. Wallman: UAS, UAV are the same thing? Page 1 of your testimony you referred 
Community Standards is a floating definition. 

Mike Corcoran: There are various members who are on these committees to establish 
these standards. 

Rep. K. Wallman: All those people got together and decided it was OK. 

Mike Corcoran: That maybe better answered by law enforcement. They are not stealth. 

Chairman K. Koppelman: We don't like this bil l because we think it is an attack on us. Is 
there anything specific in the bill that you object to? 

Mike Corcoran: Section 8, paragraph 6 paints a broad brush in research and it did grab 
out attention. In research what we have learned is a lot in the last couple years along what 
the public's perception is and it is very favorable. 

Rep. L. Klemin: The UAS research compliant committee is only effective for the sixteen 
county areas that you are part of. 

Mike Corcoran: They have a charter that defines what they do. 

Suspended the hearing; it wil l  reopen Monday. 
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Chairman K. Koppelman: You can contact the committee with constructive information or 
leave you r  testimony with us  and we wil l  continue with this and thank you for your patience. 

Testimony 6,7,8,9 h anded in after the meeting: 



2015 HOUSE STANDING COMMITTEE M I N UTES 

Committee Clerk Signature 

Minutes: 

Judiciary Committee 
Prairie Room, State Capitol 

HB 1328 
2/9/2015 

23502 

D Subcommittee 

D Conference Committee 

Testimony #1, 2; 3 

A 

Chairman K. Koppelman: reopened the hearing on this bill. I have visited with law 
enforcement representatives that were in the room that day. They have had impute into the 
proposed amendments and I asked legislative counsel to draft those amendments. If those 
amendments were offered law enforcement wou ld be taking a neutral stand. 

Further support: None 

Opposition: 

Keith Lund, President Economic Development Association of ND: (See testimony #1) 
Had been handed out 2-4-15. (2:05-3: 12) obviously there has been a lot of emphasis 
placed on UAS development and particularly out of UNO.  ND has been designated a test 
site for FAA. Also we are getting near a lease signing of the Grand Sky UAS development 
park on the Grand Forks Air Force Base so that has been a lot of hard work in this industry. 
There are organizations AUSI is the Association of unmanned vehicle systems international 
that are tracking information related to this industry across the US and across the globe. 
They are specifically tracking states that have limited legislation that impact the 
development of UAS. We view UAS as a statewide opportunity. Our board membership 
and they are unanimous in their opposition of this bill; they are from Fargo, Jamestown, 
Mandan, Beach and Williston. We have not seen the amendments, but the bill as proposed 
be are opposed to that. 

Chairman K. Koppelman: Those in law enforcement said they have language in the bill 
that was submitted by U NO. I wou ld encourage you to look at those amendments when 
they are offered. 

Rep. L. Klemin: I am puzzled by your comments that we don't need this bill because 
existing law takes care of the issue. You are on the other hand saying this law would affect 
the application and use of UAS systems. If we don't need it how can it affect the UAF 
systems in ND if we did do this? 
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Keith Lund: There are organizations UAS signed particularly the largest unmanned 
aircraft systems association are tracking information relative to states and other regions 
that limit UAF development and so my testimony was to suggest that states or other 
regions that have specific legislation that limit US development wou ld be put a bad list and 
that wou ld have the potentia l to direct investment in ND to other states that do not have that 
limiting legislation. 

Rep. G. Paur: You said they track legislation which inhabits development requiring a 
search warrant for surveil lance is restricting development? 

Keith Lund: Legislation that further restricts is what I meant. If this legislation wou ld pass 
we feel ND would have legis lation that would be listed as a state does have a piece of 
limiting regu lation regarding UAF. 

Rep. Mary Johnson: So you are arguing for the amendment bil l? Is the bill we have 
before us what you are addressing? 

Keith Lund: Yes.  

Rep. K. Wal lman: This limiting legislation is what this bil l would be cauterized in that 
association is that strictly because it limits research endeavors? 

Keith Lund: I don't know if it would limit research. 

Rep. K. Wallman: This association do they have a board that has responsibility for the 
technology as developed? It seems it wou ld be in everyone's responsibility to be sure that 
states are regu lating this in a way so it is not abused . 

Keith Lund: I am not certain they do? 

Rep. K. Wallman: If the regu lations are already in place then they probably shouldn't 
penalize us for trying to put some regu lations in place by putting us on this black list? Does 
that make sense? 

Keith Lund: Yes it does. 

Rep. D. Larson: In the bill on page 3 of the bill at the end of section 4 which gives 
exceptions it says there is #4 that says for testing, training, education and research. Would 
that take care of your  concern? 

Keith Lund: That has not been the discussion. When you are doing testing you need to do 
it at an existing test site; certificate of authorization to the FAA so those types of activities 
are there. It is the application of UAS technology is a concern in terms being negatively 
viewed as limiting that development. We feel protections exist in the fourth amendment. 

Chairman K. Koppelman: Two years ago we had similar bil ls and it did pass the house 
but was defeated in the Senate. The issue for us is to say we have the FFA, fourth 
amendment, court decisions so we don't need a statue which is what we are hearing in a lot 
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of ways. Maybe this is the wrong bil l, but to simply say don't legislate on this matter 
because we have the fourth amendment to the Constitution we may as wel l  not meet 
because a lot of what we do has to do with constitutional principal that has been laid down. 

Brian Opp: North Dakota Dept. of Commerce: (Reading Testimony #2) (1 5:1 0- 1 7:00) 

Rep. L. Klemin: The Northern Plains US Test Site is what? 

Brian Opp: The test site is a governmental agency that is under the Department of 
Commerce. This was the office of record that submitted the proposal to the FAA to be 
selected as one of six test sites to actually carry out the work of a test site that 
governmental body was created . 

Chairman K. Koppelman: Do you actually regulate it? 

Brian Opp: That is more accurately stated. The FAA regulates and overseas the test 
sites. From a state standpoint the Dept. of Commerce is responsible for the over site of the 
test site from a state prospective. 

Rep. K. Wallman: Mr. Becklund isn't actual ly in favor of regu lating al l  these other forms of 
UAS's? 

Brian Opp: I can't speak for Mr. Becklund . I think you may be right, but I can't say for 
certain because I did not have that conversation with him . 

Rep. Mary Johnson: Can you provide which specific sections he has concerns about? 

Brian Opp: I do not have the specific sections of the bil l Mr. Becklund was referring to. 

Rep. Mary Johnson: We come down to Rep. Paur and Rep .  Wallman's concerns. Can 
somebody be more specific about this bil l? 

Brian Opp: The comments on being black listed and tied back to the change of landscape, 
yes landscape has changed from the last time a similar bill was considered. ND was 
awarded one of six UAS test sites by the FAA. That test site has become operational as of 
last year and they have been doing a lot of great work. The real concern going forward is 
the opportunity to translate the successes so far into tangible outcomes in the future such 
as the development of this industry within ND. 

Rep. Mary Johnson: Somebody from the FFA needs to come in and connect the dots. 
Right now we are dealing with generalities? 

Chairman K. Koppelman: I wou ld encourage you to get a copy of these proposed 
amendments and see if that eases some of those concerns .  

Rep. L. Klemin: This bil l may have a dampening effect on various industries.  We have 
this section 9 that says this act may not be construed to limit, constrain, or adversely impact 
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testing in operations of the state range under FAA Moderation Reform Act. Doesn't that 
take care of the concern? 

Brian Opp: Your  comments are on as the bill is written. Where the concern comes in is not 
from the test site prospective, but private industry that is a client or customer to the test site 
who's working with N D  to carry out testing and development and advancement activities 
within the state. They wou ld also be a part of this even though they are not part of the test 
site themselves so would they also be bound by those types of requirements? Would those 
have those negative impacts and that is where the concern. 

Rep. L. Klemin: Are you saying a customer of a test site should be able to do unrestrict 
without a warrant surveil lance of any type? 

Brian Opp: Not at al l. I don't have a good understand of how a test site client wou ld be 
impacted by the bil l .  

Rep. Brabandt: Where is  the funding coming from for the Northern Plains Unmanned 
Aircraft Systems Test Site? 

Brian Opp: It is funded by the State of ND.  The FAA and the federal government are not 
funding this program. There is an expectation the test site will be engaging customers and 
clients and generating revenues going forward. 

Rep. K. Hawken: You referenced that you have received amendments.  

Chairman K. Koppelman: This is a continuation of the hearing so the amendments will be 
offered after the hearing is closed. 

Rep. Lois Delmore: That is why I wanted to get a copy of those amendments so people 
involved because it may change very much . 

Chairman K. Koppelman: We wou ld welcome them registering their opinion once they 
have seen the amendments . 

Rep. K. Wallman: Mr. Lund testified that the hang up from his prospective was the limits 
on the use and that also speaks to Rep. Klemin's comments and concerns. 

Chairman K. Koppelman: If the concern is language in the bil l that deals with technology 
we wou ld like to know what that is . The intent of the bill is basically dealing with law 
enforcement and not private industry. 

Rep. K. Wallman: Everything is pointing in the direction that folks who want to come and 
test this technology at our site they want to be able to test it and how it applies to law 
enforcement, cou ld that be? 

Brian Opp: I think there is tremendous interest within the UAS industry for law 
enforcement applications. I believe there are other industries that maybe don't have the 
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same applications in mind, but wou ld potential ly perhaps is not viewed as business friendly 
and thus having the dampening effects. 

Chairman K. Koppelman: What are the sites that were selected in addition to N D? 

Brian Opp: Alaska, Nevada, Texas, Virginia and New York. 

Chairman K. Koppelman: Do any of those states have any kind of language in their 
statues at a l l  regarding this technology? 

Brian Opp: I don't know the answer to that, but we can certain ly provide it. 

Neutral: None 

Hearing closed . 

Testimony #3 handed in after the hearing. 
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Handout #1, Proposed amendment #2, #3, #4 

Chairman K. Koppelman (See handout #1) Went over the handout. (1 :45-2:40) (See 
proposed amendment 

Rep. D. Larson: In most of these states it talks about enabling legislation so it comes at it 
from a much more positive thing rather than it is says law enforcement can obtain the 
information gathered from this . It spel ls out the ways they can use it but it feels like a more 
friend ly way of doing this. It spel ls out the ways they can use it, but it feels like a more 
friend ly way of approaching it. This creates as many laws for neighbors and media or other 
people who may use UAS's to infringe on people's privacy. 

Chairman K. Koppelman: You make a good point. (See proposed amendment #2 .02003 
& #3.02002) This came from the law enforcement community. I wanted you to be able to 
look at a l l  those things including privacy and law enforcement and then carve out 
exceptions for law enforcement. (4:50-6 :50) 

Rep. Lois Delmore: I am concerned that two parts of it I can't find . The act does not apply 
or restrict in any way. We need to fix the language. Very confusing? 

Chairman K. Koppelman: The amendment #3 at the end has a section that the law 
enforcement folks had proposed after talking with the people up at U NO.  Rep. Delmore 
also proposed language from them so I wanted her to compare the two and see how they 
interface. 

Rep. Lois Delmore: It needs to add the words this act does not restrict in any way 
research, education, training testing so it is a cleanup of language. It is a lso missing in the 
Section 1 it is missing this act applies only to law enforcement agencies of and within the 
state of ND and its political subdivisions. Page 5, Under Section 8, part 6 they want to 
remove that documentation that applies to al l  uses of unmanned aircraft system including 
testing, training, education and research. So there is a problem with that documentation 
and reporting so those are the three. Page five is there .  
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Chairman K. Koppelman: Page 5 does remove the amendment. Section 9 was originally 
designed to deal with UNO issue and doesn't really apply. 

Rep. Lois Delmore: It takes 6-1 2  out so that is the second amendment I had .  We need to 
add under Section 4 under definitions the act applies to law enforcement agencies of and 
within the state of ND and its political subdivisions. We need to reword on page 3, line 6 a 
l ittle bit too. 

Chairman K. Koppelman: It already add resses law enforcement agencies specifically and 
it already takes care of exempting the research and training and all of that. There might be 
something else in the b i l l  that might apply to others other than law enforcement. I am not 
sure that is necessary. I am not sure we want to target law enforcement. I think that is the 
point of some of these. Otherwise I don't have any problem with what you are 
recommending. 

Rep. D. Larson: I don't like shooting from the hip. I wou ld personally l ike to take under 
page 1 ,  section 2; I wou ld like to reword it. I wou ld l ike to say like Texas it enumerates 1 9  
lawful  uses of an unmanned aircraft including the use in connection with a valid search 
warrant etc. 

Chairman K. Koppelman: The majority leader wants all these bil ls out today and I 
apologize. We did not control the timing and we have had cross over on the calendar for a 
long time and in our committee for a long time. You are all free to propose amendments 
and that is why these are before us because we had asked people to do that. You can 
propose them verbally today too. 

Amendment .02003 moved by Rep. L. Klemin: Seconded by Rep. Kretschmar 

Discussion: 

Chairman K. Koppelman: The bi l l  and these amendments are consistent from the Grand 
Forks sheriff and I think these amendments take care of #5 of Rep. Delmore's amendment. 
Those whole b i l l  and these amendments on ly talk about law enforcement. We are under a 
time crush now and these are good amendments. We are basical ly proposing a place 
holder amendment because we have not had time to get everything together. If you see 
things you don't like or l ike some wording changed we can go to the Senate with that and 
say this is one of the last bi l ls we moved out of judiciary and they can add it and we can 
have another look at it because we could concur or not concur with a Senate amendment 
so those are all options in terms of the way the process flows. 

Rep. L. Klemin: I have looked through these amendments that we are discussing and it 
seems to me they are wel l  worded and the basic premise of these amendments are 
consistent with the bil l and it just rewords that basically you have to have a warrant. When 
the sheriff from Grand Forks was here testifying my notes say if they were going to use it 
the warrant is requ ired for flights that wou ld infringe on an individual's reasonable 
expectation of privacy. I see the bill being consistent with the testimony from the sheriff. I 
also think these amendments take care of #5 of Rep. Delmore's amendment. I think we are 
under a time crunch right now so I think these are good amendments. 
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Rep. Maragos: If this bill passes and gets to the Senate and we wil l  have our second 
chance at it in conference. 

Voice vote carried. 

Rep. G. Paur Moved a do pass as amended; Seconded Rep. L. Klemin: 

Rep. P. Anderson: I am really uncomfortable with what we are doing right here. We can 
amend this al l  we want but I am voting no. I don't know the unintended consequences at 
al l .  

Rep. K. Wallman: I don't think we have had enough time to look at this bi l l .  This is the first 
time I have seen these amendments and I like to be through . 

Rep. L. Klemin: This bil l says if you are going to use the d rone for surveil lance you need a 
warrant un less it is subject to a wel l-recognized court exception and there are a number of 
those; or un less it is subject to exceptions that we stated in the bill which we have covered 
the concerns of UNO and law enforcement said if we have to get a warrant we would have 
to get a warrant anyway so I don't see what the problem is. If we look at what other states 
have done; there are many states that have done exactly the same thing regard less of 
whether they phase it one way or another. 

Chairman K. Koppelman: I don't ever remember getting amendments days in advance so 
this is not unusual .  We do need to get these bills out today. 

Rep. D. Larson: So all of these amendments this is what law enforcement said they 
wanted and they are now comfortable with this is what you are saying? 

Chairman K. Koppelman: Yes they are comfortable and Mr. Burkett is in the room and 
Game & Fish and they noted there might stil l  be members of law enforcement; a sheriff or 
police chief that may or may not be personal ly not like the bil l, but as a law enforcement 
community they are comfortable with these amendments. 

Rol l Call  Vote: 9 Yes 4 No 0 Absent Carrier: Chairman K. Koppelman: 

(Testimony #4 passed out earlier) 
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PROPOSED AMENDMENTS TO HOUSE BILL NO. 1328 

Page 1, line 1, replace "aircraft" with "aerial vehicle" 

Page 1, line 6, after "1.:." insert ""Flight data" means imaging or other observation recording. 

2. "Flight information" means flight duration. flight path. and mission 
objective. 

3." 

Page 1, line 6, after "agency" insert "or agents" 

Page 1, line 6, remove "means a person authorized by law. or funded by the state." 

Page 1, line 7, replace "to investigate or prosecute offenses against the state" with "has the 
meaning provided for law enforcement officer in section 12.1-01-04" 

Page 1, line 8, replace "2." with "4." 

Page 1, line 8, replace the first "aircraft" with "aerial vehicle" 

Page 1, line 8, replace the second "aircraft" with "aerial vehicle" 

Page 1, line 9, replace "aircraft" with "aerial vehicle. The term does not include satellites." 

Page 1, line 10, replace "3." with "5." 

Page 1, line 10, replace the first "aircraft" with "aerial vehicle" 

Page 1, line 10, replace the second "aircraft" with "aerial vehicle" 

Page 1, line 11, replace "aircraft" with "aerial vehicle" 

Page 1, replace lines 15 through 24 with: 

"Limitations on use of unmanned aerial vehicle system. 

1.:. Information obtained from an unmanned aerial vehicle is not admissible in 
a prosecution or proceeding within the state unless the information was 
obtained: 

~ Pursuant to the authority of a search warrant: or 

b. In accordance with exceptions to the warrant requirement. 

2. Information obtained from the operation of an unmanned aerial vehicle 
may not be used in an affidavit of probable cause in an effort to obtain a 
search warrant" 

Page 2, line 3, replace "aircraft" with "aerial vehicle" 

Page 2, line 5, replace "aircraft" with "aerial vehicle" 

Page 2, line 6, replace "aircraft" with "aerial vehicle" 
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Page 2, line 7, replace "aircraft" with "aerial vehicle" 

Page 2, line 9, replace "aircraft" with "aerial vehicle" 

Page 2, line 11, replace "aircraft" with "aerial vehicle" 

Page 2, line 12, replace "aircraft" with "aerial vehicle" 

Page 2, line 21, replace "aircraft" with "aerial vehicles" 

Page 2, line 23, replace "aircraft" with "aerial vehicles" 

Page 2, line 26, replace "aircraft" with "aerial vehicles" 

Page 3, line 1, replace "aircraft" with "aerial vehicle" 

Page 3, line 2, after "state" insert "or local" 

Page 3, line 6, replace "Testing. training, education, and research of unmanned aircraft 
systems." with "Research, education, training, testing, or development efforts 
undertaken by or in conjunction with a school or institution of higher education within 
the state and its political subdivisions, nor to public and private collaborators engaged 
in mutually supported efforts involving research. education, training. testing, or 
development related to unmanned aerial vehicle systems or unmanned aerial vehicle 
system technologies and potential applications." 

Page 3, line 8, replace "surveillance" with "use" 

Page 3, line 9, replace "aircraft" with "aerial vehicle" 

Page 3, line 10, remove "Use of force." 

Page 3, line 10, replace "state" with "law enforcement" 

Page 3, line 11, replace "aircraft" with "aerial vehicle" 

Page 3, line 11, remove "or nonlethal" 

Page 3, line 11, remove the second comma 

Page 3, line 12, remove "including firearms. pepper spray, bean bag guns, mace. and 
sound-based weapons" 

Page 3, line 13, replace "state" with "law enforcement" 

Page 3, line 14, replace "aircraft" with "aerial vehicle" 

Page 3, remove lines 22 through 31 

Page 4, remove lines 1 through 19 

Page 4, line 21, replace "aircraft surveillance" with "aerial vehicle use" 

Page 4, line 23, replace "aircraft" with "aerial vehicle" 

Page 4, line 24, remove", including the names of place" 

Page 4, line 25, remove "or persons authorized to be subject to surveillance" 

Page 4, line 26, replace "certified" with "verified" 

Page No. 2 15.0259.02003 



Page 4, line 29, after "4." insert "Any imaging or any other forms of data lawfully obtained under 
this Act which are not accompanied by a reasonable and articulable 
suspicion that the images or data contain evidence of a crime. or are 
relevant to an ongoing investigation or trial, may not be retained for more 
than ninety days. 

Page 4, line 29, replace "aircraft" with "aerial vehicle" 

Page 5, line 1, replace "aircraft" with "aerial vehicle" 

Page 5, line 4, replace "5." with 116.11 

Page 5, remove lines 6 through 12 

Renumber accordingly 

Page No. 3 15.0259.02003 
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Module ID: h_stcomrep_33_003 
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Insert LC: 15.0259.02003 Title: 03000 

REPORT OF STANDING COMMITTEE 
HB 1328: Judiciary Committee (Rep. K. Koppelman, Chairman) recommends 

AMENDMENTS AS FOLLOWS and when so amended, recommends DO PASS 
(9 YEAS, 4 NAYS, 0 ABSENT AND NOT VOTING). HB 1328 was placed on the 
Sixth order on the calendar. 

Page 1, line 1, replace "aircraft" with "aerial vehicle" 

Page 1, line 6, after ".L" insert ""Flight data" means imaging or other observation recording . 

£. "Flight information" means flight duration, flight path, and mission 
objective. 

Page 1, line 6, after "agency" insert "or agents" 

Page 1, line 6, remove "means a person authorized by law, or funded by the state," 

Page 1, line 7, replace "to investigate or prosecute offenses against the state" with "has the 
meaning provided for law enforcement officer in section 12.1-01-04" 

Page 1, line 8, replace"£." with "4." 

Page 1, line 8, replace the first "aircraft" with "aerial vehicle" 

Page 1, line 8, replace the second "aircraft" with "aerial vehicle" 

Page 1, line 9, replace "aircraft" with "aerial vehicle. The term does not include satellites." 

Page 1, line 10, replace "~" with "§,," 

Page 1, line 10, replace the first "aircraft" with "aerial vehicle" 

Page 1, line 10, replace the second "aircraft" with "aerial vehicle" 

Page 1, line 11, replace "aircraft" with "aerial vehicle" 

Page 1, replace lines 15 through 24 with : 

"Limitations on use of unmanned aerial vehicle system . 

.L Information obtained from an unmanned aerial vehicle is not admissible 
in a prosecution or proceeding within the state unless the information 
was obtained: 

~ Pursuant to the authority of a search warrant: or 

.!;L In accordance with exceptions to the warrant requirement. 

2. Information obtained from the operation of an unmanned aerial vehicle 
may not be used in an affidavit of probable cause in an effort to obtain a 
search warrant" 

Page 2, line 3, replace "aircraft" with "aerial vehicle" 

Page 2, line 5, replace "aircraft" with "aerial vehicle" 

Page 2, line 6, replace "aircraft" with "aerial vehicle" 

Page 2, line 7, replace "aircraft" with "aerial vehicle" 

(1) DESK (3) COMMITTEE Page 1 h_stcomrep_33_003 
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Page 2, line 9, replace "aircraft" with "aerial vehicle" 

Page 2, line 11 , replace "aircraft" with "aerial vehicle" 

Page 2, line 12, replace "aircraft" with "aerial vehicle" 

Page 2, line 21 , replace "aircraft" with "aerial vehicles" 

Page 2, line 23, replace "aircraft" with "aerial vehicles" 

Page 2, line 26, replace "aircraft" with "aerial vehicles" 

Page 3, line 1, replace "aircraft" with "aerial vehicle" 

Page 3, line 2, after "state" insert "or local" 

Page 3, line 6, replace "Testing. training . education. and research of unmanned aircraft 
systems." with "Research. education, training, testing. or development efforts 
undertaken by or in conjunction with a school or institution of higher education within 
the state and its political subdivisions, nor to public and private collaborators 
engaged in mutually supported efforts involving research, education. train ing. testing. 
or development related to unmanned aerial veh icle systems or unmanned aerial 
vehicle system technologies and potential applications." 

Page 3, line 8, replace "surveillance" with "use" 

Page 3, line 9, replace "aircraft" with "aerial vehicle" 

Page 3, line 10, remove "Use of force." 

Page 3, line 10, replace "state" with "law enforcement" 

Page 3, line 11 , replace "aircraft" with "aerial vehicle" 

Page 3, line 11 , remove "or nonlethal" 

Page 3, line 11 , remove the second comma 

Page 3, line 12, remove "including firearms. pepper spray. bean bag guns, mace, and 
sound-based weapons" 

Page 3, line 13, replace "state" with "law enforcement" 

Page 3, line 14, replace "aircraft" with "aerial vehicle" 

Page 3, remove lines 22 through 31 

Page 4, remove lines 1 through 19 

Page 4, line 21 , replace "aircraft surveillance" with "aerial vehicle use" 

Page 4, line 23, replace "aircraft" with "aerial vehicle" 

Page 4, line 24, remove ". including the names of place" 

Page 4, line 25, remove "or persons authorized to be subject to surveillance" 

Page 4, line 26, replace "certified" with "verified" 

Page 4, line 29, after "4." insert "Any imaging or any other forms of data lawfully obtained 
under this Act which are not accompanied by a reasonable and 
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articulable suspicion that the images or data contain evidence of a crime. 
or are relevant to an ongoing investigation or trial. may not be retained 
for more than ninety days. 

Page 4, line 29, replace "aircraft" with "aerial vehicle" 

Page 5, line 1, replace "aircraft" with "aerial vehicle" 

Page 5, line 4, replace "5." with 116. 11 

Page 5, remove lines 6 through 12 

Renumber accordingly 
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Minutes: 

Ch .  Hogue: We wi l l  open the hearing on HB 1 328.  

Rep.  Rick C .  Becker: Sponsor, support (see attached #1  ) .  Two years ago I 
was before your  committee and d iscussed a very sim i lar  b i l l .  You wi l l  notice 
that one th ing that is d ifferent from last session is that the room is not packed 
with Grand Forks people and UNO people and law enforcement. A lot of their 
concerns have been addressed in this bi l l  and the way it was amended by the 
previous committee. The handout (#1 ) is going to come out in the Grand 
Forks Herald . I thought it was wel l  written .  It had some good points . Section 
1 has the defin it ions, and these were tweaked qu ite a bit to address concerns 
by law enforcement and UNO;  in essence the important aspects of it remain 
i ntact. Section 2 is l im itations; the g ist of the bi l l  is  that law enforcement is 
requ i red to have a warrant to conduct survei l lance on a private citizen with a 
drone. That's the heart and sou l of the b i l l .  Of course, we have to get into 
some particu lars and for exceptions. Section 3 does tal k  about the warrant 
requ i rement. There are going to be some specifics to a warrant requ i rement 
which are not necessari ly apropos to a warrant to search a house .  It has a lot 
to do with data and what to do with the data and where the data is leg it imate 
and where it m ight not be. Section 4 is the exceptions. Subsection 1 )  the 
patrol of national borders was identified as being an exception .  The fi rst 
section deals with the federal patrol of the border is  going to have priority over 
anyth ing that we would want to do in the state anyway; subsection 2) wi l l  
most l i kely be the most important exceptions, those are exigent 
circumstances. That is going to be where there is imminent potentia l  loss of 
l ife . You might have a fleeing murderer, a barricaded suspect, armed or 
potent ia l ly armed , the occurrence that happened in  ND some years ago, 
which many people thought was the genesis of this b i l l ,  which it actual ly 
wasn't, the drone use when someone ran out i nto a fie ld ,  armed , they would 
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not need a warrant to do that because the officers were going in  b l ind after the 
armed suspect would be put at risk " imminent danger" and therefore they 
could use the drone readi ly for the safety of the officers . There are any 
number of situations which would fal l  under exigent circumstances; subsection 
3)  environmental or weather-related catastrophe; subsection 4)  is the research 
testing/education wh ich is important to not impede into the arena of U N O  
Aerospace Sciences and the FAA Test-site.  Section 5 does involve the 
prohib ited use for law enforcement: subsection 1 )  they cannot be armed with 
any lethal weapons, I 'm not in fu l l  agreement with , it was any weapon, they did 
change it  to any letha l  weapon. I n  my opin ion there should be a n ice red l i ne,  
drones should not be weapon ized . When you're not on the ground and you 
are making the decision and you're separated from the action 
(depersonal ized ) whereas if you are going to deploy even a non-lethal weapon 
on a fel low citizen ,  you can certainly take a further look at that if you deem 
appropriate ; subsection 2) domestic use and private survei l lance, this is 
i ntended to prevent law enforcement from circumventing the intent here and 
going out and gett ing Joe's Drone Service to do the job without a warrant; 
Subsection 3)  is the surve i l lance and constitut ional r ights; it has to do with 
gathering information at, say a pol itical ra l ly .  The thought process there is that 
drones hovering over a ra l ly would. have a very ch i l l i ng effect on free speech. 
Is  it  s ign ificantly d ifferent than posting officers around the enti re perimeter of 
the gathering ,  perhaps not? But again you have data storage accumulation 
on what is being said exactly by whom, etc. That was considered important 
as wel l .  Section 6 goes into the documentation and what is requ i red for the 
data that is obtained by the drone fl ight. 

Sen. Lu ick: In section 5 ,  l ine 1 ,  talking about lethal weapons being on the 
drones. What about an instance where you want that for predator control of 
some sort to mon itor or get rid of a rabid an imal ,  varmints . 

Rep. Rick C .  Becker: I bel ieve that may be taken care of, because it is l im ited 
to law enforcement use of the drones. At least my understanding of that is .  I n  
last session there were some concerns about l imitations for agricu lture,  for 
weather, where National Guard may be involved . State agencies aren't in  
here, at  least for the pertinent parts , so it is restricted for law enforcement not 
to weapon ize them .  M y  understanding is that you could use it for varmints as 
long as law enforcement's not using it with an intended use for humans. 

Sen. Lu ick: Also, on the l im itations to privacy and the material and how it is 
stored if it is recorded materia ls .  What difference does it make if it is done 
with a drone or done with a camera mounted on the side of a drone, or a 
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microphone that picks up  the speech from a d istance away or anything 
recorded at one of these events? How is it any d ifferent? 

Rep. Rick C. Becker: There are nuances to it rea l ly .  It's a matter of the abi l ity 
of the drones to col lect vast and large amount of data at mu lt iple points also 
using newer technolog ies that can see or hear th rough wal ls .  It is a gray area 
as I mentioned , if you have officers standing around with video cameras on 
the perimeter is  that enti rely d ifferent. It's d ifficu lt to say, but the capabi l it ies of 
the drone technology and the abi l ity to gather huge amounts of data that they 
are able to store is qu ite s ign ificant. 

Sen . Lu ick: Also , I was at a US Ag . Conference in Oklahoma where they had 
mu lt iple states there and they were having the same kind of d iscussions about 
the concerns and warrant issues with the drones. Doesn't the FAA control 
a i rspace enti rely? I 'm under the impression that, what they were tel l ing me 
down there ,  is  that FAA controls everything unti l you break the plane of an 
overhead rough for example.  So if your  drone were to come anywhere 
underneath of a soffit of a roof, it's your  property, you can do what you wish .  
As far as the FAA is concerned it's open territory above your  land,  your  
physical land .  

Rep. Rick C .  Becker: My understanding is it is 400 ft.  

Sen . Casper: Does th is ,  i n  any way, i nfringe upon the private use of drones 
by a private industry. 

Rep. Rick C. Becker: It does not. 

Sen . Casper: Was there any discussion considering leg islation up to this 
point . I 'm  looking at section 4, part 4.  I 'm th inking of the world, where there is 
an exception for research ,  education, and tra in ing .  I 'm th inking of law 
enforcement agency or the publ ic institution that is  out doing some research 
with the d rone and the drone is col lecting a great deal of data , so I 'm a law 
enforcement agent and something happened near where I know these drones 
are out co l lecting data, and I 'm investigating a crime that took place and I 
know U N O  is doing research there and I know they are fly ing a d rone over and 
now I want to get a warrant to review all the data that that d rone doing 
research because it may have witnessed a crime. Do you th ink  that wi l l  be 
problematic. I th ink  they wou ld just get a normal warrant and be able to get 
access to that data and it might not violate, or fal l  under this exception. 
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Rep. Rick C.  Becker: I d id g ive that a fa i r  amount of consideration because 
there is that s l i ppery gray area where you can short of come up with a 
mu ltitude of reasons to be doing drone fl ights, which a l legedly aren't to 
conduct survei l lance in  the hopes that if the drone happened to g lance over 
i nto Mr. Johnson's yard ,  who we have been worried about, but don't have 
enough to get a warrant, but let's conduct a test fl ight passing by the 
neighbor's yard .  There is a ·1 itt le bit of a gray area . 

Sen . Casper: We' l l  trust the d istrict court judge whether they are going to get 
the warrant or not. 

Rep. R ick C .  Becker: I th ink it is going to be impossib le to make it i ron-clad 
and we hope that, exactly what you suggested to be the case, is that they 
would need to get a warrant and would it be justified . 

Sen . Armstrong : One of the problems I had last t ime was when the case we 
were ta lking about during the last session, it was being used on I guess my 
problem is whether there is a second warrant requ i rement if there is a l ready a 
warrant out. If there is a warrant for my arrest and they are try ing to arrest 
me, there is a warrant because I have a probation revocation and they want to 
uti l ize a drone in  effectuating that arrest, l i ke there is a stand-off situation or 
office safety s ituat ion, I don't th ink it is in  here in the b i l l .  That's what my 
question is, even in those situations where there may a l ready be an exist ing 
warrant for someone, is it the intent of th is bi l l  to make sure that they have to 
get a second warrant to use the drone. 

Rep. Rick C. Becker: No. That's not the intent. I th ink the intent would be 
that if there is a suspicion that a suspect who has a warrant out for them, is in  
thei r cousin's home, we would fo l low the normal protocols where you have to 
get a warrant to look into the home. But if you are attempting to isolate and 
apprehend a suspect for whom a warrant has been issued , I would hope that 
this didn't requ i re a second warrant. 

Sen. Armstrong: I th ink that could probably be cleaned up in that subsection 
2, but the problem is that those might not a lways be exigent circumstances. 
There is a distinction and a d ifference with that term inology. I might try and 
clean that up.  

Rep. Rick C .  Becker: Sure. 
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Ch .  Hogue: As I recal l  th is b i l l  from the last session , I th ink  one of the reasons 
that the Senate defeated it is ,  i n  part, because it was regarded as premature. 
We know of the incidents in Grand Forks County, but have there been other 
law enforcement agencies in the state that are employing this technology. 

Rep. Rick C. Becker: My understanding is that Fargo and Grand Forks have 
both shown g reat i nterest and have purchased them. I don't know that as a 
fact, but this is  what I 've read and heard ,  with the intent that they are 
conducting tra in ing and the intent to use this. UAV's are a wonderfu l option,  a 
lower cost option and has a rightfu l place. If I were in  the i r  shoes, I would a lso 
want to employ, instruct and train to be able to use these. They certa in ly are 
in  the process of gearing up to use them. 

Ch .  Hogue: I th ink  the other part of the reason it was opposed was what you 
mentioned earl ier, the Grand Forks, h igher education and others were in the 
process of b idding or attempting to become approved by the FAA as a test 
s ite for drones and so do they have any concerns l i ke they did last t ime. 

Rep. Rick C. Becker: I bel ieve their concerns have been addressed . I d idn't 
stay for a l l  the testimony and the discussion afterwards .  What was relayed to 
me by the chai rman was an understanding that most, if not a l l ,  of the concerns 
of U N O  were addressed . They offered amendments wh ich were incorporated 
into the b i l l .  Much of law enforcement concerns were addressed with 
amendments proposed by a certa in faction . I do know that the Grand Forks 
Sheriff is sti l l  opposed to the bi l l  as it stands now. I bel ieve that most law 
enforcement is okay with it. 

Ch .  Hogue: Thank you .  Further testimony in support .  

Jenn ifer Cook, Pol icy Director of the ACLU of ND: Support orig ina l  bi l l  not the 
amended one (see attached 2, 3, 4 ) . I would l i ke to speak as a North Dakota 
citizen because sometimes when we view someth ing through a lens of what 
we're particu larly used to , we fai l  to see why we should th ink  of it d ifferently .  
As I pondered the b i l l ,  I asked myself, "Why do we care if law enforcement 
uses drones to conduct genera l  survei l lance". Why do I care? If I 'm not doing 
anyth ing wrong , then it shouldn't bother me, right .  I recal l  i n  the spring of 2009 
the flood in Fargo. The flood h it us particu larly hard .  I was a second year law 
student i n  Grand Forks but I l ived in Fargo. I spent many of my days away 
from law school ,  s l ing ing sand bags to help protect the city I love and l ive in .  
One of the aspects of the flood was that mu ltiple t imes a day I cou ld hear 
B lackhawk hel icopters hovering around the a i rspace. My mi l itary experience 
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tel ls me that if a B lackhawk from far away enough that I can't even see it but I 
can hear it coming ,  I 'm comfortable with the sound of the hel icopter i n  the air .  
So I had to release a l l  of these biases when I 'm th inking about this.  The 
Blackhawk during the flood situation gave m.e comfort, because wh i le I helped 
sandbag during the day, when I went to sleep at n ight, I cou ld hear them 
hovering around.  I knew they were watch ing the river, so that it wouldn't 
overflow and wouldn't endanger my fami ly and friends. That gave me comfort, 
but as I th ink about this, what if every n ight when I go to sleep I hear 
hel icopters in the d istance, but it 's not because they are watching the river, 
they are watching me. That brings a d ifferent perspective to it. I 'm not doing 
anyth ing wrong . I shouldn't have to hear or wonder if there's some type of 
survei l lance going on overhead of my house. 

Sen. Armstrong:  Let's have a 4th amendment debate here because one of my 
questions is whenever there is new technology that's what requ i res specific 4th 

amendment protect ion,  telephoto lenses, wireless electronic l istening devices, 
these have gone through the history on the 4th amendment. I have a problem 
with drug dogs and the way they are uti l ized by law enforcement. That's not a 
h igh tech way of doing it; it's very low tech way of doing it . I th ink the 4th 

amendment protection in  drug dogs is severely lacking .  We just had two 
d ifferent US Supreme Court cases on smartphones and I would argue that 
what you carry on th is is some of the most private th ing in the world .  Why do 
drones need specific protection? Do we not have confidence that the courts 
wi l l  get it r ight on the 4th amendment analysis? 

Jennifer Cook: The Supreme Court hasn't issued a decision on drones. It is 
l i kely they wi l l  i n  the future but how long are we wi l l ing to wait for the Supreme 
Court to decide what they are going to do about drones. Living in a state, 
such as this, where we are slower than most to embrace new technology and 
when we do fina l ly embrace new technology we do so cautiously. As Sen . 
Lu ick had mentioned previously, drone technology is new, cutt ing edge and 
not every law enforcement agency in the state is using it .  I nstead of being as 
permissive as to a l low law enforcement to use it as they will and trust that they 
wi l l  do what is proper under the 4th amendment, the leg islative body should 
g ive them gu idance. I th ink that the orig ina l  version of the b i l l  does so. 

Sen . Armstrong:  I get concerned when we start parsing out certa in sections of 
the law, l ike drug dogs, smartphones, drones, etc. I th ink we have to be 
cautious that we don't start pars ing out 4th amendment issues and let the 4th 

amendment do what the 4th amendment supposed to do. I don't a lways have 
complete and utter trust in law enforcement either. I th ink that was an 
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occupational  hazard for what I d id for 1 0  years of my l ife , but I do tend to trust 
the courts and I tend to trust them to get it r ight as it moves forward . 

Jenn ifer Cook: I agree with your  sentiment. I a lso th ink that as I said before, 
the courts are a remedy for a violation that has a l ready taken place. Why 
would we be so permissive with new technology that we don't have ru les? I 
suggest that we move slowly and take an expansive view of the 4th 

amendment and when we see the impacts of what d rones can do, if they are 
used accord ing ly with the 4th amendment, then perhaps we can look at 
a l lowing a more permissive stance. As a start ing point I th ink  we shouldn 't be 
so perm issive. 

Sen. Armstrong : If  we are going to talk  about a broad and expanse stance, do 
we need to add the exclusionary ru le to this bi l l .  As I read it, there are 
prohibit ions on it but it doesn't tel l  you what the penalty for violation are. 

Jenn ifer Cook: That's a good point. There was a civi l penalty section in th is 
bi l l  before it was amended by the House and it  was removed . The way the 
b i l l  is written a l ready deals with an exclusionary ru le;  in  fact it deals specifica l ly 
with warrants i n  section 2 ,  I th ink you cou ld look at it that way. I 'm ta lking 
about prior to even obta in ing a warrant that drone shou ld not be used as 
automated pol ice officers. 

Sen . Casper: Under the leg is lation as amended ,  as it stands before us, law 
enforcement could use a drone, and then they would have to have a warrant 
to make the evidence admissible in court, where under your  suggestion here ,  
they'd have to go and get a warrant to use the d rone in the fi rst place. Is  that 
correct. 

Jennifer Cook: As I understand it, yes. We're asking that a drone not be 
used in that situation . When you use a drone, normal ly law enforcement to 
bui ld probable cause to get a warrant to search property would use normal , 
trad itional law enforcement techniques. They would conduct human 
survei l lance; mean ing that they perhaps stake out your  house and with a 
drone because you have a camera equ ipped with amazing technology you 
can watch an ent ire city at one t ime. If you don't have a reasonable, art icu late 
suspicion or probable cause to be watch ing for specific wrongdoing you can 
look out and see where there might be crimina l  wrongdoing and use that and 
go back through that i maging to then take trad itional pol icing procedures to 
form probable cause and that's the concern ; we' re watching people who would 
be innocent for suspected crim inal wrongdoing .  The technology is so amazing 
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the imaging is so fine and defin ite, that you are looking at someth ing that a 
human wouldn 't normal ly be able to do. 

Sen. Casper: If I look at l i ne 1 on page 2 ,  section 2 ,  information obta ined from 
the operation of UAV may not be used in an affidavit of probable cause in  an 
effort to obta in  a search warrant. I 'm reading that as saying that the Cass 
County Sheriff can't fly UAV over an area where they suspect wrongdoing and 
then col lect data there and br ing that to the court for the purposes of obta in ing 
a warrant to go in  and search through further drone survei l lance or go search 
the property. Is that correct. 

Jennifer Cook: When I fi rst read the amended b i l l ,  I thought wel l  th is doesn't 
look so bad . It seems l i ke this does what we want it to do, but when you read 
it fu rther, it is a bit confusing and it's not clear. Basical ly, it means that i n  order 
to bring evidence procured from a drone into court you have to have a 
warrant, but you don't have to have the warrant to fly over wherever. 

Sen. Lu ick: You were ta l king about the d ifferences between your  personal 
type of situation with the Blackhawk hel icopters, etc. but I d idn't qu ite get the 
connection there because I th ink that having those hel icopters at n ight, no 
matter what, would be a comfort in  that situation. We are a l l  being recorded 
more so a l l  the t ime, day in and day out. It's being mandated ,  I bel ieve , 
nationwide that law enforcement have cameras on .  We just passed a b i l l  here 
the other day that had some information in  that it has some kind of bearing 
upon what is happen ing here. How do you feel about the information that is 
being recorded on those cameras vs . the information being recorded on the 
drone cameras? Can't they be treated equal ly? 

Jenn ifer Cook: I n  fact, as I thought about the relation between those two b i l ls  I 
th ink the difference is that a pol ice body camera whether it be a body camera 
or even a dash camera in  the patrol veh icle captures on ly what the officer 
sees and who the officer interacts with in a very confined area . As the ACLU,  
we sti l l  do have very deep concerns about the images that are captured by 
body cameras in private places. I n  fact, I bel ieve that there should be strict 
controls with regard to those images, how they are reta ined, and how they are 
d isposed of. I n  response to your comment about the Blackhawk hel icopters 
and how they would be a comfort either way, I can see your po int ; however, I 
would counter with this ,  if you felt that you were a lways being watched and 
you can hear hel icopters and if you look at the technology of the drone, many 
of the common drones that law enforcement could use can f ly up to 1 9 ,000 
and they can stay a loft for more than 1 9  hours .  That's an incred ible amount of 
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i nformation that they can capture . I th ink that, as a society, yes we are 
moving closer to a world i n  which we are watched al l  the t ime. I 'm not sure 
that we should be so accepting of that. There has to be a balance between 
what ind iv idual privacies that you are wi l l i ng to g ive up and your  security but it 
has to be a very carefu l ba lance; especia l ly when we have new and emerg ing 
technologies, we have to consider those very careful ly .  

Ch. Hogue: I wanted to clarify your  testimony, you said you wanted l ines 1 6-
2 1  on page 1 ,  of the orig inal b i l l  restored , is that correct. 

Jenn ifer Cook: Yes. 

Ch .  Hogue: I th ink you gave the committee a version 2000 of the b i l l .  Is this 
the orig ina l  or was there someth ing before it . 

Jenn ifer Cook: It's my understanding that the copy I gave you off of the 
leg islature's website and it was the orig inal  b i l l  that I was tracking.  

Sen . Casper: I looked at the orig ina l  bi l l  on here dated the 1 3th of the fi rst 
reading and it referred to Jud iciary as the 2000 version .  

Ch .  Hogue: So it was a l ready the 2000 version.  

Sen. Grabinger: I don't want to take away opportun ities for law enforcement 
to fi nd crime and stop crime. In saying that, I look at this and hypothetica l ly, 
an i nd iv idual that they th ink  may have stolen property in the backyard through 
the means at wi l l ,  they can't tel l .  So they want to fly over and see if it's i n  a 
backyard , a stolen motorcycle for example. With th is ,  they would have to get 
a warrant; they'd have to h i re another law enforcement agency because they 
can't h i re private without the warrant. Why do you want to take away that 
opportun ity for law enforcement to uti l ize this techn ique. I n  the way I look at it, 
I th ink of drones as another way for law enforcement to advance their 
techn iques, such as h igh powered binoculars ,  etc. There is an effort to try and 
prevent crime and stop crime and that's why they do that. Why would we want 
to take away that opportun ity. 

Jenn ifer Cook: We a l l  have an interest in  law enforcement being able to do 
their job exceptional ly wel l  and I th ink we want them to be able to use the tools 
that are wel l  with in  their purview to use. However, I would advise caution 
when it comes to d rones because they are not narrowly ta i lored . They can 
l itera l ly  suck information as they are moving to the target area, even if they 
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have a warrant, they can suck information from city blocks, m i les around and 
that information is captured and stored and there are tools that law 
enforcement can use a l ready that the courts have decided sti l l  protect an 
ind ividual 's right to privacy, but a l low law enforcement to do their  jobs 
effectively. Here, we don't have such gu idance. I th ink it's a balancing act. 
There was testimony on the House side from a law enforcement official during 
the testimony. Essentia l ly he was asking why he has to get a warrant, most 
l i kely we wi l l  get a warrant but we do it anyway so why should we be told that 
you have to do it . Wel l  the reasoning is this .  We have checks and ba lances 
in our government; the jud icia l  system, the leg is lative body, and the executive 
branch, and the leg is lative body makes the ru les that the jud icial system 
enforces. Law enforcement is a tool of enforcement; it does not make up its 
own rules; that's for this leg islative body to decide. 

Sen. Lu ick: Hypothetica l ly, you have a drone fly ing over and this property 
over here is the targeted area and you mentioned that I can get i nformation 
from a larger area . What would your opin ion be of something l i ke this? Let's 
say the efforts were put on this over here but this i nformation gathered over 
here, where a crime was being committed and we' re going to make this 
personal .  It's going to be your fami ly member or  even yourself. This particu lar 
i nd ividual down there has been very sh ifty and has not been able to get 
caught, but he's raping an ind ividual .  The information is on the camera, but 
your  instance of not being able to use that information, how do you feel about 
that. 

Jenn ifer Cook: From the ACLU's perspective I th ink that they would say, that 
if you don't have a warrant specifica l ly targeting the specific place in which 
you've requested in the warrant that you are going to look at with this drone 
camera and there is criminal  activity going on outside that rea lm that you 
should not be able to look in that area . 

Ch .  Hogue: Thank you .  Further testimony in support. 

Sara Sen . Nelson, Journal ist, Washington DC: Support (see attached #5) .  

Ch .  Hogue: Thank you .  Further testimony in support. Testimony in  
opposit ion. 

Thomas Kenvi l le ,  Grand Forks: Opposed (see attached #6) .  
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Ch .  Hogue: Regard ing law enforcement use of the drones, do you have 
knowledge how law enforcement i n  other parts of the country are using 
unmanned aeria l  craft. 

Thomas Kenvi l le :  It's very d ifficult no matter who you are today to get in the 
a i r, because of FAA's ru les for safety. It has noth ing to do with data ; it's very 
d ifficult and we are working very hard to get i nto the a i r  no matter if you are a 
private citizen or law enforcement. I do know that it is g rowing but there hasn't 
been anyone who gets a lot of a i rt ime; even our own sheriff's department in  
Grand Forks County. Am I worried about them spying on me, I don't care i f  it 
makes noise or not. I want my privacy but I th ink this is going to save l ives 
and create jobs. I th i nk  we have laws in place to protect me. 

Sen . Armstrong:  The FAA already has ru les, but the FAA doesn't do 4th 

amendment analysis. 

Thomas Kenvi l le :  No .  But you have to get i nto the a ir  to run the drones. 

Sen. Casper: Is this going to i nfringe upon industry in the state, and Rep. 
Becker said he d idn 't know. Can I assume from your  testimony that you see 
that d ifferently. 

Thomas Kenvi l le :  Yes. When I was asked to testify I was sitti ng in a lawyer's 
office across the street from the White House. The company that I helped 
bring here ,  said the reason they are here is because of our g reat leadership 
and how we're open to new industry.  The other states that are competing with 
us,  some of them have the new rules and it's another level to go through to get 
to a i rspace. The a irplanes that are going to be bui lt in  Wahpeton could be 
used by our law enforcement. Are they going to order as many, are they 
going to construct as many, it's going to h inder growth . Do I bel ieve 1 0  years 
from today there might be some new ru les to help with the 4th amendment, 
sure.  I just th ink  it is premature right now. 

Sen . Casper: There's noth ing in here that says a private company can't 
co l lect data or fly .  Depending on how we might amend this b i l l  and the 
suggestions of the ACLU , we're real ly saying is that law enforcement can have 
a drone and use them.  But if they're going to col lect data and use that in a 
court proceeding against someone then they need to have a warrant to do 
that. I don't know what kind of l im it ing effect that would have on those 
compan ies being able to expand and create sales in  the state . Law 
enforcement wi l l  col lect data the way they a lways do and fol low procedures of 
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getting a warrant to use the evidence i n  court . Since they d o  that now, I don't 
see how getting the information from the drone's survei l lance wi l l  change 
anyth ing .  I don't know if it would keep them from buying them .  Have they told 
you that they aren't going to use drones if this bi l l  passes? 

Thomas Kenvi l le :  It isn't in this specific case; it just adds a layer of red tape 
that our industry a l ready has plenty of. Aga in ,  this has been a national effort 
to edit a couple of years ago. It popped up in every state immediately. I just 
th ink that the t ime is yet to put ru les in  place. We have good checks and 
balances. We're trying to be frugal with the amount of money we spend to 
bring these industries here, why have add itiona l red tape. That is where I am 
coming from. 

Ch .  Hogue: Thank you .  Further testimony in opposit ion.  Neutra l testimony. 

Bruce Burkett, ND Peace Officer Association:  I want to bring you through the 
h istory of how the b i l l  got to congress (see attached #7) .  The in it ial bi l l  was 
presented in the House around February 1 3th _ Law enforcement was there 
and opposed the b i l l  by every speaker that got up.  The basic reason was that 
most of the t ime we' re ta lk ing about open fields. We're not ta lking about 
getting into places with a drone or another device that is protected or where 
there is an expectation of privacy. The committee in  the House, after hearing 
our objections to the b i l l ,  put it back on us. Our law enforcement committee is 
made up of al l  of the d ifferent entities of the ND Peace Officer Association and 
on Friday we have a meeting and a l l  of the entities have a representative at 
the table. We were asked to redraft the b i l l ,  and the language you see there is 
85% of our language, with the exception of two matters . I bel ieve Rep. 
Koppelman from House Judiciary provided an amendment that addresses the 
things that were left out. The part that got left out happened when it got to 
Legislative Counci l  when they drafted it. If you look on page 2 ,  after l i ne 1 ,  the 
punctuation d isappeared and they left out two fu l l  l i nes that should have been 
in the draft that we gave them.  The other area is on page 3; section 3, where 
we had removed a whole section and the amendment that should have been 
in the b i l l  as it was drafted should have included our other two amendments. 
We had ind icated to the House Jud iciary Committee, that if those two pieces 
were put back, our committee would stand neutra l th is t ime. It does set out 
requ i rements of use for UAV's .  The requ i rements there are noth ing more than 
good housekeeping.  If we are going to be doing it for the records and what 
we keep, how we keep them.  The one area that is d ifferent i n  there, if you 
look at the search warrant requ i rement and the items that have to go into that 
document, it's more inclusive to items that we would normal ly not have to sl ide 
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i nto that affidavit o r  search warrant. I have completed a number of those 
affidavits and I know what needs to be in  there to satisfy a judge to g ive the 
authorizat ion .  I am a lso a pi lot ;  I have 1 1 , 000 hours of fl ight t ime. The other 
item I passed out is  what the FAA is doing to promulgate ru les in  the 
implementation of drones for al l  of us. It 's obvious the commercia l  operations 
and the authorization that Grand Forks has got, is under a certificate of 
authorizat ion.  It 's different, it g ives parameters that can be used to use that 
drone and they have to fol low the federa l  ru les to get that l icense. I assume 
down the road , commercia l  operators wi l l  be in the same boat. If someone 
wants to use it for wi ld l ife law enforcement, wi ld l ife survey work, and is in the 
sights of other agencies in what they could use the drones for. A commercial 
operation is certa in ly un l im ited . Certa in ly those kinds of opportun ities should 
be investigated .  Most of the proposed rulemaking by the FAA is on the 
website and it has 48 pages of ru les ;  it d ifferentiates and I gave you 1 0  
content pages of th ings you can prove when you have t ime. Those are a l l  
matters that a re coming down the road . They address Ch .  Hague's comment 
earl ier that we might be a l ittle premature in some of the areas that we want to 
regulate. 

Sen.  Armstrong : Do we need to exclude Game and Fish because it is a law 
enforcement agency; they do a lot of non-law enforcement activity .  

Bruce Burkett: Correct, 80°/o of that agency is basica l ly  a chamber of 
commerce type of operation .  

Sen . Armstrong : I s  the b i l l ,  as i t  is currently written , going to exclude them 
from doing herd counts or something with the use of the drone. 

Bruce Burkett: You wou ld probably have to get a certificate of authorization 
through the FAA anyway. I t  would be through ru les that they come up with 
now. 

Sen . Armstrong:  Maybe because they define law enforcement and not law 
enforcement activity. I 'm  just wondering if th is b i l l  is moved forward , if we do 
have to make exclusion for Game and Fish.  I am assuming that it cou ld be a 
warden ; they are in  dual  roles as wel l .  During the off season ,  you are out 
doing herd counts, etc. 

Bruce Burkett: Most of those types of activity are done by the biolog ist now. 
When I came on severa l years back, 40 years ago, that's the ro le the warden 
would be doing . I n  th is day and age, no. The pi lot warden might be out doing 
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another activity but he'd be in  a manner airplane. Anyth ing that this drone can 
do,  I have done in  my own airplane. 

Ch. Hogue: Further neutra l testimony relative to HB 1 328.  We wil l  close the 
hearing .  
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Ch .  Hogue: We wi l l  take a look at HB 1 328. He explained an amendment he 
had written up (see attached #1 wh ich was not attached to this b i l l ) . Th is b i l l  is 
the drone bi l l  that puts restrictions on the use of drones for law enforcement 
and law enforcement agency is a defined term . We should talk about the b i l l .  
The one th ing that I l i ke about the b i l l  is  too often the legislature abdicates its 
responsibi l ity to say what is an unreasonable search and seizure.  A lot of 
states do, but this is another area where ND just leaves it up  to the courts . 
We a lways say it's the constitution .  Wel l ,  what is  an unreasonable search and 
seizure? If we don't define it, the courts do. It is sti l l  a leg is lative responsibi l ity 
to say what constitutes an unreasonable search and seizure under either 
constitut ional law or statutory law. With my amendment, we are trying to fix a 
problem that Pol . Subd ivisions did not fix, with respect to sto len property. 
They had a bi l l  in their committee and it passed out 6-0 and law enforcement 
wanted the power to g ive back stolen property instead of having to go before 
the magistrate. It's a purse, ch i ldren's bike . . .  why do we have to go to the 
judge to get perm ission to g ive it back. The statute, 29 .01 .20 is the one they 
wanted to repeal and of course, there are more goods that are a l leged to have 
been stolen or embezzled than just Johnny's bicycle or  Aunt Jenny's purse. 
There are large commercial properties , equ ipment, rol l i ng stock, sometimes 
there is a dispute between the lender and the borrower; between the lessor 
and the lessee; there are just of commercia l  d isputes out there about the 
ownersh ip  of some property. What d idn't make sense to me nor did it make 
sense to Sen . Armstrong who stood up and chal lenged the 6-0 Do Pass, was 
that this repeal ,  th is enti re statute. I am trying to fix a problem that po l ice 
officers perceive, which is a )  techn ical ly we're breaking a law if we g ive the kid 
h is b ike.  My amendment proposes is an exception to the general  ru le in the 
statute , except for consumer goods as defined in section 44-09-02 . 1 Y  when 
property a l leged to have been stolen or embezzled comes into the custody of 
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the peace officers, the peace officer sha l l  hold it subject to the order of the 
magistrate. So consumer good are everything that you buy that is meant to 
be used by a consumer for their personal use, l ike a purse, cel lphone, a 
bicycle . . .  etc. It has a d istinct mean ing from commercia l  property, property 
used in a trade or profession. That's the purpose of the b i l l .  

Sen .  Armstrong: Would a car be a consumer good . 

Ch.  Hogue: It depends on how it is used . If it is your  personal veh icle, that is 
a consumer good . If it is a truck that you use in your trade or profession,  it's 
not. 

Sen . Armstrong: The on ly reason that I bring that up is because when there 
are break-ups and payments, I don't know if it would end up in  court . I 've 
seen one in a cri mina l  situation, but that's one of the areas where disputed 
ownersh ip comes into play. 

Ch. Hogue: The n ice th i ng about that is that they are tit led, and if there is a 
l ienholder on it, it's indicated on the title, so the pol ice officers know how to do 
that. If it is a J im  or Sal ly Smith or Jim and Sal ly Smith ,  now you're r ight i n  the 
middle but that is when you should be saying "I don't know whose property 
this is ,  I paid for it, but I s igned the contract ." 

Sen. Armstrong:  You're saying maybe it  shouldn't be charged as a crime and 
figure it out civi l ly .  

Ch. Hogue: That's another option .  The bottom l ine on this is that the pol ice 
force was proposing to repeal 29-0 1 -20 and 29-0 1 -2 1 , I th ink under the 
assumption that they were obsolete provisions and so this is my attempt to try 
to fix it. Obviously, if we do not pass HB 1 328,  it doesn't get fixed , but that's 
the way it goes. I can't put this amendment on spousal support. 

Sen .  Lu ick: I am hoping to ki l l  this b i l l .  

Sen . Casper: There's a b i l l  that we passed out dea l ing with the handheld 
raffle tickets . I wouldn't mind putting an amendment on too ; to bring that back. 

Ch .  Hogue: If they k i l led it we have no way of bring ing it back. 

Sen . Luick: My concern about HB 1 328 at this point in the game, I th ink we 
are try ing to jump into this a l ittle too early. I am very concerned about that. 
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There are businesses that are starting up in North Dakota that needs some 
leeway unti l  the FAA gets their  act in order to try and figure out where th is is 
go ing .  

Sen .  Grabinger: As one of those six, who appreciates you trying to fix this 
l ittle problem? Do we have any other bi l ls left in pol itica l subd ivisions that we 
could put this amendment on? 

Ch. Hogue: We have Rep. Brabundt's bi l l .  

Sen. Armstrong : We passed that b i l l  that we' re hold ing and the House 
Jud iciary passed the compan ion b i l l ,  SB 2027, 1 3-0 yesterday, so there real ly 
isn't a need for both of those bi l ls to be floating around.  We cou ld reconsider 
that b i l l .  The b i l l  we passed out yesterday is identical that they just passed out 
in the House. 

Sen . Grabinger: I agree with you .  I want to do something to take care of that 
issue with the peace officers . I don't th ink it's right. R ight now, the officers, if 
they turn l ittle Johnny's bike to h im after B i l ly stole it; they are actual ly 
breaking the law as it's written and they have a problem with that. I agree with 
you .  I th ink it is adm i rable that we fix that. As far as HB 1 328,  I agree. I th ink 
we are overstepping . 

Ch .  Hogue: Maybe we should hold this unt i l  we see the fate of SB 2027. 

Sen. Armstrong : I am going to support HB 1 328, because regard less of what 
the FAA does and whatever business start-ups are going on,  and last session 
I thought the b i l l  was too broad and also gave some 4th amendment issues. 
The FAA is not going to deal with the 4th amendment issues. That's not that 
purview, that's not what they do. They are going to have regu lations based on 
what the FAA regulates. I th ink b i l l  has been crafted in a way that protects the 
privacy issues and should not affect the business a�encies involved in what is 
going on. I am not excited about subrogating our 4t amendment rights for the 
interest of economic enterprise is the best way to put it. 

Sen. Grabinger: My reason is that I have issues with the bi l l  and concerns for 
law enforcement. For example,  on page 2 ,  l i nes 1 and 2 ,  that fi rst paragraph , 
" I nformation obta ined from the operation of an unmanned aerial veh icle may 
not be used in an affidavit of probable cause in an effort to obta in  a search 
warrant" . I struggle with that. As I look to the hypothetical of something sto len 
in the backyard and we fly a UAV over it to see if it is in the back yard , 
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because it is a fenced in backyard to see it there, then we should be able to 
get a search warrant and take care of it . I th ink this could hamper law 
enforcement and I don't want to do that. 

Sen. Armstrong: My response to that would be that they shouldn't be flying a 
drone over someone's property without probable cause, just to see if they 
have the stolen b ike just because they can.  I would say that Rep. 
Koppelman's amendment deals with some of those issues right there; if we 
are going to offer that amendment. Because that deals with exactly what Sen. 
Grabinger was ta l king about, un less it  was obta ined under the circumstances 
described in subdivision a or b, of subsection 1 or was obta ined through the 
mon itoring of publ ic lands or international borders ; I don't remember what (a) 
or (b) is .  Oh ,  that is just pursuant to the search warrant or one of the 
exceptions. 

Ch. Hogue: The ACLU supports this b i l l .  

Sen .  Armstrong : If you don't l ike the bi l l  as written ,  these amendments wi l l  
t ighten it up a l ittle bit. I f  that i s  your posit ion, d o  you want it ugly so it doesn't 
pass or do you want to make the b i l l  better before you vote against it? On 
page 2, l ine 2 language is good in the amendment. It says " information 
obta ined from the operation of an unmanned aerial veh icle may not be used in 
an affidavit of probable cause in an effort to obta in  a search warrant" un less 
the information was obtained under the circumstances described in 
subdivision (a) or (b) of subsection 1 ,  which l ists (a) warrant or an exception to 
the warrant requ i rement or was obta ined through the monitoring of publ ic 
lands or i nternational borders .  I th ink I agree with page 3 ,  l ine 27.  After 
"Survei l lance of the exercise of constitutional rights . "  I don't th ink you need 
the rest of that section .  I th ink it is dupl icative . It may just add "un less the 
survei l lance is otherwise a l lowed under this chapter. I th ink the amendments 
tighten up  the b i l l .  I move the amendments . 0300 1 by Rep. K. Koppelman.  

Sen.  Grabinger: Second the motion .  

Ch .  Hogue: Voice vote, motion carried . I 'd l ike to wait with my amendment 
unt i l  I know what happens with the committee's recommendation.  I 'm torn on 
this b i l l .  I hate to get in the way of business on the one hand , but on the other 
hand I hate for the leg is lature to always be si lent on areas where we should 
be exercis ing some leadership .  



Senate Judiciary Committee 
H B  1 328 
3/3 1 /20 1 5 
Page 5 

Sen . Armstrong : This isn't just appl icable to drones, but that is what is in  front 
of us. The problem with decid ing the 4th amendment in the courtroom is that 
there is a lways a gu i lty defendant sitt ing next to you ,  with 1 00 lbs. of 
marijuana or 5 lbs .  of meth . I n  these broad pol icy determinations of what the 
4th amendment protects, it's easier and I agree with what you are saying , is 
that it is something the leg is lature should be wading into more often because 
we can have a d iscussion in  broad stroke hypothetica l as opposed to have a 
gu i lty defendant s itti ng next to you in the courtroom al l  the t ime. How you 
define the 4th amendment is easier to do in this body than the courts.  I th ink 
the question of privacy is going to come up more and more often whether i t  is 
drones or surve i l lance or cameras on the streets . In our technolog ical age, 
privacy is going by the wayside. I don't have a problem with this bi l l  being 
here for that reason .  

Sen . Luick: I am gett ing feedback from concerned citizens l i ke Mr .  Kenvi l le ,  
who works very closely with the UAV and trying to get more into the state of 
N D  through U N O  and Grand Forks. There are a lot of efforts being put into 
place to try and get more of this technology and business opportun ities 
brought to the state; not only his concern but the people that he works with is 
that we start regulating this at this point before FAA comes up with their 
ru l i ngs on the federa l  level , we are maybe going to harm the industry and it's 
unwarranted at th is t ime. I am hoping that others wi l l  vote my way. I hope 
there is enough concern to just slow it down for two years . 

Sen . Casper: I am torn by this b i l l .  I don't qu ite buy the business argument. 
asked some questions in regard to that during the hearing and I th ink the UAV 
industry i n  the state is great and I th ink it is expand ing .  I th ink  they are doing 
great things. All we' re saying here is that if someone's fly ing a drone and 
they are col lecting data , and we only use that in  a crim ina l  case, we're 
acqu i ring that there is probable cause, and we' re not a l lowing them to wil ly­
n i l ly fly d rones a l l  over the state, looking in search of someone committing 
crime without them having a warrant; wh ich would requ i re them to have 
probable cause. I don't see the tie-in to how it is detrimental to business. The 
only argument that you could say, the bottom l i ne would be that law 
enforcement is going to purchase less drones, because they can't now, under 
th is law, fly d rones wherever they want to see what anyone is doing . I don't 
feel that is  good pol icy,  and probably unconstitutiona l .  I have no problem 
going and ta lking to the fol ks that are in favor of the UAV industry in our state . 
This could happen without us passing th is law anyway. They could be sel l ing 
d rones to pol icy departments who wou ld then go out and use them and then 
find out a l l  the data that they col lected was inadmissible because a judge or 
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the N D  Supreme Court can end up ru l ing that way anyway. Correct. Al l 
we're saying is that we are using these in  the law enforcement context; we 
have to have a warrant or probable cause; there are some exceptions there,  
and there are a lways exceptions with regard to probable cause and warrants. 
I th ink the typical exceptions. 

Ch. Hogue: This bi l l  is  so interesting because the cops, the pol ice love whiz 
bang stuff, they love technology. I can see a lot of law enforcement wanting to 
go out and buy these things and use them without any restrict ions. As the U S 
Supreme Court said ,  the pol ice forces are a competitive group and they l i ke to 
catch the bad guys. Here is a tool that wou ld help them and they wi l l  use it in  
any way that they are authorized to do so by either the courts or the legis lative 
body. My major pol icy issue is that I feel l ike the legislature shou ld ,  at some 
point, say what a proper use of th is is .  We don't in  other areas. Sen. 
Armstrong is right, the problem with decid ing what is a reasonable search and 
seizure, when it comes before the courts, the courts are l ike okay that guy is 
gu i lty, and do I want to let him off to uphold some constitut ional principle. No, 
they a lways find a workaround.  The statutory procedure is better because you 
set out the ru les of the game up front. I am torn by it. We had a broader b i l l  
last session and I opposed it, and I said that we were just being paranoid.  
This is premature, but of course, the industry has come a long ways since last 
session.  By the way, everybody I 've talked to, the best d rones are made by 
the Chinese and you can buy a Chinese drone for under $500.00 and you can 
actual ly mount a camera on it and works pretty good . You can look over and 
see if Johnny stole the bike. It's not inaccessible technology any more. 

Sen . Armstrong : The other th ing is the last session bi l l  was essent ia l ly a 
drone warrant b i l l ;  l i ke for any circumstance where you used a drone, you had 
to get a warrant, to effectuate an arrest, officer safety, etc. This is  going to 
what Sen. Casper sa id ;  this is for the investigative portion of law enforcement. 
You can sti l l  use it for officer safety, the weather related catastrophes, the 
exigent circumstances that language is in  this b i l l .  Th is is defin itely not the 
same bi l l  we had last session.  This is tightened up qu ite a bit. It says that for 
i nvestigative purposes before you use a drone, you have to have probable 
cause. At the end of the day, that's what this bi l l  says for four  pages. 

Sen . Grabinger: How far does this go? The game warden , sitt ing on a h i l l ,  
half a m i le  away with a h igh-powered telescope, looking at some people i n  a 
boat breaking the law. Is  there any d ifference between that and fly ing a d rone 
over them and seeing them break the law? It seems to me that we' re ta lk ing 
about the same thing here. To say that i t  is  okay with the high powered 
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telescope looking at the boat and viewing that, that is okay; but with the UAV 
no we can't use it un less we have a warrant. 

Sen . Casper: I th ink  the answer is that it comes down to sort of the 
jurisprudence of them being in a publ ic place. The other question is if you are 
using it, cou ld that be seen beyond the human eye. I look at this you need a 
warrant and probable cause before you kick somebody's door i n  and go into 
the house because you th ink  they might have something in there that is i l lega l ,  
you should have probable cause before you fly the drone over their  backyard , 
because the way to get to the backyard is to kick the door i n  and go into their 
house. 

Sen . Lu ick: In response to Sen. Grabinger's comment about the h igh powered 
telescope or camera .  You can look at it from a hel icopter viewpoint also. It is  
legal  for them to s it up in  a hel icopter, 400 ft. h igh and get the same 
information that they can get with a drone, but it's i l legal to get it with a drone 
because it is unmanned . That doesn't make a lot of sense to me. 

Sen. Armstrong : I was actual ly going to use that as the analogous; it's more 
analogous to use an a irplane or a hel icopter. The huge d ifference from those 
two th ings is that it is i ncredibly expensive to fly and one is cheap to fly. That 
is  the d ifference and the reason it is d ifferent is that law enforcement has 
l im ited budgets and game wardens use a irplanes a l l  the t ime; but a drone is 
sign ificantly easier and cheaper to fly and it a lso can go places where an 
a i rplane can't go.  We al l  ta lk  about the 400 ft. but a drone can fly (we' l l  have 
to see what the FAA's regu lations do, size requ irements , etc. ) i n  areas where 
planes and hel icopters cannot. I wi l l  say that was the speech I gave on the 
Floor two years ago. Why are we parsing out specific pieces of technology? 
The 4th amendment should apply somewhat equal ly to a l l  pieces of 
technology. The d ifference with drones is that they are h igh ly technica l ly 
advanced and incredi bly efficient to use compared to other forms of 
technology. 

Ch. Hogue: The d ifference between hel icopters, which are very expensive to 
fly ,  or a drone is if pol ice were just sending up hel icopter just out looking for 
cri mina l  activity, I th i nk  you wou ld see an effort to regu late that as wel l .  I th ink 
a lot of it is practical dol lars and cents . That h igh powered scope, you're 
s itt ing i n  a publ ic place, on a lake. Secondly, the pol ice officer can visual ly 
observe and he's supposed to be looking for that activity .  Some drones have 
the capabi l ity to scan everything that happens. Can they see remotely as the 
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drone is going over the backyard? I know they can in  mi l itary appl ications but 
I don't know about the ones out in the publ ic. 

Sen . Luick: I th ink that anyth ing that you can put on a hel icopter you can put 
on a drone, even thermal  imaging.  If you can do it on the land , you can do it 
with a drone. If you want to compare the cost of a hel icopter to a drone or 
whether they are efficient or not is fi ne. You can go back and look at that i n  
any industry.  In agricu ltu re we sti l l  have the regulations of how we put on 
chemicals ,  whether it is by hand sprayer or a $400,000 spray outfit. It doesn't 
matter; the law is the law about what can get appl ied . It shouldn't matter 
whether that information is being gathered by a $ 1 ,000 piece of equipment or 
a $200,000 piece of equipment. If you send your h ighway patrolman out with 
a 1 965 Ford pickup or a 201 6 Cru iser, they could be doing the same job but 
now because they are in a more expensive veh icle that shouldn't l imit the 
amount of i nformation that they can gather. To me, whether it is a hel icopter 
or a drone, that i nformation gathering techn ique shouldn't make any 
d ifference. 

Sen . Casper: I just want to be clear. We're saying that what is viewed from a 
hel icopter or an a i rp lane, with those certain  requ i rements on the height that 
real ly appl ies to page 2 ,  l i ne 1 -2 .  Law enforcement can use information 
gathered via hel icopter or a i rplane, which meet certa in  requ i rements to create 
probable cause i n  the warrant process. So with this ,  we would need probable 
cause before the drone can be used . Don't planes and hel icopters have to 
have probable cause too, the way the drones wou ld i n  some cases. 

Ch .  Hogue: It goes back to my point. It is whatever the courts have been 
saying .  So if we say noth ing ,  then the courts wi l l  decide these issues. If you 
are up in a plane, it's in p la in view because you're in a plane. We cou ld say 
that is impermissible too. You would th ink that someone would say that wasn't 
a good use of resources for the pol ice to be going up in the a i r  with a 
hel icopter looking for crim ina l  activity when a l l  you have to do is drive a patro l 
car around,  no need to get up in  the a ir. 

Sen. Nelson :  I wanted clarification . I wasn't here for the hearing .  How does 
this relate to the Happy Hool igans in Fargo; they were reassigned duties that 
are now fly ing drones into Afghan istan and other places, is  there anyth ing in  
here that wi l l  restrict anyth ing that the mi l itary is doing .  

Ch .  Hogue: No,  we should take a look at the defin it ion of law enforcement but 
I don't th ink the National Guard would fit i nto that. 
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Sen . Casper: Aren't law enforcement officers requ i red to get probable cause 
or warrants for surve i l lance done on farm lands and part of m i l itary operations, 
but maybe someday. 

Sen . Armstrong : National Guard doesn't do domestic law enforcement. Even 
if they are a state run agency,  they would sti l l  have the ab i l ity to do this for 
m i l itary reasons. 

Ch .  Hogue: They do some, they do what is ca l led drug interd iction where they 
wi l l  actual ly fly the plane but there are separate agents that do a l l  the visual 
observation ,  wh ich was a rea l i nteresting issue but I don't think this impinges 
on the Happy Hool igans. 

Sen. Grabinger: It seems to me that we may be targeting these UAV's for law 
enforcement and thei r  use of it. I do have a concern that these UAV's could 
be used for com mitt ing crimes and should we be looking at this regu lating 
them or putt ing penalties in place if they were used to commit a crime, instead 
of trying to basica l ly thwart the efforts of law enforcement and their  use. The 
issue of the UAV land ing on the Wh ite House lawn ; that's very scary on how 
these could be used to commit crimes, start fi res,  burn houses; these could be 
very easi ly used in crim ina l  actions. It would be tough to catch them.  
Therefore, I am wondering if we should be is looking at  a law that brings out 
penalties for the use of these in the commission of a crime. 

Ch. Hogue: We passed a bi l l  i n  Energy and Natural Resources because 
somebody brought us a b i l l  that if you are phi losophical ly opposed to hunt ing,  
you could use a drone to scare the game away, whether it's big game or birds. 
So you see a party out hunting , and you use the drones to scare the game 
away and we just passed that bi l l  out of committee about a month ago. When 
it is brought to the leg is lature's attention that this is a way that the technology 
is being used , we said no, you can't do that. 

Sen . Armstrong : If there is a crime committed , there is a crime committed . 
There is a l ready a penalty in  place as opposed to what you use to do it. I 
don't agree with the characterization that this b i l l  is thwart ing law enforcement. 
I th ink the b i l l  last session was to some degree. It was doing something 
d ifferent. Whether they are completely happy with it or not, I know they were 
involved in  the re-write of this process and they were consulted at every step 
of the way. You say thwart law enforcement and I say protect 4th amendment 
privacy rights to some degree or another. They sti l l  have the capabi l ity to 
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uti l iz ing these in  many aspects of law enforcement, just not o n  blank fish ing 
expeditions without probable cause. 

Ch .  Hogue: The one thing we haven't brought up and somebody brought it up  
during the hearing was the folks from Grand Forks rea l ly d idn't want this 
because they were in  the bid process to get thei r  s ite approved and they 
thought that even though the b i l l  doesn't affect them,  they d idn 't want any 
head l ines about North Dakota adopts bi l l  to l im it drone use. They just wanted 
to make sure that ND had a clean appl ication and we were approved . 

Sen. Lu ick: I th ink  that the stigma is sti l l  there hanging in  the a i r  right now 
today. There are other th ings that are being considered for ND because of the 
weather, because of the weather, because of the open space, because of the 
business cl imate and I don't th ink that it was a wonderfu l idea last session , but 
I don't th ink we are out of the woods yet . 

Sen. Casper: To reiterate the point of Sen . Armstrong's last statement, when 
it comes to l im it ing law enforcement, we may be l im it ing law enforcement but 
the only l imit we' re putt ing on them is that they can't f ly drones where ever 
they want, whenever they want, looking at whatever they want. Basical ly 
we' re l im it ing them only to the extent that they can't say let's go buy four  $500 
drones that run on 1 2  hour sh ifts and we wi l l  a lways have two fly ing over the 
city of Fargo at any g iven time monitoring people. Then we have to h i re two 
people to be constantly watch ing those videos to see if anyth ing ,  anybody is 
doing anyth ing wrong ever. That is  the only l im itation and the next po int is  in  
regard to the businesses. I th ink we're on the cutt ing edge of drone 
technology in  th is state, but al l  we' re doing is saying that law enforcement has 
to have probable cause when using a drone. They are requ i red to do that with 
a l l  other kinds of searches that they do. What is the big deal if they are doing 
it  with a drone? I don't th ink the fo lks who are looking at buying drones with 
regard to weather, agriculture, etc. are going to say, I 'm  not going to buy this 
drone because it may view someth ing that a pol ice officer would then come 
and want to look at it , and they are going to have to have probable cause to 
use that in a courtroom .  I th ink we're talk ing about 1 % of 1 % of the use of 
these products . I don't see it having a detrimenta l i mpact other than some 
people trying to make this look l i ke they were purposely out there doing 
something anti-drones. I don't th ink we are. We're just saying probable 
cause. 
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Sen. L uick: I s  there a problem today; are there cases where d rones have 
been identified as being an issue with 4th amendment or any type of privacy 
issues or cases where it has evolved into a problem.  I h ave not heard of any. 

Ch .  Hogue: I th ink in the last session we knew that the Grand Forks pol ice or 
sheriff was using a drone. It wasn't to go out and just sort of look for cri mina l  
activity. Genera l ly ,  I think  there was a specific reason ,  I don't know if  i t  was a 
m issing person. 

Sen. Armstrong:  There was a siege s ituation where they used the drone to fly 
over to find out if the people were armed and it was for law enforcement 
protection and one of the reasons that I had a problem with the bi l l  last 
session was that they would have had to get a specific warrant for that. It was 
a drone warrant b i l l ,  and I thought that was rid icu lous. If it  is a situation where 
you can protect officers and the defendants effectively,  I th i nk  this drone use 
wou ld be completely lega l  in this b i l l .  You could use a drone in this situation 
l i ke it was used last time. I think that's the distinction between the 
investigative portion of law enforcement and the effectuating the arrest and 
the imminent portion that is excluded in this b i l l .  I want to stress that because 
I th ink when law enforcement is using them to protect their officers or to 
effectuate an arrest, or i n  that type of situation , they should be completely able 
to do so. When law enforcement is doing things that have any danger 
associated in  that, they should be able to use whatever technology is ava i lable 
to protect themselves and the publ ic. It's the investigative portion that we're 
trying to put some l im its on in  this bi l l .  

Sen. Lu ick: I move a Do Not Pass as  amended . 
Sen .  G rabinger: Second the motion .  
2 YES 4 NO MOTION FAI LED 

Sen. Armstrong: I move a Do Pass as amended . 
Sen . Casper: Second the motion. 
4 YES 2 NO 0 ABSENT DO PASS AS AM E N D E D  
CARRIER: Sen. Casper 
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I. INTRODUCTION 

Since the September 1 1  attacks, the government has been engaging in 
extensive surveillance and d ata m ining. Regarding surveillance, in 
December 2005, the New York Times revealed that after September 1 1 , 
the Bush Administration secretly authorized the National Security 
Administration (NSA) to engage in warrantless wiretapping of American 
citizens' telephone calls. 1 As for data mining, which involves analyzing 

• © Daniel J. Solove 2007. Associate Professor, George Washington University 
Law School; J.D., Yale Law School. Thanks to Chris Hoofnagle, Adam Moore, and Michael 
Sullivan for helpful comments, and to my research assistant Sheerin Shahinpoor. I 
develop some of the ideas in this essay in significantly more depth in my forthcoming 
book, Understanding Privacy, to be published by Harvard University Press in May 2008. 

l .  James Risen & Eric Lichtblau, Bush Lets US. Spy on Callers Without Courts: 
Secret Order to Widen Domestic Monitoring, N.Y. TIMES, Dec. 16, 2005, at A l .  
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personal data for patterns of suspicious behavior, the government has 
begun numerous programs. In 2002, the media revealed that the Department 
of Defense was constructing a data mining project, called "Total Information 
Awareness" (TIA), under the leadership of Admiral John Poindexter.2 

The vision for TIA was to gather a variety of information about people, 
including financial, educational, health, and other data. The information 
would then be analyzed for suspicious behavior patterns .  According to 
Poindexter: "The only way to detect . . .  terrorists is to look for patterns 
of activity that are based on observations from past terrorist attacks as 
well as estimates about how terrorists will adapt to our measures to 
avoid detection."3 When the program came to light, a public outcry 
erupted, and the U.S .  Senate subsequently voted to deny the program 
funding, ultimately leading to its demise.4 Nevertheless, many components 
of T IA continue on in various government agencies, though in a less 
systematic and more clandestine fashion. 5 

In May 2006, USA Today broke the story that the NSA had obtained 
customer records from several major phone companies and was analyzing 
them to identify potential terrorists.6 The telephone call database is reported 
to be the "largest database ever assembled in the world."7 In June 2006, 
the New York Times stated that the U.S. government had been accessing 
bank records from the Society for Worldwide Interbank Financial 
Transactions (SWIFT), which handles financial transactions for thousands of 
banks around the world .8 Many people responded with outrage at these 
announcements, but many others did not perceive much of a problem . 
The reason for their lack of concern, they explained, was because: "I 've 
got nothing to hide."9 

The argument that no privacy problem exists if a person has nothing to 
hide is frequently made in connection with many privacy issues. When 
the government engages in survei llance many people believe that there 
is no threat to privacy unless the government uncoYers unlawful activity, 
in which case a person has no legitimate justification to claim that it 

2. John Markoff, Pentagon Plans a Computer System That Would Peek at 
Personal Data of Americans, N.Y. TIMES, Nov. 9, 2002, at A 12. 

3 .  John M. Poindexter, Finding the Face of Terror in Data, N . Y. TIMES, Sept. 10,  
2003, at A25. 

4. DANIEL J. SOLOVE, THE DIGITAL PERSON: TECHNOLOGY AND PRIVACY IN THE 
INFORMATION AGE 169 (2004). 

5 .  Shane Harris, TIA Lives On, NAT'L J . ,  Feb. 25 ,  2006, at  66. 
6. Leslie Cauley, NSA Has Massive Database of Americans ' Phone Calls, USA 

TODAY, May 1 1 , 2006, at A l ;  Susan Page, Lawmakers: NSA Database Incomplete, USA 
TODAY, June 30, 2006, at A l .  

7. Cauley, supra note 6, at A I .  
8. Eric Lichtblau & James Risen, Bank Data Sifted in Secret by U.S. to Block 

Terror, N.Y.  TIMES, June 23, 2006, at A l .  
9. See infra text accompanying notes 1 2-33 .  
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remain private. Thus, if an individual engages only in legal activity, she 
has nothing to worry about. When it comes to the government collecting 
and analyzing personal information, many people contend that a privacy 
harm exists only if skeletons in the closet are revealed. For example, 
suppose the government examines one's telephone records and finds out 
that a person made calls to her parents, a friend in Canada, a video store, 
and a pizza delivery place. "So what?," that person might say. "I'm not 
embarrassed or humiliated by this information. If anybody asks me, I 'll 
gladly tell them where I shop. I have nothing to hide." 

The "nothing to hide" argument and its variants are quite prevalent in 
popular discourse about privacy. Data security expert Bruce Schneier 
calls it the "most common retort against privacy advocates."1 0 Legal 
scholar Geoffrey Stone refers to it as "all-too-common refrain."1 1 The 
nothing to hide argument is one of the primary arguments m ade when 
balancing privacy against security . ln its most compelling form. it is an 
argument that the pri,·acy interest is generally minimal to triYial> thus 
making the balance against security concerns a foreordained "ictory for 
security. Sometimes the nothing to hide argument is posed as a question: 
"If you have nothing to hide, then what do you have to fear?" Others 
ask : "If you aren 't doing anything wrong, then what do you have to 
hide?" 

In this essay, I will explore the nothing to hide argument and its 
variants in more depth. Grappling with the nothing to hide argum ent 
is important, because the argument reflects the sentiments of a wide 
percentage of the population. In popular discourse, the nothing to hide 
argument's superficial incantations can readily be refuted. But when the 
argument is made in its strongest form, it is far more formidable. 

In order to respond to the nothing to hide argument, it is imperative that 
we have a theory about what privacy is and why it is valuable. At its core, 
the nothing to hide argument emerges from a conception of privacy and its 
value. What exactly is "privacy"? How valuable is privacy and how do 
we assess its value? How do we weigh privacy against countervailing 
values? These questions have long plagued those seeking to develop a 
theory of privacy and justifications for its legal protection. 

10. Bruce Schneier, Commentary, The Eternal Value of Privacy, WIRED. May 1 8, 
2006, http://www.wired.com/news/columns/J ,70886-0.html. 

1 1 .  Geoffrey R. Stone, Commentary, Freedom and Public Responsibility. Cm. 
TRIB., May 2 1 ,  2006, at 1 1 .  
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This essay begins in Part II by discussing the nothing to hide argument. 
First, I introduce the argument as it often exists in popular discourse and 
examine frequent ways of responding to the argument. Second, I present 
the argument in what I believe to be its strongest form. In Part III, I briefly 
discuss my work thus far on conceptualizing privacy. I explain why 
existing theories of privacy have been unsatisfactory, have led to confusion, 
and have impeded the development of effective legal and policy responses 
to privacy problems. In Part IV, I argue that the nothing to hide argument­
even in its strongest form-stems from certain faulty assumptions about 
privacy and its value. The problem, in short, is not with finding an answer 
to the question: "If you've got nothing to hide, then what do you have to 
fear?" The problem is in the very question itself. 

I I .  THE "NOTHING TO HIDE" ARGUMENT 

When discussing whether government surveillance and data mining 
pose a threat to privacy, many people respond that they have nothing to 
hide. This argument permeates the popular discourse about privacy and 
security issues. In Britain, for example, the government has installed 
millions of public surveillance cameras in cities and towns, which are 
watched by officials via closed circuit television. 12 In a campaign slogan 
for the program, the government declares: "If you've got nothing to 
hide, you've got nothing to fear."13 In the United States, one anonymous 
individual from the Department of Justice comments: "If [government 
officials] need to read my e-mails . . .  so be it. I have nothing to hide. 
Do you?"14 One blogger, in reference to profiling people for national 
security purposes, declares: "Go ahead and profile me, I have nothing to 
hide."1 5 Another blogger proclaims :  "So I don't mind people wanting to 
find out things about me, I 've got nothing to hide! Which is why I 
support President Bush's efforts to find terrorists by monitoring our 
phone calls! "1 6 Variations of nothing to hide arguments frequently appear 
in biogs, letters to the editor, television news interviews, and other forums. 
Some examples include: 

12 .  JEFFREY ROSEN, THE NAKED CROWD: RECLAI:t-.flNG SECURITY AND FREEDOM IN 
AN ANXIOUS AGE (2004 ). 

1 3. Id at 36. 
14 .  Comment of  NonCryBaby to http://www.securityfocus.com/comments/articles/ 

2296/18 105/threaded (Feb. 12, 2003). 
1 5 . Comment of Yoven to http://www.danielpipes.org/comments/47675 (June 14, 

2006, 14 :03 EST). 
16. Reach For The Stars! ,  http://greatcarrieoakey.blogspot.com/2006/05/look-all­

you-want-ive-got-nothing-to.html (May 14, 2006, 09:04 PST). 
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• I don't have anything to hide from the government. I don't 
think I had that much hidden from the government in the first 
place. I don't think they care if I talk about my ornery . 

hb 17 ne1g or. 
• Do I care if the FBI monitors my phone calls? I have nothing 

to hide. Neither does 99.99 percent of the population. If the 
wiretapping stops one of these Sept. 1 1  incidents, thousands 
of lives are saved. 1 8 

• Like I said, I have nothing to hide. The majority of the American 
people have nothing to hide. And those that have something 
to hide should be found out, and get what they have coming 
to them . 19 

The argument is not only of recent vintage. For example, one of the 
characters in Henry James ' s  1 8 88 novel, The Reverberator, muses : 
"[I]f these people had done bad things they ought to be ashamed of 
themselves and he couldn't pity them, and if they hadn't done them there 
was no need of making such a rumpus about other people knowing. "20 

I encountered the nothing to hide argument so frequently in news 
interviews, discussions, and the like, that I decided to blog about the 
issue. I asked the readers of my blog, Concurring Opinions, whether 
there are good responses to the nothing to hide argument.21 I received a 
torrent of comments to my post: 

• My response is "So do you have curtains?" or "Can I see your 
credit card bills for the last year?"22 

• So my response to the "If you have nothing to hide . . .  " 
argument is simply, "I don't need to justify my position. You 
need to justify yours. Come back with a warrant."23 

17 . Comment of annegb to Concurring Opinions, http://www.concurringopinions. 
com/archives/2006/0S/is _there _a _good.html#comments (May 23, 2006, 1 1 :37 EST). 

1 8. Joe Schneider, Letter to the Editor, NSA Wiretaps Necessary, ST. PAUL 
PIONEER PRESS, Aug. 24, 2006, at l lB .  

1 9. Polls Suggest Americans Approve NSA Monitoring (NPR radio broadcast, May 
1 9, 2006), available at 2006 WLNR 22949347. 

20. HENRY JAMES, THE REVERBERATOR (l888), reprinted in NOVELS 1 886-1 880, at 
SSS, 687 ( 1989). 

2 1 .  Concurring Opinions, supra note 1 7  (May 23, 2006, 00:06 EST). 
22. Comment of Adam to Concurring Opinions, supra note 17 (May 23, 2006, 

16 :27 EST). 
23. Comment of Dissent to Concurring Opinions, supra note 17 (May 24, 2006, 

07:48 EST). 
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I don't have anything to hide. But I don't have anything I feel 
like showing you, either.24 
If you have nothing to hide, then you don't have a life. 25 
Show me yours and I 'll show you mine.26 

It's not about having anythinf to hide, it's  about things not 
being anyone else's business .2 
Bottom line, Joe Stalin would [have] loved it. Why should 
anyone have to say more?28 

Most replies to the nothing to hide argument quickly respond with a 
witty retort. Indeed, on the surface it seems easy to dismiss the nothing 
to hide argument. Everybody probably has something to hide from 
somebody. As the author Aleksandr Solzhenitsyn declared, "Everyone 
is guilty of something or has something to conceal. All one has to do is 
look hard enough to find what it is."29 Likewise, in Friedrich Diirrenmatt's 
novella Traps, which involves a seemingly innocent man put on trial by 
a group of retired lawyers for a mock trial game, the m an inquires 
what his crime shall be. '"An altogether minor matter,' the prosecutor 
replied . . . . 'A crime can always be found. "'30 One can usually think of 
something compelling that even the most open person would want to 
hide. As one comment to my blog post noted: "If you have nothing to 
hide, then that quite literally means you are willing to let me photograph 
you naked? And I get full rights to that photograph-so I can show it to 
your neighbors?"3 1 Canadian privacy expert David Flaherty expresses a 
similar idea when he argues : 

24. Comment of Ian to Concurring Opinions, supra note 17 (May 24, 2006, 19: 5 1  
EST). 

25. Comment of Matthew Graybosch to Concurring Opinions, supra note 17 (Oct. 
16, 2006, 12:09 EST). 

26. Comment of Neureaux to Concurring Opinions, supra note 17  (Oct. 16, 2006, 
14:39 EST). 

27. Comment of Catter to Concurring Opinions, supra note 17 (Oct. 1 6, 2006, 
1 1 :36 PM EST). 

28. Comment of Kevin to Concurring Opinions, supra note 17 (July 24, 2006, 
12:36 EST). 

29. ALEKSANDR SOLZHENITSYN, CANCER WARD 192 (Nicholas Bethell & David 
Burg trans., Noonday Press 199 1 )  ( 1968). 

30 .  FRIEDRICH DDRRENMATT, TRAPS 23 (Richard & Clara Winston trans., 1960). 
3 1 .  Comment of Andrew to Concurring Opinions, supra note 1 7  (Oct. 16, 2006, 

1 5 :06 EST). 
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There is no sentient human being in the Western world who has little or no 
regard for his or her personal privacy; those who would attempt such claims 
cannot withstand even a few minutes' questioning about intimate aspects of 
their l ives without capitulating to the intrusiveness of certain subject matters.32 

Such responses only attack the nothing to hide argument in its most 
extreme form , which is not particularly strong. As merely a one-line 
utterance about a particular person's preference, the nothing to hide 
argument is not very compelling. But stated in a more sophisticated 
manner, the argument is more challenging. First, it must be broadened 
beyond the particular person making it. When phrased as an individual 
preference, the nothing to hide argument is hard to refute because it is 
difficult to quarrel with one particular person 's preferences. As one 
commenter aptly notes : 

By saying "I have nothing to hide," you are saying that it's OK for the 
government to infringe on the rights of potentially mill ions of your fellow 
Americans, possibly ruining their lives in the process. To me, the "I have 
nothing to hide" argument basically equates to "I don 't care what happens, so 
long as it doesn 't happen to me."33 

In its more compelling variants, the nothing to hide argument can be 
made in a more general manner. Instead of contending that "I 've got 
nothing to hide," the argument can be recast as positing that all law­
abiding citizens should have nothing to hide. Only if people desire to 
conceal unlawful activity should they be concerned, but according to the 
nothing to hide argument, people engaged in illegal conduct have no 
legitimate claim to maintaining the privacy of such activities. 

In a related argument, Judge Richard Posner contends: "[W]hen 
people today decry lack of privacy, what they want, I think, is mainly 
something quite different from seclusion : they want more power to 
conceal information about them selves that others might use to their 
disadvantage."34 Privacy involves a person's "right to conceal discreditable 
facts about himself."35 In other words, privacy is likely to be invoked 
when there is something to hide and that something consists of negative 

32. David H. Flaherty, Visions of Privacy: Past, Present, and Future, in VISIONS 
OF PRIVACY: POLICY CHOICES FOR THE DIGITAL AGE 19, 3 1  (Colin J. Bennett & Rebecca 
Grant eds., 1999). 

33. Comment of BJ Hom to Concurring Opinions. supra note 17  (June 2. 2006. 
18 :58  EST). 

34. RICHARD A.  POSNER, THE ECONOMlCS OF JUSTICE 27 1 ( 1983). 
35 .  RICHARD A .  POSNER, ECONOMlC ANALYSIS OF LAW 46 (5th ed. 1 998). 
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information about a person. Posner asserts that the law should not protect 
people in concealing discreditable information. "The economist," he argues, 
"sees a parallel to the efforts of sellers to conceal defects in their 
products. "36 

Of course, one might object, there is nondiscreditable information 
about people that they nevertheless want to conceal because they find it 
embarrassing or just do not want others to know about. In a less extreme 
form, the nothing to hide argument does not refer to all personal 
information, but only to that subset of personal information that is likely 
to b.e involved in government surveillance. When people respond to 
NSA surveillance and data mining that they have nothing to hide, the 
more sophisticated way of understanding their argument should be as 
applying to the particular pieces of information that are gathered in the 
NSA programs.  Information about what phone numbers people dial and 
even what they say in many conversations is often not likely to be 
embarrassing or discreditable to a law-abiding citizen. Retorts to the 
nothing to hide argument about exposing people's naked bodies to the 
world or revealing their deepest secrets to their friends are only relevant 
if there is a likelihood that such programs will actually result in these 
kinds of disclosures. This type of information is not likely to be captured in 
the government surveillance. Even if it were, many people might rationally 
assume that the information will be exposed only to a few law enforcement 
officials, and perhaps not even seen by human eyes . Computers might 
store the data and analyze it for patterns, but no person might have any 
contact with the data. As Posner argues: 

The collection, mainly through electronic means, of vast amounts of personal 
data is said to invade privacy. But machine collection and processing of data 
cannot, as such, invade privacy. Because of their volume, the data are first 
sifted by computers, which search for names, addresses, phone numbers, etc. ,  
that may have intelligence value. This initial sifting, far from invading privacy 
(a computer is not a sentient being), keeps most private data from being read by 
any intelligence officer.37 

There is one final component of the most compelling versions of the 
nothing to hide argument-a comparison of the relative value of the 
privacy interest being threatened with the government interest in 
promoting security. As one commenter to my blog post astutely notes: 
"You can't talk about how people feel about the potential loss of privacy 
in any meaningful way without recognizing that most of the people who 
don't mind the NSA programs see it as a potential exchange of a small 

36. Id 
37. Richard A.  Posner, Our Domestic Intelligence Crisis, WASH. Posr, Dec. 2 1 ,  

2005,  at A 3  l .  
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amount of privacy for a potential national security gain. "3 8  In other 
words, the nothing to hide argument can be made by comparing the 
relative value between privacy and security. The value of privacy, the 
argument provides, is low, because the information is often not particularly 
sensitive. The ones with the most to worry about are the ones engaged 
in illegal conduct, and the value of protecting their privacy is low to 
nonexistent. On the government interest side of the balance, security has 
a very high value. Having a computer analyz.e the phone numbers one 
dials  is not likely to expose deep dark secrets or embarrassing 
information to the world. The machine will simply move on, oblivious 
to any patterns that are not deemed suspicious. In other words, if you 
are not doing anything wrong, you have nothing to hide and nothing to 
fear. 

Therefore, in a more compelling form than is often expressed in 
popular discourse, the nothing to hide argument proceeds as follows:  
The NSA surveillance, data mining, or  other government information­
gathering programs will result in the disclosure of particular pieces of 
information to a few government officials, or perhaps only to government 
computers. This very limited disclosure of the particular information 
involved is not likely to be threatening to the privacy of law-abiding 
citizens. Only those who are engaged in illegal activities have a reason 
to hide this information. Although there may be some cases in which the 
information might be sensitive or embarrassing to law-abiding citizens, 
the limited disclosure lessens the threat to privacy. Moreover, the security 
interest in detecting, investigating, and preventing terrorist attacks is 
very high and outweighs whatever minimal or moderate privacy interests 
law-abiding citiz.ens may have in these particular pieces of information. 

Cast in this manner, the nothing to hide argument is a formidable one. 
It balances the degree to which an individual's privacy is compromised 
by the limited disclosure of certain information against potent national 
security interests. Under such a balancing scheme, it is quite difficult for 
privacy to prevail. 

38.  Comment of MJ to Concurring Opinions, supra note 1 7  (May 23,  2006, 1 7:30 
EST). 
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I I I .  CONCEPTUALIZING PRIVACY 

For quite some time, scholars have proclaimed that privacy is so 
muddled a concept that it is of little use. According to Arthur Miller, 
privacy is  "exasperatingly vague and evanescent."39 A s  Hyman 
Gross declares, "[T]he concept of privacy is infected with pernicious 
ambiguities.'"'° Colin Bennett similarly notes, "Attempts to define the 
concept of 'privacy' have generally not met with any success ."41 Robert 
Post declares that "[p ]rivacy is a value so complex, so entangled in 
competing and contradictory dimensions, so engorged with various and 
distinct meanings, that I sometimes despair whether it can be usefully 
addressed at all."42 

"Perhaps the most striking thing about the right to 
privacy," Judith Jarvis Thomson observes, "is that nobody seems to have 
any very clear idea what it is . '"'3 

Often, the philosophical discourse about conceptualizing privacy is 
ignored in legal and policy debates. Many jurists, politicians, and scholars 
simply analyze the issues without articulating a conception of what 
privacy means. However, conceptualizing privacy is essential for the 
analysis of these issues. Those working on legal and policy issues all 
have some implicit conception of privacy. In many cases, privacy issues 
never get balanced against conflicting interests because courts, legislators, 
and others fail even to recognize that privacy is implicated. It is therefore of 
paramount importance that we continue to work on developing a conception 
of privacy . But how? Why have existing attempts been so unsatisfying? 

A. A Pluralistic Conception of Privacy 

Many attempts to conceptualize privacy do so by attempting to locate 
the essence of privacy-its core characteristics or the common denominator 
that links together the various things we classify under the rubric of 
"privacy." I refer to this as the traditional method of conceptualizing. 
This method seeks to understand privacy per genus et differentiam-by 
looking for necessary and sufficient elements that demarcate what 
pnvacy is. 

39.  ARTHUR R. MILLER, THE ASSAULT ON PRIVACY: COMPUTERS, DATA BANKS, 
AND DOSSIERS 25 ( 1 97 1  ). 

40. Hyman Gross, The Concept of Privacy, 42 N.Y.U. L.  REV. 34, 35 ( 1 967). 
4 1 .  COLIN J .  BENNETT, REGULATING PRIVACY: DATA PROTECTION AND Pl.JBLIC 

POLICY IN EUROPE AND THE UNITED STATES 25 ( 1 992). 
42. Robert C. Post, Three Concepts of Privacy, 89 GEO. L.J. 2087, 2087 (2001). 
43 .  Judith Jarvis Thomson, The Right to  Privacy, in PHILOSOPHICAL DIMENSIONS 

OF PRIVACY: AN ANTHOLOGY 272, 272 (Ferdinand David Schoeman ed., 1 984). 
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In my article, Conceptualizing Privacy, I discussed a wide range of 
attempts to locate the common denominator of privacy.44 I examined 
several different candidates for the common denominator in the existing 
philosophical and legal literature. Some attempts to conceptualize 
privacy were too narrow, excluding things we commonly understand to 
be private. For example, several theorists have contended that privacy 
should be defined in terms of intimacy. According to philosopher Julie 
Inness: "(T]he content of privacy cannot be captured if we focus 
exclusively on either information, access, or intimate decisions because 
privacy involves all three areas. . . . I suggest that these apparently disparate 
areas are linked by the common denominator of intimacy-privacy's 
content covers intimate information, access, and decisions."45 The 
problem with understanding privacy as intimacy, however, is that not all 
private information or decisions we make are intimate. For instance, our 
Social Security number, political affiliations, religious beliefs, and much 
more m ay not be intimate, but we may regard them as private. Of 
course, intimacy could be defined quite broadly, though then it merely 
becomes a synonym for privacy rather than an elaboration of what 
privacy means. The purpose of defining privacy as intimacy is to 
develop a bounded and coherent conception of privacy, but it comes at 
the cost of being far too narrow. 

On the other hand, some attempts to conceptualize privacy are far too 
broad, such as Samuel Warren and Louis Brandeis's understanding of 
privacy as the "right to be let alone. "46 What exactly does being let 
alone entail? There are many ways in which people are intruded upon 
that they would not consider privacy violations. If you shove me, you 
are not leaving me alone. You may be harming me, but it is not a 
problem of privacy. 

Ultimately, any attempt to locate a common core to the manifold 
things we file under the rubric of "privacy" faces a difficult dilemma. If 
one chooses a common denominator that is broad enough to encompass 
nearly everything, then the conception risks the danger of being overinclusive 
or too vague. If one chooses a narrower common denominator, then the 
risk is that the conception is too restrictive. In Conceptualizing Privacy, 

44. Daniel J. Solove, Conceptualizing Privacy, 90 CAL. L. REV. 1087, 1095-99 
(2002). 

45 .  JULIE C.  INNESS, PRIVACY, INTIMACY, AND ISOLATION 56 ( 1 992). 
46. Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 HARV. L. 

REV. 193, 193 ( 1 890). 
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I surveyed the various proposed conceptions and found all to suffer from 
these problems .47 

I argued that instead of conceptualizing privacy with the traditional 
method, we should instead understand privacy as a set of fam ily 
resemblances. In Philosophical Investigations, Ludwig Wittgenstein 
argued that some concepts do not have "one thing in common" but "are 
related to one another in many different ways."48 Instead of being 
related by a common denominator, some things share "a complicated 
network of similarities overlapping and criss-crossing: sometimes overall 
similarities, sometimes sim ilarities of detail. ''49 In other words, privacy 
is not reducible to a singular essence; it is a plurality of different things 
that do not share one element in common but that nevertheless bear a 
resemblance to each other. 

In my work on conceptualizing privacy thus far, I have attempted to 
lay the groundwork for a pluralistic understanding of privacy . In some 
works, I have attempted to analyze specific privacy issues, trying to 
better articulate the nature of the problems. For example, in my book, 
The Digital Person, I argued that the collection and use of personal 
information in databases presents a different set of problems than government 
surveillance.50 Many commentators had been using the metaphor of 
George Orwell ' s  1984 to describe the problems created by the collection 
and use of personal data.51  I contended that the Orwell metaphor, which 
focuses on the harms of surveillance (such as inhibition and social 
control) might be apt to describe law enforcement's monitoring of citizens. 
But much of the data gathered in computer databases is not particul arly 
sensitive, such as one's race, birth date, gender, address, or m arital 
status .  Many people do not care about concealing the hotels they stay at, 
the cars they own or rent, or the kind of beverages they drink. People 
often do not take many steps to keep such information secret. Frequently, 
though not always, people's activities would not be inhibited if others 
knew this information. 

I suggested a different m etaphor to capture the problem s:  Franz 
Kafka's The Trial, which depicts a bureaucracy with inscrutable purposes 
that uses people's inform ation to make important decisions about them, 
yet denies the people the ability to participate in how their information is 

47. Solove, supra note 44, at 1099- 1 124. 
48.  LUDWIG WITTGENSTEIN, PHlLOSOPHICAL !NvESTIGATIONS § 65 (G.E.M. Anscombe 

trans . ,  3d ed. 200 1) .  
49. Id § 66. 
50. SOLOVE, supra note 4, at 6-9. 
5 1 .  GEORGE ORWELL, 1 984 (Signet Classic 1984) ( 1 949); SOLOVE, supra note 4,  

at  7.  
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used.52 The problems captured by the Kafka metaphor are of a different 
sort than the problems caused by surveillance. They often do not result 
in inhibition or chilling. Instead, they are problems of information 
processing-the storage, use, or analysis of data-rather than information 
collection. They affect the power relationships between people and the 
institutions of the modem state. They not only frustrate the individual 
by creating a sense of helplessness and powerlessness, but they also 
affect social structure by altering the kind of relationships people have 
with the institutions that make important decisions about their lives. 

I explored the ways that legal and policy solutions were focusing too 
much on the nexus of problems under the Orwell metaphor-those of 
surveillance-and were not adequately addressing the Kafka problems­
those of information processing. 53 The difficulty was that commentators 
were trying to conceive of the problems caused by databases in terms of 
surveillance when, in fact, these problems were different. The way that 
these problems are conceived has a tremendous impact on the legal and 
policy solutions used to solve them. As John Dewey observed, "[A] 
problem well put is half-solved."54 "The way in which the problem is 
conceived," Dewey explained, "decides what specific suggestions are 
entertained and which are dismissed; what data are selected and which 
rejected; it is the criterion for relevancy and irrelevancy of hypotheses 
and conceptual structures. "55 

In a subsequent article, A Taxonomy of Privacy, I developed a 
taxonomy of privacy-a way of mapping out the manifold types of 
problems and harms that constitute privacy violations. 56 The taxonomy 
is my attempt to formulate a model of the problems from studying the 
welter of laws, cases, issues, and cultural and historical materials.  The 
taxonomy I developed is as follows: 

52. FRANZ KAFKA, THE TRIAL 50-58 (Willa & Edwin Muir trans . ,  Random House 
1956) ( 1 937); SOLOVE, supra note 4, at 8-9 . 

53 .  SOLOVE, supra note 4, at 27-75. 
54. JOHN DEWEY, LOGIC: THE THEORY OF INQUIRY 1 12 (Jo Ann Boydston ed. 

199 1 )  ( 1 938). 
55. Id. 
56. Daniel J. Solove, A Taxonomy of Privacy, 1 54 U. PA. L. REV. 477 (2006). 
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The taxonomy has four general categories of privacy problems with 
sixteen different subcategories. The first general category is information 
collection, which involves the ways that data is gathered about people. 
The subcategories, surveillance and interrogation, represent the two 
primary problematic ways of gathering information. A privacy problem 
occurs when an activity by a person, business, or government entity 
creates harm by disrupting valuable activities of others. These harms 
need not be physical or emotional; they can occur by chilling socially 
beneficial behavior (for example, free speech and association) or by 
leading to power imbalances that adversely affect social structure (for 
example, excessive executive power). 

The second general category is information processing. This involves 
the storing, analysis, and manipulation of data. There are a number of 
problems that information processing can cause, and I included five 
subcategories in my taxonomy. For example, one problem that I label 
insecurity results in increasing people's  vulnerability to potential abuse of 
their information. 57 The problem that I call exclusion involves people 's  
inability to access and have any say in the way their data is used. 58 

57. Id at 5 1 6-20. 
5 8. Id at 522-25. 
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Information dissemination is the third general category. Disseminating 
information involves the ways in which it is transferred-or threatened to be 
transferred-to others. I identify seven different information dissemination 
problems. Finally, the last category involves invasions. Invasions are direct 
interferences with the individual, such as intruding into her life or regulating 
the kinds of decisions she can make about her life. 

My purpose in advancing the taxonomy is to shift away from the 
rather vague label of privacy in order to prevent distinct harms and 
problems from being conflated or not recognized. Some might contend, 
however, that several of the problems I discuss are not really "privacy" 
problems. But with no satisfactory set of necessary or sufficient conditions 
to define privacy, there is no one specific criterion for inclusion or 
exclusion under the rubric of "privacy." Privacy violations consist of a 
web of related problems that are not connected by a common element, 
but nevertheless bear some resemblances to each other. We can determine 
whether to classify something as falling in the domain of privacy if it 
bears resemblance to other things we similarly classify. In other words, 
we use a form of analogical reasoning in which "[t]he key task," Cass 
Sunstein observes, "is to decide when there are relevant similarities and 
differences."59 Accordingly, there are no clear boundaries for what we 
should or should not refer to as "privacy." Some might object to the lack of 
clear boundaries, but this objection assumes that having definitive 
boundaries matters. The quest for a traditional definition of privacy has 
led to a rather fruitless and unresolved debate. In the meantime, there are 
real problems that must be addressed, but they are either conflated or 
ignored because they do not fit into various prefabricated conceptions of 
privacy. The law often neglects to see the problems and instead ignores 
all things that do not fall into a particular conception of privacy. In this 
way, conceptions of privacy can prevent the examination of problems. The 
problems still exist regardless of whether we classify them as being 
"privacy" problems .  

A great deal of attention i s  expended trying to elucidate the concept of 
privacy without looking at the problems we are facing. My goal is to 
begin with the problems and understand them in detail. Trying to fit 
them into a one-size-fits-all conception of privacy neglects to see the 
problems in their full dimensions or to understand them completely. 

59. CASS R. SUNSTEIN, LEGAL REASONING AND POLITICAL CONFLICT 67 ( 1 996). 
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Conceptions should help us understand and illuminate experience; they 
should not detract from experience and make us see and understand less. 

The term privacy is best used as a shorthand umbrella term for a 
related web of things. Beyond this kind of use, the term privacy has 
little purpose. In fact, it can obfuscate more than clarify. 

Some might object to the inclusion or exclusion of certain problems in 
the taxonomy. I do not advance the taxonomy as perfect. It is a bottom­
up ongoing project. As new problems arise, the taxonomy will be revised. 
Whether a particular problem is classified as one of privacy is not as 
important as whether it is recognized as a problem. Regardless of whether 
we label the problem as part of the privacy cluster, it still is a problem, 
and protecting against it still has a value. For example, I classify as a privacy 
violation a problem I call distortion, which involves disseminating false or 
misleading information about a person. Some might argue that distortion 
really is not a privacy harm, because privacy only involves true information. 
But does it matter? Regardless of whether distortion is classified as a 
privacy problem, it is nevertheless a problem. Classifying it as a privacy 
problem is merely saying that it bears some resemblance to other privacy 
problems, and viewing them together might be helpful in addressing them. 

B. The Social Value of Privacy 

Many theories of privacy view it as an individual right. For example, 
Thomas Emerson declares that privacy "is based upon premises of 
individualism, that the society exists to promote the worth and the 
dignity of the individual. . . . The right of privacy . . .  is essentially the right 
not to participate in the collective life-the right to shut out the 
community.',60 In the words of one court: ' Privacy is inherently personal. 
The right to privacy recognizes the sovereignty of the individual. "6 1 

Traditionally, rights have often been understood as protecting the 
individual against the incursion of the community, based on respect for 
the individual 's  personhood or autonomy. Many theories of privacy's 
value understand privacy in this manner. For example, Charles Fried 
argues that privacy is one of the 

basic rights in persons, rights to which all are entitled equally, by virtue of their 
status as persons . . . .  In this sense, the view is Kantian; it requires recognition 
of persons as ends, and forbids the overriding of their most fundamental 
interests for the purpose of maxim izing the happiness or welfare of alI.62 

60. THOMAS I .  EMERSON, THE SYSTEM OF FREEDOM OF EXPRESSION 545, 549 ( 1 970). 
6 1 .  Smith v . City of Artesia, 772 P.2d 373. 376 (N. M. Ct. App. 1 989). 
62. Charles Fried, Privacy, 77 YALE L.J. 475, 478 ( 1 968); see also INNESS, supra 

note 45,  at 95 ("[P]rivacy is  valuable because it acknowledges our respect for persons as 
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Many of the interests that conflict with privacy, however, also involve 
people's autonomy and dignity . Free speech, for example, is also an 
individual right which is essential to autonomy. Yet, in several cases, it 
clashes with privacy. One 's privacy can be in direct conflict with 
another's desire to speak about that person's life. Security, too, is not 
merely a societal interest; it is essential for individual autonomy as well. 
Autonomy and dignity are often on both sides of the balance, so it 
becomes difficult to know which side is the one that protects the 
"sovereignty of the individual. "63 

Communitarian scholars launch a formidable critique of traditional 
accounts of individual rights. Amitai Etzioni, for example, contends that 
privacy is "a societal license that exempts a category of acts (including 
thoughts and emotions) from communal, public, and governmental 
scrutiny."64 For Etzioni, many theories of privacy treat it as sacrosanct, 
even when it conflicts with the common good.65 According to Etzioni, 
"privacy is not an absolute value and does not trump all other rights or 
concerns for the common good."66 He goes on to demonstrate how 
privacy interferes with greater social interests and often, though not 
always, contends that privacy should lose out in the balance.67 

Etzioni is right to critique those who argue that privacy is an individual 
right that should trump social interests. The problem, however, is that 
utilitarian balancing between individual rights and the common good 
rarely favors individual rights-unless the interest advanced on the side 
of the common good is trivial . Society will generally win when its 
interests are balanced against those of the individual. 

The deeper problem with Etzioni's view is that in his critique of 
liberal theories of individual rights as absolutes, he views individual 
rights as being in tension with society. The same dichotomy between 

autonomous beings with the capacity to love, care and like-in other words, persons 
with the potential to freely develop close relationships."); BEATE ROSSLER, THE VALUE 
OF PRIVACY 1 1 7 (R .D.V. Glasgow trans. ,  Polity Press 2005) (200 1 )  ("Respect for a 
person' s  privacy is respect for her as an autonomous subject."); Stanley I .  Benn, Privacy, 
Freedom, and Respect/or Persons, in NOMOS XIII: PRIVACY 1 ,  26 (J. Roland Pennock & 
John W. C hapman eds., 197 1 )  ("[R]espect for someone as a person, as a chooser, 
implie[s] respect for him as one engaged on a kind of self-creative enterprise, which 
could be disrupted, distorted, or frustrated even by so limited an intrusion as watching."). 

63. Smith, 772 P.2d at 376. 
64. AMITAJ ETZIONI, THE LIMITS OF PRIVACY 196 ( 1 999). 
65. Id at 1 87-88. 
66. Id at 38.  
67.  Id at 1 87-88. 
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individual and society that pervades l iberal theories of individual rights 
also pervades Etzioni's communitarianism. Etzioni views the task of 
communitarians as "balanc[ing] individual rights with social responsibilities, 
and individuality with community ."68 The problem with Etzioni ' s  
communitarian view i s  that individuality need not be o n  the opposite 
side of the scale from community. Such a view assumes that individual 
and societal interests are distinct and conflicting. A similar view also 
underpins m any liberal conceptions of individual rights. 

In contrast, John Dewey proposed an alternative theory about the 
relationship between individual and community. For Dewey, there is no 
strict dichotomy between individual and society. The individual is 
shaped by society, and the good of both the individual and society are 
often interrelated rather than antagonistic: "We cannot think of ourselves 
save as to some extent social beings. Hence we cannot separate the idea 
of ourselves and our own good from our idea of others and of their 
good."69 Dewey contended that the value of protecting . individual rights 
emerges from their contribution to society. In other words, individual 
rights are not trumps, but are protections by society from its intrusiveness. 
Society makes space for the individual because of the social benefits this 
space provides. Therefore, Dewey argues, rights should be v alued based 
on "the contribution they make to the welfare of the community ."70 

Otherwise, in any kind of utilitarian calculus, individual rights would not 
be valuable enough to outweigh most social interests, and it would be 
impossible to justify individual rights . As such, Dewey argued, we must 
insist upon a "social basis and social justification" for civil liberties. 71 

I contend, like Dewey, that the value of protecting the individual is a 
social one. Society involves a great deal of friction, and we are 
constantly clashing with each other. Part of what makes a society a good 
place in which to live is the extent to which it allows people freedom 
from the intrusiveness of others . A society without privacy protection 
would be suffocating, and it might not be a place in which most would 
want to live. When protecting individual rights, we as a society decide 
to hold back in order to receive the benefits of creating the kinds of free 
zones for individuals to flourish . 

As Robert Post has argued, privacy is not merely a set of restraints on 
society's  rules and norms. Instead, privacy constitutes a society's  

68. Id at 198.  
69.  JOHN DEWEY, ETHICS ( 1908), reprinted in 5 THE MIDDLE WORKS: 1 899-1 924, 

at 268 (Jo Ann Boydston ed., S. Ill .  Univ. Press 1 978). 
70.  JOHN DEWEY, LIBERALISM AN"D CIVIL LIBERTIES ( 1 936), reprinted in 1 1  THE 

LATER WORKS, 1 935-1 937, at 373 (Jo Ann Boydston ed., S. I l l .  Univ. Press 1 987). 
7 1 . Id at 375. 
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attempt to promote rules of behavior, decorum, and civility.72 Society 
protects privacy as a means of enforcing a kind of order in the 
community. As Spiros Simitis declares, "[P]rivacy considerations no longer 
arise out of particular individual problems;  rather, they express conflicts 
affecting everyone. "73 Several scholars have argued that privacy is 
"constitutive" of society and must be valued in terms of the social roles 
it plays. 74 Privacy, then, is not the trumpeting of the individual against 
society 's  interests, but the protection of the individual based on society 's  
own norms and values . Privacy is not simply a way to extricate 
individuals from sociaJ ' control, as it is itself a form of social control that 
emerges from a society's norms. It is not an external restraint on society, 
but is in fact an internal dimension of society . Therefore, privacy has a 
social value. Even when it protects the individual, it does so for the sake 
of society . It thus should not be weighed as an individual right against 
the greater social good. Privacy issues involve balancing societal interests 
on both sides of the scale. 

Because privacy involves protecting against a plurality of different 
harms or problems, the value of privacy is different depending upon 
which p articular problem or harm is being protected. Not all privacy 
problems are equal; some are more harmful than others. Therefore, we 
cannot ascribe an abstract value to privacy. Its value will differ substantially 
depending upon the kind of problem or harm we are safeguarding 
against. Thus, to understand privacy, we must conceptualize it and its 
value more pluralistically. Privacy is a set of protections against a 
related set of problems.  These problems are not all related in the same 
way, but they resemble each other. There is a social value in protecting 

72. Robert C. Post, The Social Foundations of Privacy: Community and Self in the 
Common Law Tort, 77 CAL. L. REv. 957, 968 ( 1 989). 

73. Spiros Simitis, Reviewing Privacy in an Information Society, 1 3 5  U. PA. L. 
REv. 707, 709 ( 1 9 87). In analyzing the problems of federal legislative policymaking on 
privacy, Priscilla Regan demonstrates the need for understanding privacy in terms of its 
social benefits. See PR!SffiLA M. REGAN, LEGISLATING PRlvACY, at xiv (1995) ("[A]nalysis 
of congressional policy making reveals that little attention was given to the possibility of 
a broader social importance of privacy."). 

74. Julie E. Cohen, Examined Lives: bifomralional Privacy and the Subject as 
Object, 52 STAN. L. REv. 1373, 1427-28 (2000) ("Informational privacy, in short, is a 
constitutive element of a civil society in the broadest sense of that term ."); Paul M .  
Schwartz, Privacy and Democracy in Cyberspace, 52 VAND. L .  REV. 1 609, 1 6 1 3  ( 1 999) 
("[I]nformation privacy is best conceived of as a constitutive element of civil society."); 
see also Ruth Gavison, Privacy and the Limits of Law, 89 YALE L.J. 42 1 ,  455 ( 1 980) 
("Privacy is  also essential to democratic government because it fosters and encourages 
the moral autonomy of the citizen, a central requirement of a democracy."). 
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against each problem, and that value differs depending upon the nature 
of each problem 

IV. THE PROBLEM WITH THE "NOTHING TO HIDE" ARGUMENT 

A. Understanding the Many Dimensions of Privacy 

It is time to return to the nothing to hide argument. The reasoning of 
this argument is that when it comes to government surveillance or use of 
personal data, there is no privacy violation if a person has nothing 
sensitive, embarrassing, or illegal to conceal. Criminals involved in illicit 
activities have something to fear, but for the vast majority of people, 
their activities are not illegal or embarrassing. 

Understanding privacy as I have set forth reveals the flaw of the 
nothing to hide argument at its roots . Many commentators who respond 
to the argument attempt a direct refutation by trying to point to things 
that people would want to hide. But the problem with the nothing to 
hide argument is the underlying assumption that privacy is about hiding 
bad things. Agreeing with this assumption concedes far too much ground 
and leads to an unproductive discussion of information people would 
likely want or not want to hide. As Bruce Schneier aptly notes, the nothing 
to hide argument stem s from a faul� "premise that riv acy is about 
h .d . ,,75 1 mg a wrong. 

The deeper problem with the nothing to hide argument is that it 
myopically views privacy as a form of concealment or secrecy . But 
understanding privacy as a plurality of related problems demonstrates 
that concealment of bad things is just one among many problems caused 
by government programs such as the NSA surveillance and data m ining. 
In the categories in my taxonomy, several problems are implicated. 

The NSA programs involve problems of information collection, 
specifically the category of surveillance in the taxonomy. Wiretapping 
involves audio surveil lance of people 's  conversations .  Data mining 
often begins with the collection of personal information, usually from 
various third parties that possess people's  data. Under current Supreme 
Court Fourth Amendment jurisprudence, when the government gathers 
data from third parties, there is no Fourth Amendment protection because 
people lack a "reasonable expectation of privacy" in information exposed 
to others.76 In United States v. Miller, the Supreme Court concluded that 
there is no reasonable expectation of privacy in bank records because 
"[a]ll of the documents obtained, including financial statements and 

7 5 .  Schneier, supra note 1 0. 
76.  United States v. Katz, 389 U.S.  347, 360-6 1 ( 1 967) (Harlan, J., concurring). 
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deposit slips, contain only information voluntarily conveyed to the banks 
and exposed to their employees in the ordinary course of business ."77 In 
SmUh v. Maryland, the Supreme Court held that people lack a reason able 
expectation of privacy in the phone numbers they dial because they 
"know that they must convey numerical information to the phone 
company," and therefore they cannot "harbor any general expectation that 
the numbers they dial will remain secret."78 As I have argued extensively 
elsewhere, the lack of Fourth Amendment protection of third p arty 
records results in the government's ability to access an extensive amount 
of personal information with minimal limitation or oversight. 79 

Many scholars have referred to information collection as a form of 
surveillance. Dataveillance, a term coined by Roger Clarke, refers to the 
"systemic use of personal data systems in the investigation or monitoring 
of the actions or communications of one or more persons."8° Christopher 
Slobogin has referred to the gathering of personal information in 
business records as "transaction surveillance."81 Surveillance can create 
chilling effects on free speech, free association, and other First Amendment 
rights essential for democracy 82 Even surveillance of legal activities can 
inhibit people from engaging in them. The value of protecting against 
chilling effects is not measured simply by focusing on the particular 
individuals who are deterred from exercising their rights. Chilling 
effects harm society because, among other things, they reduce the range 
of viewpoints expressed and the degree of freedom with which to engage 
in _political activ ity 

The nothing to hide argument focuses primarily on the information 
collection problems associated with the NSA programs.  It contends that 
limited surveillance of lawful activity will not chill behavior sufficiently 
to outweigh the security benefits. One can certainly quarrel with this 

77. 425 U.S .  435, 442 ( 1976). 
78.  442 U.S.  735, 743 ( 1979). 
79. SOLOVE, supra note 4, at 1 65-209; see also Daniel J. Solove, Digital Dossiers 

and the Dissipation of Fourth Amendment Privacy, 7 5  S. CAL. L.  REV. 1 083, 1 1 1 7-37 
(2002). 

80. Roger Clarke, Information Technology and Dataveillance, 3 1  COMM. OF THE 
ACM 498, 499 ( 1 988); see also Roger Clarke, Introduction to Dataveillance and 
Information Privacy, and Definitions of Terms, AUSTRALIAN NATIONAL UNIVERSITY, 
Aug. 7, 2006, http ://www.anu.edu.au/people/Roger.Clarke/DV/Intro.html. 

8 1 . Christopher Slobogin , Transaction Surveillance by the Government, 75 MISS. 
L.J. 1 39, 140 (2005). 

82. Daniel J. Solove, The First Amendment as Criminal Procedure, 82 N.Y.U. L. 
REV. 1 1 2 ,  1 54-59 (2007). 
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argument, but one of the difficulties with chilling effects is that it is 
often very hard to demonstrate concrete evidence of deterred behavior. 83 
Whether the NSA's surveil lance and collection of telephone records has 
deterred people from communicating particular ideas would be a difficult 
question to answer. 

Far too often, discussions of the NSA surveillance and data mining 
define the problem solely in terms of surveillance. To return to my 
discussion of metaphor, the problems are not just Orwellian, but 
Kafkaesque. The NSA programs are problematic even if no information 
people want to hide is uncovered. In The Trial, the problem is not inhibited 
behavior, but rather a suffocating powerlessness and vulnerability created 
by the court system 's use of personal data and its exclusion of the 
protagonist from having any knowledge or participation in the process. 
The harms consist of those created by bureaucracies-indifference, errors, 
abuses, frustration, and lack of transparency and accountability . One 
such harm, for example, which I call aggregation, emerges from the 
combination of small bits of seemingly innocuous data.84 When combined, 
the information becomes much more telling about a person . For the 
person who truly has nothing to hide, aggregation is not much of a 
problem. But in the stronger, less absolutist form of the nothing to hide 
argument, people argue that certain pieces of information are not something 
they would hide. Aggregation, however, means that by combining 
pieces of information we m ight not care to conceal, the government can 
glean information about us that we might really want to conceal. Part of 
the allure of data mining for the government is its ability to reveal a lot 
about our personalities and activities by sophisticated means of 
analyzing data. Therefore, without greater transparency in data mining, 
it is h ard to claim that programs like the NSA data m ining program will 
not reveal information people might want to hide, as we do not know 
precisely what is revealed . Moreover, data mining aims to be predictive 
of behavior, striving to prognosticate about our future actions. People 
who match certain profiles are deemed likely to engage in a similar 
pattern of behavior. It is quite difficult to refute actions that one has not 
yet done. Having nothing to hide will not always dispel predictions of 
future activity . 

Another
. 

problem in the taxonomy, which is imf:licated by
_ 

the
_ 
NSA 

program, 1s the problem I refer to as exclusion. 5 Exclusion 1s the 
problem caused when people are prevented from having knowledge 
about how their information is being used, as well as barred from being 

83. Id 
84. Solove, supra note 56, at 506-1 1 .  
85. Id at 522-25 . 
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able to access and correct errors in that data. The NSA program involves a 
m assive database of information that individuals cannot access. Indeed, 
the very existence of the program was kept secret for years. 86 This kind 
of information processing, which forbids people's knowledge or 
involvement, resembles in some ways a kind of due process problem. It 
is a structural problem involving the way people are treated by government 
institutions. Moreover, it creates a power imbalance between individuals 
and the government. To what extent should the Executive Branch and 
an agency such as the NSA, which is relatively insulated from the 
political process and public accountability, have a significant power over 
citizens? This issue is not about whether the information gathered is 
something people want to hide, but rather about the power and the 
structure of government. 

A related problem involves "secondary use. " Secondary use is the use 
of data obtained for one purpose for a different unrelated purpose 
without the person 's consent. The Administration has said little about 
how long the data will be stored, how it will be used, and what it could 
be used for in the future. The potential future uses of any piece of 
personal information are vast, and without limits or accountability on 
how that information is used, it is hard for people to assess the dangers 
of the data being in the government's control.  

Therefore, the problem with the nothing to hide argument is that it 
focuses on just one or two particular kinds of privacy problems-the 
disclosure of personal inform ation or surveillance-and not others . It 
assumes a particular view about what privacy entails, and it sets the 
terms for debate in a manner that is often unproductive. 

It is i mportant to distinguish here between two ways of justifying a 
program such as the NSA surveillance and data mining program . The 
first way is to not recognize a problem . This is how the nothing to hide 
argument works-it denies even the existence of a problem . The second 
m anner of justifying such a program is to acknowledge the problems but 
contend that the benefits of the NSA program outweigh the privacy 
harms. The first justification influences the second, because the low 
value given to privacy is based upon a narrow view of the problem. 

The key misunderstanding is that the nothing to hide argument views 
privacy in a particular way-as a form of secrecy, as the right to hide 

86. Risen & Lichtblau, supra note I .  
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things. But there are many other types of harm involved beyond exposing 
one's secrets to the government. 

Privacy problems are often difficult to recognize and redress because 
they create a panoply of types of harm . Courts, legislators, and others 
look for particular types of harm to the exclusion of others, and their 
narrow focus blinds them to seeing other kinds of harms. 

B. Understanding Structural Problems 

One of the difficulties with the nothing to hide argument is that it 
looks for a visceral kind of injury as opposed to a structural one. 
Ironically, this underlying conception of injury is shared by both those 
advocating for greater privacy protections and those arguing in favor of 
the conflicting interests to privacy. For example, law professor Ann 
Bartow argues that I have failed to describe privacy harms in a compelling 
manner in my article, A Taxonomy of Privacy, where I provide a 
framework for understanding the manifold different privacy problems. 87 

Bartow's primary complaint is that my taxonomy "frames privacy harms 
in dry, analytical terms that fail to sufficiently identify and anim ate the 
compelling ways that privacy violations can negatively impact the lives 
of living, breathing human beings beyond simply provoking feelings of 
unease."88 Bartow claims that the taxonomy does not have "enough 
dead bodies" and that privacy's "lack of blood and death, or at least of 
broken bones and buckets of money, distances privacy harms from other 
categories of tort law. "89 

Most privacy problems lack dead bodies. Of course, there are 
exceptional cases such as the murders of Rebecca Shaeffer and Amy 
Boyer. Rebecca Shaeffer was an actress killed when a stalker obtained her 
address from a Department of Motor Vehicles record.90 This incident 
prom�ted Congress to pass the Driver's Privacy Protection Act of 
1 994. 1 Amy Boyer was murdered by a stalker who obtained her 
personal information, including her work address and Social Security 
number, from a database company.92 These examples aside, there is not 
a lot of death and gore in privacy law. If this is the standard to recognize 
a problem, then few privacy problems will be recognized. Horrific cases 

87. Ann Bartow, A Feeling of Unease About Privacy Law, 1 55 U. PA. L. REv. 
PENNumbra 52, 52 (2006), http://www.pennumbra.com/issues/articles/1 54-3/Bartow.pdf. 

88. Id 
89. Id at 52, 62. 
90. SOLO VE, supra note 4,  at 147 . 
9 1 . Id 
92. Remsburg v. Docusearch, Inc., 8 1 6  A.2d 100 1 ,  1005--06 (N.H. 2003). 

768 



SOLOVE POST-AUTHOR PAGES (SUPER FINAL).DOC 

[\'OL. 44: 745, 2007] 

21712008 3: 16:38 PM 

"J 've Got Nothing to Hide " 
SAN DIEGO LAW REVIEW 

are not typical, and the purpose of my taxonomy is to explain why most 
privacy problems are still harmful despite this fact. 

Bartow's objection is actually very similar to the nothing to hide 
argument. Those advancing the nothing to hide argument have in mind 
a particular kind of visceral privacy harm, one where privacy is violated 
only when something deeply embarrassing or discrediting is revealed. 
B artow's  quest for horror stories represents a similar desire to find 
visceral privacy harms. The problem is that not all privacy harm s are 
like thi s .  At the end of the day, privacy is  not a horror movie, and 
demanding more palpable harms will be difficult in many cases. Yet 
there is still a harm worth addressing, even if it is not sensationalistic. 

In m any instances, privacy is threatened not by singular egregious 
acts, but by a slow series of relatively minor acts which gradually begin 
to add up . In this way, privacy problems resemble certain environmental 
harms which occur over time through a series of small acts by different 
actors. Bartow wants to point to a major spill, but gradual pollution by a 
multitude of different actors often creates worse problems. 

The law frequently struggles with recognizing harms that do not result 
in embarrassment, humiliation, or physical or psychological injury.93 

For example, after the September 1 1  attacks, several airlines gave their 
passenger records to federal agencies in direct violation of their privacy 
policies. The federal agencies used the data to study airline security.94 
A group of passengers sued Northwest Airlines for disclosing their 
personal information. One of their claims was that Northwest Airlines 
breached its contract with the passengers . In Dyer v. Northwest A irlines 
Corp., the court rejected the contract claim because "broad statements of 
company policy do not generally give rise to contract claims," the 
passengers never claimed they relied upon the policy or even read it, and 
they "failed to allege any contractual damages arising out of the alleged 
breach."95 Another court reached a similar conclusion.96 

Regardless of the merits of the decisions on contract law, the cases 
represent a difficulty with the legal system in addressing privacy problems. 

93. SOLOVE, supra note 4, at 93-97, 100--0 1 ,  195-208; Daniel J. Solove, Identity 
Theft, Privacy, and the Architecture of Vulnerability, 54 HASTINGS L .J. 1227, 1228 
(2003). 

94. SOLOVE, supra note 4, at 93 . 
95 .  334 F .  Supp. 2d 1 1 96, 1200 (D.N.D. 2004). 
96. In re Nw. Airl ines Privacy Litig., No. 04- 126, 2004 WL 1278459 (D. Minn. 

June 6, 2004). 
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The disclosure of the passenger records represented a "breach of 
confidentiality.'m The problems caused by breaches of confidentiality do not 
merely consist of individual emotional distress; they involve a violation 
of trust within a relationship. There is a strong social value in ensuring 
that promises are kept and that trust is maintained in relationships between 
businesses and their customers. The problem of secondary use is also 
implicated in this case. 98 Secondary use involves data collected for one 
purpose being used for an unrelated purpose without people's consent. 
The airlines gave passenger information to the government for an 
entirely different purpose beyond that for which it was originally gathered. 
Secondary use problems often do not cause financial, or even 
psychological, injuries. Instead, the harm is one of power imbalance. 
In Dyer, data was disseminated in a way that ignored airline passengers' 
interests in the data despite promises made in the privacy policy. Even if 
the passengers were unaware of the policy, there is a social value in 
ensuring that companies adhere to established limits on the way they use 
personal information . Otherwise, any stated limits become meaningless, 
and companies have discretion to boundlessly use data. Such a state of 
affairs can leave nearly all consumers in a powerless position. The 
harm, then, is less one to particular individuals than it is a structural 
harm. 

A similar problem surfaces in another case, Smith v. Chase Manhattan 
Bank.99 A group of plaintiffs sued Chase Manhattan Bank for selling 
customer information to third parties in violation of its privacy policy, 
which stated that the information would remain confidential. The court 
held that even presuming these allegations were true, the plaintiffs could 
not prove any actual injury: 

[T]he "harm" at the heart of this purported class action, is that class members 
were merely offered products and services which they were free to decline. 
This does not qualify as actual harm. 

The complaint does not allege any single instance where a named plaintiff or 
any class member suffered any actual harm due to the receipt of an unwanted 
telephone solicitation or a piece of junk mai( . 100 

The court's view of harm, however, did not account for the breach of 
confidentiality. 

When balancing privacy against security, the privacy harms are often 
characterized in terms of injuries to the individual, and the interest in 
security is often characterized in a more broad societal way. The security 

97.  Solove, supra note 56, at 526-30. 
98. Id at 520-22. 
99. 74 1 N.Y.S.2d 1 00 (N.Y. App. Div. 2002). 

1 00. Id at 102. 
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interest in the NSA programs has often been defined improperly . In a 
Congressional hearing, Attorney General Alberto Gonzales stated: 

Our enemy is l istening, and I cannot help but wonder i f  they are not shaking 
their heads in amazement at the thought that anyone would imperil such a 
sensitive program by leaking its existence in the first place, and smiling at the 
prospect that we might now disclose even more or perhaps even unilaterally 
disarm ourselves of a key tool in the war on terror.IOI 

The balance between privacy and security is often cast in terms of 
whether a particular government information collection activity should 
or should not be barred . 

The issue, however, often is not whether the NSA or other government 
agencies should be allowed to engage in particular forms of information 
gathering; rather, it is what kinds of oversight and accountability we 
want in place when the government engages in searches and seizures. 
The government can employ nearly any kind of investigatory activity 
with a warrant supported by probable cause. This is a mechanism of 
oversight-it forces government officials to justify their suspicions to a 
neutral judge or magistrate before engaging in the tactic. For example, 
electronic surveillance law allows for wiretapping, but limits the practice 
with judicial supervision, procedures to minimize the breadth of the 
wiretapping, and requirements that the law enforcement officials report 
back to the court to prevent abuses. 1 02 It is these procedures that the 
Bush Administration has ignored by engaging in the warrantless NSA 
surveillance. The question is not whether we want the government to 
monitor such conversations, but whether the Executive Branch should 
adhere to the appropriate oversight procedures that Congress has enacted 
into law, or should covertly ignore any oversight. 

Therefore, the security interest should not get weighed in its totality 
against the priYacy interest. Rather. what should get weighed is the extent 
of marginal lim itation on the effectiveness of a gO\·ernment information 
gathering or data mining program by imposing judicial oversight and 
minimization rocedures. Only in cases where such procedures will 
completely impair the government program should the security i nterest 

1 0 1 .  Wartime Executive Power and the National Security Agency 's Surveillance 
Authority: Hearing Before the S. Comm. on the Judiciary. 1 09th Cong. 1 5  (2006) 
(statement of Alberto Gonzales, Att'y Gen . of the United States) .  

1 02 .  Daniel J. Solove, Fourth Amendment Codification and Professor Kerr 's 
Misguided Calif or Judicial Deference, 74 FORDHAM L. REv. 747, 77 5-76 (2005) .  
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be weighed in total, rather than in the m arginal difference between an 
unencumbered program versus a limited one. 

Far too often, the balancing of privacy interests against security 
interests takes place in a manner that severely shortchanges the privacy 
interest while inflating the security interests. Such is the logic of the 
nothing to h ide argument. When the argument is unpacked, and its 
underlying assumptions examined and challenged, we can see how it 
shifts the debate to its terms, in which it draws power from its unfair 
advantage. It is time to pull the curtain on the nothing to hide argument. 

V. CONCLUSION 

Whether explicit or not, conceptions of privacy underpin nearly every 
argument made about privacy, even the common quip "I 've got nothing 
to hide." As I have sought to demonstrate in this  essay, understanding 
privacy as a pluralistic conception reveals that we are often talking past 
each other when discussing privacy issues. By focusing more specifically 
on the related problems under the rubric of "privacy," we can better 
address each problem rather than ignore or conflate them. The nothing 
to hide argument speaks to some problems, but not to others. It represents a 
singular and narrow way of conceiving of privacy, and it wins by excluding 
consideration of the other problems often raised in government surveillance 
and data m ining programs. When engaged with directly, the nothing to 
hide argument can ensnare, for it forces the debate to focus on its narrow 
understanding of privacy.  But when confronted with the plurality of 
privacy problems implicated by government data collection and use 
beyond surveillance and disclosure, the nothing to hide argument, in the 
end, has nothing to say. 
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Testimony of the American Civil Liberties Union of North Dakota 

In Support of HB 1 328 - An Act to provide for limitations on the use of 
unmanned aircraft for surveillance 

House Judiciary Committee 

February 4, 20 1 5  

On behalf of ACLU of North Dakota and its members and activists statewide, we 
commend the effort to regulate the use of unmanned aerial vehicles (UAVs), more 
commonly referred to as drones, through legislation that includes protections for 
individual privacy and oversight of their use. Unregulated, warrantless use of drones 
could have a chilling effect on the use of public spaces for First Amendment protected 
activities and could result in discriminatory targeting, institutional abuse, and automated 
law enforcement. 

The ACLU has serious concerns about the use of unmanned aerial vehicle 
surveillance technology to collect information about individuals. The pace at which 
surveillance technology has evolved in recent years has far outstripped the pace at which 
laws have adapted to protect individuals' privacy. Strict controls are needed to help guide 
law enforcement in using surveillance technology. Without those limit�, we risk inching 
further into a society under constant and permanent surveillance. 

· · · 

While Congress has required the Federal Aviation Administration (FAA) to open 
domestic airspace more widely to drones by 2015, the FAA has indicated that its mandate 
is airspace safety, not privacy. Therefore, it is incumbent upon the legislature to protect 
North Dakotans' privacy and ensure that we can enjoy the benefits of this technology 
without bringing us closer to a "surveillance society," in which everyone's move is 
monitored, tracked, recorded, and scrutinized by authorities. 

HB 1 328 strikes the right balance by permitting law enforcement use of drones in 
emergencies or with court oversight in investigative circumstances while prohibiting the 
indiscriminate use of drones. After all, it is a core value in our society that we do not 
watch innocent people just in case they do something wrong. 

The bill also prohibits law enforcement from identifying anyone or anything other 
than the target that justified the warrant and drone deployment. And, it ensures that 
wherever drones are used, information that is incidentally collected cannot be used in 
court. This is very important - unlike many traditional searches that can be narrowly 
tailored to collect information only on a particular target, drones can be equipped with a 
host of technologies that can suck in information on not just the target, but everyone else 
who happens to be nearby, or underneath the drone as it travels to the target area. 
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Meanwhile, HB 1 328 prohibits weaponization of drones, because an officer on 
the ground has a very different perception of when it is necessary to use force and what 
force is appropriate than an officer observing the scene on a screen from a distance might. 

The bill exempts public universities from the warrant requirement so that drones 
can be used for research and academic purposes, allowing North Dakota to continue to 
partake in the cutting edge drone research and development field while still protecting 
individuals' privacy. 

Drone technology brings with it many opportunities. But the types of surveillance 
drones are capable of carries risks to our way of life. Drones are being developed that are 
small enough to fly into houses undetected, and drones aren't subject to the same 
limitations as helicopters with their human pilots and need for launch pads and flight and 
ground crews. It may soon become technologically feasible to watch everyone all the 
time, which may have a profound effect on our society. Psychologists have repeatedly 
found that people who are being observed tend to behave differently, and make different 
decisions, than when they are not being watched. This effect is so great that a recent 
study found that "merely hanging up posters of staring human eyes is enough to 
significantly change people' s  behavior."1 

Before drones become ubiquitous in our airspace, we need clear privacy rules so 
that we can enjoy this new technology without sacrificing our privacy. HB 1 328 would 
provide those rules and ensure that drones are prohibited for indiscriminate mass 
surveillance, with their use by police only permitted where there are grounds to believe 
they will collect evidence relating to a specific instance of criminal wrongdoing, or in 
emergencies. North Dakota should join Florida, Idaho, Illinois, Montana, North 
Carolina, Oregon, Tennessee, Texas and Virginia in passing legislation to regulate 
government deployment of this powerful technology. 

On behalf of ACLU of North Dakota and its members and activists statewide, we 
urge you to give HB 1 328 a Do Pass recommendation. 

1 Sander van der Linden, "How the Illusion of Being Observed Can Make You a Better Person," Scientific 
American, May 3, 20 1 1 , online at http://www.scientificamerican.com/article.cfm?id=how-the-illusion-of­
being-observed-can-make-you-better-person. 
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GRAND FORKS COUNTY SHERIFF' S  DEPARTMENT 
PO BOX 1 2608 

GRAND FORKS, NORTH DAKOTA 58208-2608 
1 22 SOUTH FIFTH STREET, SUITE 2 1 0  

PHONE: 70 1 -780-8280 FAX : 70 1 -780-8307 
SHERIFF ROBERT W ROST 

G ood M orning M r. Cha i rma n a n d m e m b e rs of the Com m ittee, my n a m e  is Bob 

Rost. I cu rrently se rve as the She riff of G ra nd Forks Cou nty. The G ra n d Forks 

Cou nty S her iff' s De p a rtment is the host age n cy fo r the N o rtheast Regiona l  

U n ma n ned Ai rcraft Syste ms U n it. Ou r UAS U n it was  one of  the  fi rst to  be  

esta b l i shed i n  the nation a n d is the  o n ly no n-federa l UAS U n it in  the  State of 

N o rth Da kota . Th a n k  you fo r l iste n i ng to my concerns rega rd ing House B i l l  13 28. 

H ouse B i l l  1328 a ppea rs to be a solution in sea rch of a proble m .  The G ra nd Forks 

Cou nty Sheriff's Depa rtment has been operati ng UAS fo r over 3 yea rs. D u ring that 

period, we have not received a s ingle com p la int or  a l legation of m isuse of o u r  

a i rcraft. I n  fact, w e  have rece ived nu mero u s  com p l i me nts and acco lades o n  the 

U n it fro m the press a nd the pu bl ic .  Our agency has exceeded a l l  Federal  Aviation 

Ad m i n istration req u i rem ents by assigning on ly  FAA certified co m m e rcia l pi lots to 

operate o u r  UAS; con d u cting month ly UAS U n it tra in ing; a n d  re porting o u r  UAS 

fl ights to the FAA each month .  Ou r UAS U n it is ma naged by a 34 yea r law 
I 

e nforcem e nt vetera n with s ignifica nt law e nforce ment m a n ned a i r  s u p port 
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experien ce .  We have su bjected o u r  UAS mission sets to review by the U n iversity 

of N o rth Da kota's U n m a n ned Ai rcraft Systems Resea rch Co m p l ia nce Com m ittee 

a n d  have fu l ly  i m pl e m e nt their  reco m m e ndations i nto o u r  ope rations .  N ot one of 

the 16 UAS m issions we have cond ucted has  invo lved a cove rt s u rve i l la nce. On 

the contra ry, we have photogra phed h o m icide and fata l traffic accident sce nes; 

s e a rched for flee ing suspects; a nd done post-d isaster assessm e nt fl ights. 

O u r  U n it is  operated in com p l ia nce with an exte nsive UAS U n it Ope rations 

M a n u a l  that e m p hasizes the i m porta nce of protecting the privacy of the publ ic  

we se rve a nd which req u i res a sea rch wa rra nt fo r fl ights that wou l d  infri nge u pon 

an i n d ivid u a l's  reasona b le expectation of privacy. 

. I 

The U . S  S u p re m e  Cou rt has effectively add ressed the issue of law e nfo rcement 

o bservatio n s  occurring from a i rcraft in  the cases of Ciraolo (SI R-E-A- LO) vs. 

Ca l ifo rnia  a nd F lorida vs. R i ley. These cases provide a mple d i rection to law 

e nforcem e nt o n  when a sea rch warrant is  req u i red . Appl ication of the la nguage 

fou nd in  H o use B i l l  1328 wou ld negate the long-sta nd ing doctr ine of p la in  view. A 

law e nforcem e nt officer  does not need a warrant to observe a shopping center 
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pa rking l ot from a he l icopter at 400' a bove gro u nd leve l .  Why s h o u l d  the sta ndard 

be h igher  for that sa me observation made fro m a UAS? Eventu a l ly, as  the use of 

UAS expa nds, images from UAS wi l l  begin to be uti l ized as evide nce i n  cri m i n a l  

cases.  T h e  j ud ici a ry, ta sked b y  ou r Federa l  Constitution with determin ing the 

co nstitution a l ity of evide nce, wi l l  then have the opportu n ity to weigh in  on 

evidence gathered by UAS. House B i l l  1328 wou ld,  to a great degree, p reempt this  

p rocess. P lease a l low ou r e lected judges to do their  jobs.  

In  c losi ng, the cr ime rate i n  N o rth Da kota is ra pid ly r is ing.  Law e nfo rce ment 

a ge n cies, especia l ly those in  the western portio n  of o u r  state, a re struggl ing to try 

to s u p p ress a n  ever i n creas ing vo l u me of viole nt a nd d rug related cr imes.  I n  order  

to d o th is, N o rth Da kota law enforce ment needs m o re cost effective tec h n ologies, 

n ot less .  P lease s u pport law e nfo rce ment by ma king it easier, n ot h a rd e r, to 

uti l i ze i n novative tec h n o l ogies such as u n ma n ned a i rcraft syste ms.  Let's not try to 

fix something that is not b roke n .  Tha n k  you .  
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HB 1 328  
My name i s  B ruce B urkett, a spokesperson for the North Dakota 

Peace O fficers Associ ation . We are in opposition to House B i l l  

1 32 8 .  

The b i l l  wou ld put b l i nders o n  law enforcement from making 

observations from a l ocation where we have a right to be. 

Observat ions made from l ocati ons considered open fields do not 

require a search warrant by law enforcement. 

Operations of u nm anned and manned aircrafts are regulated by 

the FAA. Regulations of UA V ' s  is  laid out in Part 1 07 of the 

Federal regulations. At th i s  t ime "drone" operations by cit izens 

needs to l ook and sound as a hobby ist. The aircraft must wei gh 

less than fi fty five pounds and are exempt from complying w ith 

part 9 1  of the Federal Regulations. UA V ' s  operated other than 

the "hobby i st" category as of now, m ust be operated by a 

certi fied p i l ot, the aircraft needs to be registered and needs to be 

certifi ed as "airworthy" by the FAA and inust have a certificate 

of authorization. 

North D akota law enforcement uses fixed winged aircraft for 

many l aw enforcement purposes.  The Crime B ureau, ND 
H ighway Patrol and the Game and F i sh Department are State 

assets that are available for law enforcement services.  Other 

agenci e s  sometimes lease aircraft from fixed base operators for 

i ssues i n  their  area. Anything that can be observed using a 

LEGAL UAV aircraft, I can do using a fixed winged airplane . 

• Over the l ast 34 years, my l aw enforcement m issions comprised 

flyi ng t o  detect game and fish law violations, ass i st ing other 
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• agenci es fol l owing suspects, conducting surve i l lance for 

burglary acti vities,  searching for stolen property, photo 

survei l lance for search warrant development, search and rescue, 

m i ss i ng person searches along with federal agencies on drug 

interception and smuggl ing cases. 

• 

• 

FAA rules  require aircraft flown over sparsely populated areas 

to fly at least 500 feet above any person, vesse l ,  vehic le  or 

structure. W hen fly i ng over a congested area (city,  town or 

settlement) the aircraft must be at least 1 000 feet above the 

h ighest obstacle except for takeoff and landing operations. 

Certainly qual ity photography equipment avai lable to c itizens 

and l aw enforcement used during manned fl ights can only see 

th ings in p l ai n  view. Over the l ast 7 years, on my personal 

t ime,  I have taken aerial photos of rural res idences and farms for 

a company i n  Wisconsin.  The camera I use i s  capabl e  of taking 

h igh resol ution photos from a place I have a right to be.  

This  bi l l  is  unnecessary and for those reasons we oppose its 

adoption . 
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Federal Aviation 
Administration 

Unmanned Aircraft Systems 

(http://www.faa .gov/news/updates/? 

newsld=81485) 
Unmanned Aircraft and NFL 
Football Don't Mix 
(http://www.faa.gov/news/updates/? 

newsld=81485) 

The Super Bowl is a no drone zone, so 
leave your drone at home. 

( () ) ( 
Safety is the FAA's top mission, and the agency maintains the world's safest aviation system. The FAA first authorized 

use of unmanned aircraft in the National Airspace System (NAS) in 1990. 

Today, unmanned aircraft are flying in the NAS under very controlled conditions, performing border and port surveillance 

by the Department of Homeland Security, helping with scientific research and environmental monitoring by NASA and 

NOAA, supporting public safety by law enforcement agencies, helping state universities conduct research, and 

supporting various other missions for public (government) entities. Operations range from ground level to above 50,000 

feet, depending on the specific type of aircraft. However, UAS operations are currently not authorized in Class B airspace 

(http://www.faa.gov/regulations policies/handbooks manuals/aviation/pilot handbook/media/PHAK%20-%20Chapter>/o 

2014.pdf) (PDF), which exists over major urban areas and contains the highest density of manned aircraft in the National 

Airspace System. 

What are the different types of UAS operations? 
There are three types of unmanned aircraft system operations: Civil, Public and Model Aircraft. 

• Civil UAS 

Obtaining a Special Airworthiness Certificate 

(http://www.faa.gov/aircraft/air cert/airworthiness certification/sp awcert/exoeriment/sacJ) in the experimental 

category for a particular UAS is currently the only way civil operators of unmanned aircraft are accessing the NAS. 

Experimental certificate regulations preclude carrying people or property for compensation or hire, but do allow 

operations for research and development, flight and sales demonstrations and crew training. The FAA is working 

with civilian operators to collect technical and operational data that will help refine the UAS airworthiness certification 

process. The agency is currently developing a future path for safe integration of civil UAS into the NAS as part of 

NextGen implementation. Read more about Civil Operations (civil operationsO . 

The FAA has been working for several months to implement the provisions of Section 333 

(legislative programs/section 3330 of the FAA Modernization and Refonn Act of 2012, "Special Rules for Certain 

Unmanned Aircraft Systems," which will allow for commercial operations in low-risk, controlled environments. Read 

more about Section 333 (legislative programs/section 333/} . 

https ://www.faa.gov/uas/ 
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• Public UAS 

CO As 

(http://www.faa.gov/aboutloffice org/headquarters offices/ato/service units/systemops/aaim/organizations/uas/coaD 

are available to public entities that want to fly a UAS in civil airspace. Common uses today include law enforcement, 

firefighting , border patrol, disaster relief, search and rescue, military training , and other government operational 

missions. Applicants make their request through an online process 

(http://www.faa.gov/about/office org/headquarters offices/ato/service units/systemops/aaim/organizations/uas/coa!) 

and the FAA evaluates the proposed operation to see if it can be conducted safely. Read more about Public 

Operations (public operationsO . 

· Model Aircraft 

Recreational use of airspace by model aircraft is covered by FAA Advisory Circular 91-57 

(http://www.faa.gov/documentlibrary/media/Advisory Circular/91-57.pdf} (PDF), which generally limits operations for 

hobby and recreation to below 400 feet, away from airports and air traffic, and within sight of the operator. In June 

2014, the FAA published a Federal Register notice (media/model aircraft spec rule.pdf) (PDF) on its interpretation of 

the statutory special rules for model aircraft in the FAA Modernization and Refonn Act of 2012. The law is clear that 

the FAA may take enforcement action against model aircraft operators who operate their aircraft in a manner that 

endangers the safety of the national airspace system. In the notice, the FAA explains that this enforcement authority 

is designed to protect users of the airspace as well as people and property on the ground. Read the full press 

release (http://www.faa.gov/news/press releases/news story.cfrn?newsld=16474) . Read more about Model Aircraft 

Operations (publications/model aircraft operatorsO . 

What can I do with my model aircraft? 
Having fun means flying safely! Hobby or recreational flying doesn't require FAA approval but you must follow safety 

guidelines. Any other use requires FAA authorization. Here is a list of Do's and Don'ts for flying model aircraft 

(publications/model aircraft operators) . 

Contact Us (contacts/) 

The agency wants the public to know how and when to contact the FAA regarding safety concerns with UAS operations. 

You can visit the Agency's Aviation Safety Hotline website (http://www.faa.gov/contact/safetv hotline/) or call 1-866-835-5322, 

Option 4. 

Page last modified: January 28, 2015 3:55:11 PM EST 

This page was originally published at: https://www.faa.gov/uas/ 

https://www.faa.gov/uas/ 
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Federal Aviation 
Administration 

Public Operations (Governmental) 

For public operation, the FAA issues a Certificate of Authorization or Waiver (COA) 

(http://www.faa.gov/abouUoffice orglheadguarters offices/ato/service units/systemops/aaim/organizations/uas/coa/l that permits public agencies and 

organizations to operate a particular UA, for a particular purpose, in a particular area. The FAA works with these organizations to 

develop conditions and limitations for UA operations to ensure they do not jeopardize the safety of other aviation operations. The 

objective is to issue a COA with parameters that ensure a level of safety equivalent to manned aircraft. Usually, this entails making 

sure that the UA does not operate in a populated area and that the aircraft is observed, either by someone in a manned aircraft or 

someone on the ground. Common uses today include law enforcement, firefighting, border patrol, disaster relief, search and rescue, 

military training , and other government operational missions. 

Applicants make their request through an online process Chttps://ioeaaa.faa.gov/oeaaa/oeaaa login.jspl . After a complete application is 

submitted, FAA conducts a comprehensive operational and technical review. If necessary, provisions or limitations may be imposed 

as part of the approval to ensure the UA can operate safely with other airspace users. In most cases, FAA will provide a formal 

response within 60 days from the time a completed application is submitted. 

The COA allows an operator to use a defined block of airspace and includes special provisions unique to the proposed operation. For 

instance, a COA may require flying only under Visual Flight Rules (VFR) and/or only during daylight hours. COAs usually are issued 

for a specific period-up to two years in many cases. 

Most COAs require coordination with an appropriate air traffic control facility and may require a transponder on the UAS to operate in 

certain types of airspace. 

Because UAS technology cannot currently comply with "see and avoid" rules that apply to all aircraft. a visual observer or an 

accompanying "chase plane" must maintain visual contact with the UAS and serve as its "eyes" when operating outside airspace 

restricted from other users. 

Please email the FAA/UAS office at 9-AJR-36-UAS@faa.gov with any questions or for more information regarding Certificates of 

Waiver or Authorization. 

Related sites 

• Clarification of June 13. 2014 Interpretation on Research Using UAS 

(http://www.faa.gov/about/office orq!headguarters offices/agdpol adjudication/agc200/interpretations/data/interos/2014/williams­

afs-80%20clarification%20-%20%282014%29%201egal%20interpretation.pdf) (PDF), July 3, 2014 

• UAS Operations by Public Universities for Aeronautical Research 

(http://www. faa. gov/about/office erg/headquarters offices/agdpol adjudication/agc200/interoretations/data/interps/2014/williams­

afs-80%20-%20%282014 %29%20legal%20interoretation. pdf) (PDF), June 13, 2014 

• Certificate of Authorization or Waiver (COA) 

lhttp://www.faa.gov/abou!/office orWheadguarters offices/ato/service units/systemops/aaim/organizations/uas/coa/l , ATA UAS description of the 

COA process . 

• COA Online System (https://ioeaaa.faa.gov/oeaaa/Welcome.jspl , used by applicants to request a COA. Applicants must obtain an 

account to access the system. 

https://www.faa.gov/uas/public _operations/ Y3/2015-
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House Judiciary Committee 

University of North Dakota 

February 4, 2015 

Cha i rman Koppel m a n  a n d  members of the Committee: 

My name is Michae l  Corcora n, and I am with the U n iversity of North Dakota UAS Center of 

Excel lence. I a m  here to spea k a bo ut House Bi l l  1328 on b e h a lf of the U n iversity. 

Although we agree with t h e  sponso rs of this b i l l  that privacy concerns related to use of 

U n m a n ned Ai rcraft Systems ( UASs) are va l id, we do n ot bel ieve that this legislation is necessary 

for severa l reasons:  

• First, m a ny of these concerns-including those expressed d u ring the 63rd Legis lative 

Assem b ly- have a l ready been addressed through the establ ishment of an independent 

oversight com m ittee, the UAS Research Com pl iance Comm ittee. In response, the 

Co mm ittee has  mod ified every protocol to address p rivacy usage and has commissioned 

a s u rvey of cit izen attitudes on UASs and privacy. It has  also den ied m a ny UAS use 

req uests in  cases where concerns a bout privacy existed. 

• Second, o u r  experience in UAS activities worki ng with a n u m ber of p u b l ic a n d  p rivate 

entities, a n d  o u r  a n a lysis of the p u bl ic opinion survey I mentioned, lead us to conclude 

that the p ub l i c  s u pports responsible use of UAS. 

• Th i rd, we b e l ieve that th is b i l l  wi l l  h ave a negative effect o n  the development of UAS 

activit ies in o u r  State. These activities a re a proposed future d river of economic activity 

a n d  h ave received significant state support in the past. I wi l l  briefly describe in more 

deta i l  the b asis  for o u r  concerns. 

From the begi n n in g  of its UAS program, U N D  has recogn ized that privacy and other ethica l 

issues needed to b e  a d d ressed in order to a l low the use of UASs by the pub lic. I n  2012 we 

formed the n ation's first UAS Research Compl iance Comm ittee. The comm ittee was origin a l ly 

developed to review a l l  p roposed uses of UASs by the G rand Forks Cou nty S heriff's 

Department, with w h o m  we a re col laborating on developing p roced u res for law enforcement 

use of UASs, i n  a p roject fu nded through the N D  Department of Com m e rce. It has been 

expanded to review a l l  p ro posed uses of UASs by U niversity members and the FAA Test Site. 

Th is committee has garnered n ational  and international  i nterest as a way to a d d ress issues 

related to UAS use b ased o n  com m u n ity stan d a rds. The comm ittee's work is based o n  th ree 

u n derlyi ng pr inciples :  

I 
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• First, that a l l  d ecisions a re made taking i nto account comm u nity standard s, 

• Second,  that the decision-m aking process is completely open a n d  tra nsparent, a n d  

• F i n a l ly, that a l l  d ecisions consider risk versus benefit to the p u b l ic .  

The committee i ncludes rep resentatives from loca l  law enforcement, loca l  government, the 

com m u n ity, facu lty, aviation experts, a n d  U N  D's  genera l cou nsel a n d  office of resea rch 

d evelopment a n d  com pl iance.  In add ition, there is usu a l ly a reporter from the local  newspaper, 

the G ra n d  Forks Hera ld, present at a l l  the meetings reporting on the comm ittee to the 

com m u nity. This com m ittee reviews how law enforcement p lans to use UASs in  d ifferent 

situations, such as looking for a l ost chi ld,  and a lso how data and im ages are secu red a n d  

stored.  We be l ieve that th is type of cooperation between l a w  enfo rcement and resea rch 

entities is a d e q u ately add ressing p rivacy and other eth ical issues regard ing UASs. 

As I m entioned in my opening rema rks, in order to help the committee to a d d ress issues related 

to UAS u se, in April  2013, U N D  com m issioned a scientific su rvey of people's attitudes towa rd 

us ing UASs in the cou nties covered by the FAA Certificate of Authorization used by the G rand 

Forks Sherriff's office. 

The resu lts of this  su rvey h ave been i nc luded with my testimony, and I wil l  o n ly mention t h at 

people i n  the 1 6  cou nties of N orth eastern North Da kota view UAS uses by law enforcement, 

first responders, and others very favora b ly for most uses. Where th ere is a c lear publ ic  good, 

l i ke search i ng for a lost person or an active shooter, the p u b l ic is overwhelm ingly in  favor of 

us ing a UAS (80-90%). I t  is  on ly for th ings l ike speeding or other traffic violations that a 

sign ificant percentage of people are against the use of UASs, a lthough this percentage is sti l l  

l ess than 50%. For specific deta i ls, s e e  t h e  survey resu lts. 

We bel ieve that o u r  a p p roach to us ing UASs is working. The U n iversity of North Da kota, Grand 

Forks Cou nty Sh eriff's Department, Northern P la ins UAS Test Site, and the North Dakota Air 

N at ional  G u a rd h ave con d u cted h u n d reds of UAS fl ights without receiving any com p la i nts. Th is 

is l a rgely d u e  to the fact that a l l  of these state and loca l government agencies have operated 

their  UAS in an ethica l  m a nner  that respects the privacy and other concerns of the cit izens of 

North Dakota . 

Another m a i n  concern a bout th is b i l l  is that it wi l l  have a negative im pact on the development 

of a UAS ind u stry in N orth Dakota .  We a re very concerned a bout how t h is b i l l  might im pact 

U N  D's p rogram of education, tra i n i ng, research and testing of U n ma n ned Aircraft Systems. 

U N D  is a natio n a l  leader i n  these a reas and was the first u niversity to offer a fou r-year degree in 

UAS operatio n .  We h ave a lso developed tra in ing that is of interest to com p a n ies in  the UAS 

i n d u stry a n d  to the US Air Force. 
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We are concerned that p assage of this privacy b i l l  cou ld  a dversely influence how potentia l  UAS 

m a n ufacturers a n d  investors perceive the state of N orth Dakota with respect to research and 

testing of U ASs. Thro ugh vast col laborations with ind ustry partners a n d  other academic 

i nstitution s  a cross the cou ntry, U N O  has grown i nto a national  leader for UAS Resea rch, 

Ed ucation a n d  Tra in i ng. Exa mples of this i nc lude our recent designation as an FAA UAS Test 

Site, whi le we cont inue to p u rsue emerging opport u n ities for design atio n  with i n  the FAA UAS 

Center of Excel lence (a sponso red resea rch effort with the FAA). Since 2005, U N O  has  fostered 

m i l l ions of d o l l a rs of adva nced research th rough programs l i ke these, developing tangible 

products with industry leaders such as Rockwel l  Col l i n s. Col lectively, we a re creating the next 

generatio n  of tech nologies for the n ext generation of aircraft - a l l  whi le creating jobs with in  the 

i n d ustry, and for North Dakota. Legislatio n  that inherently curta i ls  the use of UAS in North 

Dakota carries with it a r isk for s lowing the growth of both resea rch program s, a n d  com m ercia l  

op portu n ities.  

I would  add that, s pecfi ica l ly concerning the UAS test site, that the b i l l's pre l i m i n a ry langu age 

i n it ia l ly a p p e a rs to exempt the test site from the legis lat ion.  However, the B i l l  a lso goes on to 

i nc lude an u n eq uivoca l  req u i rement that ALL users of UASs, i nc luding testi n g, tra i n i ng, 

ed ucation a n d  research, m ust com p ly with rather onerous documentatio n  req u i rem ents. Such 

documentation is su bject to publ ic  records laws disclosu re, which wil l  be of sign ificant con cern 

to potentia l  test site c l ients who wish to maintain the confidenti a l ity of their  proprietary UAS 

data.  

The state of N o rth Da kota h as a lso made a n  in it ia l  investment in  a n  UAS b usi ness p a rk ca l led 

G ra n d  Sky. G ra n d  Sky is a UAS-focused p a rk p l a n ned for 217 acres on Grand Forks Air Force 

Base. The p a rk wou ld h ave more than 1 m i l l ion sq u a re feet of space for offices, classrooms, 

h a nga rs, warehouses, shops a n d  other n eeds of its tena nts. The land wi l l  be leased for 50 yea rs 

by G rand Sky D evelopment from the cou nty, which i n  turn wi l l  lease it from the Air Force. The 

l ease agreem ent sign i ng ceremony is scheduled for Februa ry 18, 2015. 

The investment the state has made in these projects ind icates that there are many who 

recognize the i m portance and the potentia l ly h uge economic im pact of the UAS ind u stry in 

North Dakota. The continued viabi l ity of the test site and Grand Sky is dependent upon 

attracting UAS m a nufacturers to Nort h  Dakota . 

F ina l ly, the risk of i nvasion of privacy by UASs is proving to be confined to p rivately o perated 

UAS, not UAS operated by governm ent agencies who operate in strict com p l i a n ce to FAA a n d  

agency pol icies a n d  p rocedu res. However, this b i l l  does n ot address private u s e  o f  UASs. 

Aga in, we wa nt to em phasize that we und erstand and appreciate the Comm ittee's concerns 

a bout potent ia l  invasion of p rivacy by govern ment UAS is im portant. At the same t ime, we 

bel ieve that t h e  overa l l  i nterests of the state wi l l  be best served if th is b i l l  is n ot passed.  We 

bel ieve that U N O  and its partners are h a n d l i ng UAS related issues through UN D's resea rch 

com pl ia nce com m ittee in a way that best represents the interests of the citizens of North 

Da kota. 
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UAS Community Perceptions 

The Community Attitudes toward Unmanned Aerial Systems (UAS) Research team was supported by a UND 
Division of Research Collaborative Research Seed Money grant. The project goal was to assess attitudes toward 
the use of UAS for a variety of purposes, among North Dakotans living in the 16 counties of the Northeast 
Region. The study was conducted through a telephone survey (using both cellular and landline telephone 
numbers) developed by the Research Team (UND faculty: Cindy Juntunen, Abdallah Badahdah, Thomasine 
Heitkamp, Randy Nedegaard; UND students: Stephen Grey, Laura Parson, and Antonia Forbes). The survey was 
implemented by the Social ?ciences Research Institute at UND, under the direction of Cordell Fontaine. 

This Executive Summary provides a brief description of the initial findings of the survey conducted by the 
Research Team. For questions, please contact the lead investigator, Cindy Juntunen, at 701-777-3740 or 
cindy.juntunen@und.edu 

Participants 

Surveys were conducted with 728 participants. Of that sample, 647 (89%} reported some familiarity with the 
terms UAVs, UASs, or drones. The sub-sample of 81 (11%) who had no familiarity with the terms were younger 
{60% were under 34 years) and had less education than the group that was familiar with one of the terms. 

The rest of this report includes only data from the 647 participants who had some familiarity with UASs (most 
were familiar with the term "drone") and completed the entire survey. 

Key descriptors for survey completers (N = 647} 

• 343 {53%} men; 304 {47%) women 
• 575 {88%} White; 45 {7%) Native American; 12 {2%} Latina/a; 27 {4%) Other 
• 28 {4%} less than HS diploma; 164 (25%} HS or GED; 259 (40%} some college; 139 (21%) college degree; 

47 {9%} graduate degree 
• 383 (59%} currently employed for a salary; 264 {41%) were not employed -119 {18%} retired 
• 248 {38%} owned farm or lake land; 391 {60%) did not own land 
• 100 {15%} Liberal; 217 {34%} Moderate; 239 {37%} Conservative; 91 (14%} no response 
• Age Groups: 18-24 {64 or 10%}; 25-34 {86 or 13%}; 35-44 {86 or 13%}; 45-54 {139 or 21%); 

55-64 (138 or 21%); 65+ {134 or 21%} 

Summary of Survey Responses 

Table 1. Are you concerned about the following items? If so, how concerned are you? 

Issue Not at all Not Neutral Concerned 
Personal Privacy 243(38%) 217 (34%) 73 (11%} 81 (13%) 

Airspace Safety 86 (13%} 207 (32%} 124 (19%} 189 {39%) 

Safety on Ground 80 (12%) 218 (34%) 114 (18%) 201(31%) 

Use by Government 146 (23%) 225 {35%) 138 (21%) 118 (18%) 

Use by business 108 (17%} 242 (38%) 144 (22%) 129 (20) 

Use by individuals 167 (26%} 246 (38%) 113 (18%} 96 {15%) 

Hijacking or hacking 212 (33%} 274 (42%) 65 (10%} 71 {11%) 

Extremely 
29 {5%} 

30 (5%) 

27 (4%) 

14 (2%} 

16 (3%) 

18 (3%} 

12 (2%} 
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1. People with higher levels of education were significantly more concerned about personal privacy (p = 

.037}, airspace safety (p = .00), and safety of people or property on the ground (p =.03). 
2. Men were significantly more concerned than women about airspace safety (p = .00), safety of people 

or property on the ground (p =.00), hacking or hijacking (p = .OO)and use of UASs by the government (p = 
.00). 

3. People identifying as politically Moderate were significantly less concerned about use of UASs by 
individuals (p = .03) or by business/industry (p = .00). 

4. In general, property owners had lower levels of concern across the issues listed in Table 1 than did non­
property owners. 

5. 

To what extent do you support the use of UASs in the following activities? 

(Group differences are noted with an * below each summary table.) 

Search and Rescue Operations 

------------·- - ·----··-------·---------------------------·-------------

Missing Children ~ 

Missing adults \:ii 
!~ Neutral 

Assist fire fighters ~ 

Traffic accidents 
..., :-~W N •Oppose 

Disaster response .. 11 Support 

0% 20% 40% 60% 80% 100% 

*Those with Moderate political ideology were significantly more supportive ( p = .04) . 

Law Enforcement Operations 

Illegal hunting/fishing 
Hostage situation ,~._ _ _,_ __ ,.__ ...... __ _,_ 

~= Search for suspects 
Detect crimial activity 

US-Mexico Border •.:::..-.··--.~ .... .._. _,_ __ ,.__ ..... __ 

US-Canada Border 
Traffic Violations 

Major Event Traffic '•· ·~.·"m·~lli~lii-~iliiil-....j--
Monitor Traffic Patterns j-\ ~-·-~-.~~,-~ ... ~- ~~e~~~--L-_J 

0% 20% 40% 60% 80% 100% 

i.ll Neutral 

•Oppose 

21 Support 
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Agricultural Operations 

Chemical companies 

Planting/Spraying 

Monitor Risks 

0% 20% 40% 60% 80% 100% 

r.1 Neutral 

• Oppose 

• Support 

*Those with Moderate pol itica l ideology were significantly more supportive ( p = .02) .  

Weather & Climate Monitoring 

-----·-------------·-·--·-······-------------------------------······-··--··-····-· 

Fight wildfires 

Weather emergencies 

Flood damage 

Distant - Climate Change 

l'"!'(' ·.��il 

0% 20% 40% 60% 80% 100% 

!ill Neutral 

• Oppose 

• Support 

*Those with Moderate pol itical ideology were significantly more supportive ( p = .01 ) .  

Military Operations 

,-----------------------------·---·-----·--- ---------·--------··---------------·-·--- -·----------·---·-·- ----·-··---··--

Strikes during war 

Within US borders 

intelligence or recon 

1 r�����;iJ 

0% 20% 40% 60% 80% 100% 

Ji Neutral 

• Oppose 

!I Support 
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Deliver packages . 

Deliver alcohol 

Deliver take-out 

0% 20% 40% 60% 80% 100% 

* Men were sign ificantly more supportive than women ( p = .03 ) . 

1 

� Neutral 

• Oppose 

• Support 



NOLA, H JUD - Shimek, Delores 

From: 
Sent: 
To: 
Subject: 

Walton, Susan <susan.walton@email.und .edu> 
Thursday, February 05, 2015 8:01 PM 
NOLA, H JUD - Shimek, Delores 
Suggested amendments to HB 1328 from UNO 

Enclosed please find, in response to legislative request, recommended amendments to HB 1328, submitted by 
the University of North Dakota. Thank you for your assistance-several Committee members have requested 
that this information be provided to them as quickly as possible. 

Please let us know if you need any additional information. 

Regards, 

Susan Walton 

Suggested amendments below: 

Under Section 1, Definitions, we suggest retitling this section as "Definitions and Applications," and adding 
two subparagraphs following subparagraph 3: 

4. This Act applies only to law enforcement agencies of and within the state of North Dakota and its 
political subdivisions. 

5. This Act does not apply to, or restrict in any way, research, education, training, testing, or 
development efforts undertaken by or in conjunction with a school or educational institution of or with in the 
state of North Dakota and its political subdivisions, nor to public and private collaborators engaged in mutually 
supported efforts involving research, education, training, testing, or development related to unmanned 
aircraft systems or unmanned aircraft system technologies and potential applications thereof. 

Under Section 8, we suggest the removal of subparagraph 6, which currently reads: 

6. The documentation required by this section applies to all uses of unmanned aircraft systems, including 
testing, training, education and research. 

(end suggested amendments) 
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T h a n k  you aga in .  

Susan 

Susan Ba lcom Walton, M.A., APR 
Vice President for Un iversity a nd Public Affa irs 

University of North Dakota 
Twamley Hal l, Room 409 
264 Centennial  Drive, Stop 8179 
Grand Forks, North Dakota 58202-8179 
Direct l ine: {701) 777-2501 
Fax: {701) 777-2325 
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M r. C h a i rm a n  a n d  m e m b e rs of t h e  Co m m ittee, my n a m e is  A l a n  F ra z i e r. 

I a m  e m p l oyed a s  a G ra n d  Forks Cou nty De puty S h e riff s u pervis i ng o u r  

U n m a n n e d  A i rc raft Syste m s  U n it a n d  a s  a n  Assoc iate P rofessor 

tea c h i ng a v i a t i o n  at  the U n ivers ity of N o rth Da kota . I h ave s pent ove r 

34 yea rs a s  a l aw e nfo rce m e nt offi ce r i n  l oc a l ,  state a n d  fed e ra l  

agenc ies .  I a d d ress you today a s  a p rivate cit i zen  a s  t h e  offi c ia l p o s it i o n s  

o f  t h e  G ra n d Fo rks Co u nty S h e riff' s D e pa rt m e nt a n d  t h e  U n ive rsity of 

N o rt h  Da kota h a ve b e e n  com m u n icated by S h e riff Rost a n d  M r. 

Co rco ra n .  

My g reatest c o n c e r n  with t h i s  b i l l  i s  that  i t  attem pts t o  fix a p ro b l e m  

t h at d oes n ot exist .  I n  t h e  3 yea rs that the G ra n d  Fo rks S h e riff's 

Depa rt m e n t  h a s  o p e rated UAS, we h ave n ot rece ived a s i ng le  

com p l a i nt .  We h ave h owever received n u m e ro u s  co m p l i m e nts a n d 

been t h e  s u bject of n u m e ro u s  pos itive n ews p a p e r  a n d  m aga z i n e  

a rt ic les  a s  we l l  a s  t e l evi s i o n  docu m e nta ry a n d  n ews p rogra m s .  O u r  UAS 

U n it p o l i cy h a s  b e e n  req u ested by, a n d  sent to, ove r 40 agenc ies  
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n at i o n w i d e .  Th ose a ge n cies  i ntend to use it as  a m o d e l  fo r t h e i r  U AS 

U n its .  

O u r  w ritte n U AS U n it p o l i cy e m p h a s i zes the i m porta n ce of safeg u a rd i ng 

t h e  p riva cy of the p u b l i c  we p rotect a n d, a bsent a sea rch wa rra nt, 

p ro h i b its t h e  u s e  of UAS i n  a s i tuat ion t h at i nvokes a reaso n a b l e  

expecta t i o n  o f  p r iva cy. O u r  m iss ion  s ets a re reviewed a n d a p p roved by 

an i n d e p e n d e nt body, t h e  U N O  U AS Resea rch Co m p l i a nce Co m m ittee.  

S i nce we a re the o n ly n o n-fe d e ra l  agency in  N o rt h  Da kota ut i l i z i ng U AS, 

it wou l d  a p pea r t h a t  t h e  G ra n d  a re a l ready a d d ress i ng t h e  s u bsta nce of 

t h e  b i l l  vo l u nta r i ly .  

The B i l l  d oe s  n ot p rovi d e  a ny g reate r p rotect i o n s  t h a n  a re a l re a dy 

p rovi d e d  by cu rrent l a w .  T h e  re l i ef o ut l i n e d  i n  the  b i l l  i s  a c iv i l remedy.  

The a gg r i eved pa rty ca n sue the age n cy o pe rat i ng t h e  U AS .  T h e  a b i l ity 

to s u e  fo r a pe rceived i nv a s i o n  of p rivacy a l re a dy ex ists re n d e ri ng t h e  

B i l l ' s  stated v i o l a t i o n  re m e dy red u n d a nt .  
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The B i l l  wou ld i m pose u n n ecessa ry wa rra nt req u i re m e nts o n  N o rt h  

D a kota l a w  e nfo rc e m e nt a g e n c i es a t  a per iod w h e n  v i o l e nt a n d d ru g  

re lated c ri m es i n  Weste rn N o rt h  Da kota a re i n c rea s i ng at  a n  

u n p recedented rate.  I t  wou l d  n egate the lo ng-sta n d i ng l eg a l  p r i n c i p l e  

o f  " p l a i n  v iew s e a rch" . A m p l e  fed e ra l  case l a w  ex ists t o  g u i d e  l a w  

enfo rc e m e nt's u s e  o f  a i rcraft .  N o rth Da kota n e e d s  t h e  a b i l ity t o  m o re 

effect ively u se tec h n o l ogy n ow m o re t h a n  at a ny oth e r  per iod i n  t h e  

p a st .  UAS a re o n e  o f  t h e  p ro m i s i n g  tec h n o l og ies  t h at ca n ass i st o u r  l aw 

e nfo rceme nt a g e n c i es i n  t ry i ng to keep N o rt h  D a kota safe fo r a l l  of u s .  

I f  i n  t h e  fut u re, i nv a s i o n  o f  p r iva cy b y  govern ment o p e rated UAS 

beco m es a rea l ity, I w i l l  be a strong s u p porter  of a b i l l  t h at wo u l d  p l a ce 

reaso n a b l e  contro ls  o n  govern ment use of UAS.  U nt i l  t h at t i m e, p l ease  

d o  n ot h a n d cuff l a w  e nfo rce m e nt by i m posi ng u n re a so n a b l e  

rest r ict i o n s  o n  t h e  u s e  o f  t h i s  va l u a b l e  tec h n o l ogy. 
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TESTIMONY OF 

ROBERT J BEC K LU N D  

EXECUTIVE D I RECTOR, NORTHERN P L A I N S  VAS TEST SITE 

RE LATING TO 

HOUSE BILL 1 328 
FEBRUARY 4, 20 1 5  

Mr. Chairman and Members of the Committee: 

I am Robert Becklund, Executive Director of the Northern Plains Unmanned Aircraft Systems 
Test Site and am offering testimony in opposition to House Bil l  1 328 .  

Although this b i l l  appears t o  b e  targeted at the Unmanned Aircraft Systems (UAS) uti l ized b y  law 
enforcement agencies, I am concerned that unintended consequences threaten negative impacts to 
the state' s  broader efforts and contributions to the national efforts relating to the safe integration 
of UAS into the National Airspace System (NAS). 

S pecifically, I feel that the language in this bill  may have a dampening effect on the various 
industries looking to the FAA's UAS Test Sites, including the Northern P lains UAS Test Site (NP 
UAS TS) to provide them airspace and services to support their UAS research needs. For 
example, this bill would require the retention of data for 5 years. The costs associated with 
retaining large amounts of data could be prohibitive to some companies. Additional ly, retention 
of data for long periods of time makes it more prone to hacking or inadvertent release in the 
public domain .  For example, one of the biggest users of this new technology is expected to be the 
agricultural industry. North Dakota farmers would not want to risk their propriety data to such 
exposure. 

Additional ly, this bil l  is  specifical ly related to the use of UAS for surveillance and is not platform 
agnostic. I f  issues of surveil lance are the concern, then perhaps al l the other platforms that carry 
or host sensors capable of surveillance should be included: for example, sensors on platforms 
such as manned aircraft, traffic cameras, police cameras, etc . ,  would l ikely result in the same 
concerns as those flown on UAS. 

It  is  my opinion that the existing laws relating to privacy and ethics already cover this evolving 
technology sufficiently.  Most importantly, the NP UAS TS util izes UND ' s  UAS Research 
Compliance Committee to address any issues with the ethics or privacy associated with UAS and, 
to date, have had no complaints associated with any of our UAS operations in N D .  

I ask fo r  your consideration to reject H B  1 328 as written and I would make myself avai lable to 
you to answer any questions at your convenience. 

February 2, 20 1 5 ; 1 1 00 C DT 
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Testimony of Keith Lund, President 
Economic Development Association of North Dakota 

I n  Opposition to HB 1 328 
February 4, 2015 

Chairman Koppelman and members of the House Judiciary Committee, I 'm Keith Lund, 

vice president of the Grand Forks Region Economic Development and president of the 

Economic Development Association of North Dakota (EDND) .  On behalf of EDND,  I would l ike 

to express our opposition to HB 1 328. 

EDND represents more than 80 state economic development organizations on the front 

l ine of economic development efforts throughout North Dakota. The primary purpose of the 

organization is to support the creation of new wealth and the diversification of North Dakota's 

economy. 

I t  is my understanding,  based on the testimony of law enforcement and others last 

session,  that the protections sought by this bi l l  already exist in state and federal law. The UAS 

industry is collecting information and reporting on each state's openness to UAS development. 

A new law that would have the option of l imiting the application and use of unmanned systems 

wou ld place North Dakota in  a negative position from this standpoint, which could affect 

industry's desire to consider the state for their development efforts.  

We would urge the com mittee to give HB 1 328 a do not pass recommendation . 
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Testimony of Keith Lund, P resident 
Economic Development Association of N o rth Dakota 

I n  Opposition to HB 1 328 
February 4, 201 5 

Chairman Koppelman and members of the House Judiciary Comm ittee, I ' m  Keith Lund, 

vice president of the Grand Forks Region Economic Development and president of the 

Economic Development Association of North Dakota (EDND) .  On behalf of E D N D ,  I would l ike 

to express our opposition to HB 1 328. 

E D N D  represents m ore than 80 state economic development organizations on the front 

l ine of economic development efforts throughout North Dakota. The primary purpose of the 

organization is to support the creation of new wealth and the diversification of North Dakota's 

economy. 

I t  is my understanding , based on the testimony of law enforcement and others last 

session, that the protections sought by this bi l l  already exist in state and federal law. The UAS 

industry is col lecting information and reporting on each state's openness to UAS development. 

A new l aw that would have the option of l imiting the appl ication and use of unmanned systems 

wou ld place North Dakota in  a negative position from this standpoint, which could affect 

industry's desire to consider the state for their development efforts .  

W e  wou ld urge t h e  com mittee t o  g ive H B  1 328 a do not pass recommendation . 



TESTIMONY OF 

ROBERT J BECKLUND 

EXECUTIVE D IRECTOR, NORTHERN PLAINS UAS TEST SITE 

RELATING TO 

HOUSE BILL 1328 
FEBRUARY 4, 2 0 1 5  

M r .  Chairman and Members of the Committee : 

�.: 
I am Robert Becklund, Executive Director of the Northern P lains Unmanned Aircraft Systems 
Test Site and am offering testimony in opposition to House Bi l l  1 328 .  

Although this b i l l  appears to b e  targeted at the Unmanned Aircraft Systems (UAS) uti l ized b y  law 
enforcement agencies, I am concerned that unintended consequences threaten negative impacts to 
the state' s  broader efforts and contributions to the national efforts relating to the safe integration 
of UAS into the National Airspace System (NAS).  

Specifical ly, I feel that the language in this bi l l  may have a dampening effect on the various 
industries looking to the FAA's UAS Test Sites, including the Northern P lains UAS Test Site (NP 
UAS TS) to provide them airspace and services to support their UAS research needs. For 
example, this bill would require the retention of data for 5 years. The costs associated with 
retaining large amounts of data could be prohibitive to some companies. Additionally, retention 
of data for long periods of time makes it more prone to hacking or inadvertent release in the 
public domain.  For example, one of the biggest users of this new technology is expected to be the 
agricultural industry. North Dakota farmers would not want to risk their propriety data to such 
exposure. 

Additional ly, this bi l l  is specifical ly related to the use of UAS for survei l l ance and is not platform 
agnostic .  If issues of surveil lance are the concern, then perhaps all the other platforms that carry 
or host sensors capable of survei l l ance should be included: for example, sensors on platforms 
such as manned aircraft, traffic cameras, police cameras, etc. ,  would l ikely result in the same 
concerns as those flown on UAS . 

It is my opinion that the existing laws relating to privacy and ethics already cover this evolving 
technology sufficiently.  Most importantly, the NP UAS TS uti l izes UND ' s  UAS Research 
Compliance Committee to address any issues with the ethics or privacy associated with UAS and, 
to date, have had no complaints associated with any of our UAS operations in ND.  

I ask for your consideration to reject HB 1 3 28 as written and I would make myself avai lable to 
you to answer any questions at your convenience. 

February 2, 20 1 5 ; 1 1 00 CDT 



Paur, Gary A. 

Mr. Paur, 

Ron DePue <depue@aero.und.edu> 
Monday, February 09, 2015 6:44 AM 
Paur, Gary A 
Helicopter questions 

Hi my name is Ron De Pue. I am the Helicopter Chief Pilot for the University of North Dakota Aerospace. I am 
responding to questions you posed to UNO Aerospace. 

1. How low can a helicopter be operated? Well that is a bit of a difficult question to answer with a solid yes or no type 
response. Here is an extract of the FAA regulation governing the Minimum Safe Altitudes for Aircraft . 

FAR 91.119 
Except when necessary for takeoff or landing, no person may operate an aircraft below the following altitudes: 

(a) Anywhere. An altitude allowing, if a power unit fails, an emergency landing without undue hazard to persons or 
property on the surface. 

(b) Over congested areas. Over any congested area of a city, town, or settlement, or over any open air assembly of 
persons, an altitude of 1,000 feet above the highest obstacle within a horizontal radius of 2,000 feet of the aircraft. 

) Over other than congested areas. An altitude of 500 feet above the surface, except over open water or sparsely 
ulated areas. In those cases, the aircraft may not be operated closer than 500 feet to any person, vessel, vehicle, or 

(d) Helicopters, powered parachutes, and weight-shift-control aircraft. If the operation is conducted without hazard to 
persons or property on the surface-

(1) A helicopter may be operated at less than the minimums prescribed in paragraph (b) or (c) of this section, 
provided each person operating the helicopter complies with any routes or altitudes specifically prescribed for 
hel icopters by the FAA; 

The answer is that there is no general hard minimum altitude published for helicopters other than how high they 
would have to be in order to land safely in the event of an engine failure. The minimum altitude required for the 
possible engine failure is very situational and is based upon many variables. Some of the considerations are the 
altitude/airspeed combination of the flight, the specific model of helicopter, weather conditions, pilot proficiency and 
the nature of the people and property being over flown to just name a few. 

2. What kind of price is associated with a police or law enforcement helicopter? This also is highly dependent. It will 
depend upon the specific make and model being considered . If an agency is considering a used turbine powered 
helicopter the price can range anywhere from a few hundred thousand dollars to just under two million dollars. I would 
also note that this cost is only the airframe. The additional cost of the law enforcement equipment installed in the 
airframe could also run into the six digit range. 

u would like to discuss any of your questions further please do not hesitate to call me as I would be glad to assist in 
y way possible. 

Ron DePue 
Chief Flight Instructor Helicopter 
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UAS Test Sites w / State UAS Legislation 

Source: National Conference of State Legislatures 
(http: llwww.ncsl.org/resea rch/civi I-an d-crim ina I-justice/cu rren t-uas-sta te-law­
la ndscape. aspx) 

Alaska, Hawaii, Oregon 
Alaska enacted HB 255 creating procedures and standards for law enforcement's use of unmanned 

aircraft, as well as, regulations for the retention of information collected with UAS. It requires law 

enforcement agencies to adopt procedures that ensure: the appropriate Federal Aviation Administration 

flight authorization is obtained; UAS operators are trained and certified; a record of all flights are kept 

and there is an opportunity for community involvement in the development of the agencies' 

procedures. Under the law, police may use UAS pursuant to a search warrant, pursuant to a judicially 

recognized exception to the warrant requirement and in situations not involving a criminal investigation. 

Images captured with UAS may be retained by police under the law for training purposes or if it is 

required as part of an investigation or prosecution. The law also authorizes the University of Alaska to 

develop a training program for operating UAS. The state senate also adopted a resolution HCR 15 to 

extend the operating time and expand the duties of the state UAS task force. 

Oregon's HB 2710 defines a drone as an unmanned flying machine, not including model aircraft. The law 

allows a law enforcement agency to operate a drone if it has a warrant and for enumerated exceptions 

including for training purposes. It also requires that a drone operated by a public body be registered 

with the Oregon Department of Aviation (DOA), which shall keep a registry of drones operated by public 

bodies. The law grants the DOA rulemaking authority to implement these provisions. It also creates new 

crimes and civil penalties for mounting weapons on drones and interfering with or gaining unauthorized 

access to public drones. Under certain conditions a landowner can bring an action against someone 

flying a drone lower than 400 feet over their property. 

The law also requires that the DOA must report to legislative committees on the status of federal 

regulations and whether UAV's operated by private parties should be registered in a manner similar to 

the requirement for other aircraft. 

The Hawaii Legislature passed SB 1221, which appropriates $100,000 in funds for two staff positions, 

contracted through the University of Hawaii, to plan for the creation of three degree and training 

programs on advanced aviation. One of the programs is a professional unmanned aircraft systems pilot 

program administered through Hawaii Community College. 

I 



Texas 
Texas recently enacted HB 912, which enumerates 19 lawful uses for unmanned aircraft, including their 

use in airspace designated as an FAA test site, their use in connection with a valid search warrant and 

their use in oil pipeline safety and rig protection. The law creates two new crimes, the illegal use of an 

unmanned aircraft to capture images and the offense of possessing or distributing the image; both 

offenses are class C misdemeanors. "Image" is defined in the law as any sound wave, thermal, 

ultraviolet, visible light or other electromagnetic waves, odor, or other conditions existing on property 

or an individual located on the property. Additionally, the measure requires the Department of Public 

Safety to adopt rules for use of UAS by law enforcement and mandates that law enforcement agencies 

in communities of over 150,000 people make annual reports on their use. Texas HCR 217 altered 

reporting requirements from the original HB 912. 

Virginia, New Jersey 
On April 3, 2013, Virginia enacted the first state drone laws in the country with the passage of HB 

2012 and SB 1331. The new laws prohibit drone use by any state agencies "having jurisdiction over 

criminal law enforcement or regulatory violations" or units of local law enforcement until July 1, 2015. 

Numerous exceptions to the ban are enumerated including enabling officials to deploy drones for 

Amber Alerts, Blue Alerts and use by the National Guard, by higher education institutions and search 

and rescue operations. The enacted bills also require the Virginia Department of Criminal Justice 

Services and other state agencies to research and develop model protocols for drone use by law 

enforcement in the state. They are required to report their findings to the General Assembly and 

governor by Nov. 1, 2013. 

New York, Massachusetts 
None. 

Nevada 
Nevada AB 507 appropriated $4,000,000 to the interim Finance Committee for allocation to the 

Governor's Office of Economic Development for the Unmanned Aerial Vehicle (UAV) program. The funds 

can only be appropriated if Nevada is selected as a Federal Aviation Administration test site_. 

North Dakota 
North Dakota law, SB 2018 grants $1 million from the state general fund to pursue designation as a 

Federal Aviation Administration unmanned aircraft systems test site. If selected, the law would grant an 

additional $4 million to operate the site. 
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Other States w / UAS Legislation 

Source: National Conference of State legislatures 
(http:l/www.ncsl.org!resea rch /civil-a nd-crim ina /-justice !cu rren t-uas-state-law­
la ndsca pe. aspx) 

2014 Laws Enacted 
Illinois enacted SB 2937 creating regulations for how law enforcement can obtain and use information 

gathered from a private party's use of UAS. The law requires police to follow warrant protocols to 

compel third parties to share information, and if the information is voluntarily given to police, 

authorities are required to follow the state's law governing UAS data retention and disclosure. The law 

also loosens regulations around law enforcement's use of UAS during a disaster or public health 

emergency. 

Indiana is the first state to enact a UAS law in 2014. HB 1009 creates warrant requirements and 

exceptions for the police use of unmanned aircraft and real time geo-location tracking devices. It also 

prohibits law enforcement from compelling individuals to reveal passwords for electronic devices 

without a warrant. If law enforcement obtains information from an electronic service provider pursuant 

to a warrant, the provider is immune from criminal or civil liability. The law provides that if police seek a 

warrant to compel information from media entities and perso7m~( then those individuals must be 

notified and given the opportunity to be heard by the court concerning issuance of the warrant. The 

new law also creates the crime of "Unlawful Photography and Surveillance on Private Property," making 

it a Class A misdemeanor. This crime is committed by a person who knowingly and intentionally 

electronically surveys the private property of another without permission. The law also requests that the 

state's legislative council study digital privacy during the 2014 interim. 

Iowa enacted HF 2289, making it illegal for a state agency to use a UAS to enforce traffic laws. The new 

law requires a warrant, or other lawful means, to use information obtained with UAS in a civil or criminal 

court proceeding. It also requires the department of public safety to develop guidelines for the use of 

UAS and to determine whether changes to the criminal code are necessary. The department must report 

on their findings to the general assembly by Dec. 31, 2014. 

Louisiana enacted HB 1029, creating the crime of unlawful use of an unmanned aircraft system. The 

new law defines the unlawful use of an unmanned aircraft system as the intentional use of a UAS to 

conduct surveillance of a targeted facility without the owner's prior written consent. The crime is 

punishable by a fine of up to 500 dollars and imprisonment for six months. A second offense can be 

punished by a fine up to 1000 dollars and one year imprisonment. 

North Carolina enacted SB 744 creating regulations for the public, private and commercial use of UAS. 

The new law prohibits any entity from conducting UAS surveillance of a person or private property and 

also prohibits taking a photo of a person without their consent for the purpose of distributing it. The law 
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creates a civil cause of action for those whose privacy is violated. In addition, the law authorizes 

different types of infrared and thermal imaging technology for certain commercial and private purposes 

including the evaluation of crops, mapping, scientific research and forest management. Under the law, 

the state Division of Aviation is required to create a knowledge and skills test for operating unmanned 

aircraft. All agents of the state who operate UAS must pass the Division's knowledge and skills test. The 

law enables law enforcement to use UAS pursuant to a warrant, to counter an act of terrorism, to 

oversee public gatherings, or gather information in a public space. The bill creates several new crimes: 

using UAS to interfere with manned aircraft, a class H felony; possessing an unmanned aircraft with an 

attached weapon, a class E felony; the unlawful fishing or hunting with UAS, a class 1 misdemeanor; 

harassing hunters or fisherman with a UAS, a class 1 misdemeanor; unlawful distribution of images 

obtained with a UAS, a class 1 misdemeanor for; and operating a UAS commercially without a license, a 

class 1 misdemeanor. The law addresses launch and recovery sites of UAS, prohibiting their launch or 

recovery from any State or private property without consent. In addition the law extends the state's 

current regulatory framework, administered by the chief information officer, for state use of UAS from 

July to December 31, 2015. 

Ohio enacted HB 292 creating the aerospace and aviation technology committee. One of the 

committee's duties is to research and develop aviation technology including unmanned aerial vehicles. 

Tennessee has enacted two new laws in 2014. The first, SB 1777, makes it a class C misdemeanor for any 

private entity to use a drone to conduct video surveillance of a person who is hunting or fishing without 

their consent. SB 1892 makes it a Class C misdemeanor for a person to use UAS to intentionally conduct 

surveillance of an individual or their property. It also makes it a crime to possess those images (Class C 

Misdemeanor) or distribute and otherwise use them (Class B Misdemeanor). The law also identifies 18 

lawful uses of UAS, including the commercial use of UAS under FAA regulations, professional or scholarly 

research and for use in oil pipeline and well safety. 

Utah enacted SB 167, regulating the use of UAS by state government entities. A warrant is now required 

for a law enforcement agency to "obtain, receive or use data" derived from the use of UAS. The law also 

establishes standards for when it is acceptable for an individual or other non-governmental entity to 

submit data to law enforcement. The new law provides standards for law enforcement's collection, use, 

storage, deletion and maintenance of data. If a law enforcement agency uses UAS, the measure requires 

that agency submit an annual report on their use to the Department of Public Safety and also to publish 

the report on the individual agency's website. The new law notes that it is not intended to "prohibit or 

impede the public and private research, development or manufacture of unmanned aerial vehicles." 

Wisconsin enacted SB 196, requiring law enforcement to obtain a warrant before using drones in a place 

where an individual has a reasonable expectation of privacy. The law also creates two new crimes; 

"possession of a weaponized drone" and "use of a drone." Use of a drone creates a class A 

misdemeanor for a person who, with intent, observes another individual in a place where they have a 

reasonable expectation of privacy. Possession of a weaponized drone is a class H felony. 
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2013 Laws Enacted 
Florida SB 92 defines what a drone is and limits their use by law enforcement. Under this legislation, law 

enforcement may use a drone if they obtain a warrant, there is a terrorist threat, or "swift action" is 

needed to prevent loss of life or to search for a missing person. The law also enables someone harmed 

by an inappropriate use of drones to pursue civil remedies and prevents evidence gathered in violation 

of this code from being admitted in any Florida court. 

On April 11, 2013, Idaho became the second state to enact a drone law. SB 1134 defines an "Unmanned 

Aircraft System," requires warrants for their use by law enforcement, establishes guidelines for their use 

by private citizens and provides civil penalties for damages caused by improper use. 

Illinois has enacted two new laws in 2013. Both measures define "drone" as any.aerial vehicle that does 

not carry a human operator. Illinois HB 1652 prohibits anyone from using a drone to interfere with 

hunters or fisherman. SB 1587 allows drones to be used by law enforcement with a warrant, to counter 

a terrorist attack, to prevent harm to life or to prevent the imminent escape of a suspect among other 

situations. If a law enforcement agency uses a drone, the agency must destroy all information gathered 

by the drone within 30 days, except that a supervisor at the law enforcement agency may retain 

particular information if there is reasonable suspicion it contains evidence of criminal activity. 

The law also requires the Illinois Criminal Justice Information Authority (CJIA) to report on its website 

every law enforcement agency that owns a drone and the number they own. Each law enforcement 

agency is responsible for giving this information to the Illinois CJIA. 

Maryland's legislature, through HB 100, appropriated $500,000 for the state's unmanned aerial system 

test site. 

Montana SB 196 limits when information gained from the use of unmanned aerial vehicles may be 

admitted as evidence in any prosecution or proceeding within the state. The information can be used 

when it was obtained pursuant to a search warrant, or through a judicially recognized exception to 

search warrants. The new law defines "unmanned aerial vehicle" as "an aircraft that is operated without 

direct human intervention from on or within the aircraft," not including satellites. 

North Carolina SB 402 places a moratorium on UAS use by state and local personnel unless the use is 

approved by the Chief Information Officer for the Department of Transportation (CIO). Any CIO granted 

exception has to be reported immediately to the Joint Legislative Oversight Committee on Information 

Technology and the Fiscal Research Division. The CIO may determine that there is a need to develop a 

UAS program within the State of North Carolina. This effort must include the CIO and the Department of 

Tennessee law SB 796 addresses the use of drones by law enforcement. The new law enables law 

enforcement to use drones in compliance with a search warrant, to counter a high-risk terrorist attack 

and if swift action is needed to prevent imminent danger to life. Evidence obtained in violation of this 

law is not admissible in state criminal prosecutions. Additionally, those wronged by such evidence can 

seek civil remedy. 



' r. 

( 

L 

~~ 

15.0259.02003 
Title. 

· Hfi1.J~! · 
Prepared by the Legislative Council staff for .1 3' ,.;6 
Representative K. Koppelman ~ -/ 

February 18, 2015 

PROPOSED AMENDMENTS TO HOUSE BILL NO. 1328 

Page 1, line 1, replace "aircraft" with "aerial vehicle" 
.........., . 

Page 1, line 6, after "i" insert ""Flight data" means imaging or other observation recording . 

2. "Flight information" means flight duration. flight path, and mission 
objective. 

3." 

Page 1, line 6, ~fter "agency" insert "or agents" 

Page 1, line 6, remove "means a person authorized by law. or funded by the state." 

Page 1, line 7, replace "to investigate or prosecute offenses against the state" with "has the 
meaning provided for law enforcement officer in section 12.1-01-04" 

Page 1, line 8, replace "2." with "4." 

Page 1, line 8, replace the first "aircraft" with "aerial vehicle" 

Page 1, line 8, replace the second "aircraft" with "aerial vehicle" 

Page 1, line 9, replace "aircraft" with "aerial vehicle. The term does not include satellites." 

Page 1, line 10, replace "3." with "5." 

Page 1, line 10, replace the first "aircraft" with "aerial vehicle" 

Page 1, line 10, replace the second "aircraft" with "aerial vehicle" 

Page 1, line 11 , replace "aircraft" with "aerial vehicle" 

Page 1, replace lines 15 through 24 with: 

"Limitations on use of unmanned aerial vehicle system. 

i Information obtained from an unmanned aerial vehicle is not admissible in 
a prosecution or proceeding within the state unless the information was 
obtained: 

a. Pursuant to the authority of a search warrant: or 

b. In accordance with exceptions to the warrant requirement. 

2. Information obtained from the operation of an unmanned aerial vehicle 
may not be used in an affidavit of probable cause in an effort to obtain a 
search warrant" 

Page 2, line 3, replace "aircraft" with "aerial vehicle" 

Page 2, line 5, replace "aircraft" with "aerial vehicle" 

Page 2, line 6, replace "aircraft" with "aerial vehicle" 

Page No. 1 15.0259.02003 



Page 2, line 7, replace "aircraft" with "aerial vehicle" 

Page 2, line 9, replace "aircraft" with "aerial vehicle" 

Page 2, line 11 , replace "aircraft" with "aerial vehicle" 

Page 2, line 12, replace "aircraft" with "aerial vehicle" 

Page 2, line 21 , replace "aircraft" with "aerial vehicles" 

Page 2, line 23, replace "aircraft" with "aerial vehicles" 

Page 2, line 26, replace "aircraft" with "aerial vehicles" 

Page 3, line 1, replace "aircraft" with "aerial vehicle" 

Page 3, line 2, after "state" insert "or local" 

Page 3, line 6, replace "Testing. training. education. and research of unmanned aircraft 
systems." with "Research. education. training, testing. or development efforts 
undertaken by or in conjunction with a school or institution of higher education within 
the state and its political subdivisions. nor to public and private collaborators engaged 
in mutually supported efforts involving research. education. training. testing. or 
development related to unmanned aerial vehicle systems or unmanned aerial vehicle 
system technologies and potential applications." 

Page 3, line 8, replace "surveillance" with "use" 

Page 3, line 9, replace "aircraft" with "aerial vehicle" 

Page 3, line 10, remove "Use of force." 

Page 3, line 10, replace "state" with "law enforcement" 

Page 3, line 11 , replace "aircraft" with "aerial vehicle" 

Page 3, line 11 , remove "or nonlethal" 

Page 3, line 11 , remove the second comma 

Page 3, line 12, remove "including firearms. pepper spray, bean bag guns. mace. and 
sound-based weapons" 

Page 3, line 13, replace "stat~" with "law enforcement" 

Page 3, line 14, replace "aircraft" with "aerial vehicle" 

Page 3, remove lines 22 through 31 

Page 4, remove lines 1 through 19 

Page 4, line 21 , replace "aircraft surveillance" with "aerial vehicle use" 

Page 4, line 23, replace "aircraft" with "aerial vehicle" 

Page 4, line 24, remove ", including the names of place" 

Page 4, line 25, remove "or persons authorized to be subject to surveillance" 

Page 4, line 26, replace "certified" with "verified" 
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15.0259.02002 
Title. 

:;:t 3 
/-7~) 3.J. &' 

Prepared by the Legislative Council staff ford -J ;7-/J 
Representative K. Koppelman 

February 12, 2015 

PROPOSED AMENDMENTS TO HOUSE BILL NO. 1328 

Page 1, line 1, after "A BILL" replace the remainder of the bill with "for an Act to create and 
enact a new section to chapter 12.1-31 of the North Dakota Century Code, relating to 
restrictions on the use of unmanned aerial vehicle systems; and to provide a penalty. 

BE IT ENACTED BY THE LEGISLATIVE ASSEMBLY OF NORTH DAKOTA: 

SECTION 1. A new section to chapter 12.1-31 of the North Dakota Century 
Code is created and enacted as follows: 

Prohibited uses of unmanned aerial vehicle systems - Exceptions . 

.1. For purposes of this section. "unmanned aerial vehicle system" means an 
unmanned aerial vehicle and associated elements. including 
communication links and the components that control the unmanned aerial 
vehicle. which are required for the pilot in command to operate safely and 
efficiently in state airspace. The term does not include: 

~ Model flying airplanes or rockets including those that are radio 
controlled or otherwise remotely controlled and which are used purely 
for sport or recreational purposes; and 

b. An unmanned aerial vehicle system used in mapping or resource 
management. 

£. Except as otherwise provided in this section and when used for an 
emergency response for safety or search and rescue. a person is guilty of 
a class B misdemeanor if, without the other person's or the owner's written 
consent. the person uses an unmanned aerial vehicle system to 
intentionally: 

~ Conduct surveillance of. gather evidence or collect information about, 
or photographically or electronically record specifically targeted 
persons or specifically targeted private property including: 

ill An individual or a dwelling owned by an individual and that 
dwelling's curtilage; and 

ill Rural or agricultural land. 

Q.,. Photograph or otherwise electronically record a person for the 
purpose of publishing or otherwise publicly disseminating the 
photograph or recording. 

3. ~ In any criminal or civil proceeding within the state. information from an 
unmanned aerial vehicle system is not admissible as evidence unless 
the information was obtained: 

ill Pursuant to the authority of a search warrant; or 

Page No. 1 15.0259.02002 



@ In accordance with judicially recognized exceptions to the 
warrant requirement. 

b. Information obtained from the operation of an unmanned aerial vehicle 
system may not be used to obtain a search warrant unless the 
information was obtained under the circumstances described in this 
subsection or was obtained through the monitoring of public lands or 
international borders. 

4. The section does not apply to research. education. training. testing. or 
development efforts undertaken by or in conjunction with a school or 
educational institution within the state and its political subdivisions, nor to 
public and private collaborators engaged in mutually supported efforts 
involving research. education. training. testing, or development related to 
unmanned aerial vehicle systems or unmanned aerial vehicle system 
technologies and potential applications." 

Renumber accordingly 
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Per your request--suggested amendments to HB 1328 from UND 
Walton, Susan [susan.walton@email.und.edu] 
Sent: Friday, February 13, 2015 11:35 AM 
To: Delmore, Lois M. 
Attachments: 0979DBEC-E318-4C25-9E90-6E"'1.png (10 KB) 

Dear Representative Delmore: 

I hope you're doing well. In response to your request, here are recommended amendments to HB 
1328, submitted by the University of North Dakota. 

Please let us know if you need any additional information. 

Regards, 

Susan Walton 

Suggested amendments below: 

Under Section 1, Definitions, we suggest retitling this section as "Definitions and Applications," and adding 
two subparagraphs following subparagraph 3: 

4. This Act applies only to law enforcement agencies of and within the state of North Dakota and its political 
subdivisions. 

5. This Act does not apply to. or restrict in any way. research. education. training. testing. or development 
efforts undertaken by or in conjunction with a school or educational institution of or within the state of North Dakota 
and its political subdivisions, nor to public and private collaborators engaged in mutually supported efforts involving 
research, education, training, testing, or development related to unmanned aircraft systems or unmanned aircraft 
system technologies and potential applications thereof. 

Under Section 8, we suggest the removal of subparagraph 6, which currently reads: 

6. The documentation required by this section applies to all uses of unmanned aircraft systems, including testing, 
training, education and research. 

(end suggested amendments) 

Thank you aga(~ · 
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Per your request--suggested amendments to HB 1328 from UND 

Susan 

Susan Balcom Walton, M.A., APR 
Vice President for U niversity and Public Affairs 

University of North Dakota 

Twamley Hall, Room 409 

264 Centennial D rive, Stop 8 179 

Grand Forks, North Dakota 58202-8179 

Direct line: {701) 777-2501 

Fax: {701) 777-2325 
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P t  O G  W R I T I N G  
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Sheriff Bob Rost Demonstrates Why Law 

Enforcement UAS Usage Needs Regu l ation 

Posted o n  M arch 7 ,  20 15 Leave a Comment 

Sheriff Bob Rost's Op- Ed i n  the March 8th edit ion of the G rand Forks Hera l d  

i l l ustrates why t he l egis lat ing o f  U nmanned Ai rcraft Systems {UAS) i s  necessa ry. His  

artic le i nv ites readers to b l ind ly  acce pt h is  a rguments whi le  p rovi d i ng only a n  opaque 

and convo l uted g l i mpse at the rea l ities of House B i l l  1328. 

Read Sheriff Bob Rost's Op-Ed: httg://www.grandforkshera l d .com/ogi nion/og­

ed-co l u mns/3694479-rost-gra n d -forks-countY-s-uas-unit-a l ready..:.Qrotects-Qrivacv. 

Read House IBm 1328: httQ://www. legis .nd.gov/assemblyj64-

20 15/docu ments/1 5 -025 9-03000.Qdf?201503 1 3 1 32143 

Rost begi ns by a rgu i ng t hat H B  1 328 wi l l  req uire the retention of "a wide va riety of 

d ata a nd i mages associated with fl ights for a period of five yea rs", b latantly 

misrepresenti ng of the b i l l ' s  a ctua l  phrasi ng. I n  real ity, the b i l l  says is  that "fl ight 

i nformation", which the b i l l  d efi nes as "fl ight d u ration, fl ight path, a n d  miss ion 

objective", not d ata or  i mages, must be retai ne d  for five yea rs. This req u i res t he 

G rand Forks Sheriff Depa rtment put i nto writi ng where and why they cond u ct UAS 

operations, a nd acts as a check to e nsure the tech nol ogy's power is not a bused. 

https://mephi. io/Sherifl·rost-uas-needs-regulation/ 
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Addit ional ly, the b i l l  says that a ny i magi ng or other forms of data l awfu l l y  obta i ned, 

which do not cont a i n  evi dence of a cr ime, may not be reta i ned for more tha n ni nety 

d ays. I n  an attempt to bolster h is  a rgu ment, Rost poi nts to P resident Oba ma's 

president ia l  d i rect ive, which d irects federa l  agencies to d elete i mages and data 

obtai ned t h rough UAS fl ights after 180 d ays. If Rost is so conce rned with Grand 

Forks resident's privacy, as he demonstrates when he says "ou r  privacy wou ld be 

much more secu re if such i mages and data were deleted sooner t h a n  l ater", s u rely he 

shou l d  e m brace HB 1 328's propos a l  of only reta i n ing d ata a nd i mages 90 days, ha lf  

the t ime that Obama's d i rect ive ma ndates. 

Rost conti n u es on to d u biously q uestion why a d ifferent set of ru les is necessa ry for 

u n m a n ned a i rcraft. He poi nts the US Su preme Court decision which "fou nd t hat 

observations t ha t  occu r from 400 feet a bove grou nd level or h igher a re 

constitution a l ". Rost fa i ls  to mention that this ru l ing appl ied to ma n ned a i rcraft, not 

u n m a n ned a i rcraft. Due to t he quick progression of unmanned technology, UAS 

legislation is l aggi ng beh i nd ;  this is the very reason H B  1328 is i mportant - it creates 

a framework in which l aw e nforcement can operate UAS without i nfri ngi ng on 

citi zen's const itutiona l  r ights. 

I n  a 20 1 1  presentation at  the U nmanned Ai rcraft System Conference, Al a n  Frazier, 

a n  Associate Professor a t  the Odega rd School of Aerospace Scie nces at the 

U niversity of North Dakota a nd part-time Deputy Sheriff with the G ra nd Forks 

Sheriff Depa rtment, s poke open ly  about potentia l  uses of UAS, i nc l u d i ng the 

deployment of a hoveri ng d rone t h at was " not a ud i b le or  vis i b l e" to people below, in 

order to col lect rea l-t ime i ntel l igence video, somet h i ng that wou ld be i m poss ib le  with 

a manned a i rcraft. Rost c lear ly u nderstands that there is a d ifference between the 

a b i l ity of manned a i rcraft ,  such as hel icopters, and UAS. 

Whi l e  the u se of UAS is i nevita b le  and whi le there are many va l i d  uses for the 

technology in secur ity, law enforcement, and for com mercia l  reasons, t h is does not 

d iscredit the c reation of a c lear  lega l fra mework i n  which u n ma nned systems a re 

ut i l ized. Trusti ng law enforcement to self- restrict a nd self-regul ate has been proven 

fut i l e  t h roughout history. At the N ovember 16 ,  20 12 U n ma n ned Ai rcraft Systems 

Resea rch a nd Compl ia nce Comm ittee (UASRCC) meeti ng, Alan Frazier h i mself, 

suggested that the comm ittee look to t he American Civi l Li berties U n ion's (AC LU) 

https:1/mephi. io/sheritf·rost-uas-needs-regu lation1 3/23/1 5, 8:50 AM 
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suggested privacy safeg u a rds i n  developi ng how t he committee protects cit ize n's 

privacy. The AC LU suggests that "d rones shou ld be deployed by law enforcement 

only with a warrant,  i n  a n  emergency, o r  when there a re specifi c and a rticu lab le  

grou nds to bel ieve that  the d rone wi l l  col lect evidence rel at ing to a s pecific cr imina l  

act." This suggestion is  what B i l l  1328 proposes. Add itiona l ly, a nd somewhat 

i ronica l l y, an AC LU representat ive testified i n  front of the House J u d iciary 

Committee i n  Februa ry in s u p port of the b i l l .  

To concl ude, B o b  Rost's O p- Ed exempl ified why H B  1328 i s  a n  unq uestionably 

i m porta nt p iece of legis latu re. He glossed over mult ip le importa nt d eta i l s  a nd 

om itted i nformation that the pu b l ic req u i res i n  order to have a n  info rmed opi n ion. 

Nort h  Dakota is a natio n a l  leader in the UAS ind ustry a nd it now has the opportunity 

to be a leader in UAS regu lation. We must create a lega l framework that a l l ows for 

bot h the use of u n m a n ned systems i n  legiti mate l a w  enforcement, w h i l e  ensuring 

that t he technology does not viol ate American's right to p rivacy, assembly, a nd 

association . 

• Posted in :  Domestic Drones 

Leave a Reply 

You r  emai l add ress w i l l  not be p u b l i s hed. Req u i red fields a re ma rked * 

N a me * 

E m a i l * 

s ite 

Comment 

hltps: I/me phi. io/sheriff · rost-u as· needs·regu lation/ 3/23/1 5, 8:50 AM 
Page 3 of 5 



In Suppo 

=----.;c erican Civil Liberties Union of North Dakota 

An Act to provide for limitations on the use of 
'-Ull!Hnmned aircraft for surveillance 

Senate Judiciary Committee 

On behalf of the ACLU of North Dakota and its members and activists statewide, 
we commend the effort to regulate the use of unmanned aerial vehicles (UAVs), more 
commonly referred to as drones, through legislation. 

Let there be no mistake: the ACLU of North Dakota is not against the use of 
advanced technologies in policing. The work of our law enforcement agents is important 
and we all have an interest in it being done effectively. However, we have serious 
concerns about the use of unmanned aerial vehicle surveillance technology to collect 
information about individuals. The pace at which surveillance technology has evolved in 
recent years has far exceeded the pace at which laws have adapted to protect individuals'  
privacy. Unregulated, warrantless use of drones could have a chilling effect on the use of 
public spaces for First Amendment protected activities and could result in discriminatory 
targeting, institutional abuse, and automated law enforcement. Strict controls are needed 
to help guide law enforcement in using surveillance technology. 

The ACLU of North Dakota testified in full support of the passage of HB 1 328 
during the bill' s  hearing before the House Judiciary Committee. Today, I rise in support 
of HB 1 328, but with reservations about the bill as it was amended by the House. 

First, I will address the legal reasoning for requiring law enforcement to procure a 
court issued warrant for targeted surveillance use of an unmanned aerial vehicle and then 

· I will discuss the policy arguments for reinserting language from page 1 ,  Section 2, lines 
1 6-2 1 that was struck from the original of version of 1 328, which prohibits the use of 
drones for general surveillance. 

Many of the most significant potential harms from unchecked use of drones come 
from the government. Unfortunately, we won't know for many years whether the 
constitutional protections enshrined in the Fourth Amendment will be able to provide 
meaningful protections against abuse. There are no Supreme Court cases ruling on drones 
although the court has allowed some warrantless aerial surveillance from manned aircraft. 

In the 1 986 decision California v. Ciraolo1, the Supreme Court focused on 
whether an individual has a privacy interest in being free from aerial surveillance of his 
backyard. In spite of the defendant' s  high fence, the court stated there was not a privacy 
intrusion because "[a]ny member of the public flying in this airspace who glanced down 

1 California v. Ciraolo, 476 U.S. 207 ( 1 986). 
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could have seen everything that these officers observed." However, the key points to 
focus on in Ciraolo was the court 's  focus on the fact that the aircraft was "manned" and 
the observations of law enforcement only involved "what can be seen with the naked 
eye." 

Similarly in Dow Chemical Co. v. United States2, the Supreme Court held that a 
preci sion aerial mapping camera taking photographs of a chemical plant was simply 
conventional photography and "not so revealing of intimate detai ls as to raise 
constitutional concems."32 Notably, the court ' s  analysis in Dow involved the expectation 
of privacy for a commercial industrial complex, which is less private than a home. More 
importantly, the ruling in Dow can be distinguished here, because drones can be equipped 
with technology that far exceeds the capabilities of conventional photography. A 
surveil lance drone-which would of course be camera-equipped-<liffers greatly from 
the naked human eye. For one thing, the drone can record and store imagery with 
permanence and accuracy far beyond what the human memory would offer. This storage 
al lows for in-depth and detai led analysis, both at the time of collection and far in the 
future. 

In Florida v. Rile/, the court authorized a search where a police officer flew over 
a greenhouse and spotted marij uana through a broken pane in a greenhouse roof.33 
Unsurprisingly, many law enforcement agencies, including the FBI ,  read this case law as 
granting them almost unfettered authority to col lect i nformation using drones.34 
However, in Kyllo v. United States4, a case involving law enforcement use of thermal 
imaging technology for surveillance, the court held that a warrant was required for such 
surveil lance as "heat seeking technology would almost certainly shrink the realm of 
guaranteed privacy." The Kyllo court also recognized that it would be required in the 
future to take i nto account "more sophisticated systems that are already in use or 
development." 

Additional ly, a recent decision in U S  v. Jones5, a concurrence j oined by five 
justices held that ubiquitous, long term tracking of an individual raised constitutional 
concerns. Five j ustices in that case agreed that "the use of longer term GPS monitoring 
in investigations of most offenses impinges on expectations of privacy. For such offenses, 
society's expectation has been that law enforcement agents and others would not-and 
indeed, in the main, simply could not-secretly monitor and catalogue every single 
movement of an individual's car for a very long period." While thi s  case involved 
tracking through a GPS device, the underlying reasoning could well apply to drone 
technology. 

Drones are not like hel icopters or any other pol ice vehicle. They are not subj ect 
to the same practical l imitations as hel icopters, which are costly and require trained, 
human pi lots, launch pads and flight and ground crews. Rather, drones are less 

2 Dow Chemical Co. v. United States, 476 U.S.  227 ( 1 986). 
3 Florida v. Riley, 488 U.S.  445 ( 1 989). 
4 Kyllo v. United States, 533 U.S. 27 (200 I ) . 
5 United States v. Jones, 1 32 S. Ct. 935 (20 1 1 ). 
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expensive, can be small and quiet, and therefore - unl ike helicopters - every single town 
and city in the state could conceivably afford to fly multiple drones. Because of these 
fundamental differences, they are particularly well-suited to secret survei l lance, so they 
need specific legal controls.  

Drones can be an extremely powerful surveillance tool,  and their use by law 
enforcement must be subject to strict l imitations, as should al l government power. I n  
addition to the courts, this legislative body has a duty t o  uphold the Constitution and 
should enact statutory protections that bolster those found in the Fourth Amendment. 

Drones should be subject to strict regulation to ensure that their use does not 
eviscerate the privacy that North Dakotans have traditionally enjoyed and rightly expect. 
Innocent North Dakotans should not have to worry that police wil l  scrutinize their 
activities with drones. 

Prior to its amendment and passage in the House, HB 1 328 struck the right 
balance between individual privacy protections and law enforcement use of drones, by 
permitting law enforcement to use drones only in emergencies or with a probable cause 
warrant issued by a j udge. The bil l  as you see it today has been stripped of language that 
we believe is necessary to protecting the privacy of North Dakotans in their everyday 
l ives guaranteed to them by the Fourth Amendment. 

Although the current bil l  correctly provides that information obtained without a 
warrant i s  not admissible in a legal proceeding, it must be recognized that the protections 
enshrined in the Fourth Amendment extend beyond the admissibi l ity of evidence in court. 
Specifically, the Fourth Amendment protects "[t] he right of the people to be secure in 
their persons, houses, papers, and effects, against umeasonable searches and seizures[ . ]" 
This right exists independently from any court proceeding. Accordingly, while the 
exclusion of unlawful ly obtained evidence i s  a proper remedy within the context of a 
court proceeding, the underlying harm that remedy is designed to protect against is the 
violation of a citizen' s  Fourth Amendment rights i n  the first instance. 

As such we strongly encourage this committee to amend HB 1 328 to reinsert the 
language found in the original version of the bill  on page 1 ,  section 2, l ines 1 6-2 1 . 
Simply doing so will ensure law enforcement can only use drones to conduct surveil lance 
of persons or property within North Dakota if permitted by a court i ssued warrant, 
exigent circumstances, and other exceptions to warrant requirements. In short it prevents 
the use of drones as day-to-day automated law enforcement officers. 

Before drones become ubiquitous in our airspace, we need clear privacy rules so 
that we can enjoy this new technology without sacrificing our privacy. HB 1 328 would 
provide rules and ensure that drones are prohibited for indiscriminate mass survei llance, 
with their use by police only permitted where there are grounds to believe they wil l  
collect evidence relating to a specific instance of criminal wrongdoing, or i n  emergencies. 
North Dakota should join Florida, Idaho, I l l inois, Montana, North Carol ina, Oregon, 
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Tennessee, Texas and Virginia in passing legislation to regulate government deployment 
of this powerful technology. 

On behalf of ACLU of North Dakota and its members and activists statewide, we 
urge you to give H B  1 32 8  a Do Pass recommendation. 

4 



The Technology 
There are hundreds of different types of Unmanned Aerial Vehicles (UAVs), as drones 
are formall y  known. They can be as large as commercial aircraft or as small as hummingbirds, 
and i nclude human remotely guided aircraft as well as autonomous, self-guided vehicles. They 
include: 

• Large fixed-wing aircraft. The largest drones currentl y  in use, such as the Israeli-made 
Eitan, are about the size of a Boei ng 737 j etliner. The Eitan' s  wingspan is 86 feet, and it 
can stay aloft for 20 hours and reach an altitude of 40,000 feet.2 In Pakistan and 
Afghanistan, the U . S .  military and CIA deploy Predators and Reapers armed with 
surveillance capabil ity as well as missiles capable of destroying a moving vehicle from 
thousands of feet in the air. 

• Small fixed-wing aircraft. Smaller fixed-wing aircraft are the current favorite for 
domestic deployment. The Houston police department, for example, recently tested the 
ScanEagle, made by Boeing subsidiary Insitu.4 The ScanEagle is  5 Yi feet long with a 
wingspan of 1 0  feet, and it can climb to 1 9,500 feet and stay aloft for more than 24 
hours. 

• Backpack craft. Another class of craft is designed to be carried and operated by a s ingle 
person. The hand-launched Aero Vironment Raven, for example, weighs 4 pounds, has a 
wingspan o f  4.5 feet and a length of 3 feet, can fl y  up to 1 4,000 feet and stay aloft for up 
to 1 1 0 minutes. Individual hobbyists have also built a number of drones in this size 
range. 

• Hummingbirds. A tiny drone called the Nano H ummingbird was developed for the 
Pentagon's  Defense Advanced Research Projects Agency (DARPA) b y  AeroVironment. 
Intended for stealth surveillance, it can fly up to 1 1  miles per hour and can hover, fly 
sideways, backwards and forwards, for about 8 minutes. It  has a wingspan of 6.5 inches 
and weighs only 1 9  grams-less than a single AA battery. 

• Blimps. Some blimps are envisioned as high-altitude craft, up to 3 00 feet in diameter, 
that would compete with satellites, while others would be low-altitude craft that would 
allow the police to monitor the streets. Supporters say they are more cost-effective than 
other craft due to their abi lity to stay aloft for extended periods. 
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Sixty-fourth 
Legislative Assembly 
of North Dakota 

Introduced by 

Representatives Rick C. Becker, Beadle, Boehning, Kasper, Klemin, Ruby, Thoreson , Toman 

Senators Anderson, Hogue, Larsen , Unruh 

1 A BILL for an Act to provide for limitations on the use of unmanned aircraft for surveillance. 

2 BE IT ENACTED BY THE LEGISLATIVE ASSEMBLY OF NORTH DAKOTA: 

3 SECTION 1. 

4 Definitions. 

5 As used in this Act: 

6 1.,. "Law enforcement agency" means a person authorized by law. or funded by the state. 

7 to investigate or prosecute offenses against the state. 

8 2.,. "Unmanned aircraft" means any aircraft that is operated without the possibility of direct 

9 human intervention within or on the aircraft. 

10 3. "Unmanned aircraft system" means an unmanned aircraft and associated elements. 

11 including communication links and the components that control the unmanned aircraft. 

12 which are required for the pilot in command to operate safely and efficiently in state 

13 airspace. 

14 SECTION 2. 

15 Prohibited use of unmanned aircraft system. 

16 1.,. Except as provided in section 4 of this Act. a law enforcement agency may not use an 

17 

18 

19 

20 

21 

unmanned aircraft for surveillance of a person within the state or for the surveillance of 

personal or business property located within the borders of the state to gather 

evidence or other information pertaining to criminal conduct. or conduct in violation of 

a statute or regulation except to the extent authorized in a warrant issued by a court 

which satisfies the requirements of the Constitution of North Dakota. 

22 2. Warrants to conduct surveillance with an unmanned aircraft may be issued only in the 

23 

24 

investigation of a felony. Unmanned aircraft may not be used to conduct investigations 

of misdemeanors, traffic infractions, or other non-felony violations of law. 

Page No. 1 15.0259.02000 
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Sara Nelson 

Good morning Mister Chairman and members of the committee and thank you for hearing my 
testimony in favor of House Bil l  1 328. My name is Sara Nelson and I am journalist and soon­
to-be graduate student in Washington DC. I have been researching the use of domestic 
Unmanned Aircraft Systems in law enforcement for many months and have focused the crux 
of my research on the testing of systems in North Dakota. I spent my formative years here in 
Bismarck, graduating from Century High School . After university, I began working as a 
journalist in Berlin , focusing on privacy issues related to indiscriminate surveil lance by the 
N ational Security Agency. 

In a recent Op-Ed in the Grand Forks Herald , a member of law enforcement q uestioned why it 
is necessary to have different regulations for unmanned and manned aircraft systems. The 
op-ed pointed to a Supreme Court decision in which observations that occur from 400 feet 
about ground level or higher were found to be constitutional (1 ) . The Op-Ed failed to mention ,  
however, that this 1 989 Supreme Court decision applies to manned aircraft, not unmanned 
aircraft (2) .  While the difference in surveillance capability between manned and unmanned 
aircraft systems is apparent, I wil l  i l lustrate their difference with the fol lowing example. In a 
201 1  presentation at the Unmanned Aircraft System Conference, a member of law 
enforcement who is also a member of UND's Unmanned Aircraft Research and Compliance 
Committee, spoke openly about potential uses of unmanned systems in North Dakota. The 
list included the deployment of a hovering drone that was "not audible or visible" to people 
below, in order to col lect real-time intel ligence video (3) .  This example demonstrates one way 
in which unmanned systems' surveil lance capabilities differ greatly from manned systems 
such as helicopters. 

It was also argued by law enforcement that Bil l 1 328 will require the retention of "a wide 
variety of data and images associated with flights for a period of five years", pointing out that 
the retention of such d ata would infringe on people's right to privacy ( 1  ) .  The Op-Ed pointed to 
the federal government's presidential directive, which directs federal agencies to delete 
images and d ata obtained through unmanned aircraft flights after 1 80 days. In reality, Bil l  
1 328 says is that ''flight information", which the bil l  defines as "flight duration ,  flight path, and 
mission objective", not d ata or images, must be retained for five years (4) .  In fact, the bill says 
that any imaging or other forms of data lawful ly obtained , which do not contain evidence of a 
crime, m ay not be retained for more than ninety days. To clarify, House Bill 1 328's proposed 
retention of d ata and images is half the time that the federal directive mandates. 

When grappling with how to regulate powerful  technologies, it is a common practice of both 
law enforcement and the larger intel ligence community to say that the technologies are being 
used only on very bad people in very extreme cases. This is an effective strategy because th�e . 
public sees themselves as vastly different from those bad people. In response to this f ·' . argument, I would urge the committee to remember that liberty is eroded at the tr�S$. r '  

While the use of unmanned systems is inevitable and while there are many valid uses for the 
technology in border and national security, law enforcement, and for commercial reasons, this 
does not discredit the creation of a clear legal framework in which the systems are to be 
utilized. The bil l includes within it exceptions which al low law enforcement to remain agile and 
q uickly respond to exigent circumstances. North Dakota is a national leader in the unmanned 
aircraft industry and it now has the opportunity to be a leader in unmanned aircraft regulation .  
We must create a legal framework that al lows for both the use of unmanned systems in 
legitimate law enforcement, while ensuring that the technology does not violate American's 



• 
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right to privacy, assembly, and association.  Whi le I am d isappointed by the b i l l 's noticeable 
lack of regu lation regarding the arming of the unmanned systems, I strongly urge you to vote 
for this b i l l .  Thank you for your time. 

Sources :  
1 ) http://www.grandforksherald .com/opinion/op-ed-columns/36944 79-rost-grand-forks­
countys-uas-unit-already-protects-privacy 
2) http ://caselaw. lp.find law.com/scripts/getcase.pl?court=US&vol=488&invol=445 
3) http://www. uasresearch .com/playavid5/PlayAVid .aspx?path=Al_Frazier_­
_Smal l_UAS_and_LE_-_UAS_Conference_Oct_201 1  &nam=&titl=Al%20Frazier Begins 
around 8 :24 mark 
4) http ://www. leg is. nd .gov /assembly /64-201 5/documents/1 5-0259-02000. pdf? 
201 503071 93659 
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Fort Lincoln Room 

Thomas K. Kenville 

Good Morning Mr. Chairman and members of the Judiciary Committee. For the record my name is Thomas K. 

Kenvi l le, Tommy to most, from Grand Forks. I have been i nvolved in the aviation industry the past 28 years in 

North Da kota and more importa ntly d irectly involved in the UAS ind ustry since 2006. I appreciate the 

opportunity to testify in  opposition to HB 1328. 

Background 

Consultant to the Center for I nnovation since 2007 

Organ ized the first Tea m  North Dakota UAS tradeshow in 2007 with the Depa rtment of Commerce 

In 2010 founded Unmanned Appl ications I nstitute I nternational (UAI),  a UAV company 

Founded the Great Plains Chapter of Association of Unmanned Vehicles Systems I nternational (trade group) 

In itiated the North Dakota Airspace Integration Team 

Ra ised equity to  move UAS manufacturing from Florida to  North Dakota, Governor's Announcement on 

Februa ry 13, 2015 (Altavian/Comdel)  

Section 1 

Why does this b i l l  single out UAS (unmanned aeria l  vehicle system)  by placing l imitations on an  ind ustry that the 

state has systematically invested in  since 2006? 

Currently in this room we have a m inimum of 18 cameras, video, or data record ing devices yet we want to single 

out UAS data? 

Today we have laws in place and a previous case set the standard for privacy protection .  Dow Chemical Co. V. 

Un ited States: Aeria l  Survei l la nce ( 1986) and the Fourth Amendment (copy provided to chair) 

Website : https://supreme.justia .com/cases/federa l/us/476/227 I 

Section 2 

N/A 

Section 3 

Current law requ ires CAUSE to obtain a warrant no matter what type of vehicle or means of gathering 

i nformation is uti l ized . A pi loted a ircraft can gather the data with the same camera and unmanned ground 

vehicles can gather the same data . 

The attem pt to put l im itations on the use of UAS is a national effort that is on the second attempt in North 

Dakota . North Da kota is sti l l  the leader in  the UAS industry because of forward looking leadersh ip, including 



legislators, supporting this growing industry since the mid 2000's and supporting it sti l l  today. The people of 

North Dakota a re protected currently through the case stated above. North Dakota does not need additional  red 

ta pe or red flags to slow progress for the growth of the UAS industry in North Dakota . 

Section 4 

Why create a d ifferent set of regulations for one method of gathering data . . .  Who is going to ma nage the new 

law? 

Are we assuming on ly government or law enforcement wil l  use UAS? Is a private investigator a l lowed to use UAS 

without these new ru les? Today a manned a i rcraft can be used to col lect data and information --- the publ ic is 

protected by the Fourth Amendment. Aga in North Dakota should not single out any one a rea as there a re rules 

in  place to protect the privacy of North Dakotans. 

Section 5 

N/A 

Section 6 

Documentation :  The Federa l  Aviation Administration {FAA) controls the use of a l l  a i rcraft. As for data,  there 

currently are rules in place for data and law enforcement agencies - the Fourth Amendment. It is not necessa ry 

to single out a specific method of obta in ing the data . 

I n  summary, North Da kota is a leader in the UAS ind ustry thanks to the vision of pol iticians l ike yourselves, over 

the years, doing what is right to support this new industry. North Da kota does not need to join the minority of 

other states to pass laws that wil l  put up barriers to the growth of the UAS ind ustry. The citizens of North 

Dakota a re currently protected from new technology l ike UAV's under the Fourth Amendment as proven by the 

Supreme Court rul ing of 1986. 

Thank  you for the opportun ity to testify today in opposition to HB 1328. 

Tommy Kenville 

UAI I nternational 

4200 James Ray Drive 

Grand Forks ND 58203 

Tom@Uaiinternational.com 

Cell-218. 779 .9950 



FAA NOTICE OF PROPOSED RULE MAKING 
A forty-eight page notice to develop rules for conducting UAS 
9perations and defining requirements for operation. 

The FAA also notes that, because DAS-associated technologies are rapidly 

evolving at this time, new technologies could come into existence after this rul e  is 

issued or existing technologies may evolve to the extent that they establish a l evel 

of rel iabi l ity sufficient to al low those technologies to be rel ied on for risk 
mitigation. These technologies may al leviate some of the risk concerns that 

underl ie the provisions of this  rulemaking l ike the l ine of sight rule.  Accordingly, 
the FAA invites comments as to whether the final rul e  should relax operating 
restrictions on smal l UAS equipped with technology that addresses the concerns 

underlying the operating l imitations of this  proposed rule, for i nstance through 

some type of deviation authority (such as a letter of authorization or a waiver). 

The FAA also notes that privacy concerns have been raised about u n ma nn ed 

aircraft operations. Although these issues are beyond the scope of this  
rulemaking, recognizing the potential implications for privacy and civil rights and 
civil  l iberties from the use of this technology, and consistent with the direction set 

forth in the Presidential Memorandum, Promoting Economic Competitiveness 

Whi le  Safeguarding Privacy, Civil  Rights, and Civil Liberties in Domestic Use of 

Unmanned Aircraft Systems (February 1 5 , 2 0 1 5), the Department and FAA w i l l  

participate in the multi-stakeholder engagement process led b y  the National 
Telecommunications and Information Admini stration (NTIA) to assist in thi s  
process regarding privacy, accountabi l ity, and transparency issues concerning 
commercial and private UAS use in the NAS. We also note that state law a n d  

other legal protections for individual privacy may provide recourse for a 

person whose privacy may be affected through another person's  use of a UAS. 

The FAA conducted a privacy impact assessment (PIA) of this  rule  as required 
by section 522(a)(5) of division H of the FY 2005 Omnibus Appropriati ons Act, 

Publ ic  Law 1 08-447, 1 1 8 Stat. 3268 (Dec. 8,  2004) and section 208 of the E­
Govemment Act of 2002, Public  Law 1 07-347, 1 1 6 Stat. 2889 (Dec. 1 7, 2002). 

The assessment considers any impacts of the proposed rule on the privacy of 
information in an identifiable form. The FAA has determi ned that this  proposed 
rule would impact the FAA' s handling of personally identifiable i nformation (PII).  

As part of the PIA that the FAA conducted as part of this rulemaking, the 

FAA analyzed the effect this impact might have o n  collecting, storing, a n d  
disseminating PII and examined and evaluated protections and alternative 



information handling processes in developing the proposed rule in  o rder to 

mitigate poten tial privacy risks. 

As proposed, the process for granting unmanned aircraft operator certificates with 

a smal l UAS rating would be brought in l ine with the process for granting 

traditional airman certificates. Thus, the privacy i mpli cations of this rule to the 

privacy of the information that would be col lected, maintained, stored, and 
dissemi nated by the FAA in accordance with this  rule are the same as the privacy 

impl ications of the FAA ' s  current airman certification processes. These privacy 

impacts have been analyzed by the FAA in the fol lowing Privacy I mpact 

Assessments for the fol lowing systems: Civi l  Aviation Registry Applications (A VS 
Registry); the Integrated Airman Certification and Ratings Application ( IACRA); 

and Accident Incident Database. These Privacy I mpact Assessments are avail able 

in  the docket for this  rulemaking and at http ://www .dot.gov/ 
individuals/privacy/privacy-impact- assessments#F ederal Aviation Adm inistration 
(FAA). 

5. Public Aircraft Operations 
This proposed rule would also not apply to public aircraft operations with smal l 
UAS that are not operated as civil aircraft. This is because publ ic aircraft 
operations, such as those conducted by the Department of Defense, the National 

Aeronautics and Space Administration, and the National Oceanic and Atmospheric 

Administration, are not required to comply with civil  airworthiness or airman 
certification requirements to conduct operations. However, these operations are 
subject to the airspace and air-traffic rules of part 9 1 ,  which include the " see and 
avoid" requirement of § 9 1 . l  1 3(b). 

Because u n m a nned aircraft operations cu rrently a re incapable of complying 

with § 9 1 . 1 13(b), the FAA has required public aircraft operations that use 

u n ma nn ed aircraft to obtain an FAA-issued Certificate of Waiver or 

Authorization (COA) providing the public aircraft operation with a 

waiver/deviation from the "see and avoid " requirement of § 91.1 13(b). 
The existing COA system has been in place for over eight years, and has not 
caused any significant human injuries or other significant adverse safety imp acts. 
Accord ingly, this proposed rule would not abolish the COA system. However, thi s  

proposed rul e  would provide public aircraft operations with greater flexibil ity by 

giving them the option to declare an operation to be a civil operation and com p ly 
with the provisions of proposed part 1 07 instead of seeking a COA from the FAA. 
Because proposed part 1 07 would address the risks associated with smal l UAS 



operations, there would be no adverse safety effects from al lowing public aircraft 

operations to be voluntarily conducted under proposed part 1 07.  

PART 9 1 -GENERAL OPERATING AND FLIGHT RULES 

Subpart E-Special Rule for Model Aircraft 
1 0 1 .4 1  

Applicability 

This subpart prescribes the rules governing the operation of a model aircraft that 
meets all  of the following conditions as set forth in section 3 3 6  of Public Law 1 1 2-

95 : 
(a) The aircraft is  flown strictly for hobby or recreational use; 

(b) The aircraft is  operated in accordance with a community-based set of safety 

guidel ines and within the programming of a nationwide community-based 

organization; 
( c)  The aircraft is l imited to not more than 5 5  pounds unless otherwise certified 

through a design, constructi on, inspection, fl ight test, and operational safety 
program administered by a community-based organization; 
( d) The aircraft is  operated in a manner that does not interfere with and 

gives way to any manned aircraft; and ( e) When flown within 5 mi les of an 
airport, the operator of the aircraft provides the airport operator and the airport air 

traffic control tower (when an air traffic facility is located at the airport) with prior 

notice of the operation. 

§ 1 0 1 .43 
Endangering the safety of the National Airspace System. 
No person may operate model aircraft so as to endanger the safety of the national 

airspace system. 
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of seeking a COA from the FAA. 
Because proposed part 1 0 7  would 
address the risks associated with small 
UAS operations, there would be no 
adverse safety effects from allowing 
public aircraft operations to be 
voluntarily conducted under proposed 
part 1 07.34 

6. Model Aircraft 

Proposed part 107 would not apply to 
model aircraft that satisfy all of the 
criteria specified in section 336 of 
Public Law 1 1 2-95.  Section 336 of 
Public Law 1 1 2-95 defines a model 
aircraft as an "unmanned aircraft that 
is-(1 )  capable of sustained flight in the 
atmosphere; (2) flown within visual line 
of sight of the person operating the 
aircraft; and (3)  flown for hobby or 
recreational purposes. "  3s Because 
section 336  of Public Law 1 1 2-95 
defines a model aircraft as an 
"unmanned aircraft:," a model aircraft 
that weighs less than 55 pounds would 
fall into the definition of small UAS 
under this rule. 

However, Public Law 1 1 2-95 
specifically prohibits the FAA from 
promulgating rules regarding model 
aircraft: that meet all of the following 
statutory criteria :  36 

• The aircraft: is flown strictly for 
hobby or recreational use; 

• The aircraft is operated in 
accordance with a community-based set 
of safety guidelines and within the 
programming of a nationwide 
community-based organization; 

• The aircraft is  limited to not more 
than 55 pounds unless otherwise 
certified through a design, construction, 
inspection, flight test, and operational 
safety program administered by a 
community-based organization; 

• The aircraft is operated in a manner 
that does not interfere with and gives 
way to any manned aircraft:; and 

• When flown within 5 miles of an 
airport, the operator of the aircraft 
provides the airport operator and the 
airport air traffic control tower (when an 
air traffic facility is located al the 
airport) with prior notice of the 
operation. 

Because of the statutory prohibition 
on FAA rulema.king regarding model 
aircraft that meet the above criteria, 
model aircraft meeting these criteria 
would not be subject to the provisions 
of proposed part 1 07. Likewise, 
operators of model aircraft excepted 
from part 107 by the statute would not 

>< The FAA notes that section 334(b) of Public 
Law 1 1 2-95 requires the FAA to develop standards 
regarding the operation of public UAS by December 
3 1 ,  2015. 

3 5  Sec. 336(c) of Public Law 1 1 2-95. 
36 Sec. 336(a) of Public Law 1 1 2-95. 

need to hold an unmanned aircraft 
operator's certificate with a small UAS 
rating. However, the FAA emphasizes 
that because the prohibition on 
rulemaking in section 336 of Public Law 
1 1 2-95 is limited to model aircraft that 
meet all of the above statutory criteria, 
model aircraft weighing less than 55 
pounds that fail to meet all of the 
statutory criteria would be subject to 
proposed part 1 07. 

In addition, although Public Law 1 1 2-
95 excepted certain model aircraft from 
FAA rulemaking, it specifically states 
that the law's exception does not limit 
the Administrator's authority to pursue 
enforcement action against those model 
aircraft operators that "endanger the 
safety of the national airspace 
system. "  37 This proposed rule would 
codify the FAA's enforcement authority 
in part 1 01 by prohibiting model aircraft 
operators from endangering the safety of 
the NAS. 

The FAA also notes that it recently 
issued an interpretive rule explaining 
the provisions of section 336 and 
concluding that "Congress intended for 
the FAA to be able to rely on a range 
of our existing regulations to protect 
users of the airspace and people and 
property on the ground." 38 In this 
interpretive rule, the FAA gave 
examples of existing regulations the 
violation of which could subject model 
aircraft to enforcement action. Those 
regulations include: 

• Prohibitions on careless or reckless 
operation and dropping objects so as to 
create a hazard to persons or property 
( 14  CFR 9 1 . 1 3  and 91 . 15);  

• Right-of-way rules for converging 
aircraft ( 14  CFR 9 1 . 1 1 3);  

• Rules governing operations in 
designated airspace (14 CFR part 73 and 
§§ 91 . 1 26 through 91 . 1 35);  and 

• Rules relating to operations in areas 
covered by temporary flight restrictions 
and notices to airmen (NOTAMs) (14 
CFR 91 . 1 37 through 91. 145).39 

The FAA notes that the above list is 
not intended to be an exhaustive list of 
all existing regulations that apply to 
model aircraft meeting the statutory 
criteria of Public Law 1 1 2-95, section 
336. Rather, as explained in the 
interpretive rule, " [t]he FAA anticipates 
that the cited regulations are the ones 

37 Sec. 336(b) of Public Law 1 1 2-95. 
'" Interpretation of tlie Special Rule for Model 

Aircraft, 79 FR 36172, 36175 Uune 25, 2014). This 
document was issued as a notice of interpretation 
and has been in effect since its issuance on June 25,  
2014. However, we note that the FAA has invited 
comment on this interpretation, and may modify 
the interpretation as a result of comments that were 
received. 

'" Id. at 36175-76. 

that would most commonly apply to 
model aircraft operations." 40 

7. Moored Balloons, Kites, Amateur 
Rockets, and Unmanned Free Balloons 

Lastly, proposed part 107 would not 
apply lo moored balloons, kites, 
amateur rockets, and unmanned free 
balloons. These types of aircraft 
currently are regulated by the provisions 
of 14 CFR part 101 .  Because these 
aircraft are already incorporated into the 
NAS through part 101  and because the 
safety risks associated with these 
specific aircraft are already mitigated by 
the regulations of part 1 0 1 ,  there is no 
need to make these aircraft subject to 
the provisions of proposed part 1 07.  

C. Definitions 
Proposed part 107 would create a new 

set of definitions to address the unique 
aspects of a small UAS. Those proposed 
definitions are as follows. 

1 .  Control Station 

Proposed part 107 would define a 
"control station" as an interface used by 
the operator to control the flight path of 
the small unmanned aircraft. In a 
manned aircraft, the interface used by 
the pilot to control the flight path of the 
aircraft is a part of the aircraft and is 
typically located inside the aircraft 
flight deck. Conversely, the interface 
used to control the flight path of a small 
unmanned aircraft is typically 
physically separated from the aircraft 
and remains on the ground d uring 
aircraft flight. Defining the concept of a 
control station would clarify the 
interface that is considered part of the 
small UAS under this regulation. 

2. Corrective Lenses 

Proposed part 1 07 would also define 
"corrective lenses" as spectacles or 
contact lenses. As discussed in the 
Operating Rules section of this 
preamble, this proposed rule would 
require the operator and/or visual 
observer to have visual line of sight of 
the small unmanned aircraft with vision 
that is not enhanced by any device other 
than corrective lenses. This is because 
spectacles and contact lenses do not 
restrict a user's peripheral vision while 
other vision-enhancing devices may 
restrict that vision. Because peripheral 
vision is necessary in order for the 
operator and/or visual observer to be 
able to see and avoid other air traffic in 
the NAS, this proposed rule would limit 
the circumstances in which vision­
enhancing devices other than spectacles 
or contact lenses may be used. 

•0 Id. at 36176. 
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3. Operator and Visual Observer 
Because of the unique nature of small 

UAS operations, this proposed rule 
would create two new crewmember 
positions: The operator and the visual 
observer. These positions are discussed 
further in section III.D.1 of this 
preamble. 

4. Small Unmanned Aircraft 
Public Law 1 1 2-95 defines a "small 

unmanned aircraft" as "an unmanned 
aircraft weighing less than 5 5  
pounds." 41 This statutory definition of 
small unmanned aircraft does not 
specify whether the 55-pound weight 
limit refers to the total weight of the 
aircraft at the time of takeoff (which 
would encompass the weight of the 
aircraft and any payload on board),  or 
simply the weight of an empty aircraft. 

Thi s  proposed rule would define a 
small unmanned aircraft as an 
unmanned aircraft weighing less than 
55 pounds, including everything that is 
on board the aircraft. The FAA proposes 
to interpret the statutory definition of 
small unmanned aircraft as referring to 
total weight at the time of takeoff 
because heavier aircraft generally pose 
greater amounts of public risk in the 
event of an accident. In the event of a 
crash ,  a heavier aircraft can do more 
damage to people and property on the 
ground. The FAA also notes that this 
approach would be similar to the 
approach that the FAA has taken with 
other aircraft, such as large aircraft, 
light-sport aircraft, and small aircraft.42 

5. Small Unmanned Aircraft System 
(Small UAS) 

This proposed rule would define a 
small UAS as a small unmanned aircraft 
and its associated elements (including 
communication links and the 
components that control the small 
unmanned aircraft) that are required for 
the safe and efficient operation of the 
small unmanned aircraft in the NAS. 
Except for one difference, this proposed 
definition would be similar to the 
definition of "unmanned aircraft 
system" provided in Public Law 1 1 2-
95.43 The difference between the two 
definitions is that the proposed 
definition in this rule would not refer to 
a pilot-in-command because, as 

41 Sec. 3 3 1 (6) of Public Law 1 1 2-95. 
42 See 14 CFR 1 . 1  (referring to "takeoff weight" 

for large. light-sport, and small aircraft in the 
definitions for those aircraft). 

43 Sec. 331(9) of Public Law 1 1 2-95. Public Law 
1 1 2-95 defines an " unmanned aircraft system" as 
"an unmanned aircraft and associated elements 
(including communication links and the 
components that control the unmanned aircraft) 
that are required for the pilot in command to 
operate safely and efficiently in the national 
airspace system." 

discussed further in this preamble, this 
proposed rule would create a new 
position of operator to replace the 
traditional manned-aviation positions of 
pilot and pilot-in-command for small 
UAS operations. 

6. Unmanned Aircraft 
Lastly, this proposed rule would 

define an unmanned aircraft as an 
aircraft operated without the possibility 
of direct human intervention from 
within or on the aircraft. This proposed 
definition would codify the definition of 
"unmanned aircraft" specified in Public 
Law 1 1 2-95.44 

D. Operating Rules 
As discussed earlier in this preamble 

(section III.A),  instead of a single 
omnibus rulemaking that applies to all 
small UAS operations, the FAA has 
decided to proceed incrementally and 
issue a rule governing small UAS 
operations that pose the least amount of 
risk. Subpart B of this proposed rule 
would specify the operating constraints 
of these operations. The FAA 
emphasizes that it intends to conduct 
future rulemaking(s) to incorporate into 
the NAS small UAS operations that pose 
a greater level of risk than the 
operations that would be permitted by 
this proposed rule. However, those 
operations present additional safety 
issues that the FAA needs more tinte to 
address. In the meantime, under this 
proposed rule, operations that could be 
conducted within the proposed 
operational constraints would be 
incorporated into the NAS. 

The FAA also considered whether to 
further subdivide small UAS into 
different categories of unmanned 
aircraft that would be regulated 
differently based on their weight, 
operational characteristics, and 
operating environment. This 
subdivision would have been based on 
five category groups (Groups A through 
E). Each of these groups would have 
been regulated based on its specific 
weight and operating characteristics. 

This is the framework that the FAA 
used in its initial approach to this 
rulemaking. However, because th.is 
framework attempted to integrate a wide 
range of UAS operations posing 
different risk profiles whose integration 
raised policy questions on which data 
was either limited or unavailable, the 
F AA's initial approach would have been 
unduly burdensome on all UAS groups 
that would have been covered under 
that approach. For example, UAS in 
Group A, which posed the least safety 
risk under the FAA's initial framework, 

•• Sec. 331 (8) of Public Law 1 1 2-95. 

would have been required to: ( 1 )  Obtain 
a permit to operate (PTO) from the FAA, 
which would have to be renewed after 
one year; (2)  file quarterly reports with 
the FAA providing their operational 
data; (3) establish a level of 
airworthiness that would be sufficient to 
obtain an airworthiness certification 
(the initial approach would have 
merged airworthiness certification into 
the PTO); (4) obtain a pilot certificate by 
passing a knowledge test, a practical 
test , and completing required ground 
training with an FAA-certificated 
instructor; (5 ) obtain a NOT AM from the 
FAA prior to conducting certain UAS 
operations (the operator would do this 
by filing notice with the FAA); and (6) 
maintain records documenting the 
complete maintenance history of the 
UAS. 

After extensive deliberation, the FAA 
ultimately determined that such a 
regulatory framework was too complex, 
costly, and burdensome for both the 
public and the FAA. The FAA then 
examined the entire small UAS category 
of aircraft (unmanned aircraft weighing 
less than 55 pounds) in light of the new 
authority provided for under section 
333 of Public Law 1 1 2-95 and 
determined that appropriate operational 
risk mitigations could be developed to 
allow the entire category of small UAS 
to avoid airworthiness certification and 
be subject to the least burdensome level 
of regulation that is necessary to protect 
the safety and security of the NAS. 
Furthermore, the FAA decided to also 
substantially simplify the operational 
limitations and airman (operator) 
certification requirements in a manner 
that would equally accommodate all 
types of small UAS business users with 
the least amount of complexity and 
regulatory burden. 

The FAA believes that treating small 
UAS as a single category without 
airworthiness certification would 
accommodate a large majority o f  small 
UAS businesses and other non­
recreational users of UAS. The 
operational limits in this proposed rule 
would mitigate risk associated with 
small UAS operations in a way that 
would provide an equivalent level o f  
safety to the NAS with the least amount 
of burden to business and other non­
recreational users of even the smallest 
UAS. The FAA invites comments, with 
supporting documentation, on whether 
the regulation of small UAS should be 
further subdivided based on the size, 
weight, and operating environment of 
the small UAS. 

1 .  Micro UAS Classification 
In addition to part 107 as proposed ,  

the FAA is considering including a 

� J3� 
3/21?/ J.7 
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micro UAS classification. This 
classification would be based on the 
UAS ARC's recommendations, as well 
as approaches adopted in other 
countries that have a separate set of 
regulations for micro UAS. 

In developing this micro UAS 
classification, the FAA examined small 
UAS policies adopted in other 

countries. In considering other 
countries' aviation policies, the FAA 
noted that each country has its unique 
aviation statutory and rulemaking 
requirements, which may include that 
country's unique economic, geographic, 
and airspace density considerations. 
Canada is our only North American 
neighbor with a regulatory framework 

for small UAS. The chart below 
summarizes Transport Canada's 
operational limitations for micro UAS 
(4.4 pounds (2 kilograms) and under) 
and compares it with the regulatory 
framework in proposed part 1 07 as well 
as the micro UAS classification that the 
FAA is considering. 

COMPARISON OF CANADIAN RULES GOVERNING MICRO UAS CLASS WITH PROVISIONS OF PROPOSED PART 1 07 AND 
MICRO UAS SUB-CLASSIFICATION 

Provision Canada Small UAS NPRM 

Definition of Small UAS .. . . . . . . . .  . . . . . . . . . . . . . . . .  Up to 4.4 lbs (2 kg) . . . . .. . . . . . . . .. . . . . . . . . . . . . . . .  Up to 55 lbs (24 kg) . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . 

Maximum Altitude Above Ground .. . . . . . . . .  300 feet . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . 
Airspace Limitations .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  Only within Class G airspace . .. . . . . . . . . . . .  . 

Distance from people and structures . . . . .  1 00 feet laterally from any building, 
structure, vehicle, vessel or animal 
not associated with the operation 
and 1 00  feet from any person. 

Ability to extend operational area .. . . . . . . . .  No . . . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . 
Autonomous operations . . . . . . . . . . . ......... . .... No . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . .  . 
Aeronautical knowledge required . .. . . . . . . . .  Yes; ground school . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . 

First person view permitted .. . . . . . . . . . . . . . . . . . .  No . . . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . .  

Operator training required . . . . . . . . . . . . . . . . . . . . . . Yes, ground school . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . 
Visual observer training required .. . . . . . . . . .  Yes ... . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . 
Operator certificate required .. . . . . . . . . . . . . . . . .  No . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . . . . . . . .  . 

Preflight safety assessment . . . . . . . . . . . . . . . . . . .  Yes .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . 
Operate within 5 miles of an airport . . . . . . .  No . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . . 
Operate in a congested area . . .. . .  . . . . . . . . . . .  No . . . . . . . . . ... . . . . . . . . . .. . . . . . . . . . .. . . . . . . . . . . . . . .. . . . . . . . . 
Liability insurance . . . . . .. . . . . . . . .. . . . . . . .. . . .. . . . . . . .  Yes, $1 00,000 CAN .. . . . . . . . . . . . . . . . . . . . . . . . . . .  . 
Daylight operations only . . . . . . . . . . . . . . . . . . . . . . . . .  Yes . . . . . . . . . . . . .... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  
Aircraft must be made out of frangible No . . . . . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . 

materials. 

500 feet . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . . . . . . .  . 
Allowed within Class E in areas not 

designated for an airport. Otherwise, 
need ATC permission. Allowed with­
in Class B, C and D with ATC per­
mission. Allowed in Class G with no 
ATC permission. 

Simply prohibits UAS operations over 
any person not involved in the oper­
ations (unless under a covered 
structure). 

Yes, from a waterborne vehicle . . . . . . . . . .  . 
Yes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . 
Yes; applicant would take knowledge 

test. 
Yes, provided operator is visually ca-

pable of seeing the small UAS. 
No . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . 
No .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .. 
Yes (must pass basic UAS aero-

nautical test) . 
Yes .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . 
Yes .. . . . ...... . . . . . . . . . . . . . . . . . . ......... . . . . . . . . . . . . . . . .  . 
Yes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . . . .  . . 
No .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. 
Yes .. . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . .  . 
No . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . 

Micro UAS Sub­
classification 

Up to 4.4 lbs (2 
kg). 400 feet. 

Only within Class 
G airspace. 

Flying over any 
person is per­
mitted. 

No. 
No. 
Yes; applicant 

would self-certify. 
No. 

No. 
No. 
Yes (no knowledge 

test required). 
Yes. 
No. 
Yes. 
No. 
Yes. 
Yes. 

The FAA is considering the following 
provisions for the micro UAS 
classification: 

• The unmanned aircraft used in the 
operation would weigh no more than 

an airspeed of 30 knots. This provision 
would be based on the ARC's 
recommendation, which was concerned 
with dan1age that could be done by 
unmanned aircraft flying at higher 
speeds; 

control the flight path of the unmanned 
aircraft. This provision would be based 
on ARC recommendations and Canada's 
requirements for micro UAS; 

4.4 pounds (2 kilograms). This provision 
would be based on the ARC's 
recommendations and on how other 
countries, such as Canada, subdivide 
their UAS into micro or lightweight 
UAS; 

• The unmanned aircraft would be 
made out of frangible materials that 
break, distort, or yield on impact so as 
to present a minimal hazard to any 
person or object that the unmanned 
aircraft collides with. Examples of such 
materials are breakable plastic, paper, 
wood, and foam. This provision would 
be based on the ARC's 
recommendations; 

• During the course of the operation , 
the unmanned aircraft would not exceed 

• During the course of the operation, 
the unmanned aircraft would not travel 
higher than 400 feet above ground level 
(AGL). This provision would be based 
on the ARC's recommendations; 

• The unmanned aircraft would be 
flown within visual line of sight; first­
person view would not be used during 
the operation; and the aircraft would not 
travel farther than 1 ,500 feet away from 
the operator. These provisions would be 
based on ARC recommendations and 
Canada's requirements for micro UAS; 

• The operator would maintain 
manual control of the flight path of the 
unmanned aircraft at all times, and the 
operator would not use automation to 

• The operation would be limited 
entirely to Class G airspace. This 
provision would be based on Canada's 
requirements for micro UAS; and 

• The unmanned aircraft would 
maintain a distance of at least 5 nautical 
miles from any airport. This provision 
would be based on Canada's 
requirements for micro UAS. 

The operational parameters discussed 
above may provide significant 
additional safety mitigations. 
Specifically, a very light (micro) UAS 
operating at lower altitudes and at lower 
speeds, that is made up of materials that 
break or yield easily upon impact, may 
pose a much lower risk to persons, 
property, and other NAS users than a 
UAS that does not operate within these 

I+ [2; 1 i 2"� 
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• parameters. Additionally, limiting the 
micro UAS operation entirely to Class G 
airspace, far away from an airport, and 
in close proximity to the operator (as 
well as limiting the unmanned aircraft's 
flight path to the operator's constant 
manual control) would significantly 
reduce the risk of collision with another 
aircraft. Accordingly, because the 
specific parameters of a micro UAS 
operation described above would 
provide additional safety mitigation for 
those operations, the FA A's micro UAS 
approach would allow micro UAS to 
operate directly over people not 
involved in the operation. Under the 
FAA's micro UAS approach ,  the 
operator of a micro UAS also would be 
able to operate using a UAS airman 
certificate with a different rating (an 
unmanned aircraft operator certificate 
with a micro UAS rating) than the 
airman certificate that would be created 
by proposed part 107.  No knowledge 
test would be required in order to obtain 
an unmanned aircraft operator 
certificate with a micro UAS rating; 
instead, the applicant would simply 
submit a signed statement to the FAA 
stating that he or she has familiarized 
him or herself with all of the areas of 
knowledge that are tested on the initial 
aeronautical knowledge test that is 
proposed under part 1 07. 

The FAA is also considering whether 
to require, as part of the micro UAS 
approach , that the micro UAS be made 
out of frangible material. A UAS that is 
made out of frangible material presents 
a significantly lower risk to persons on 
the ground, as that UAS is more likely 
to shatter if it should impact a person 
rather than injuring that person. 
Without the risk mitigation provided by 
frangible-material construction, the FAA 
would be unable to allow micro UAS to 
operate directly over a person not 
involved in the operation. The FAA 
notes that, currently, a majority of fixed­
wing small UAS are made out of 
frangible materials that would satisfy 
the proposed requirement. The FAA 
invites comments on whether it should 
eliminate frangibility from the micro 
UAS framework. 

The FAA also invites commenters to 
submit data and any other supporting 
documentation on whether the micro 
UAS classification should be included 
in the final rule, and what provisions 
the FAA should adopt for such a 
classification . The FAA invites further 
comments, with supporting 
documentation, estimating the costs and 
benefits of implementing a micro UAS 
approach in the final rule.  Finally, the 
FAA invites comments to assess the risk 
to other airspace users posed by the 
lesser restricted integration of micro 

UAS into the NAS. The FAA notes, 
however, that due to statutory 
constraints , the FAA would be unable lo 
eliminate the requirement to hold an 
airman certificate and register the 
unmanned aircraft even if it were to 
adopt a micro UAS approach in the final 
rule. 

During the course of this rulemaking, 
the FAA also received a petition for 
rulemaking from UAS America Fund 
LLC. This petition presented the FAA 
with an alternative approach to 
regulating micro UAS, complete with a 
set of regulatory provisions that would 
be specific to micro UAS operations. 
Because the FAA was already in the 
process of rulemaking at the time this 
petition was filed, pursuant to 14 CFR 
1 1 .73(c), the FAA will not treat this 
petition as a separate action, but rather, 
will consider it as a comment on this 
rulemaking. Accordingly, the FAA has 
placed a copy of UAS America Fund's 
rulemaking petition in the docket for 
this rulemaking and invites comments 
on the suggestions presented in this 
petition. Any comments received in 
response to the proposals in the petition 
will be considered in this rulemaking. 

2. Operator and Visual Observer 

As briefly mentioned earlier, this 
proposed rule would create two new 
crewmember positions: An operator and 
a visual observer. The FAA proposes 
these positions for small UAS 
operations instead of the traditional 
manned-aircraft positions of pilot, flight 
engineer, and flight navigator. This is 
being proposed because, by their very 
nature, small UAS operations are 
different from manned aircraft 
operations, and this necessitates a 
different set of qualifications for 
crewmembers. 

i. Operator 

The FAA proposes to define an 
operator as a person who manipulates 
the flight controls of a small UAS. Flight 
controls include any system or 
component that affects the flight path of 
the aircraft. The position of operator 
would be somewhat analogous to the 
position of a pilot who controls the 
flight of a manned aircraft. However, the 
FAA proposes to create the position of 
an operator rather than expand the 
existing definition of pilot to emphasize 
that, even though the operator directly 
controls the flight of the unmanned 
aircraft, the operator is not actually 
present on the aircraft. 

The FAA notes that even though a 
small UAS operator is not a pilot, the 
operator would still  be considered an 
airman and statutorily required to 
obtain an airman certificate. The 

statutory flexibility provided in section 
333 of Public Law 1 1 2-95 is limited to 
airworthiness certification and does not 
extend to airman certification. Thus, as 
mentioned previously, the FAA 's statute 
prohibits a person without an airman 
certificate from serving in any capacity 
as an airman with respect to a civil 
aircraft used or intended to be used in 
air commerce. 45 The statute defines an 
"airman," in part, as an individual who, 
as a member of the crew, navigates the 
aircraft when under way.46 Because 
under this proposed rule the operator 
would be a member of the crew and 
would navigate the small unmanned 
aircraft when that aircraft is under way, 
an operator would be an airman as 
defined in the FAA's statute. 
Accordingly, the operator would 
statutorily be required to obtain an 
airman certificate in order to fly the 
small unmanned aircraft. 

The FAA proposes to codify this 
statutory requirement in § 1 07. 1 3(a),  
which would require a person who 
wishes to serve as an operator to obtain 
an unmanned aircraft airman certificate 
with a small UAS rating. An unmanned 
aircraft airman certificate would be a 
new type of airman certificate that 
would be created by this proposed rule 
specifically for UAS operators to satisfy 
the statutory requirement for an airman 
certificate. The certificate necessary to 
operate small UAS would have a small 
UAS rating. The FAA anticipates that 
certificates used to operate UAS not 
subject to this proposed rule would 
have different certification 
requirements. The specific details of 
this certificate are discussed further in 
section ill.E of this preamble. 

The FAA also proposes to give each 
operator the power and responsibility 
typically associated with a pilot-in­
command (PIC) under the existing 
regulations. Under the existing 
regulations, the PIG "is directly 
responsible for, and is the final 
authority as to the operation of [the) 
aircraft." 47 The PIC position provides 
additional accountability for the safety 
of an operation by: (1 )  Ensuring that a 
single person on board the aircraft is 
accountable for that operation; and (2) 
providing that person with the authority 
to address issues affecting operational 
safety. 

An accountability system , such as the 
existing PIC concept, would provide 
similar benefits for small UAS 
operations. Accordingly, the FAA 
proposes, in § 1 07.19(a), to make each 
operator: (1) Directly responsible for the 

•s 49 U.S.C. 44711{a)(2)(A). 
•• 49 U.S.C. 40102(a)(BJ(A). 
47 14 CFR 91.3(a). 
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• small UAS operation, and (2)  the final 
authority as to the small UAS operation. 
To provide further clarity as to the 
operator's authority over the small UAS 
operation, proposed § 1 07.49(b) would 
require that each person involved in the 
small UAS operation perform the duties 
assigned by the operator. 

The FAA also considered providing 
the operator with the emergency powers 
available to the PIC under 14 CFR 
91 .3 (b). Under § 9 1 .3(b), a PIC can 
deviate from FAA regulations to 
respond to an in-flight emergency. 
However, the FAA does not believe that 
this power is necessary for the operator 
because a small unmanned aircraft is 
highly maneuverable and much easier to 
land than a manned aircraft. Thus, in an 
emergency, an operator should be able 
to promptly land the small unmanned 
aircraft in compliance with FAA 
regulations. Accordingly, the FAA 
proposes not to provide an operator 
with the emergency powers available to 
the PIC under § 91 .3 (b). The FAA invites 
comments on this issue. 

The FAA also does not believe that it 
is necessary to create a separate 
"operator-in-command" position for 
small UAS operations. The existing 
regulations create a separate PIC 
position because many manned aircraft 
are operated by multiple pilots. Thus, it 
is necessary to designate one of those 
pilots as the accountable authority for 
the operation. By contrast, only one 
operator is needed for a small UAS 
flight operation even though additional 
non-operator persons could be involved 
in the operation. Thus, at this time, it is 
not necessary to create an operator-in­
command position. The FAA invites 
comments on whether a separate 
operator-in-command position should 
be created for small UAS operations. 

The FAA finally notes that the term 
"operate" is currently a defined term in 
1 4  CFR 1 . 1  that is used in manned­
aircraft operations. While, for purposes 
of proposed part 1 07, the proposed 
definition of "operator" would 
supersede any conflicting definitions in 
§ 1 . 1 ,  the FAA invites comments as to 
whether defining a new crewmember 
position as an "operator" would cause 
confusion with the existing terminology. 
If so, the FAA invites suggestions as to 
an alternative title for this crewmember 
position. 
ii. Visual Observer 

To assist the operator with the 
proposed see-and-avoid and visual-line­
of-sight requirements discussed in the 
next section of this preamble, the FAA 
proposes to create the position of a 
visual observer. Under this proposed 
rule, a visual observer would be defined 

as a person who assists the small 
unmanned aircraft operator in seeing 
and avoiding other air traffic or objects 
aloft or on the ground. The visual 
observer would do this by augmenting 
the operator as the person who must 
satisfy the see-and-avoid and visual­
line-of-sight requirements of this 
proposed rule. As discussed in more 
detail below, an operator must always 
be capable of seeing the small 
unmanned aircraft. However, if the 
operation is augmented by at least one 
visual observer, the operator is not 
required to exercise this capability, as 
long as the visual observer maintains a 
constant visual-line-of-sight of the small 
unmanned aircraft. 

The FAA emphasizes that, as 
proposed, a visual observer is not a 
required crewmember, as the operator 
could always satisfy the pertinent 
requirements him- or herself. Under this 
proposed rule, an operator could, at his 
or her discretion, use a visual observer 
to increase the flexibility of the 
operation. The FAA notes, however, 
that as discussed in ill .D.3 . i  of this 
preamble, even if a visual observer is 
used to augment the operation, a small 
unmanned aircraft would still be 
required by § 1 07.33(c) to always remain 
close enough to the control station for 
the operator to be capable of seeing that 
aircraft. 

To ensure that the visual observer can 
carry out his or her duties, the FAA 
proposes, in § 1 07.33(b), that the 
operator be required to ensure that the 
visual observer is positioned in a 
location where he or she is able to see 
the small unmanned aircraft in the 
manner required by the proposed 
visual-line-of-sight and see-and-avoid 
provisions of §§ 1 07.31 and 1 07.37. The 
operator can do this by specifying the 
location of the visual observer. The FAA 
also proposes to require, in § 1 07.33(d), 
that the operator and visual observer 
coordinate to: ( 1 )  Scan the airspace 
where the small unmanned aircraft is 
operating for any potential collision 
hazard; and (2) maintain awareness of 
the position of the small unmanned 
aircraft through direct visual 
observation. This would be 
accomplished by the visual observer 
maintaining visual contact with the 
small unmanned aircraft and the 
surrounding airspace and then 
communicating to the operator the flight 
status of the small unmanned aircraft 
and any hazards which may enter the 
area of operation so that the operator 
can take appropriate action. 

To make this communication 
possible, this proposed rule would 
require, in § 1 07.33(a), that the operator 
and visual observer maintain effective 

communication with each other at all 
limes. This means that the operator and 
visual observer must work out a method 
of communication prior to the operation 
that allows them to understand each 
other, and utilize that method in the 
operation. The FAA notes that this 
proposed communication requirement 
would permit the use of 
communication-assisting devices, such 
as radios, to facilitate communication 
between the operator and visual 
observer from a distance. The FAA 
considered requiring the visual observer 
to be stationed next to the operator to 
allow for unassisted oral 
communication, but decided that this 
requirement would be unduly 
burdensome, as it is possible to have 
effective oral communication through a 
communication-assisting device. The 
FAA invites comments on whether the 
visual observer should be required to 
stand close enough to the operator to 
allow for unassisted verbal 
communication. 

Under this proposed rule, the visual 
observer would not be permitted to 
manipulate any controls of the small 
UAS, share in operational control, or 
exercise operation-related judgment 
independent of the operator. Because 
the visual observer's role in the small 
UAS operation would be limited to 
simply communicating what he or she 
is seeing to the operator, the visual 
observer would not be an "airman" as 
defined in the FAA's statute.48 
Consequently, as proposed, the visual 
observer would not statutorily be 
required to obtain an airman 
certificate. 49 

While an airman certificate for a 
visual observer is not statutorily 
mandated, the FAA considered 
requiring that the visual observer obtain 
an airman certificate.50 However, due to 
the fact that this proposed rnle would 
not permit the visual observer to 

4849 U.S.C. 40102(a)(8). This statute defines an 
"airman" as an individual : "(A) in comm.and, or as 
pilot, mechanic, or member of the crew, who 
navigates aircraft when under way; (BJ except to the 
extent the Administrator of the Federal Aviation 
Administration may provide otherwise for 
individuals employed outside the United States, 
who is directly in charge of inspecting, maintaining, 
overhauling, or repairing aircraft. aircraft engines, 
propellers, or appliances; or (CJ who serves as an 
aircraft dispatcher or air traffic control-tower 
operator." The visual observer's limited role in the 
operation of a small UAS would not meet any of 
these criteria. 

49 See 49 U.S.C. 4471 t(a)(2)(A) (prohibiting a 
person without an airman certificate from serving 
in any capacity as an airman with respect to a civil 
aircraft used or intended to be used in air 
commerce). 

so This requirement would he imposed pursuant 
to 49 U.S.C. 44701(a)(5), which gives FAA the 
power to prescribe regulations that it finds 
necessary for safety in air commerce. � 13 iJl 
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manipulate the small UAS controls or 
exercise any independent judgment or 
operational control, the FAA believes 
that certification of visual observers 
would not result in significant safety 
benefits. Accordingly, the FAA is not 
proposing to require airman certification 
for visual observers. The FAA invites 
comments on whether an airman 
certificate should be required to serve as 
a visual observer. If so, what 
requirements should an applicant meet 
in order to obtain a visual observer 
airman certificate? The FAA also invites 
comments regarding the costs and 
benefits of requiring airman certification 
for visual observers. 

3. See-and-Avoid and Visibility 
Requirements 

Turning lo the see-and-avoid and 
visibility requirements mentioned in the 
previous section, one of the issues with 
small UAS operations is that the small 
UAS operator cannot see and avoid 
other aircraft in the same manner as a 
pilot who is inside a manned aircraft. 
Because at this time there is no 
technology that can provide an 
acceptable see-and-avoid replacement 
for human vision for small UAS 
operations, this proposed rule would 
limit small UAS operations to within 
the visual line of sight of the operator 
and a visual observer. This proposed 
nile would also impose requirements to 
ensure maximum visibility for the 
operation of the small UAS and ensure 
that small unmanned aircraft always 
yield the right-of-way to other users of 
the NAS. 

i. See-and-Avoid 

Currently, 14 CFR 91 .113 (b) imposes 
a requirement on all aircraft operations 
that, during flight, "vigilance shall be 
maintained by each person operating an 
aircraft so as to see and avoid other 
aircraft." This see-and-avoid 
requirement is at the heart of the F AA's 
regulatory structure mitigating the risk 
of aircraft colliding in midair. As such, 
in crafting this proposed rnle, the FAA 
sought a standard under which the 
small UAS operator would have the 
ability to see and avoid other aircraft 
similar to that of a manned-aircraft 
pilot. 

The FAA considered proposing that a 
UAS operator be permitted to exercise 
his or her see-and-avoid responsibilities 
through technological means, such as 
onboard cameras. We recognize that 
technology is developing that could 
provide an acceptable substitute for 
direct human vision in UAS operations. 
FAA does not, h owever, believe this 
technology bas matured to the extent 
that would allow it to be used safely in 

small UAS operations in lieu of visual 
line of sight. The FAA has not identified 
an acceptable technological substitute 
for the safety protections provided by 
direct human vision in small UAS 
operations at this time. For these 
reasons and consistent with the 
statutory direction provided for in 
section 333,  the FAA proposes to 
require, in §§ 107.31 and 1 07.37(a)( 1 ) ,  
that the operator (and visual observer, if 
used) must be capable of maintaining a 
visual line of sight of the small 
unmanned aircraft throughout that 
aircraft's entire flight with human vision 
that is unaided by any device other than 
spectacles or contact lenses. 

If a visual observer is not used, the 
operator must exercise this capability 
and maintain watch over the small 
unmanned aircraft during flight. 
However, if an operation is augmented 
by at least one visual observer, then the 
visual observer can be used to satisfy 
the visual-line-of-sight requirements, as 
long as the operator always remains 
situated such that he or she can exercise 
visual-line-of-sight capability. 

The FAA notes that this proposed 
requirement does not require the person 
maintaining visual line of sight to 
constantly watch the unmanned aircraft 
for every single second of that aircraft's 
flight. The FAA understands and 
accepts that this person may lose sight 
of the unmanned aircraft for brief 
moments of the operation. This may be 
necessary either because the small UAS 
momentarily travels behind an 
obstruction or to allow the person 
maintaining visual line of sight to 
perform actions such as scanning the 
airspace or briefly looking down at the 
small UAS control station. The visual­
line-of-sight requirement of this 
proposed rule would allow the person 
maintaining visual line of sight brief 
moments in which he or she cannot 
directly see the small unmanned aircraft 
provided that the person is able to see 
the surrounding operational area 
sufficiently well to carry out bis or her 
visual-line-of-sight-related 
responsibilities. Anything more than 
brief moments during which the person 
maintaining visual line of sight is 
unable to see the small unmanned 
aircraft would be prohibited under this 
proposed rule. 

To ensure that the operator's vision 
(and that of a visual observer, if used) 
of the small unmanned aircraft is 
sufficient to see and avoid other aircraft 
in the NAS, the proposed rnle would 
require that the operator's or visual 
observer's vision of the small unmanned 
aircraft must be sufficient to allow him 
or her to: ( 1 )  Know the small unmanned 
aircraft's location; (2) determine the 

small unmanned aircraft's attitude, 
altitude, and direction; (3) observe the 
airspace for other air traffic or hazards; 
and (4) determine that the small 
unmanned aircraft does not endanger 
the life or property of another. Because 
maintaining this type of awareness in 
real-time is a concentration-intensive 
activity, proposed § 107.35 would limit 
an operator or visual observer to 
operating no more than one small UAS 
at the same time.51 

Binoculars, onboard cameras , and 
other vision-enhancing devices (aside 
from spectacles or contact lenses) 
cannot be used to satisfy this proposed 
requirement because those devices 
restrict the user's peripheral field of 
vision. Since a pilot often uses 
peripheral vision to identify other 
aircraft in the NAS,52 a device that 
restricts peripheral vision hinders the 
user's ability to see other aircraft. 
However, the FAA recognizes that there 
are advantages to using vision­
enhancing devices, such as those used 
when utilizing camera video translnitted 
to a screen at the operator's station (also 
known as first person view) when 
conducting inspections of bridges or 
towers. This proposed rule is not 
intended to prohibit the use of those 
devices. Rather, the proposed visual­
line-of-sight requirement requires 
simply that at least one person involved 
in the operation, either the operator or 
a visual observer, must maintain an 
unenhanced visual line of s ight of the 
small unmanned aircraft. Anyone else 
involved in the operation may use a 
vision-enhancing device (including 
first-person view) so long as that device 
is not used to meet the proposed 
requirements of § §  107.31 and 107.37.  
The FAA invites comments on this 
proposed visual-line-of-sight 
requirement. The FAA also invites 
suggestions, with supporting 
documentation, for other ways in which 
a first-person-view device could be used 
by the operator without compromising 
the risk lnitigation provided by the 
proposed visual-line-of-sight 
requirement. The FAA also invites 
comments on whether it should permit 
operations beyond visual line of sight in 
its final rule, for example through 
deviation authority, once the pertinent 
technology matures to the extent that it 

5 1  The use of a visual observer would not be 
sufficient to allow an operator to operate more than 

one small UAS because the operator would still 

need to maintain sufficient concentration to react to 
the information provided to him or her by the 
visual observer. 

52 Pilot Safety brochure: "Pilot Vision." http:// 
www.faa.gov/pilots/safetylpilotsafetybrochuresl 
medialpilot_visian.pdf A copy of this document is 
also available in the docket for this rulemaking. 
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can be used to safely operate beyond 
visual line of sight. If so, what level of 
validation should the technology be 
subject to in order lo demonstrate 
reliability? For example, should the 
FAA use its existing certification or 
validation methodologies to evaluate 
UAS technology? 

ii. AdditionaJ Visibility Requirements 

To further ensure that a small UAS 
operator/visual observer can see and 
avoid other aircraft, the FAA proposes 
(1 )  lo limit the operation of small UAS 
to daylight-only operations, and (2) to 
impose weather-minimum visibility 
requirements 

First, the FAA proposes, in § 107 .29, 
to prohibit the operation of a small UAS 
outside the hours of official sunrise and 
sunset. The Federal Air Almanac 
provides tables which are used to 
determine sunrise and sunset at various 
latitudes. The FAA considered 
proposing to allow small UAS 
operations outside the hours of official 
sunrise and sunset, recognizing that this 
would integrate a greater quantity of 
smalJ UAS operations into the NAS. 
However, the FAA has decided to 
propose limiting small UAS use to 
daylight-only operations due to the 
relatively small size of the small 
unmanned aircraft and the difficulty in 
being able to see it in darker 
environments to avoid other airspace 
users. The FAA also notes that most 
small unmanned aircraft flights under 
this proposed rule would take place at 
low altitudes, and flying at night would 
limit the small UAS operator's ability to 
see people on the ground and take 
precautions to ensure that the small 
unmanned aircraft does not pose a 
hazard to those people. Moreover, 
aJlowing smaJl UAS operations outside 
of daylight hours would require 
equipage specifications (such as a 
lighting system emitting a certain 
minimum amount of light) and 
airworthiness certification requirements 
that are contrary to the F AA's goaJ of a 
minimally burdensome rule for small 
unmanned aircraft. The FAA aJso notes 
that, for manned aircraft operations, the 
regulations provide for very specific 
lighting systems necessary to safely 
operate in the NAS. Those regulations 
require, among other things: ( 1 )  Lighting 
system angles; (2 )  lighting system 
intensity; (3) lighting system color and 
position; (4) lighting system installation; 
and (5) lighting system configuration.53 
This level of regulation and 
airworthiness certification would be 
beyond the level of a minimally 
burdensome rule encompassing low-risk 

53 See 14 CFRs 23. 1 38 1  through 23.1401 . 

operation that is contemplated by 
section 333 of Public Law 1 12-95. 

The FAA realizes the proposed 
daylight-only operations requirement 
may affect the ability to use small 
unmanned aircraft in more northern 
latitudes (specifically Alaska), and is 
willing to consider any reasonable 
mitigation which would ensure that an 
equivalent level of safety is maintained 
while operating in low-light areas. The 
FAA welcomes public comments with 
suggestions on how to effectively 
mitigate the risk of operations of small 
unmanned aircraft during low-light or 
nighttime operations. 

In addition, to ensure that small UAS 
operators and visual observers have the 
ability to see and avoid other aircraft, 
the FAA is proposing to require, in 
§ 107.51 (c).  a minimum flight visibility 
of 3 statute miles (5 kilometers) from the 
control station for small UAS 
operations. A visibility of 3 statute miles 
currently is required for aircraft 
operations in controlled airspace.54 The 
FAA aJso requires a 3-mile visibility in 
the context of other unmanned aircraft 
operations (moored balloons and 
kites) .55 The reason for the increased 
visibility requirement is to provide the 
small UAS operator with additionaJ 
time after seeing a manned aircraft to 
maneuver and avoid an accident or 
incident with the manned aircraft. 

In addition, the FAA is proposing lo 
require, in § 107.51 (d), that the small 
unmanned aircraft must be no less than: 
( 1 )  500 feet ( 1 50 meters) below clouds; 
and (2) 2,000 feet (600 meters) 
horizontal from clouds. This is similar 
to the requirements imposed by 14 CFR 
91 .155 on aircraft operating in 
controlled airspace under visual flight 
rules. The FAA proposes to impose 
these cloud-clearance requirements on 
small UAS operations because, as 
mentioned previously, small UAS 
operators do not have the same see-and­
avoid capability as manned-aircraft 
pilots. 

iii. Yielding Right of Way 

Now that we have discussed bow a 
small UAS operator sees other users of 
the NAS, we turn to how that operator 
avoids those users. In aviation, this is 
accomplished through right-of-way 
rules, which pilots are required to 
follow when encountering other aircraft. 
These rules specify how pilots should 
respond to other NAS users based on 
the types of aircraft or the operationaJ 
scenario. 

The operation of small UAS presents 
challenges to the application of the 

•• see 14 CFR 91.1 1 5. 
ss 1 4 CFR 1 0 1 . 1 3(a)(3). 

traditional right-of-way rules. The 
smaller visuaJ profile of the small 
unmanned aircraft makes it difficult for 
manned pilots to see and, therefore, 
avoid the unmanned aircraft. This risk 
is further compounded by the difference 
in speed between manned aircraft and 
the often slower small unmanned 
aircraft. Because of these challenges, the 
FAA proposes to require, in 
§ 107.37(a)(2), that the small UAS 
operator must always be the one to 
initiate an avoidance maneuver to avoid 
collision with any other user of the 
NAS. Optimally, the small UAS 
operator should give right-of-way to all 
manned aircraft in such a manner that 
the manned aircraft is never presented 
with a see-and-avoid decision or the 
impression that it must maneuver to 
avoid the small UAS. 

When a small UAS operator 
encounters another unmanned aircraft, 
each operator must exercise his or her 
discretion to avoid a collision between 
the aircraft. In extreme situations where 
collision is imminent, the small UAS 
operator must always consider the 
safety of people, first and foremost, over 
the value of any equipment, even if it 
means the loss of the unmanned aircraft. 
To further mitigate the risk of a mid-air 
collision, the FAA also proposes to 
codify, in § 107.37(b), the existing 
requirement in 14 CFR 91 . 1 1 1 (a), which 
prohibits a person from operating an 
aircraft so close to another aircraft as to 
create a collision hazard . 

4. Containment and Loss of Positive 
Control 

As discussed above, one of the issues 
unique to UAS operations is the 
possibility that during flight, the UAS 
operator may become unable to directly 
control the unmanned aircraft due to a 
failure of the control link between the 
aircraft and the operator's control 
station. This failure is known as a loss 
of positive control. Because the UAS 
operator's direct connection to the 
aircraft is funneled through the control 
link, a failure of the control link could 
have significant adverse results. 

To address this issue, the FAA 
proposes a performance-based operator­
responsibility standard built around the 
concept of a confined area of operation. 
Confining the flight of a small 
unmanned aircraft to a limited area 
would allow the operator to become 
familiar with the area of operation and 
to create contingency plans for using the 
environment in that area to mitigate the 
risk associated with possible loss of 
positive control. For example, the 
operator could mitigate loss-of-control 
risk to people on the ground by setting 
up a perimeter and excluding people 

i+8 I� 1--1 � 
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not involved with the operation from 
the operational area. The operator could 
also mitigate risk to other aircraft by 
notifying the local air traffic control of 
the small UAS operation and the 
location of the confined area in which 
that operation will take place. As a 
result of risk-mitigation options that are 
available t o  the operator in a confined 
area of operation, the FAA proposes to 
mitigate the risk associated with loss of 
aircraft control by confining small 
unmanned aircraft to a limited area of 
operation. 

As an alternative method of 
addressing this issue, the FAA 
considered technological approaches 
such as requiring a flight termination 
system that would automatically 
terminate the flight of the small 
unmanned aircraft if the operator lost 
positive control of that aircraft. 
However, as previously discussed, due 
to the size and weight of a small UAS, 
operations subject to this proposed rule 
would not pose the same level of risk as 
other operations regulated by the FAA. 
Since small UAS operations subject to 
this rule pose a lower level of risk, there 
are operational alternatives available to 
mitigate their risk to an acceptable level 
without imposing an FAA requirement 
for technological equipage and 
airworthiness certification 
requirements. Therefore, this proposed 
rule would not mandate the use of a 
flight termination system nor would this 
proposed rule mandate the equipage of 
any other navigational aid technology. 
Instead, the FAA invites comments on 
whether a flight termination system or 
other technological equipage should be 
required and how it would be integrated 
into the aircraft for small UAS that 
would be subject to this proposed rule. 
The FAA also invites comments, with 
supporting documentation, as to the 
costs and benefits of requiring a flight 
termination system or other 
technological equipage. 

i. Confined Area of Operation 
Boundaries 

The FAA notes that the proposed 
visual-line-of-sight requirement in 
§ 1 07.31 would create a natural 
horizontal boundary on the area of 
operation. Due to the distance 
limitations of human vision, the 
operator or visual observer would be 
unable to maintain visual line of sight 
of the small unmanned aircraft 
sufficient to satisfy proposed § 1 07.31 if 
the aircraft travels too far away from 
them. Accordingly, the proposed visual­
line-of-sight requirement in proposed 
§ 1 07 . 3 1  would effectively confine the 
horizontal area o f  operation to a circle 
around the person maintaining visual 

contact with the aircraft with the radius 
of that circle being limited to the 
farthest distance at which the person 
can see the aircraft sufficiently to 
maintain compliance with proposed 
§ 107. 3 1 .  

The FAA notes that there are two 
issues with defining the horizontal 
boundary of the area of operation in this 
manner. First, a small UAS operation 
could use multiple visual observers to 
expand the outer bounds of the 
horizontal circle created by the visual­
line-of-sight requirement. To address 
this issue, the FAA proposes to require, 
in § 1 07.33(c),  that if an operation uses 
a visual observer, the small unmanned 
aircraft must remain close enough to the 
operator at all times during flight for the 
operator to be capable of seeing the 
aircraft with vision unaided by any 
device other than corrective lenses. This 
approach would prevent the use of 
visual observers to expand the 
horizontal outer bounds of the confined 
area of operation. This approach would 
also create a safety-beneficial 
redundancy in that, while the operator 
is not required to look at the small 
unmanned aircraft in an operation that 
uses a visual observer, should 
something go wrong, the operator would 
be able to look up and see for him- or 
herself what is happening with the 
aircraft. 

As an alternative method of 
addressing this issue, the FAA 
considered imposing a numerical limit 
on how far away a small unmanned 
aircraft can be from the operator. The 
FAA ultimately decided not to propose 
this approach, as it currently lacks 
sufficient data to designate a specific 
numerical limit. However, the FAA 
invites comments on whether the 
horizontal boundary of the contained 
area of operation should be defined 
through a numerical limit. If the 
boundary is defined through a 
numerical limit, what should that limit 
be? 

The second way that the horizontal 
boundary of the confined operational 
area could be expanded is by stationing 
the operator on a moving vehicle or 
aircraft. If the operator is stationed on a 
moving vehicle, then the horizontal 
area-of-operation boundary tied to the 
operator's line of sight would move with 
the operator, thus increasing the size of 
the small unmanned aircraft's area of 
operation. To prevent this scenario, the 
FAA proposes, in § 1 07.25, consistent 
with the ARC recommendations,56 to 
prohibit the operation of a small UAS 
from a moving aircraft or land-borne 
vehicle. However, proposed § 1 07.25 

so ARC report and recommendations, Sec. 6.11 

would make an exception for water­
borne vehicles. This is because there are 
far less people and property located 
over water than on land. Consequently, 
a loss of positive control that occurs 
over water would have a significantly 
smaller chance of injuring a person or 
damaging property than a loss of 
positive control that occurs over land. 
Allowing use of a small UAS from a 
water-borne vehicle would also increase 
the societal benefits of this proposed 
rule without sacrificing safety by 
incorporating small UAS operations 
such as bridge inspections and wildlife 
nesting area evaluations into the NAS. 

The FAA is considering alternatives 
for regulation of the operation of small 
UAS from moving land vehicles, while 
protecting safety. It invites comments, 
with supporting documentation, on 
whether small UAS operations should 
be permitted from moving land-based 
vehicles, and invites comment on a 
regulatory framework for such 
operations. The FAA specifically invites 
COillillents as to whether distinctions 
could be drawn between different types 
of land-based vehicles or operating 
environments such that certain 
operations from moving land-based 
vehicles could be conducted safely. The 
FAA also invites comments on whether 
deviation authority should be included 
in the final rule to accommodate these 
types of operations. 

Next, we turn to the vertical boundary 
of the confined area of operation. With 
regard to the vertical boundary, the FAA 
proposes, in § 107.51 (b), to set an 
altitude ceiling of 500 feet above ground 
level (AGL) for small UAS operations 
that would be subject to iliis proposed 
rule. The FAA chose to propose 500 feet 
as the vertical area-of-operation 
boundary because most manned aircraft 
operations take place above 500 feet. 
Specifically, most manned aircraft 
operations conducted over uncongested 
areas must be flown at an altitude above 
500 feet AGL, while most manned 
aircraft operations conducted over 
congested areas must be flown at an 
even higher altitude.57 Thus, a 500-foot 
altitude ceiling for small UAS 
operations would create a buffer 
between a small unmanned aircraft and 
most manned aircraft flying in the NAS. 

The FAA notes that while most 
manned aircraft operations fly above the 
500-foot ceiling proposed in this rule, 
there are some manned-aircraft 
operations that could fly below iliis 
altitude. For example, aerial applicators, 
helicopter air ambulance services, and 
military operations conducted on 
military training routes often fly at an 

57 See 14 CFR 91.119(b) and (c). If 8 ( '3 i$ 
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altitude below 500 feet. However, even 
though some manned aircraft operations 
take place at an altitude below 500 feet, 
there is significantly less air traffic at or 
below 500 feet than there is above 500 
feet altitude. As a result of this 
difference in air-traffic density, the FAA 
has determined that small UAS 
operations would not pose a significant 
risk to manned aircraft operations taking 
place below 500 feet altitude if proper 
precautions are taken by the small UAS 
operator. 

The FAA also considered whether the 
vertical boundary should be set at a 
higher level. However, because most 
manned-aircraft operations transit the 
airspace above the 500-foot level, UAS 
operations at that altitude would likely 
require greater levels of operator 
training, aircraft equipage, and some 
type of aircraft certification in order to 
avoid endangering other users of the 
NAS. Since these provisions would be 
contrary to the goal of this rulemaking, 
which is to regulate the lowest-risk 
small UAS operations while imposing a 
minimal regulatory burden on those 
operations, this proposed rule would 
not allow small UAS to travel higher 
than 500 feet AGL. The FAA invites 
comments, with supporting 
documentation, on whether this 
proposed 500-foot ceiling should be 
raised or lowered. 

ii. Mitigating Loss-of-Positive-Control 
Risk 

Now that we have defined the 
confined area of operation, we turn to 
the question of how loss-of-positive­
control risk can be mitigated within that 
area of operation. The FAA notes that 
there is significant diversity in both the 
types of small UAS that are available 
and the types of operations that those 
small UAS can be used in. Accordingly, 
small UAS operators need significant 
flexibility to mitigate hazards posed by 
their individual small UAS operation, as 
a m itigation method that works well for 
one type of small UAS used in one type 
of operation may not work as well in 
another operation that uses another type 
of small UAS. For example, in a loss-of­
positive-control situation, a rotorcraft 
that loses operator inputs or power to its 
control systems would tend to descend 
straight down or at a slight angle while 
a fixed wing aircraft would glide for a 
greater distance before landing. Since 
the loss-of-positive-control risk posed 
by different types of small unmanned 
aircraft in various operations is 
different, the FAA proposes to create a 
performance-based standard under 
which, subject to certain broadly­
applicable constraints, small UAS 
operators would have the flexibility to 

create operational and aircraft-specific 
loss-of-control mitigation measures. 

The broadly applicable constraints 
that the FAA proposes to impose on a 
small UAS operator's risk-mitigation 
decisions are as follows. First, the FAA 
proposes to require, in § 107.49(a)(3) ,  
that prior to flight, the operator must 
ensure that all links between the control 
station and the small unmanned aircraft 
are working properly. The operator can 
do this by verifying control inputs from 
the control station to the servo 
actuators 58 in the small unmanned 
aircraft. If the operator finds, during this 
preflight check, that a control link is not 
functioning properly, the operator 
would not commence flight until the 
problem with the control link is 
resolved. This proposed constraint 
would significantly mitigate the risk of 
a loss-of-positive-control scenario by 
reducing the possibility that small 
unmanned aircraft flight commences 
with a malfunctioning control link. 

Second, the FAA proposes to impose 
a speed limit of 87 knots (100 miles per 
hour) on small unmanned aircraft 
calibrated airspeed at full power in level 
flight. This is because, if there is a loss 
of positive control , an aircraft traveling 
at a high speed poses a higher risk to 
persons, property, and other aircraft 
than an aircraft traveling at a lower 
speed. A speed limit would also have 
safety benefits outside of a loss-of­
positive-control scenario because a 
small unmanned aircraft traveling al a 
lower speed is generally easier to 
control than a higher-speed aircraft. 

In determining the specific speed 
limit, the FAA decided to propose 87 
knots (100 mph) as the limit. This 
proposed speed limit is based on the 
ARC recommendation of a 1 00 mph 
speed limit for small UAS operations. 
The ARC determined that "aircraft 
flying faster than 1 00 mph are 
considered a high performance aircraft" 
that "are perceived as having greater 
risks." 59 Accordingly, the FAA 
proposes to limit the speed of small 
unmanned aircraft to 87 knots (100 
mph). The FAA invites comments on 
whether this speed limit should be 
raised or lowered or whether a speed 
limit is necessary. 

Third, the FAA proposes, in § 1 07.39, 
to prohibit the operation of a small 
unmanned aircraft over a person who is 
not directly participating in the 
operation of that small unmanned 
aircraft. One of the possible 

ss A "servo actuator" is generally defined as a 
device used lo provide a wide range of remote 
movement based on signals from the system on 
which it is used. 

•• ARC Report, p. 20, section 6.12.  

consequences of loss-of-positive-control 
is that the aircraft will immediately 
crash into the ground upon loss of 
control inputs from the operator. 
Because a loss of positive control can 
happen at any moment, the FAA's 
proposed prohibition on operating small 
unmanned aircraft over most persons 
will minimize the risk that a person is 
standing under a small unmanned 
aircraft if that aircraft terminates flight 
and returns to the surface. This 
prohibition would not apply to persons 
inside or underneath a covered structure 
that would protect the person from a 
falling small unmanned aircraft. 

The FAA's proposed prohibition on 
operating over people would provide an 
exception for persons directly 
participating in the operation of the 
small unmanned aircraft. The FAA 
considered prohibiting the operation of 
a small unmanned aircraft over any 
person, but rejected this approach as 
unduly burdensome because the 
operator or visual observer may, at some 
points of the operation, need to stand 
under the small unmanned aircraft in 
order to maintain visual line of sight 
and/or comply with other provisions of 
this proposed rule. As an alternative to 
prohibiting these persons from standing 
under the small unmanned aircraft, the 
FAA proposes, in § 107 .49(a)(2),  that 
prior to flight, the operator must ensure 
that all persons directly involved in the 
small unmanned aircraft operation 
receive a briefing that includes 
operating conditions, emergency 
procedures, contingency procedures, 
roles and responsibilities, and potential 
hazards. A person is directly involved 
in the operation when his or her 
involvement is necessary for the safe 
operation of the small unmanned 
aircraft. By receiving a pre-flight 
briefing on the details of the operation 
and the hazards involved, the persons 
involved in the operation would be 
made aware of the small unmanned 
aircraft's location at all times and would 
be able to avoid the flight path of the 
small unmanned aircraft if the operator 
were to lose control or the aircraft were 
to experience a mechanical failure. 

Within these constraints, the FAA 
proposes the following performance­
based standards for mitigating loss-of­
positive-control risk. First, the FAA 
proposes, in § 107.49(a) (1 ) ,  that, prior lo 
flight, the operator must become 
familiar with the confined area of 
operation by assessing the operating 
environment and assessing risks to 
persons and property in the immediate 
vicinity both on the surface and in the 
air. As part of this preflight assessment, 
the operator would need to consider 
conditions that could pose a hazard to 
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the operation of the small UAS as well 
as conditions in which the operation of 
the small UAS could pose a hazard to 
other aircraft or persons or property on 
the ground. Accordingly, the FAA 
proposes to require that the preflight 
assessment include the consideration of: 
( 1 )  Local weather conditions; (2) local 
airspace and any flight restrictions; (3) 
the location of persons and property on 
the ground; and (4) any other ground 
hazards. 

Second, the FAA proposes that, after 
becoming familiar with the confined 
area of operation and conducting a 
preflight assessment, the operator be 
required , by § 107.1 9(b), to ensure that 
the small unmanned aircraft will pose 
no undue hazard to other aircraft , 
people, or property in the event of a loss 
of control of the aircraft for any reason. 
This proposed requirement would 
provide the operator with significant 
flexibility to choose how to mitigate the 
hazards associated with loss of aircraft 
control. For example, in addition to the 
examples mentioned previously, if the 
operation takes place in a residential 
area, the operator could ask everyone in 
the area of operation to remain inside 
their homes while the operation is 
conducted. 60 If the operation takes place 
in an area where other air traffic could 
pose a hazard, the operator would 
advise local air traffic control as to the 
location of his or her area of operation 
and add extra visual observers to the 
operation so that they can notify the 
operator if other aircraft are approaching 
the area of operation. 

The above are just some examples of 
mitigation strategies that could be 
employed by the operator to ensure that 
the small unmanned aircraft will pose 
no hazard to other aircraft, people or 
property in the event of lost positive 
control. These examples are not 
intended to provide an exhaustive list, 
as there are different ways to mitigate 
loss of positive control . The proposed 
requirement in § 107.19(b) would 
provide the operator with the flexibility 
to choose which mitigation method is 
appropriate for his/her specific 
operation to ensure any hazards posed 
by loss of positive aircraft control are 
sufficiently mitigated. The FAA also 
anticipates creating guidance that 
provides additional examples of how 
operators can mitigate loss of positive 
control in small UAS operations. 
However, the FAA emphasizes that no 
matter what mitigation option(s) the 

00 The FAA notes that this proposed requirement 
would not require people not involved with the 
operation to comply with the operator's warnings. 
The operator would simply be unable to commence 
the operation until the pertinent area has been 
made safe for operation. 

operator employs under this proposed 
rule, the operator must strive to always 
maintain positive control of the small 
unmanned aircraft. The operator would 
be in violation of proposed § 107.1 9(b) 
if he or she intentionally operates the 
small unmanned aircraft in a location 
where he or she will not have positive 
control over that aircraft. 

5. Limitations on Operations in Certain 
Airspace 

This proposed rule would place 
limitations small UAS operations in 
three areas related to airspace: ( 1 )  
Controlled airspace (airspace other than 
Class G); (2) prohibited or restricted 
airspace; and (3) airspace where 
aviation activity is limited by a Notice 
to Airmen (NOTAM). The FAA is 
proposing these requirements to reduce 
the threat to other users of the NAS in 
busy airspace or where most or all 
aviation activities would otherwise be 
limited. 

i.  Controlled Airspace 

The FAA is seeking to limit the 
exposure of the small unmanned aircraft 
to other users of the NAS to minimize 
the risk of collision, which can occur 
both during controlled flight of the UAS 
or if the operator loses positive control 
of the small unmanned aircraft. This 
proposed rule would prohibit small 
unmanned aircraft operations in Class A 
airspace. Class A airspace starts at 
1 8 ,000 feet mean sea level and extends 
up to 60,000 feet (Flight Level 600). As 
discussed above, this rule would 
prohibit small UAS operations above 
500 feet AGL and outside of visual line 
of sight. Operations in Class A airspace 
would be inconsistent with that 
requirement, and therefore this 
proposed rule would prohibit 
operations in Class A airspace. 

Small UAS operations would also be 
prohibited in Class B, Class C, Class D, 
and within the lateral boundaries of the 
surface area of Class E airspace 
designated for an airport without prior 
authorization from the ATC facility 
having jurisdiction over the airspace. 
The FAA factors information such as 
traffic density, the nature of operations, 
and the level of safety required when 
determining whether to designate 
controlled airspace.61 Pilots must have 
an A TC clearance to enter certain 
controlled airspace. In other words, the 
FAA requires ATC to have knowledge of 
aviation operations in the airspace due 
to the greater amount of activity in that 
area compared to uncontrolled airspace. 

61 See FAA Aeronautical Information Manual, 
Para. 3-1-1. 

The FAA believes that restricting use 
of controlled airspace to approved 
operations would reduce the risk of 
interference with other aircraft 
activities. Interference could occur for 
many reasons, including the location of 
the proposed small UAS operation in 
the airspace, or how the small 
unmanned aircraft would behave if 
there is a loss of positive control. These 
limitations would also be consistent 
with the general requirement for aircraft 
operating in controlled airspace to have 
ATC approval prior to entering the 
airspace. Therefore, the FAA proposes 
that small UAS receive approval from 
the ATC facility with jurisdiction over 
the airspace in which the operator 
would like to conduct operations. That 
A TC facility would have the best 
understanding of local airspace, its 
usage, and traffic patterns and would be 
in the best position to ascertain whether 
the proposed small UAS operation 
would pose a hazard to other users or 
the efficiency of the airspace, and 
procedures to implement to mitigate 
hazards. This proposed rule would not 
establish equipment requirements for 
small UAS operating in controlled 
airspace as the FAA does for other users 
of controlled airspace. Rather, the FAA 
believes that local ATC approval would 
provide a safer and more efficient 
operating environment at less cost to the 
operator. 

The FAA notes that normal aircraft 
operations inside controlled airspace in 
the vicinity of an airport require prior 
authorization from ATC. Per part 9 1 ,  
A TC currently requires two-way radio 
communication for departures, through 
flights ,  arrivals, and operations inside 
the airspace. The FAA understands that 
not all small UAS will he able to comply 
with the provisions of part 9 1 ,  and that 
is why this proposed rule would not 
require strict compliance with part 9 1 .  
However, because the air-traffic 
provisions of part 91 are intended to 
ensure safe operation in the NAS, a 
small UAS operator that intends to 
operate in controlled airspace must 
ensure that the proposed operations are 
planned and conducted in the safest 
manner possible. The small UAS 
operator can do this by working closely 
with the ATC facility that controls the 
airspace. 

The ATC facility has the authority to 
approve or deny aircraft operations 
based on traffic density, controller 
workload, communication issues, or any 
other type of operations that could 
potentially impact the safe and 
expeditious flow of air traffic in that 
airspace. The more that a small UAS is 
able to show that it would satisfy the 
provisions of part 91 and comply with 
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the local operating procedures, the 
easier the access to the airspace would 
be. These items should be outlined in a 
prior agreement with the ATC facility to 
identify shortfalls and establish 
operating procedures for small UAS to 
integrate into the existing air traffic 
operation. This agreement would ensure 
all parties involved are aware of 
limitations and special interest items 
and would enable the safe flow of 
aircraft operations in that airspace. The 
FAA seeks comments related to part 91 
compliance issues small UAS operators 
may encounter. 

i i .  Prohibited or Restricted Areas 

The proposed rule would prohibit 
small UAS operations in prohibited and 
restricted areas without permission from 
the using or controlling agency as 
applicable. Prohibited and restricted 
areas are designated in 14 CFR part 73.  
Prohibited areas are established when 
necessary to prohibit flight over an area 
on the surface in the interest of national 
security or welfare. No person may 
operate an aircraft without pennission 
of the using agency in a prohibited 
area. 62 Restricted areas are areas 
established when determined necessary 
to confine or segregate activities 
considered hazardous to non­
participating aircraft. Although aircraft 
flight is not wholly prohibited in these 
areas, it is subject to restriction.63 The 
proposed provision concerning 
prohibited and restricted areas would be 
similar to the part 91 restriction on 
operations in these areas.64 

iii .  Areas Designated by Notice to 
Airmen 

This proposed rule would also 
prohibit operation of small UAS in 
airspace restricted by NOT AMs unless 
authorized by A TC or a certificate of 
waiver or authorization. This would 
include NOT AMs issued to designate a 
temporary flight restriction (TFR). 
NOT AMs contain time-critical 
aeronautical information that is either 
temporary in nature, or not sufficiently 
known in advance to permit publication 
on aeronautical charts or other 
publications.65 For example, NOTAMs 
may be used to limit or restrict aircraft 
operations during emergency situations 
or presidential or VIP movements. They 
may also be used to limit aircraft 
operations in the vicinity of aerial 
demonstrations or sporting events. 

•2 See 14 CFR 1 . 1 .  
03  See id. 
""' See 1 4  CFR 91 .133. 
•• See FAA Aeronautical Information Manual , 

para. 5-1-3. 

NOT AMs are available to the public on 
the FAA's Web site.66 

Like other users of the airspace, small 
UAS operators would be required to 
review and comply with NOTAMs. As 
with other airspace restrictions in this 
rule, an operator could seek 
authorization from ATC or through a 
certificate of waiver or authorization to 
conduct operations in otherwise 
restricted airspace. The FAA believes 
that this process would permit an 
assessment of the operation in relation 
to the airspace restriction to determine 
whether the operation can be safely 
conducted. 

6. Airworthiness, Inspection, 
Maintenance, and Airworthiness 
Directives 

i. Inspections and Maintenance 

As discussed in section ill.J.3 of this 
preamble, pursuant to section 333(b)(2) 
of Public Law 1 1 2-95, we have 
determined that a small UAS should not 
be required to obtain airworthiness 
certification if satisfying the provisions 
of this proposal. However, without an 
airworthiness certification process, the 
FAA still needs to ensure that a small 
UAS is in a condition for safe operation. 
In considering how to address this 
issue, the FAA notes that the current 
regulations applicable to manned civil 
ai.rcraft generally require an annual 
aircraft inspection every 12 months.67 
The inspection and any maintenance 
that might be necessary as a result of the 
inspection currently are governed by the 
provisions of 14 CFR part 43. Part 43 
requires that the inspection examine 
every component of the aircraft in detail 
to determine whether any hazardous 
characteristics are present that would 
render the aircraft unairworthy. 68 If the 
inspection reveals any hazardous 
characteristics that would render the 
aircraft unairworthy, then maintenance, 
conducted pursuant to the regulations of 
part 43, must be performed in order to 
return the aircraft to an airworthy 
condition. 

In addressing the issue of 
airworthiness for small UAS, the FAA 

66 See, e.g .. https://www.notams.faa.gov/ 
dinsQueryWeb/ and http:llwww.faa.gov/pilots/flt_ 
plan/notams/. 

67 See 14 CFR 91 .609. Different components of the 
aircraft are also currently subject to additional 
component-specific inspection schedules. For 
example, in addition to the above general 
inspection requirements, altimeter instruments on 
airplanes and helicopters operating in controlled 
airspace under instrument flight rules must be 
inspected every 24 months. See 14 CFR 
91.41 1(a)(l). 

•• See 14  CFR part 43, Appendix D Oisting aircraft 
components that must be inspected and the 
hazardous characteristics that the inspection should 
loolc for). 

considered several approaches, 
including requiring small UAS 
operators to comply with the existing 
inspection and maintenance 
requirements of this chapter. The FAA 
also considered requiring a separate 
permit to operate (PTO) in addition to 
aircraft registration and airman 
certification. A PTO would have 
included airworthiness certification 
requirements that would have required 
an applicant to: 

• Describe the entire small UAS, 
including airframe, control station, and 
communications link; 

• Comply with a set of unvalidated 
consensus standards; 

• Test the design features required by 
the unvalidated consensus standards 
and determine that the UAS satisfies 
those standards; 

• Inspect the aircraft for compliance 
with the manufacturer's requirements; 

• Determine whether the aircraft has 
been manufactured in compliance with 
unvalidated production acceptance and 
quality assurance consensus standards 
acceptable to the FAA; 

• Complete ground and flight testing 
of required UAS components and 
determine whether they demonstrated 
acceptable performance and safe 
operation. 

• Create a process for addressing 
unsafe conditions in the aircraft; and 

• Create a monitoring program to 
identify and correct safety-of-flight 
issues. 

After further consideration, the FAA 
decided that neither of these approaches 
is proportionate to the risk posed by 
small UAS. FAA noted that, as 
mentioned previously, due to their light 
weight, small unmanned aircraft 
generally pose a significantly lower risk 
to people and property on the ground 
than manned aircraft. This relatively 
low risk is mitigated even further by the 
see-and-avoid and loss-of-positive­
control provisions of this proposed rule, 
which are discussed above. 
Accordingly, based on existing 
information, the FAA believes that 
requiring small UAS operators to 
conduct inspection and maintenance of 
the small UAS pursuant to the existing 
regulations of part 43 ,  or to obtain a 
PTO, would not result in s ignificant 
safety benefits. As a result, this 
proposed rule would not require small 
UAS compliance with part 43 or the 
application for, or issuance of, a PTO. 

Instead, this proposed ru.le would 
require, in § 107.21(b),  that prior to each 
flight, the operator must inspect the 
small UAS to ensure that it is in a 
condition for safe operation. The 
operator could do this by, for example, 
performing a manufacturer-
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PROPOSED AMENDMENTS TO HCa) 
(Sen. Hogue) \ C/ 

SECTION 7 .Section 29-01-20 of the North Dakota Century Code is amended and 

reenacted as follows: 

29-01-20. Stolen property held by peace officer. 

Except for consumer goods as defined in section 44-09-02(1 )(y), when property alleged 

to have been stolen or embezzled comes into the custody of a peace officer, the peace officer 

shall hold it subject to the order of the magistrate authorized by section 29-01 -21 to direct the 

disposal thereof . 
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Page 2, line 2, after "warrant" insert "unless the information was obtained u r the 
circumstances described in subdivision a or b of subsection 1 or was obtained through 
the monitoring of public lands or international borders." 

Page 3, line 27, after "the" insert "lawful" 

Page 3, line 27, after "rights" insert". unless the surveillance is otherwise allowed under this 
chapter" 

Page 3, line 27, remove "A state agency may not authorize" 

Page 3, remove lines 28 through 30 

Renumber accordingly 
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