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Explanation or reason for introduction of bill/resolution:

Autonomous vehicle data ownership.

Minutes: Attachment 1, 2, 3

Vice Chairman Sukut: Opens the hearing of HB 1394.

Chairman Keiser~District 47 from Bismarck: Introduces HB 1394. | attend a conference
KGBM & listened to testimony of autonomous vehicles. States need to figure out who owns
the data collected that is happening with autonomous vehicle. This would have an effect on
the insurance industry. We want to protect our customers. \Who will own the information?

Attachment 1~hands out an amendment. This amendment gives the authority in advance.
| think it's important to catch up.
8:40

Rep Becker: My concern is with the consent of the owner; | could see if the dealer could
have a check to give consent as part of the process of being to own an autonomous vehicle.
That negates the entire bill, do you see that as a concern.

Chairman Keiser: With this legislation, we are preventing that. We could say with informed
consent that you have the option not to do it. | think the intent is clear in the bill & is it's
designed to avoid very thing, if we need to strengthen, I'm totally ok with that.

Rep Kasper: We had a bill in a past session that dealt with personal, confidential financial
information that was run through House & Senate & was passed with a referral. The people
of ND by 76% said that we do not want our confidential information shared. The problem |
have with this bill is | don’t see any penalty to the manufacturer or organization that collects
the data, if they violate the terms of this bill. Is there a penalty elsewhere in statue of the
violation?

Chairman Keiser: I'm not certain, but we could put a penalty in if we wish to do so.
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Rep Kasper: Once the information is gathered, it's gone. I'm suspicious of personal data .
gathering by an outside entity. Do you have any concerns about that information could be
used and stored?

Chairman Keiser: Reality is, with the autonomous, that information has to be collected &
used to make it autonomous. Without that collections, there can’t be any corrections when
the vehicle is moving. If we are going to collect the data, the bill is trying to address the
collection of the data that's done with is what the bill is trying to address.

Rep Kasper: Do you see any need once the date is collected & analyzed by the collector to
keep that information for a long period of time, how do you see that?

Chairman Keiser: That is a two sided sword, we do want data collect to use for safety over
a long period of time. The question is what should we do at this period of time.

Rep C Johnson: There are all kinds of vehicles, do you see it affecting different types of
vehicles?

Chairman Keiser: The language is broad enough to cover that. If we need to expand it, |
see no problem with that.

Vice Chairman Sukut: Anyone here to testify in support, opposition? ‘

Leighton Yates~Manager: State Affairs: Attachment 2.

22:10

Rep Lefor: What about without consumer consent?

Yates: That information hasn’t even begun collected at the moment, but the question should
be now who owns the date but how to control the data. A lot of that information is zeros &
ones, it means nothing to us but it helps the mechanical pieces of the motor. It has no
information that would be applicable to any setting outside this vehicle’s function. There are
services like On Star, GPS or Emergency Services, you give consent by engaging them.
There is no information sharing that | know of that's consensual?

Rep Lefor: What is your position, should we wait & be reactive rather than be proactive?

Yates: You should wait.

Rep Kasper: Page 2, 2" paragraph, can you share some areas of undesirable data sharing
that could be detrimental to the individual owning the vehicle obtained?

Yates: This is more for a third party requesting data & not really clarifying what the data is. .

Rep Kasper: You are saying that the data, if used inappropriately could be used as a source
of substantial, additional revenue to be envy? If they sold it, is there consent or not?
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Yates: I'm sure there are some scenarios out there that a third party acting to that question.
you have. This is so new; we need more time to identify who controls it.

Rep Kasper: You mentioned the recognition you received for your privacy statements &
data, is that a written document you could share?

Yates: Yes, | can submit it to the committee but it's also our web site, autoalliance.org.
Rep Louser: When can we expect the industry to start selling fully automated vehicles?
Yates: The earliest to speak is 2021, but none of these are definitive.

Rep Boschee: In everyday, news breaches, ND citizens are very skeptical people, in the
absent of the law on the state level, how would you encourage us to give confidence to our
citizens that the information isn’t being shared beyond the appropriate people.

Yates: | would refer back to the privately principles. The auto industry, not just Auto Alliance,
the other members that we don’t have in our association, they are committed to the data to

be secured & aligned with our privacy principles.

Rep Boschee: Your organization has to makes sure data that shows up as consumer
confidence.

Yates: | will refer back to our privacy principles & there are top watchdog agencies watching.
Tom Kelsch~Representing General Motors: Attachment 3.

35:00

Chairman Keiser: If | follow your argument to the extreme, we should never pass legislation
because we are never in the final point. But the reality is that we do pass legislation & if
something should develop, we introduce an amendment to the law. Is your argument, we
should never pass legislation until we are to the final end of anything?

Kelsch: Certainly not. We need to know the level & definition of autonomous vehicle.

Rep Ruby: To address your one concern, it does mention in the bill on line 10, as a means
to eliminate the human operator, are you considering possible as someone actually driving
it, are you talking about a limited or complete function.

Kelsch: That is the question, we need to know the definition.

Chairman Keiser: On line 9-10, gives the definition of autonomous, anything that assists
the diver of the vehicle.

Rep Ruby: We have a lot of protections on personal information in the law now & it hasn’t
been a problem for the industry, I'm wondering why is this different?
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Kelsch: There are some protection there to balance the person’s information. We don'’t .
know where this information is going, so it's too early to deal with the autonomous portion of
information protection.

Rep Kasper: On line 7 of the bill, does GM agrees that the owner of the vehicle owns the
data of the vehicle or the owner of the data is really the manufacturer who put the data
gathering devices in the vehicle?

Kelsch: There is certainly some proprietary information in the systems that auto makers
would say that we own that proprietary information. As far as some other data, we don't
dispute that that the owner owns the data. All that broad definition of data, that that includes
proprietary information of GM’s, we wouldn’'t want that information released to other
automobile manufacturers.

Rep Kasper: I'm confused. Data or information would not occur until the driver takes some
action, that data gathering device is in there & to me, that’s proprietary. That’s not data, the
data when an event occurs. Again, are you concerned that you want GM’s to be able to own
& control that data once it begins to be gather. | agree, you should protect your trade secrets
on how you develop, but the data is another issue.

Kelsch: | would agree, the data, we are not talking about the data, we are talking about our
method of collecting & providing that information would be our trade secret.

Chairman Keiser: Anyone else here to testify in opposition, neutral on HB 1394.

Jennifer Clark~Attorney at Legislative Council: One of the questions is, what does a
motor vehicle mean. Title 39-01-01-46, there is a definition of motor vehicle. It's pretty broad
definition.

Chairman Keiser: Would a closed autonomous tractor qualify?

Clark: | do believe that it is arguable that it would.

Rep C Johnson: Could strike that language & use any vehicle?

Clark: You can define it any way you want & should be done in this section.

Chairman Keiser: Closes the hearing on HB 1394. Committee members, what are your
wishes.

Rep Becker: The question | have on whether we need to tighten up the content of the owner
that it should be the expressed written of the owner.

Chairman Keiser: Further discussion. .

Rep Boschee: Moves to adopt the language of the amendment.
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. Vice Chairman Sukut: Second.
Voice vote — Motion carried.
Rep Becker: Move for a Do Pass as Amended.
Chairman Keiser: Further discussion, what are the wishes of the committee?
Vice Chairman Sukut: Second.
Rep Kasper: I'm going to resist the motion; | think it's premature.

Rep Becker: | didn't feel the argument of the opposition was very strong but they made the
best argument they could make. | support the motion.

Chairman Keiser: | do not support annual session but we could address this issue in one
from now. This bill simply protects consumer rights. It will be two years before we meet to
address the issue but we would change is in the future with an amendment.

Rep Kasper: | will oppose the motion but | will support it on the floor.

Roll call was taken for a Do Pass as Amended on HB 1394 with 9 yes, 5 no, 0 absent &

‘ Rep Lefor is the carrier.
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Title.03000 Representative Keiser
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PROPOSED AMENDMENTS TO HOUSE BILL NO. 1394

Page 1, line 6, replace "Exception" with "Exceptions”
Page 1, after line 15, insert:

"3. A manufacturer, insurer, or seller of autonomous vehicles or autonomous
vehicular technology may share, release, or distribute identifying or
personalized information or data collected and stored by the autonomous
vehicle, with the consent of the owner of the autonomous vehicle or by
order of a court."

Renumber accordingly

Page No. 1 17.0846.02002
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Com Standing Committee Report Module ID: h_stcomrep_16_001
January 26, 2017 7:30AM Carrier: Lefor
Insert LC: 17.0846.02002 Title: 03000

REPORT OF STANDING COMMITTEE
HB 1394: Industry, Business and Labor Committee (Rep. Keiser, Chairman)
recommends AMENDMENTS AS FOLLOWS and when so amended, recommends
DO PASS (9 YEAS, 5 NAYS, 0 ABSENT AND NOT VOTING). HB 1394 was placed
on the Sixth order on the calendar.

Page 1, line 6, replace "Exception" with "Exceptions"

Page 1, after line 15, insert:

"3. A manufacturer, insurer, or seller of autonomous vehicles or autonomous
vehicular technology may share, release, or distribute identifying or
personalized information or data collected and stored by the autonomous
vehicle, with the consent of the owner of the autonomous vehicle or by
order of a court."

Renumber accordingly

(1) DESK (3) COMMITTEE Page 1 h_stcomrep_16_001
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Explanation or reason for introduction of bill/resolution:

Relating to autonomous vehicle data ownership.

Minutes: Attachments #1-8

Chairman Laffen called hearing on HB 1394 to order.

Representative George Keiser: This bill deals with the ownership of information produced
by autonomous vehicles. There are some implications that will come of that. Insurance will
be one. Reality is, we in our vehicles create a tremendous amount of data. | think it is
important that North Dakota Legislature set the policy here regarding this issue. The bill is
short and simple.

(1The owner of the autonomous vehicle owns any data or information stored by the vehicle
or gathered by the use of the vehicle for the purpose of this section. Autonomous vehicle
means a motor vehicle using autonomous technology as a means to eliminate the human
operator. We did have a clarification from Legislative Council. This definition would also apply
to tractors in the field.

(2A manufacturer, insurer, or seller of these vehicles or the technology may share, release,
or distribute non-identifying vehicle data collected and stored by the autonomous vehicles.
Non-identifying means non-personalized information or data about the owner operator of the
vehicle.

(3The manufacturer, insurer, or seller of an autonomous vehicle or the technology may
share, release, or distribute identifying personal information or data, collected and stored by
the vehicle, with the consent of the owner or by order of the court in case there is a legal
proceeding.

Years ago we had the GLB case where they could share all your information with whomever,
unless you opted out. This was very important information that they had, bank records,
checking and saving accounts, very personal information and they could sell it to whomever.
You had to formally fill out a request to ‘not’ have your information shared. Not many people

did this, so we as a state fought the legislation and 72% of the people voted to ‘not’ let them
get away with that. This bill models that as far as the opting out. | think my personal
information should be mine and | should have the option to opt out of sharing it. | think this is
the right thing to do and it is important to the citizens of the state of North Dakota.
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Senator Casper: What information are we providing on our financial personal level?

Keiser: This will impact every citizen eventually. This information we provide is going to be
used by insurance companies and riders in all levels. The key is to make sure we don't limit
the industry.

Senator Clemens: | see a big difference between owning and sharing information. Could
you just expand on that?

Keiser: The ownership is only for the data or information stored by the vehicle. So it is just a
data and not the system. | paid for the system on my car but | don’t own it. The system is
creating the technology so they can use it or share it, as long as it is not my personal
information.

Senator Casper: Do you have a difference of opinion between the auto manufacturers, the
companies that are collecting that data, and the insurance companies?

Keiser: KPGM when they issued it said we have to be careful that it doesn’t get too far down
the road where they think they own everything including your personal information, and only
they can share it with an insurance company.

Senator Casper: Can we legislate that the auto manufacturers can get the information but
the insurance companies can’t?

Keiser: Yes, | think we can. We did it before, with an opt in option similar to this.

Senator Rust: What is your opinion to inserting the language “owns any personal data and
personal information” into the bill. Just putting the word personal before the word data and
before the word information.

Keiser: | would have no objection.

Chairman Laffen: | know there is an organization called NCOIL, and you and several others
are involved in it and they tried something like this and it didn’t pass. Could you explain what
they have done with this?

Keiser: My personal opinion and not speaking on behalf of NCOIL, but as a past president |
understand it quite well. At every meeting at the end we try to identify emerging issues that
need to be addressed on the insurance side and not on the personal information side. We
had a discussion about that and they didn’t table it, but it is an issue that still is alive, still an
important issue with NCOIL, they are developing information right now. In terms of the
personal information and the discussion at NCOIL, there is a general consensus that we
need to protect that. On the insurance side we talked more about the implications of the
autonomous vehicle. The projections on the emergency room volume could decrease 60-
80% as a result of this. NCOIL is for helping the insurance side of it, but privacy on the
personal side, it needs to be protected, despite what you may have heard.

Chairman Laffen: Questions? None. Further testimony in favor? Opposition to HB 13947
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(21:45) Leighton Yates, Alliance of Automobile Manufacturers: See attachment #1.

Chairman Laffen: (26:28) Could you define the industries address of data privacy to
commitment? What does that really mean?

Leighton: Basically it is holding ourselves accountable for informing them of the personal
data procedure and what is all put out there.

Senator Casper: What do you think of the legislation of sharing with the insurance company
versus sharing with the manufacturer?

Leighton: Right now we share certain information about the vehicle with the manufacturers
and insurance. They can plug in to see if it is running up to par. With the state there is also
driver behavior information along with the data on how your vehicle is operating on a day to
day basis.

Senator Casper: Can you testify whether or not the companies you represent are currently
sharing the data that they are collecting on all of us with insurance companies?

Leighton: With insurance companies, if you have the third party partnerships on your
vehicle, like On Star, Cirrus, etc., there is a disclosure on your vehicle or you can provide
consent on your vehicle.

Senator Rust: Just what kind of information does it store? How do you respond to the
general public fears that police or insurance companies can collect all this on you?

Leighton: Some of the types of personal data would be the location and/or driver behavior,
all of those if they are collected by the manufacturer, it's either a disclosure on your vehicle,
or in your owners-manual, or you provide consent to share that information. We make sure
in our privacy principles that we explain to you what information is being used, how it is being
used, and what the purposes are. Not all data will be personal, it will be vehicle information,
too.

Chairman Laffen: Questions? None. Thank you. Continue with testimony in opposition.
Glenn Jackson, NDDOT: (31:53) See attachment #2.

Chairman Laffen: | am pretty sure we are going to like the study in HB 1202, it seemed to
make sense for everybody. We could study this issue as a part of that as well. Is that
something you would have the expertise for or would it fall to someone else. If we did this
idea, | would prefer to keep this study with you. This is more a legal and insurance issue and
if it all falls to you; could you figure it all out or find the expertise?

Glenn: | think the reason we went in the direction of HB 1202, was directing the department
on making sure a study was done. There will be many cycles and we would have to have the
attorney general, Insurance commissioner, Highway Patrol, etc. in the room so we can look
at these specific issues and how they will affect ND drivers.
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Chairman Laffen: Questions? None. Thank you. Further testimony in opposition to HB
13947

Representative Emily O’Brien, District 42: (35:15) See attachment #3.

Chairman Laffen: If | were to ask any citizen in ND, that this bill would prevent your personal
information from being shared, if you own an autonomous vehicle, 99.9% will say yes | want
that law. Why should we vote against this?

Rep. O’Brien: From my personal opinion | think the definition is too broad for autonomous
vehicles. It could be vehicles on the ground and in the air, so in flight who would own the data
then? Where would the ownership lie?

Senator Clemens: \When you are talking about autonomous vehicles it could mean a partially
autonomous, right? Like you said we are all using vehicles already that are autonomous.
Anti-skid system, tracking control, whatever, correct?

Rep. O’Brien: Yes.

Chairman Laffen: Questions? None. Thank you. Further testimony in opposition?

(43:08) Lacy Anderson, American Insurance Association: See attachment #4.
Chairman Laffen: There would be no problems studying it?

Lacy: No, there would be no issue.

Senator Casper: Is there a reason that the consumers would want the insurance companies
to have this information?

Lacy: Yes, a certain amount they would want them to have but we are considering what is
feasible for them to have.

Senator Casper: \Why would the consumer want them to have this information?
Lacy: Part of it would be the ability to know the risks involved to underwrite it.
Chairman Laffen: Questions/ None. Thank you. Further testimony in opposition?
(46:54) Don Larson, Grand Sky Development Corporation: See attachment #5.

Chairman Laffen: Questions? None. Thank you. Further testimony in opposition? Students
from Scranton, welcome.

(51:41) Jason Wetzel, Regional Director of Government Relations for General Motors:
See attachment #6. This bill is not about just taking your hands off the wheel, diagnostic and
sensing are also involved and insurances will sometimes plug in to see the driving record.




Senate Transportation Committee
HB 1394

3/23/17

Page 5

Chairman Laffen: There need to be rules someday and we are not there just yet.

Jason: There are a lot of discussions happening about these vehicles. There will be a
dramatic decline in accidents and things of that nature and that’s positive, but it is going to
impact their industry, and | think they are aware of that and understand that. All the
information you would need to address an accident is already in the vehicle. That technology
is already there, It's not changing and it is going to record what it needs to record for the
insurance companies and law enforcement.

Chairman Laffen: Questions? None. Further opposition testimony? Welcome back Carla.

(1:01:20) Carla Jacobs, Public Policy for Uber North Dakota: See attachment #7. We
are urging you to vote for a Do Not Pass.

Senator Casper: Do you ever see the day when all vehicles will be autonomous? You could
push a button and the vehicle would come pick you up and take you to work.

Carla: People’s interest will determine this. Vehicles will still need to be serviced and the
people that don't like to drive may look at this as an option.

Chairman Laffen: Questions? None. Thank you. Further opposition testimony?

(1:05:37) Marlo Anderson, with North Dakota Autonomous Vehicle: See attachment #8.
We are a group of individuals in the state that are trying to advance this technology. Everyone
is concerned about sharing the data. If you are in an autonomous vehicle, ‘it’ is taking you,
so | don’t understand the concern there and secondly when you are on a public road, that
information should be accessible to be shared. If it is a foggy day and you are driving in front
of me and have an accident, | want my car to know that, so | don’t go barreling into you. |
have had the opportunity to ride in a lot of these vehicles.

Chairman Laffen: Questions? None. Thank you. Further testimony in opposition? Neutral?
We will close the hearing on HB 1394. Discussion?

Senator Rust: | move a Do Not Pass on HB 1394.
Senator Casper: Seconded.

Chairman Laffen: Discussion?

Senator Casper: | think N.D. can be a key player in this, particularly in the transporting of
commodities across the state. | don’t think we should put roadblocks in the way of
advancements. In the future there could be some issues with our privacy in the insurance
industry but we are a long way from that.

Chairman Laffen: | agree with you and | think it will be looked at nationally, too. We have
two years for them to make advancements.

Senator Rust: | echo the same feelings. In two years we may be looking at this again.

Roll Call taken: yeas-6, Nays-0, Absent-0. Motion carried.
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Senator Rust will carry the bill.
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PROPOSED AMENDMENTS TO HOUSE BILL NO. 1394

Page 1, line 6, replace "Exception" with "Exceptions"

Page 1, after line 15, insert:

"3. A manufacturer, insurer, or seller of autonomous vehicles or autonomous
vehicular technology may share, release, or distribute identifying or
personalized information or data collected and stored by the autonomous
vehicle, with the consent of the owner of the autonomous vehicle or by
order of a court."

Renumber accordingly

Page No. 1 17.0846.02002
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' January 25, 2017

Hon. George Keiser, Chair

House Committee on Industry, Business and Labor
600 East Boulevard Ave.

Bismarck, ND 58505

Re: House Bill 1394 — Autonomous Vehicle Data Ownership
Dear Chairman Keiser:

On behalf of the Alliance of Automobile Manufacturers, | would like to thank you for the opportunity to
express our concerns with House Bill 1394, legislation that raises a host of privacy and cybersecurity
concerns, with little apparent benefit to North Dakota drivers. The Alliance is a trade association
representing twelve of the world’s leading car and light truck manufacturers, including BMW Group, FCA
US LLC, Ford Motor Company, General Motors Company, Jaguar Land Rover, Mazda, Mercedes-Benz USA,
Mitsubishi Motors, Porsche, Toyota, Volkswagen Group of America, and Volvo Car USA. Together, Alliance
members account for roughly 77% of the cars and light duty trucks sold throughout the United States each
year.

Automated Driving Systems (ADS) have the potential to revolutionize mobility, and dramatically reduce the
94% of accidents that the Federal government attributes to human error.’ These systems use multiple
redundant sensors to create a 360-degree field of view to guide the vehicle. They can react faster than a

‘ human driver to changing conditions, and have the capacity to eliminate many safety issues relating to
driver distraction. Eventually, ADS have the potential to increase mobility for economically disadvantaged,
blind, disabled, and elderly individuals who may be incapable of accessing or operating a conventional
motor vehicle.

Mr. Chairman, you should be recognized and commended your foresight on this subject. At some point in
the future — when fully automated vehicles are made available to consumers for private purchase -
legislators will need to wrestle with a host of insurance and liability issues, but that day is not today. It is
simply premature to consider how private passenger insurance will be impacted by this new technology,
until we understand how the technology will be utilized.

Many believe the first uses for fully automated vehicles will not be in vehicles owned by private individuals,
but in fleet or car-sharing application — imagine a college campus, military base, or airport. In these
situations, we would not be talking about private passenger insurance at all, but likely self-insured entities.
Given the development that is still necessary before individuals will be in a position to purchase a fully
automated vehicle, there will be plenty of time to thoughtfully consider the issues raised in this legislation.

With that said, we see many concerns with the bill as drafted. First, it is unclear why this legislation is

necessary at all, as an insurer can already collect and use data from a vehicle with a consumer’s consent.

There are countless advertisements on television of insurers who offer safe driving discounts, in exchange

for allowing in the insurer to collect data from the vehicle and monitor driving behavior. We are aware of

nothing in North Dakota law that would prohibit insurers from including such provisions for use and sharing
‘ in the contracts for these safe driving plug-in devices.

! See National Motor Vehicle Crash Causation Survey (NMVCCS)
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Automakers have gone to great length to inform consumers what data is collected from a vehicle, and how
that data is utilized. These efforts have been highly praised by privacy watchdog groups. In 2014,
automakers developed a set of Privacy Principles that recognize technologies and services in automobiles
are increasingly designed to enhance vehicle safety, improve vehicle performance, and augment the driving
experience. Many of these technologies and services rely upon information generated by vehicle systems.
The Principles have a strong lineage based on the FTC's Fair Information Practice Principles. With
signatures from all Alliance members, they represent an industry wide commitment to responsible
stewardship of the information collected to provide vehicle services.

Second, the legislation fails to utilize terms in a clearly defined and technically actionable manner. The term
“autonomous vehicle,” as defined, would not allow for clear delineation between existing technologies and
future automated driving systems. As result, there would be confusion in determining whether a vehicle is,
or is not, subject to the legislation. Even more concerning, the term “data” is not defined in any way in the
bill. Vehicles generate stunning amounts of data, given the dozens of individual sensors now found on
everyday vehicles. This data generation will grow exponentially when automated driving systems are
deployed. The undefined scope of data in the bill as drafted could allow for misinterpretation and could
ultimately result in a consumer’s vehicle data being susceptible to undesired data sharing. Additionally,
much of this data, even if it is “stored” or “gathered” in the vehicle, may not be retrievable in any sort of
usable format. Declaring ownership of information, when a vehicle may not have the technical ability to
deliver such information anywhere off the vehicle, will lead to consumer confusion.

While adjustments to state insurance and liability laws may be necessary at some point in the future as a
result of the deployment of automated vehicle technology, we see no reason to rush such consideration of
this data portion in piecemeal fashion, particularly when the industry has already addressed data privacy
for all vehicles through commitments to its consumers. A targeted bill considered in a vacuum will do little
to address the range of issues that may need to be addressed. We would recommend, instead, taking the
time to have a thoughtful dialog on the subject, at a time when the changes to the insurance and legal
marketplace are in better focus.

We thank you for the opportunity to express our concerns, and would welcome the opportunity to meet
with you, the committee, or any interested parties to further discuss the concerns that led to your filing of

this legislation.

Sincerely,

2

Leighton Yates
Manager, State Affairs

Cc: House Committee on Industry, Business and Labor
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Chairman Keiser and members of the House Industry Business and Labor Committee, my
name is Thomas D. Kelsch. I am appearing today on behalf of General Motors in
opposition to HB 1394. General Motors is opposed to HB 1394 for the following
reasons:

HB 1394 is a solution to a problem that does not exist, and could have a chilling effect
upon autonomous vehicle development with ramifications beyond North Dakota.

The bill attempts to predict marketplace dynamics well before fully automated vehicles are
owned by the general public. Automated vehicle technology is still in its early stages and
requires more testing and learnings by automakers. Consumer ownership of fully automated
vehicles is not imminent, and there is little reason to rush to make sweeping changes before we
have a solid understanding of how the technology will be developed and deployed.

The existing legal framework for vehicle data is appropriate for autonomous vehicles.
NDCC 51-07-28 already provides for access to event data recorders. There is no
evidence that change is needed, and any effort to the contrary would unnecessarily raise
significant consumer concerns and could impede the development of autonomous
vehicles.

Indeed, HB 1394°s data ownership rights could equate to broad and unfettered data
access for autonomous vehicles. This fails to account for the potentially significant
cybersecurity concerns created by potentially mandating public wide access into safety
critical vehicle systems for data.

Moreover, autonomous vehicle development and ultimately deployment relies upon
secure storage and transmission of data. This bill could threaten that important
assumption necessary to move this technology forward. It would also put at risk
automaker proprietary information.

HB 1394 is not ripe to solve any existing consumer issue. Instead, it raises significant
concerns that could threaten autonomous vehicle development and its potentially
dramatic safety benefits on North Dakota roadways.

For these reasons General Motors urges this committee to recommend a “Do Not Pass”
for HB 1394.
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Hon. Lonnie J. Laffen, Chair

Senate Committee on Transportation
600 East Boulevard Ave.

Bismarck, ND 58505

Re: Oppose House Bill 1394 — Autonomous Vehicle Data Ownership
Dear Chairman Laffen:

On behalf of the Alliance of Automobile Manufacturers, | would like to thank you for the opportunity to
express our concerns with House Bill 1394, legislation that raises a host of privacy and cybersecurity
concerns, with little apparent benefit to North Dakota drivers. The Alliance is a trade association
representing twelve of the world’s leading car and light truck manufacturers, including BMW Group, FCA
US LLC, Ford Motor Company, General Motors Company, Jaguar Land Rover, Mazda, Mercedes-Benz USA,
Mitsubishi Motors, Porsche, Toyota, Volkswagen Group of America, and Volvo Car USA. Together, Alliance
members account for roughly 77% of the cars and light duty trucks sold throughout the United States each
year.

Automated Driving Systems (ADS) have the potential to revolutionize mobility, and dramatically reduce the
94% of accidents that the Federal government attributes to human error.: These systems use multiple
redundant sensors to create a 360-degree field of view to guide the vehicle. They can react faster than a
human driver to changing conditions, and have the capacity to eliminate many safety issues relating to
driver distraction. Eventually, ADS have the potential to increase mobility for economically disadvantaged,
blind, disabled, and elderly individuals who may be incapable of accessing or operating a conventional
motor vehicle.

As | have stated previously before your House counterparts, at some point in the future — when fully
automated vehicles are made available to consumers for private purchase — legislators will need to wrestle
with a host of insurance and liability issues, but that day is not today. It is simply premature to consider
how private passenger insurance will be impacted by this new technology, until we understand how the
technology will be utilized.

Many believe the first uses for fully automated vehicles will not be in vehicles owned by private individuals,
but in fleet or car-sharing application —imagine a college campus, military base, or airport. In these
situations, we would not be talking about private passenger insurance at all, but likely self-insured entities.
Given the development that is still necessary before individuals will be in a position to purchase a fully
automated vehicle, there will be plenty of time to thoughtfully consider the issues raised in this legislation.

With that said, we see many concerns with the bill as drafted. First, it is unclear why this legislation is

necessary at all, as an insurer can already collect and use data from a vehicle with a consumer’s consent.

There are countless advertisements on television of insurers who offer safe driving discounts, in exchange

for allowing in the insurer to collect data from the vehicle and monitor driving behavior. We are aware of

nothing in North Dakota law that would prohibit insurers from including such provisions for use and sharing
. in the contracts for these safe driving plug-in devices.

1 See National Motor Vehicle Crash Causation Survey (NMVCCS)
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Automakers have gone to great length to inform consumers what data is collected from a vehicle, and how ‘
that data is utilized. In 2014, automakers developed a set of Privacy Principles that recognizes technologies

and services in automobiles are increasingly designed to enhance vehicle safety, improve vehicle

performance, and augment the driving experience. Many of these technologies and services rely upon

information generated by vehicle systems. These efforts have been highly praised by privacy watchdog

groups and have a strong lineage based on the Federal Trade Commission’s (FTC) Fair Information Practice

Principles. With signatures from all Alliance members, they represent an industry wide commitment to

responsible stewardship of the information collected to provide vehicle services. These principles are

enforceable under section 5 of the Federal Trade Commission Act and because all of our members have

made themselves subject to this enforcement, we believe there isn’t a current need for additional |
laws/regulations. Simply put, by publicly committing to these principles, Alliance members become

accountable not only to their customers, but also to state and federal regulators.

Second, the legislation fails to utilize terms in a clearly defined and technically actionable manner. The term
“autonomous vehicle,” as defined, would not allow for clear delineation between existing technologies and
future automated driving systems. As result, there would be confusion in determining whether a vehicle is,
or is not, subject to the legislation. Even more concerning, the term “data” is not defined in any way in the
bill. Vehicles generate stunning amounts of data, given the dozens of individual sensors now found on
everyday vehicles. This data generation will grow exponentially when automated driving systems are
deployed. The undefined scope of data in the bill as drafted could allow for misinterpretation and could
ultimately result in a consumer’s vehicle data being susceptible to undesired data sharing. Additionally,
much of this data, even if it is “stored” or “gathered” in the vehicle, may not be retrievable in any sort of
usable format. Declaring ownership of information, when a vehicle may not have the technical ability to
deliver such information anywhere off the vehicle, will lead to consumer confusion.

While adjustments to state insurance and liability laws may be necessary at some point in the future as a
result of the deployment of automated vehicle technology, we see no reason to rush such consideration of
this data portion in piecemeal fashion, particularly when the industry has already addressed data privacy
for all vehicles through commitments to its consumers. A targeted bill considered in a vacuum will do little
to address the range of issues that may need to be addressed. We would recommend, instead, taking the
time to have a thoughtful dialog on the subject, at a time when the changes to the insurance and legal
marketplace are in better focus.

We thank you for the opportunity to express our opposition to HB 1394, and would welcome the
opportunity to meet with you and the committee to further discuss any concerns or answer any questions.

We appreciate your time and consideration.

Sincerely,

..//’/ Vs
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Leighton Yates
Manager, State Government Affairs

Cc: Senate Committee on Transportation .
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Frequently Asked Questions (FAQs) on Automotive Privacy

1. Why did the auto industry develop Privacy Principles for vehicles?

Automakers take great pride in providing our customers with safe, reliable products, including
data privacy and data security. The Privacy Principles acknowledge that technologies and services
in automobiles are increasingly designed to enhance vehicle safety, improve vehicle performance
and augment the driving experience, and many of these technologies and services rely upon
information generated by vehicle systems. Sometimes, that information includes the precise
location of vehicles or how drivers operate their vehicles. The Principles represent a unified
commitment to responsible stewardship of the information collected to provide vehicle services.

2. What are these technologies and services, and why are they useful?

{ As new vehicle technologies and services emerge, the goal of automakers is to continue

| enhancing benefits to customers while respecting their privacy. Technologies and services

i available today enable greater road safety through connectivity. Automatic crash notification
calls help assist vehicle occupants when needed. Alerts about traffic conditions help reduce
|

congestion. Electronic security or smartphone applications help locate lost or stolen vehicles.
. These features and more are important to automotive customers, and providing them in a
transparent way is important to automakers.

3. How do the Privacy Principles compare to efforts in other industries and government?

Automakers are among the first industries to develop Privacy Principles to address consumer
concerns about what data we collect, how we use it, and when/why data is shared. These Privacy
Principles have a strong lineage, building on Fair Information Practice Principles, Federal Trade
Commission (FTC) guidance, the White House Consumer Privacy Bill of Rights and the guidance of
| privacy advocates.

4. What should consumers do to stay informed about their privacy in automobiles?

First, check with the automaker: Within a vehicle, internal computers are constantly
communicating with each other to operate the vehicle, and automakers work hard to safeguard
this in-vehicle computer network to preserve the integrity of safety critical systems. However,
not all data needed to operate a vehicle is stored or transmitted. Privacy policies associated with
the vehicle system are available to consumers, and automakers encourage their customers to
review them. Automakers may provide customer notices through a variety of methods, including
online, owner’s manuals, paper or electronic registration forms and user agreements, and/or in-
vehicle displays. Consumers will also find information on how to delete certain data they stored
on their vehicles.

. Second, always ask about privacy policies and practices of relevant providers, including:
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e Wireless carriers: Many of our customers pair their mobile devices with vehicle-integrated
systems, so we urge customers to check the privacy policies of their wireless carriers prior to
pairing their device.

e Mobile app providers: When customers pair their mobile devices with vehicle systems, they
may access mobile apps and websites that have their own policies for customer review.

Third, always ask who wants vehicle data and why: Many data miners, retailers and service
providers want access to consumer vehicle data. For example, insurance companies seek access
to vehicle data for setting individual premium rates. Some insurance companies only want
mileage driven per year, while others may want much more information, such as driving
behaviors like hard braking and accelerations, or even GPS locations of travel. The FTC and White
House have raised concerns about discriminatory “redlining” services, the practice of denying
services or charging more for them for particular groups based on race, sex or where people live
and travel. Consumers are rightly concerned about sharing vehicle data with a company that may
share that information with business affiliates for any number of reasons, including sales and
marketing. This could potentially allow many people to access consumer vehicle data without
prior authorization. Several states have passed laws limiting the extent to which insurers can
require consumers to allow access to their vehicle data. Under the automotive Privacy Principles,
consumers must consent to providing insurers with vehicle data.

5. What types of information are generated, transmitted, retained, or shared in an auto today?

Today, different types of data are generated, transmitted, retained or shared for different
purposes:

Data generated in an auto, but not transmitted outside the vehicle, that is necessary for the
operation of the vehicle: Within a car, computer systems constantly exchange data to ensure the
smooth operation of the vehicle. From steering to braking, crash avoidance, and acceleration,
dozens of onboard computers simultaneously share information as consumers travel down the
highway. This data is not transmitted outside, or retained in the long-term computer memory, of
the vehicle -- unless it is part of a subscription service, in which case owner consent is required
under the Principles.

Data transmitted outside of the vehicle: Certain functions can require the transmission of data
outside the vehicle. For example, automatic crash notification systems transmit data so that
emergency responders can be directed to crash scenes with information on the nature of the
crash. Diagnostics systems may transmit data outside the car to identify potential maintenance
issues.

Data tran