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Explanation or reason for introduction of bill/resolution:

Relating to protection for records related to critical infrastructure and security planning,
mitigation, or threats.

Minutes: | Att. #1-2
Chairman Klein: Opened the hearing on SB 2209. All members were present.

Chairman Klein: | am one of the sponsors on this. I'm going to have Todd explain because
in our discussions, he came to me and spoke a bit about what we need to do. This is from
the Missouri River Energy Services which happens to be an energy company that sells
electricity to some of the communities in my district and Senator Heckaman'’s.

Senator Joan Heckaman, District 23: Testified in support of the bill. | am a cosponsor on
this bill. Specifically, because of the security risk that if we don'’t do this, may be imposed.
But I'm going to take you back to the good old days in North Dakota when we had the party
line phones, ours was three longs, some others were one short and two longs, four shorts
for Senator Klein. And when the phone rang everybody ran to the phones to see who
everybody was talking about. That's how information was conveyed and I’'m not sure its much
different these days because we don’t know who's accessing our information now. And the
reason | signed on to this bill is because of the possible threats to our infrastructure in North
Dakota and along the lines that lead in to us and out of us. | wrote a comment to someone
this weekend and said | believe its integral to all of our security across state agencies,
schools, colleges, offices, infrastructure. We need to have a plan in the case of some kind of
security breaches. And those plans, are no good if everyone can get to them and read them.
Security means, just that, being secure. And | would not want my grandchildren to go schools
where the building evacuation plan is an open record. Parents need that information, but can
be obtained through their online accounts. So | believe anything that is really necessary,
whether it's our infrastructure lines, or whether it's our personal lives or whatever, we need
to have that secure. Cyber security threats are growing every day. | remember just a couple
of years ago | was attending a leadership conference here in Bismarck, and the two Bismarck
hospitals told us how many cyber-attacks they have every day. It was huge and actually scary
that we don’t know who's out there looking for information. If we can be secure in any of our
plans across the state whether its schools, or infrastructure, with our power. | think its
behooving of us to listen to this bill and see what we can do about this. All agencies are
finding out that this is happening, all stakeholders across the state, no matter what kind of
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industry you are in. Going forward we need to be sure that we are good stewards of the
responsibilities that we have here in our state and be sure that we are keeping our information
safe and secure.

Chairman Klein: My only comment would be times are different from the good old days. The
questions are no longer if but when we get breached. There are people all over the world
looking for information so it's best to be safe. Certainly today | wouldn’t want them to turn the
juice off, it might get a little cold in here.

Senator Heckaman: It's an important infrastructure here in North Dakota, whether it’s utilities
or whether it's any kind of other industry that we have. All of those are ripe for cyber-attacks
and that information needs to be secure. If this is one way that can help us be secure in North
Dakota and help our partner states too, then we need to do it.

(5:23)Todd Kranda, testifying on behalf of Deb Birgen, Missouri River Energy Services:
See attachment #1 for testimony in support of the bill.

(11:28)Chairman Klein: We’ve worked on this a little while. Initially we had some resistance
thinking we had this already in code. What we have here is a collaboration of what you
wanted, counsel sees fit, and our consumers.

Todd: We started early enough, we had a number of clarifications, we had entities asked to
be included. We made tweaks, got advice from legislative counsel. | haven’t heard anyone
being concerned with anything. I'm hopeful we can move this forward and get this
accomplished.

Senator Burckhard: Do we have any other municipal electric communities in North Dakota
or are these the only ones?

Todd: In terms of who the other communities might have, these are only our six members,
so they are directly impacted by our services. We're stationed out of Sioux Falls, South
Dakota is our home office and we operate in four other states. And municipal communities
such as the six that I've listed are who contract with us to provide power to their municipalities.
In terms of who else, | can get you a brochure of our region but | can’t tell you what the other
communities are doing.

Senator Piepkorn: Second page, number 4, line 18, how are you going to keep your
contractors for construction, renovation, remodeling, probably local people. You know, to
make sure that they are going to keep any information that they need, to complete their work,
that they will also adhere to our confidentiality and security format?

Todd: The section that you're referring to is existing law, it's not underlined we’re not
changing anything. So how it's gone on in the past will continue.

Senator Piepkorn: Do you know then?

Todd: I'm not aware of what there is, I'm not aware that there’s been a problem. What we're
doing is enhancing the securities making sure that we’re tightened up a little bit. That was
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one of the first comments that we had from LC, is that this is already in law to some extent
and we acknowledged that and our concept here was to further enhance the changing of the
times, the situation that we think causes an update.

Chairman Klein: One question that was posed to me was did this come from the DAPL
controversy? And | sent that on to you. And | know you have another bill in another
committee. Will you answer that and comment on it?

Todd: The answer was very short. | sent the questions on to Deb Birgen, and the answer
she sent back was pretty short and sweet, no it was not, absolutely not.

(16:37)Amy De Kok, Legal Counsel, North Dakota School Board Association: see
attachment #2 for testimony in support of the bill.

(19:21)Senator Piepkorn: There’s a lot of language in here that the district MAY develop,
I’'m talking about school districts in particular, may develop, it sounds like a lot of these steps
are up to the district. Is there anything in the association requiring the schools to have an
evacuation plan in case of an active shooter?

Amy: Our association is a resource and provides support so we don’t regulate them in that
we wouldn’'t require a sort of plan. But | believe every district has some sort of safety plan
and it's up to the individual districts to determine what sort of items or specific procedures
are required within the plan. The way code is written now, it focuses a lot on physical security
and so these changes would allow some clarity that some of those threat assessment type
of information can be exempt or confidential if they choose to do that.

Senator Piepkorn: So are the school boards in various districts, do you have an educational
plan for them if they don’t know much about cyber security? Anything you have in house to
help them with that?

Amy: We do have a wealth of resources to direct them to, our association doesn’t have the
ability to provide them that training in house. But there are a number of resources for boards
to access for that type of information.

Chairman Kilein: You spoke about the education committee. Are they working on additional,
cyber issues or is this, here we have an opportunity to jump on board, but what we've got is
good stuff, but | heard some buts in there? Are we gonna be good just with this, it's a good
start?

Amy: The senate education committee was working on a full safety plan bill that allowed
districts to levy $5 mil for to develop school safety plans. Part of that bill, there was a
discussion about amending section 44-04.24 for the very same type of purpose with the
emphasis being on how school districts maintain that kind of information. This has a broader
effect to other public entities and | think would essentially accomplish the same goal.

Jean Schafer, Senior Legislative Representative, Basin Electric: Testified in support of
the bill. We have circulated the new drafts of this bill internally and vetted the language and
felt very comfortable with what became the draft that you have before you today. We do
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believe this holds the protections. We talked about things being on file with the public service
commission for that, that would be citing of facilities and/or transmission. But there are also
files that would be located with the department of emergency services. Anytime that they
would have to be responding to anything, a lot of the things that we have out there are
inherently a little dangerous. So having access and knowing exactly what is where, would be
housed within that state department as well. So looking to protect the plans and information.
As well as things like, what are our redundancies? So if we lose power, what’s your redundant
plan so you want to make sure you're protecting things like that. Hoping for a do pass.

Chairman Klein: Closed the hearing on SB 2209.
Senator Piepkorn: Move a Do Pass.

Senator Burckhard: Seconded.

A Roll Call Vote Was Taken: 6 yeas, 0 nays, 0 absent.
Motion carried.

Senator Piepkorn will carry the bill.
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REPORT OF STANDING COMMITTEE
SB 2209: Industry, Business and Labor Committee (Sen. Klein, Chairman) recommends
DO PASS (6 YEAS, 0 NAYS, 0 ABSENT AND NOT VOTING). SB 2209 was placed

. on the Eleventh order on the calendar.

(1) DESK (3) COMMITTEE Page 1 s_stcomrep_11_004



2019 HOUSE INDUSTRY, BUSINESS AND LABOR

SB 2209



2019 HOUSE STANDING COMMITTEE MINUTES

Industry, Business and Labor Committee
Peace Garden Room, State Capitol

SB 2209
3/4/2019
33147

] Subcommittee
] Conference Committee

Committee Clerk: Ellen LeTang

Explanation or reason for introduction of bill/resolution:

Protection for records related to critical infrastructure and security planning, mitigation, or
threats.

Minutes: Attachment 1, 2

Chairman Keiser: Opens the hearing on SB 2209.

Todd Kranda~Attorney at Kelsch Ruff Kranda Nagle & Ludwig Law Firm-Representing
Missouri River Energy Services: Attachment 1.

8:00

Rep Schauer: What would you do to specifically to ward off a cyber-attack?

Todd Kranda: SB 2209 helps enhance the protection that ND already provides. It picks up
some of the area to further share information protected. We will try to put more of a buffer to
protect.

Rep Schauer: Who is the controlling authority to make it transparent.?

Todd Kranda: | guess that you do to determine what is open & not open. We are asking
you to prepare to plug the gap that we see that exist & circulate the data amongst the various
interested parties. No one appeared in the Senate to object to this process of maintain the
transparency.

Rep P Anderson: Are you aware of where anyone has asked for these public records?

Todd Kranda: I'm not aware, we want to enhance the protection & a precautionary step.

Chairman Keiser: If there is an attempted breach, it has to be reported. With the passage,
what & who is it reported, then keep it confidential.
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Todd Kranda: I'm not sure of an answer. My best guess is yes. This is protecting the
information.

Zac Smith~ND Association of Rural Electric Cooperatives: | agree with Mr Kranda & he
did a great job presenting the issues.

Carlee MacLeod~President of the Utility Shareholders of North Dakota: We also
support this bill & appreciate the work that Mr Kranda put into it.

Rep Louser: This bill sounded familiar. The GVA committee had a bill regarding cyber
threats. Section 44-04-18, the state department of emergency services who receives reports.
They are referencing chapter 37-17.1 if we could have our intern look at those two & seen
this in this bill.

Chairman Keiser: They could receive them but we have to make sure they are required.
Rep Louser: | think we will find the answers in those two sections.

Chairman Keiser: Anyone else here to testify on SB 2209 in support, opposition, neutral?
Jack McDonald~ND Newscaster’s Association: The only question | would have is, where
people’s records were taken & not told about it. The public needs to be informed that your
records are taken. There should be some provision to be informed for the public. This bill
seems to be the opposite.

Chairman Keiser: Closes the hearing.

Andrew Alexis Varvel~Self: Attachment 2. Testimony submitted.
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] Subcommittee
] Conference Committee

Committee Clerk: Ellen LeTang

Explanation or reason for introduction of bill/resolution:

Protection for records related to critical infrastructure and security planning, mitigation, or
threats.

Minutes: Attachment 1.

Chairman Keiser: Reopens the hearing on SB 2209. This bill is about protection for records
related to critical infrastructure and security planning, mitigation, or threats.

Rep P Anderson: Attachment 1.

Chairman Keiser: Anyone have any concerns about SB 22097

Rep P Anderson: (didn’t turn on mike until later). Jack McDonald was concerned about on
the confidentiality, if there is a breach are they required to let people know. This takes care
of that concern.

Chairman Keiser: Did you review the amendment 19.0791.01001? Everyone ok with that?
Rep P Anderson: Move the adoption of the amendment.

Vice Chairman Lefor: Second.

Chairman Keiser: Further discussion?

Voice vote ~ motion carried.

Chairman Keiser: We have SB 2209 as amended before us, what are the wishes?

Rep P Anderson: Moves a Do Pass as Amended.

Rep D Ruby: Second.

Chairman Keiser: Further discussion?
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Roll call was taken on SB 2209 for a Do Pass as Amended with 13 yes, 0 no, 1 absent
& Rep P Anderson is the carrier.



D
19.0791.01001 Prepared by the Legislative Council staff for

Title.02000 Senator Klein
March 4, 2019

PROPOSED AMENDMENTS TO SENATE BILL NO. 2209

Page 1, line 8, remove "required to be disclosed"

Page 1, line 9, replace "to another person for" with "regarding"

Page 2, after line 20, insert:

"5. Records deemed exempt under this section and disclosed to another entity
continue to be exempt in the possession of the receiving entity."

Renumber accordingly

Page No. 1 19.0791.01001
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Insert LC: 19.0791.01001 Title: 02000

REPORT OF STANDING COMMITTEE
SB 2209: Industry, Business and Labor Committee (Rep. Keiser, Chairman)
recommends AMENDMENTS AS FOLLOWS and when so amended, recommends
DO PASS (13 YEAS, 0 NAYS, 1 ABSENT AND NOT VOTING). SB 2209 was placed
on the Sixth order on the calendar.

Page 1, line 8, remove "required to be disclosed"

Page 1, line 9, replace "to another person for" with "regarding"

Page 2, after line 20, insert:

"5. Records deemed exempt under this section and disclosed to another
entity continue to be exempt in the possession of the receiving entity."

Renumber accordingly

(1) DESK (3) COMMITTEE Page 1 h_stcomrep_45_013
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SENATE BILL 2209
Senate Industry Business and Labor Committee

‘ January 21, 2019

Good morning, Chairman Klein, Members of the Senate Industry Business & Labor Committee,

109 Val[1g At # ) f!

my name is Deb Birgen. Unfortunately, [ am unable to attend today’s hearing but I have asked Todd D.
Kranda, an attorney at Kelsch Ruff Kranda Nagle & Ludwig law firm in Mandan and a lobbyist for
Missouri River Energy Services, to appear on my behalf and provide this testimony in support of SB
2209. I serve as the Director of Legislative & Governmental Relations for Missouri River Energy
Services (MRES). I am speaking to you on behalf of MRES which is a municipal power agency that
provides wholesale electric power to six municipal electric communities in this state, including
Cavalier, Hillsboro, Lakota, Northwood, Riverdale and Valley City.
MRES requested this bill to be introduced. The “why” behind SB 2209 actually started with

discussions with members of the lowa Utilities Board (IUB) about three years ago. The IUB staff were
‘king more with utilities on cyber and physical security issues and encouraging collaboration on best
practices. The IUB is a public entity subject to [owa’s open meetings and public records laws. As a
result, the [UB decided to seek legislation clarifying that whenever the [UB received information from
a utility or other entity concemning various aspects of cyber and physical security; such information
would be exempt from open meetings/public records laws. After hearing of the possible [UB
legislation, MRES worked with the [UB and legislators to make sure that such information was
confidential not only at the [UB level, but at the city utility level as well. This confidentiality included
security procedures, emergency preparedness, vulnerability assessments, emergency response
protocols, etc. MRES was pleased that it was passed and signed by the Governor in 2017. MRES is
subject to the open meetings and public records laws of all four states in which it operates: North
Dakota, [owa, Minnesota and South Dakota. Language similar to the [owa law exists in South Dakota
ind Minnesota, and now MRES seeks similar language in North Dakota in SB 2209.

‘ The point of SB 2209 is to first, expand the definition of cybersecurity and physical security to

cover information and documentation as it pertains to fuel supply, vulnerability assessments,
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evacuation plans, threat assessments, security plans, etc. Second, SB 2209 makes's
information in the possession of a municipal owned utility or any public entity remains confidential.
Finally, SB 2209 makes sure that if utilities such as the investor-owned utilities, share such data with a ‘
North Dakota public entity, like the Public Service Commission, it remains confidential. This will
allow the utilities in North Dakota and the Public Service Commission to share planning and
assessment information that is relevant to electric service security, but otherwise would create grave
vulnerabilities and potentially serious breaches if publically available.

Why is this important? Most of us have probably heard about the hacking of Ukrainian utilities
in 2015. Hackers hijacked two distribution utilities in the Ukraine and cut power to more than 80,000
people. Fortunately, the utilities were able to get the systems back on line manually. Recently, a
January 11, 2019, Wall Street Journal article discussed the 2018 cyberattack on a small 15-person
company that works with utilities and government agencies, in a backdoor attempt to get at the electric
grid. Anyone in the electric utility world will tell you that cyber-attacks are becoming a daiiy
occurrence. Additionally, we need to worry about physical security. In 2013, there was a shooting ‘
attack on PG&E’s Metcalf Transmission Substation in California, resulting in over $15M in equipment
damage. Fortunately, the incident did not affect electric supply to customers, but demonstrates that
utilities also need to protect information regarding access to and information about substations,
distribution and transmission lines, operations centers, etc.

Whilc MRES respects the need for transparency in state and local government, the stakes are
Jjust too high and the customer impact is just too precarious. As utilities collaborate with other entities
to secure our grid, fuel supply and electric reliability, we need to make sure the information is kept
confidential and does not inadvertently open an opportunity for a physical or cyber interruption. Access
to information on assessing, planning and responding to such potential attacks could also open the door
to serious vulnerabilities that utilities and their customers cannot have exposed. Therefore, on behalf of
MRES I respectfully ask for a “Do Pass” recommendation on SB 2209.

Thank you for taking the time to consider these comments today and to consider the passage o.

SB 2209.
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Cohen to Testify Before Panel
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Russian Hack Exposes
Weakness in U S. Power Grid

Worst known system breach involved attacks on small contractors

By Resecca Smath anp Ros Bagry

One morning in March 2017, Mike Vitello's
work phone lighted up. Customers wanted
know about an odd email they had just re-
celved What was the agreement he wanted

? Where was the attachment?

Mr. erello had no idea what they were
talking about. The Oregon constructon conr
pany where he works, Al-Ways Excavat-

iy USA, checked it out. The email was bugus,

they told Mr. Vitello's contacts. Ignore it.
Then, a few months iater, the U.S. Depart-

ment of Homeland Secunty dispatched a

ream o ine the s

You've been attacked, a govemmem agem

appearmws expectsd before his prisan sertence s set to begin A3 | told Mr. Vitellos colleague, Dawn Cox. Maybe

Macy’s Results Rain
On Holiday Parade

“The holiday season began |

BY SARAH NASSAUER

Macy’s inc. and other mall-
based retailers said seles pe-
tered out at the end of the
year as they conntnued tc lose
customers o discownters and
e-commerce, hghlighting now
not all chains are positioned
to benefit from a strong Ui
economy.

The year-end reswts—and a
weak profit outlook from
Macy’'s—clouded what have
been upbeat expectations for
the holiday sales season with
censumers showng a hearty
withngness to spend.

The news  Thursday
spooked :nvestors, who sent
shares of Macy’s down nearly
18%, the deparment store’s
worst one-day decline n re-
cord. Rival KohPs Corp. and
mall stalwart L Brands Inc,
the owner of Victona’s Secret,
also posted tepid holiday
sales, triggering a hroader
selloft in retail stocks.

i

strong—particularly during
Black Frday and the rollowing
Cyber Week, but weakened in
the mid-December period,”
Macy’s Chief Exeeutive Jeff
Gennette said.

The negative sentiment
weighed on shares of dis-
couaters Like Target Corp. and
Costeo ‘Wholesale Corp.—and
yet they have posted strong
hofiday sales. Those chains,
which are less dependent on
apparel, and Amazon.com Ine.
have been taking market share
from department stores. Tar-
get cited strong demand for
toys and baby products alung
with seasvnai zifts.

“The rising tide of retail
sales hasi't floated all boats,”

| by Russians They were trying to hack into

the power grid.
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Almost nothing happens in *Empire.
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Mr. Vitello says. “What the hell? Pm pobody.”
*1t's not you. It's whe ymu know,” says Ms.

The cyberattack on the 15-person company
near Salem, Qre, which works with unlites
and government ies, was an earty thrust
in rthe worst knowr. hack by a foreign govern-
ment into the natioos electric grid. It set off
s0 many alarms that US. officials took the
unusual step n sacty 2018 of publicly biammng
the Russian government.

A recunstruction of the hack reveals a glar-
tng vulnerability at the heart of the country’s
electric system. Rather than strke the utb-
tes head on, the hackers went after the sys-
tem's unprotected underbelly —undreds of
contractors and subcontractors like Al-Wav.s

Please turn ro page A9

Downshift for
Ford in Europe

Peced with losves in Europe,

| Pord Motor Co. is expacted to
overtaul its operations there,
cutting thousands of jobs,

S 2304
1/ al/14

'H]r%.}

" except among those in the audience _, cosng phaats and canceling
low-profit modals, 81
By Brenpa Caoxmy consists of a single black-and- ! Ford Europe adjusted operating

said Nell Saunders, managing |

director of research firm
GlobalData. ‘We are seeing a
Pleaseturntopage A2

OLasbdtdsb'dquoarstops
$5 billion....

'

83 |

Thomas Kiedrowsla plans ©
bring a pillow to Samrday*
screemung of Andy Warhol's wi-
lent movie "Empue” in New
York City.

While most agree the War-
hol epic is a real snoozer, Mr.
Kiedrowsk s seeing it for the
second time. The Glm runs
eight hours, five minutes and

Ten reels, zero plot
. -

white shot ot the Empme State
Building.

Spoiler alert: Not much hap-
pens beyond twoe things. Read
on to find out.

“1f it wasn’t tor the pillow, |
don't know if 1 would be ablk tn
do i,” said Mr. Kledrowsk, a
44-year-old libraran. He also
plans to bnng the same snacks
that carried hum through a
2010  showing—twe  yogurt

to share with other die-hard |

fans of the late New York arnist

Mr. Kiedrowski. who wrote
“Andy WarhoPs New York City,”
might catch another Empire”
Screenmg i March.
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been off-screen.
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Russia
Hacked
U.S. Grid

Continued from Page One
who had no reason to be on
lugh alert against foreign
agents. From these tiny feot-
holds, the hackers worked their
way up the supply chain. Some
experts belfeve two dozen or
more udlities ultimatelv were
breached.

The scheme’s success came
less from its technical prow-
ess—rthongh the attackers did

use some Clever tacdes—
than in how it exploited
trusted  business  relation-

ships using impersonation and
frickery.

‘The hackers planted maj-
ware on sites of online publica-
aons frequently read by utility
emgineers. They seat out fake
résumés with tainted attach-
ments, pretending to be job
seekers. Once rthey had com-
puter-petwork redentials, they
slipped through hudden partals
used by utility technicians, m
some cases gettmg into conr
puter systems that monitor
and control electricity flows.

The Wall Street Jowrnai
pieced together s account of
how the attack unfoided
rhrongh documents. computer
records and interviews with
people at the affected compa-
nies, current and formey gov-
ernment officials and security-
industry investigators.

The U.S. governmesm hasnt
named the uQuutes or other
companies that were targeted.
The Journal rdennfied smatl
ousinesses such as Commerciai
Contractors inc. in Ridgefield,
Wash., and Carlson Testing
inc., in Tgard, Ore, along with
big utlities such as the feder-
ally owned Bonneville Power
Administration and Berkshire
Hathaway’s PacifiCorp. Two of
the energy comparnties targeted
bulld systems that supply
emergency power to ATmy
bases,

The Russian campailgn trig-
gered an effort by the Federa:
Bureau of Investigarion and
Homeland Secunty to retrace
the steps of the attackers and
notify possibie victims. Some
companies were upaware tey
nad been comproymsed until
ZEVSSNIMENt vestgators came
cailing, and others didn’t know
they had heen targeted until
contacted by the Journal

“What Russia has done is
prepare the battlefield wirhout
pulling the trigger,” says Rob-
ert P Silvers, former assistant
secretary for cyber pobicy at
Homeland Security.

The pres:s office at the Rns-

emaits  roughly 2300 of the

wmmemwonnwmnommwhammmwm
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had no idea Russians had hacked into hls wehsite, caﬂed imageliners.com.

and security experts whe nave
reviewed the malicious code.
That tactixc enabled the Rus-
sians to gain access to ever
more sensitive systems, said
Homeland Security officials in
industry briefings last year.

On March 2, 2017, the ar-
tackers used Mr. Vitellos ac-
count to send the mass amail
10 customers, which was in-
tended to herd recipients to a
website secretly taken over by
the hackers.

The email promised recipi-
ents that a dovument would
download wnmediately, but
nothing bappened  Viewers
were InvITeq t) CIcK a Ii that
said they eould “downivad he
file directly.” 'That sprang the
trap and took them tc a web-
site called lmagehners com

The site, d at the

In the Crosshairs

Russian hackers sevking to mffitrate the power grid targeted
companias operating i at least 24 states. Canada and the UK.
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time to Matt Hudson, a web
developer im Columbia, S.C.,
was originally miended to al-
low people tc find contract
work domg broadcast voice
overs but was dormant at the
Hme. Mr. Hudsnn says he had
no idea Ry had

sian E in

ton
didn’t respond to multiple re-
quests for womment. Russia has
previously denied targeting
eritical infrastructure.

Early victims
in the summer of 2018, U.S.
intelligence officials saw signs
of a campaign tc hack Ameri-
can utlities, suys Jeanette
Manfra, assistant secretarv of
Homeland Security’s cyberse-
cwity and communicarions
program. The tools and tactics
suggested the perpetrators
were Russian. telli-
gence agencies nodfied Home-
land Security, Ms. Manfra says.
In December 2016, an FBl
agent showed up ar a iow-rise
office in Downers Grove, (. It
was horne to CFE Media L1.C, a
small, privately held company
that publishes trade jour-
nals with dtles such as “Con-

trol Engineenng.”
‘The agemt rold employees
that “highly soplashuated indi-
viduals” had uploaded a mali-

~icue Ala Ante tha wohcito far

deered fus site.

The day the email wem
out—the same Jday Mr. Vitello's
oftice phone lighted up in Ore-
gon—sctivity on the voice-
over site surged. with comput-
ers from more than 300 IP
addresses reaching out o it, up
from only a handful a day dar-
ing the prior month.

It 1sn’t clear what the vie-
nms saw when they landed
on the hacked voice-over site.
Files on the server reviewed by
the Journal indicate they could
have been shown a forged login
page for Dropbox, a cloud-
based service that allows peo-
ple to share documents and
photos, degigned to trick them
1Nt furming over usernames
and passwortds. [t also is possi-
ble the hackers used the site to
open a hack door into visttors’
systems.

Once Mr. Vitelo realized hus
«mall had been hijacked. he
tried to warn his eontacts net
to open 4ny emall attachments
trom him. The backers blocked

Y

the email was fake

One company rhat got one
of the bogus emals was a
small  protessional-services
firm in Corvallis, Ore
That July, FBI agents showed
up there, telling employ-
ees thelr system had been com-
promised m a “widespread
campalgn targetms energy

Drum is under consideration to
be the site of a $3.6 billion in-
terceptor system to defend the
East Coast from ntercontinen-
taj ballisuc missiles.
ReEnergy suffered an intru-
sion but its generating facili-
ties weren't affected. says one
person familiar with the mat-
ter. ‘The Anny was awaxe of the

to the

anpany Swner.

Macked site

After receiving Mr. Vitello’s
first bugus email on March 2, a
subsequent Homeland Security
investigative report says, an
employee at the Corvallis firm
clicked an the link leading to
the hacked voice-over site. She
was prompted to enter 2 user-
name and pas: d. By day’s

said a
whe declined to provide addi-
tional details,

That same day, the hack-
e1s began hitting the website
of Atlantic Power Corp., an in-
dependent power producer
that sells alectrieity to more
than a dozen utilities. In addi-
tion to downloading files from
the site, the attackers visited
the company’s virtual private
network login page, or VPN, a

to the firmrs ¢

end, the cyberoperatives were
in her company’s network, ac-
cording to the report, which
hasi’t been made public but
was reviewed by the Journal.

They then cracked open a
portal in the company’s fire-
waull, which separates sensitive
interna) netwarks from the in-
ternet, and created a new ac-
count with broad, administra-
tive access, which they hid
from view.

MAlIn ARANM Lnnwr ARrut it A

syslems for people working re-
motely, the report says.

“To ow knowledge, there
has never been a successful
breach of any of the company’s
systems” Atlantic Power said.

Around midght that June
28, the hackers used the Cor-
vallis company’s network to ex-
change emails with a 20-per-

Short Circuit

SON carpentry company in
Michigan called DeVange Con-
struction inc. The amails ap-
peared o come from an em-
ployee called Rick Harris—a
persona tabncated by the at-
tackers.

DeVange Construction’s sys-
temms already may have been
compromised. Applmmom o
“Rergy comparses from nonex-
istent people seeking indus-
oiak-control systems jobs came
from DeViange email addresses,
accordmg w0 security experts
ang emails reviewed by the
Jownal, Bogus résumes were
attached—nweaked to ek re-
cipienis’ computers into send-
ing login information

W hacked servers.

The Jouruna) ideniified at
jeast three utilities rhat re-
celved The emaus: Washing-
ton-based Franklin PUD, Wis-
cunsin-based Dairyland Power
Cooperative and New York
State Electric & Gas Corp. All
three say they were aware of
the hackang campargn but don't
believe they fell victim te 1t

A UevVange empioyee says
federal agents visited the com-
pany. The company’s owner,
Jimi Bell, declined t discuss
the incident

That June 30. the hack-
ers sought remote access to an
Indiana company that, like Re-
Fnergy, installs equipment to
alluw government facilities to
uprlaie i Uie dvidan gid
loses power. That company, En-
ergy Systems Group Lrd of
Newburgh, ind., declines to say
whether it was hacked.

The company’s website says
one of 1ts customers is Port
Detrick, arn Army base in
Maryland with a complex of
laboratories that defend the
nation against  biological
‘weapons. Army officials said
they take cybersecurity seri-
ously but declined to comment
further.

By that fall, the hackers re-
turned to Dan Kaurfman Exca-
vatng m Oregor, breaching ns
network on Sept. 18. They ap-
peared to lwk quietly for a2
month. Then, on the mght of
Oct. 18, emails blasted out to
roughly 2,300 of the 3
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networks. which are connected
rc the internet, and their crit-
cal-control networks, which are
walled off from the web for se-

form of "jump boxes,” comput-
ers that give technicians a way
t0 move berween the two sys-
tems.
in briefings to uolities tast
sumuuer, Janathan Homer, in-
) systems cyber-
security cinef for Homelanc Se-
curity, said the Russians had
penetrated the contro}-system
area of utilities through poorty
protected jump boxes. The at-
ackers had “leyitunate access.
the same as a techmcan.” he
said W one hitefing, and coald
have temporarily knocked sut

wer

PacifiCorp says #t wasmt
compronused hy any attack
campaigns.

Gary Duvdd, Bonnevilles
chief information secusity uifi
cer, says he doesn't believe tus
uthity was breached. “B*® pos-
sible something got . but |
reaiiv aon’'t Gupk 50, he says

The Army Corps says n
doesn’t comment un cyberse-
curity matters.

Going public

The US  govermment
warned the pudlic ahbout the
hacking campaign in an [&to-
Ve 2017 auvisory. It atributed
it to 4 shadowy group, some-
times <alled Dragonfly or Ener-
getic Bear, that security re-
searchers have fied te the
Russian government.

In March 20138, the U.S. wewm
further, releasing a repan that
pinned responsibility on ‘cyber
actors” working for the Rus-
Slar. government, saying they
had been active since at least
March 2016.

Attackers exploited
business relationships
using impersonation
and trickery.

contacts. The message sad,
“Hi, Dan used Propbax to share
a folder ‘with yow™ and con-
tained a link that said, “View
folder.”

Among the recipients: em-
ployees of PacifiCorp, a mult-
state urility; the Portand, Ore.-
based  Bonneville Power
Administration, which runs
75% of the Pacific Northwest’s
high-voltage fransmission
lines, and rhe Ariny Corps of

£X

Rederal officials say the at
tackers Jooked for
ways to bridge the divide be-
tween the utilities’ corporate

[n April 2018, the FBI not-
fied at least two companies by
letter that they appeared to
have received malicious emals
from All-Ways Excavating’s Mr.
Vitello

One was Comunerciai Con-
tractors of Ridgefield, Wash.,
which helped renovate an of-
fice for the Banneville Power
Administration. Eric Money,
the company’s president, says
employees thought they had
resisted the tainted emails,

The other company notitied
by the FBI, Carlson Testing of
Tigard, Ore., has dune work for
utilities ncluding Portland
General Electric, PactfiCorp.
Non‘hww Natural Gas and the

[ TEE TSR




ZOVEeInmen: nvesngators came
calling, and others didn’t know
they had been targeted until
contacted by the Jowrnal.

“What Russia has done is
prepare the battetield without
pulling the trigger,” says Rob-
ert P. Silvers, former assistant
secretary for cyber policy at
Homeland Security.

The press office at the Rus-

file direcdty.” That sprang the
trap and took them to a web-
site called imageliners.com.
The site, registered at the
dme tu Matt Hudson. a web
developer in Columbia, S.i.,
was originally intended to al-
low people t find contract
work doing broadcast voice-
overs bur was darmant at the

sian in hi

time. Mr. Hudson says he had
no idea Russians had

didn’t respend tc multiple re-
quests for commen. Russia has
previously demied fargefing
critical mfrastrueture.

Early victims

In the summer of 2016, U.S.
intelligence officials saw signs
of a campaign to hack Amen-
can utilities. says Jeanette
Manfra, assisfant secretary of
Homeland Security’s cyberse
carity and communications
program. The tools and tactics
suggested the perpetrators
were Russian. Intelli-
gence agencies notified Home-
land Security, Ms. Manfra says.

in Decermber 2016, an FBI
agent showed up at a low-rise
office in Downers Grove, Ill. R
was home to CFR Media LLC, a
small, privately held company
that publishes trade iour-
nals with fitles such as “Con-
trol Engineermg.”

The agent told employees
that “highly sephisticated ind-
viduals” had uploaded a mali-
cious file onto the website for
Control Engineering. The agent
warned it could be
used to launch hostile actions
againsi others.

Steve Rourke, CFE Media's
co-founder, savs his company
took steps to fix the infected
site. Before iong, though, at-
tackers laced other CFE Media
trade publications with mali-
cious content, according to se-
curity researchers at Accen-

cure’s :Defiense anit and RiskdQ.
a San Francisco rybey<ecunty
© who later
the artack.

The hackers stalked visitors
to these and other trade web-
sites, hoping o catch engineers
and others and penetrate the
comparues where they worked.

By planting a few lines of
code on the websites. the at-
tackers invisibly plucked com-
puter usernames and pass-
words from  unsuspecting
visitors, according o govern-
ment brefings on the awtack
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deered his site.

The day the emai) went
out—the same day Mr. Vitello’s
office phore iighted up in Ore-
gon—activity on the voice-
over site surged, with comput-
ers from more than 300 [P
addresses reaching aut o it, up
from onty 2 handful a day dur-
ing the prior month.

It isn’t clear what the vic-
tims saw when they landed
on the hacked voice-over site
Files on the server reviewed by
the Journal indicate they couid
have been shown a foaged login
page for Dropbox, a cloud-
based service that allows peo-
ple to share docwmnents ind
photos, designed to trick them
into turning over usernsmes
and passwords. It also is posst-
ble the hackess used the site to
open a back door into visitors’
systems,

Once M. Vitello realized his
email had been hijacked, he
tried to warn s contacts not
10 open any email attachments
from him. The hackers blocked

the message

All-Ways BExcavating is a
government contractor and
bids for jobs with agencies m-
cluding rhe US. Army Corps of
Engineers, which operates doz-
ens of federally owned hydro-
electric facilities.

Some two weeks later, the
attackers again used Mr. Vi-
rello’s account to send a bar-
rage of emails.

One went to Dan Kauffm

Seuie. dm UMERLS s views with peopie at the tfected companies.
Governement

iciate and secorfty-Industr iovestigators

the email was fake.

One company that got one
of the hogus emails was a
small  professional-services
tirm in  Corvallis, Ore
That July, FBI agents showed
up there telling employ-
promised in a “widespread
campaign” targeting €energy
companies, accordimg to the
company owner.

Hacked site

After receiving Mur. Vitello’s
first bogus emai) on March 2 a
subsequent Homeland Security
investigative report savs, an
employee at the Corvallis firm
clicked on the link leading to
the backed voice-over site. She
was prompted to 2nter a user-
name and pas: d. By day’s

THF WALLSTRERT JOURRAL

Drum is under consideration to
be the sire of a $3.6 billion in-
ferceptor system to defend the
East Coast from intercontinen-
tal ballistic missiles.
ReEnergy suffered an intru-
sion but its generating facili-
ties werenr't affected, says one
person familiar with the mat-
ter. I‘he Amly waa aware of the

who drcltned o pmvnde addi-
tiona) details.

That same day, the hack-
ers began nitting the website
of Attarric Power Corp., an in-
dependent power producer
that sellss electneity to more
than a dozen utilities. In addi-
tion to downloading flles from
the site, the attackers visited
the company’s virtual private
network login page, or VPN, a

end. the cyberoperatives were
n her campany’s network, ac-
cording w the report, which
hasn’t been made public but
was reviewed by the Jownal.

They then cracked open a
portal in the company's ﬂn—

Al y to the fomvs conmp
syswems for peopte working re-
motely, the report says.
“To.our knowledge, there
has never been a saccessful
hmachofnnydfmecoumy‘v
sysr»ms Atlantic Power said.
Around midrdght that June
28, the hackers used the Cor-

wall, which
internal networks from the in-
remet, and created a new ac-
count with broad, administra-
tive access, which they lud
from view.

“We didn't know about it or
catch it* says com-
pany’s owner.

In June 2017, the hack-
ers used the Corvallls com-
pany’s systems o go hunting.
Over the next month, they ac-
cessed the Oregon companv’s
network dozens of fimes, tar-
seting at least six energy frms.

In some cases, the aftackers
s:.mply studied \'he new targess’

Excavaring Inc, in Lincoln City,
Ove., with the subject line.
“Please DocuSign Signed
Agreement—PRunding Project.”

Office manager Corinna
Sawver thought the wording
was strange anc iled Mr.

as recon-
naissance for future strikes. In
ather nsiances, they may have
gained tootholds inside cheir
victims' svstems.

‘Two of the rargeted compa-
nies had \elped the Army cre-
ate of

Vitello: “Just recejved this from
your email, [ assume you have
hacked.”

Back came a response from
the intruders who controlled
Mr. Vitello's account I did
send 1t.*

Ms. Sawyer, still suspicious,
called Mr. Vitello, who toid ber

efectncity for domestic bases.

On June 15. hackers visited
the website of ReEnergy Hold-
ings LLC. The renewable-en-
ergy company had built a small
power plant that allows Fort
Drum in western New York to
operate even if the civilian
pewer yrid collapses. Fort

vallis company’s network to ex-
change emails with a 20-per-

AR pUWEL L1l ¢ en
ergy Systems Group Ltd. of
Newburgh Ind., declines to say
whether it was hacked.

‘The company' website says
one of its customers is Fort
Detrick, an Army base in
Maryland with a lex of

ittoa Y groug, some-
ames calted Dragonfly or Ener-
gedc Bear, that security re-
searchers have tied  the
Russian govermment,

In March 2018, the LS. went
t\xrtrm. releasing 2 report that

laboratories that defend the
nation against  biological
weapons. Army officials sad
they takke cybersecurity seri-
ously but declined to comment
further,

By that fall, the hackery re-
curned to Dan Kauffrman Exca-
vating tn Oregon, breachang its
network on Sept. 18. They ap-
peared 1o lurk quietly for a
month. Then, on the night of
Oct. 13, emails blasted out t@
m\@!y 2,300 of the .

on “cyber
aﬂnn" working tor me Rus-
san government, saying they
had heen active since at least
Maich 2016.

Attackers exploited
business relationships
using impersonation
and trickery.

contacts. The nressage said.
“Hi. Dan used Propbax to share
a folder with you'” and con-
tained a link that said, “View
folder””

Among the reclplenzs em-

ployees of a multi-
state utility; the Portland, Ore.
based Bonneville  Puwer

Administrarion, which ™ns
75% of the Pacific Northwest's

In Apnil 2018, the FBL not-
fied ar least two companies by
letter that chey appeared to
have received malicious emails
from All-Ways Excavating’s Mr.
Vitello

One was Conunercial Con-
tractors of Ridgefield, Wash.,
which helped renovate an of-
ﬁce for the Bonneville Power

dministration. Bric Money,

high-voltage ¢
lines, and the Army Coxps of

Engineers.

Rederal officials say the at-
tackers looked for
ways to bridge the divide be-
rweer the atilities’ corpotate

Short Circuit

Russian hackers targeted utiities’ control-system computess.

RNocker

Russian hackers use maficious emais to steai
credentiais from utility campany employwes

Employee computer
Lising stolen credentials. hackers remotely access
power-utiity workstations and run mabaous code

Scada server

From the compromised workstation, hackers can
93In access to the utility’s supervisory controt and
data acquisition system (Scada)

Bedrical equipment

Scada controls utility assets, including substatiens
and power-generation faciities

Ces. Depasiment of Hometand Seusity (hatdag)

anumm o Eneray (Scata retwork)
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the company’s president, says
employees thought they had
resisted the tainted emails.

The uther company notified
by the FBI, Carisan Testing of
Tgard, Jre., has done work for
unilites inctuding Portland
General , PaafiCorp.
Northwest Natural Gas and the
Bonneville Power Admnsstra-
tion

Vikam Thakw, techmcal di-
rector of security response for
Symantec Corp., a Califoruia-
based cvbersecurity firm, says
his company knows ‘fom its
udlity clients and from other
secunty GQrms it works with
that at least 60 utilities were
targeted, including some out-
side the U.S. About twe dozen
were breached, he says, adding
that hackers penetrated far
enough to reach the mouswria)-
confrol systems a4t eight or
more utilities. He declined to
name them.

The government isn't sure
how many utilines and vendors
n all weye compromsed n the
Russian assault.

Industry experts say Rus-
sian government hackers likely
remainc mside some systems,
undetected and awaiting far-
ther orgers.

—Lisa Schwartz contmbuted

fo fhis article.
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BOARDS ASSOCIATION www.ndsba.org

TESTIMONY ON SB 2209
SENATE INDUSTRY, BUSINESS AND LABOR COMMITTEE
January 21, 2019
By Amy L. De Kok, Legal Counsel
North Dakota School Boards Association

Chairman and Members of the Committee:

My name is Amy De Kok and | am in-house Legal Counsel for the North Dakota School
Boards Association (NDSBA). NDSBA represents all operating schools districts within the State of
North Dakota. | appear before you today to testify in support of SB 2209.

Currently, section 44-04-24 of the NDCC only exempts “security systems” from open
records requests. This exemption was created in 2003 following 9/11. While we believe the intent
was to restrict highly sensitive information including evacuation plans, emergency response plans
and other security measures, the language adopted places a strong emphasis on physical and
electronic security. The ability to restrict disclosure of this type of information to the general
public is still necessary; however, the safety planning and associated procedures that a public
entity, particularly school districts, must develop are much broader today. Our members serve
arguably the most vulnerable population of North Dakotans and are entrusted with their safety
and health. It is important that districts have the ability to keep information and records related
to threat response and assessments, as well as emergency evacuation procedures, closed in
certain circumstances. For example: a district may develop an active shooter response or
evacuation plan. A publicly available evacuation plan would make students sitting ducks.

We believe the amendments proposed by SB 2209 further clarify the ability of a public
entity to keep information relating to threat assessments, threat response plans, and emergency
evacuation plans closed when necessary. 1I'd be happy to answer any questions you have

regarding the position taken by NDSBA on SB 2209. Thank you.



Testimony in Support of AHachmenwt (
'SENATE BILL 2209

House Industry Business and Labor Committee
March 4, 2019

Good moming, Chairman Keiser, Members of the House Industry Business & Labor Committee, my
name is Deb Birgen. Unfortunately, [ am unable to attend today’s hearing but [ have asked Todd D. Kranda, an
attorney at Kelsch Ruff Kranda Nagle & Ludwig law firm in Mandan and a lobbyist for Missouri River Energy
Services, to appear on my behalf and provide this testimony in support of SB 2209. [ serve as the Director of
Legislative & Governmental Relations for Missouri River Energy Services (MRES). [ am speaking to you on
behalf of MRES which is a municipal power agency that provides wholesale electric power to six municipal
electric communities in this state, including Cavalier, Hillsboro, Lakota, Northwood, Riverdale and Valley City.

MRES requested this bill to be introduced. The “why” behind SB 2209 actually started with discussions
with members of the [owa Utilities Board (IUB) about three years ago. The [UB staff were working more with
utilities on cyber and physical security issues and encouraging collaboration on best practices. The [UB is a
public entity subject to l[owa’s open meetings and public records laws. As a result, the [UB decided to seek
legislation clarifying that whenever the IUB received information from a utility or other entity concerning

.various aspects of cyber and physical security; such information would be exempt from open meetings/public
records laws. After hearing of the possible IUB legislation, MRES worked with the [UB and legislators to make
sure that such information was confidential not only at the [UB level, but at the city utility level as well. This
confidentiality included security procedures, emergency preparedness, vulnerability assessments, emergency
response protocols, etc. MRES was pleased that it was passed and signed by the Governor in 2017. MRES is
subject to the open meetings and public records laws of all four states in which it operates: North Dakota, [owa,
Minnesota and South Dakota. Language similar to the lowa law exists in South Dakota and Minnesota, and now
MRES seeks similar language in North Dakota in SB 2209.

The point of SB 2209 is to first, expand the definition of cybersecurity and physical security to cover
information and documentation as it pertains to fuel supply, vulnerability assessments, evacuation plans, threat
assessments, security plans, etc. Second, SB 2209 makes sure that such information in the possession of a
municipal owned utility or any public entity remains confidential. Finally, SB 2209 makes sure that if utilities

.uch as the investor-owned utilities, share such data with a North Dakota public entity, like the Public Service

Commission, it remains confidential. This will allow the utilities in North Dakota and the Public Service
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Commission to share planning and assessment information that is relevant to electric service security, but
otherwise would create grave vulnerabilities and potentially serious breaches if publically available.

Why is this important? Most of us have probably heard about the hacking of Ukrainian utilities in 201 5’
Hackers hijacked two distribution utilities in the Ukraine and cut power to more than 80,000 people.
Fortunately, the utilities were able to get the systems back on line manually. Recently, a January 11, 2019, Wall
Street Journal article discussed the 2018 cyberattack on a small 15-person company that works with utilities and
govermnment agencies, in a backdoor attempt to get at the electric grid. Anyone in the electric utility world will
tell you that cyber-attacks are becoming a daily occurrence. Additionally, we need to worry about physical
security. In 2013, there was a shooting attack on PG&E’s Metcalf Transmission Substation in California,
resulting in over $15M in equipment damage. Fortunately, the incident did not affect electric supply to
customers, but demonstrates that utilities also need to protect information regarding access to and information
about substations, distribution and transmission lines, operations centers, etc.

[ will note that we were contacted last week by the North Dakota Attorney General’s Office regarding a
tweak they believe is needed in the bill. After discussing this with the Attorney General’s office, [ concur that

they are correct in the needed language update. An amendment is being drafted by the Legislative Council. In

the amendment, we would ask that the phrase “required to be disclosed to another person” be removed from
page one, lines 8-9. Then we’d request a new subsection—subsection 5 be added at or after line 20, page two to
say “Records disclosed to another entity continue to be exempt in the possession of the receiving entity.”
Although this means the bill would need to go back to the Senate for a concurring vote, we agree with the
Attorney General’s Office that this amendment is necessary to avoid any inadvertent misinterpretation.

While MRES respects the need for transparency in state and local government, the stakes are just too
high and the customer impact is just too precarious. As utilities collaborate with other entities to secure our grid,
fuel supply and electric reliability, we need to make sure the information is kept confidential and does not
inadvertently open an opportunity for a physical or cyber interruption. Access to information on assessing,
planning and responding to such potential attacks could also open the door to serious vulnerabilities that utilities
and their customers cannot have exposed. Therefore, on behalf of MRES I respectfully ask for a “Do Pass”
recommendation on SB 2209.

Thank you for taking the time to consider these comments today and to consider the passage of SB ‘

2209.
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Macy’s Results Rain
On Holiday Parade

Russian Hack Exposes
Weakness in U.S. Power Grid

Worst known system breach involved attacks on small contractors

By Resecca Swoth anp Ros Barey

One momning in March 2017, Mike Vitello's
work phone lighted up. Customers wanted to
know about an odd email they had just re-
ceived. What was the agreement he wanted

Where was the attachment?

Mr. Vitellc had no idea what they were
talking about. The Oregun constraction com-
pany where he works, AU-Ways Excavar-
ing USA, checked it out. The email was bogus.
they wld Mr. Vitello’s conrtacts. Ignore it.

men.al’ewmnmslam meLS Depart~
ment of %cum'y P da

“They were mtercepting my every email.”
Mr. Vitello says. “What the hell? I'm nobody.”

“It’s not you. It’s who you know,” says Ms.
Cox

The cyberattack on the 15-person company
near Salem, Qre. which works with utilities
and government agencies, was an early thrust
in the worst known hack by a foveign govern-
ment into the nadon’s etectric grid. It set off
s0 many alarms that US. officials took the
unusuai step in early 2018 of publicly blaming
the Russian government.

A retons truction of the hack reveals a glar-

team o i ]

You've been madred. a gxymmem agam
told Mr. Vitello’s colleague, Dawn Cox. Maybe
by Russians, They were tryiug to hack into
the power grid.

The Fans Are All That Move
During Warhol’s 8- Hour Film

ng at the heart of the country’s
electric system. Rather than strike the atib-
aes bead on, the hackers went after the sys-
terp’s unprotected underbelly—mundreds of
contractors and subcontractors like All-Ways
Piease rurn ro page A9
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BY SARAR NASSAUER

Macy's inc. and other mall-
based retailers said sales pe-
tered out at the end of the
year as they continued to lose
customers to dmmmﬂs and
e~curunerce, haw
not ali chains are positioned
to benefit from a strong U.S.
ecunomy.

The year-end results—and a
weak profit outlook from
Macy’s—clouded what have
been upbeat expectations for

DANTETS On__ABE  ehe holiday sales season with
m% e —'%  consumers showing a hearty
MexdonSUew 312 Dchmtey_ o4 willingness to spend.
U SN _ADD USHen AN The news  Thursday
a8 Rwte AL
5 spooked investors, who sent
__.mf P i shares of Macy’s down: nearly
18%, the department store’s
worst one-day decline on re-
cord. Rival Kohts Corp. and
mall stalwart L Brands inc.,
the owner of Victoria'’s Secret,
atse posted tepid holiday
°m’§l-l:§'n‘-m-" o sales, triggering a broader
sellaff in retan stocks.
L
L S PINL AV ASTRURIAT § & TN OR300

“The holiday seasan began
strong—particularly  during
Black Friday and the following
Cyber Week, but weakened in
the mid-December period,”
Macy's Chief Exeeutive Jeff
Gennette said.

The negative senfiment
weighed opn shares of dis-
counters like Target Corp. and
Costco Wholesale Corp.—and
yet they have posted strong
hotiday sales. Those chains,
which are less dependent on

Almost nothing happens in ‘Empire,’

«  except among those in the audience

By Brerpa Crovan

Thomas Kiedrowsk plans to
bring a pillow to Saturday's
screening of Andy Warhol's si-
lent movie “Bmpire” in New
York City.

While most agree the War-
hole;m‘nsarealsmazex,m

apparel, and com Inc.
have been taking market share
from department stores. Tar-
get cited strong demand for
tovs and baby products along |
with seasonal gifts. |
“The rising tide of retail 1
sales hasn’t floated all boats,”
said Neil Saunders, mamging
director of research firm {
GlobalData. “We are seeing a .
Please turnto page A2 |
i
& Last-ditch bsd for Sears tops |
$5 Bo—— B3

la is seeing it for the
second time. The film runs
eight hours, five mioutes and

Ten reels, zero plor

cansists of a single black-and-
wiote shot of the Empire State

Buildirgg.

Spailer alert: Not much hap-
pens beyond two things. Read
on to find out.

“If it wasn't for the pillow, |
don't know if | would be able to

do it,” saic ML Kiedrowsk, a |
44-year-ald libranan. He also |

olans te bring the same snacks

to share with other die-hard
fans of the iate New York artist.

neen off-screen.

Ford Motor Co. is expectsd to

Ford Europeadiusted operating
profit, n mBions

ne

Since the film's 1965 debut, ; 3¢ 40 10 20 3¢
nearly all of the achon has | 2017 2018
Soorer the o
Please arn{opageA7 | TEWALL STRERT JOURNAL
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Russia
Hacked
U.S. Grid

Continued fromPageOne

who had no reason to be on
high alert against foreign
agents. From these tiny foot-
holds, the hackers worked their
way up the supply chain. Some
experts believe two dozen or
more utilities ultimately were
breached.

The scheme’s success came
less from its technical prow-
ess—-though the attackers did
use some clever wactics—
than in how it exploited
trusted business relation-
ships using impersonation and
trickery.

The hackers planted mal-
ware on sites of online publica-
tions frequently read by udlity
engineers. They sent out fake
résumés with tainted attach-
ments, pretending to be job
seekers. Once they had com-
puter-netwark credentals, they
slipped through hidden portals
used by utility technicians, in
some cases getting into com-
puter systems that monitor
and control electricity flows.

The Wall Street Journal
pieced together this account of
how the attack unfolded
through documents, computer
records and interviews with
people at the affected compa-
nies, current and former gov-
ermnment officials and security-
industry investigators.

The U.S. governmerm hasn't
named the utilities or other
companies that were targeted.
The Journal identified small
businesses such as Commercial
Contractors Inc. in Ridgefield,
Wash,, and Carlson Testing
Inc., in Tigard, Ore,, along with
big utilities such as the feder-
ally owned Bonneville Power
Administration and Berkshire
Hathaway’s PacifiCorp. Two of
the energy companies targeted
build systems that supply
emergency power to Army
bases.

The Russian campaign trig-
gered an effort by the Federal
Bureau of Investigation and
Homeland Security to retrace
the steps of the attackers and
notify possible victims. Some
compantes were unaware they
had been compromised until
ZOvEeynment iivesygators came
calling, and others didn’t know
they had been targeted until
contacted by the Journal.

“"What Russia bas done is
prepare the battlefield without
pulling the trigger,” says Rob-
ert P. Silvers, former assistant
secretary for cyber policy at
Homeland Security.

FROM PAGE ONE
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and security experts who have
reviewed the malicious code.
That tactic enabled the Rus-
sians to gain access to ever
more sensitive systems, saic
Homeland Security officials in
industry briefings last year.

On March 2, 2017, the at-
tackers used Mr. Vitello’s ac-
count to send the mass email
to customers, which was in-
tended to herd recipients to a
website secretly taken over by
the hackers.

The email promised recipi-
ents that a docuruent would
download mmmediately, but
nothing happened. Viewers
were invited to click a tink that
said they could “download the
file directly.” That sprang the
trap and took them to a web-
site called imageliners.com.

The site, registered at the
time to Matt Hudson, a web
developer in Columbia, S.C.,
was originally intended to al-
low people to find contract
work doing broadcast voice-
overs but was doirmant at the

The e press office at the Rus- time. Mr. Hudson says he had
sian in Washi no idea Russians had
didn’t respond to multiple re- deered his site.

quests for comment. Russia has
previously denied targeting
critical infrastructure.

Early victims

In the summer of 2016, U.S.
intelligence officials saw signs
of a campaign to hack Ameri-
can utilities, says Jeanette
Manfra, assistant secretary of
Homeland Security’s cyberse-
curity and communications
program. The tools and tactics
suggested the perpetrators
were Russian. Intelli-
gence agencies notified Home-
land Security, Ms. Manfra says.

In December 2016, an FBI
agent showed up at a low-rise
office in Downers Grove, Il It
was home to CFE Media LLC, a
small, privately held company
that publishes trade jour-
nals with titles such as “Con-
trol

The agent told emplayees
that “highly sophisticated indi-
viduals” had uploaded a mali-

ricnie Ala anea tha umhcita S

The day the email went
out—the same day Mr. Vitello’s
office phone lighted up in Ore-
gon—activity on the voice-
over site surged, with cormput-
ers from more than 300 [P
addresses reaching out to it, up
from only a handful a day dur-
ing the prior month.

It isn’t clear what the vic-
tims saw when they landed
on the hacked voice-over site.
Files on the server reviewed by
the Journal indicate they could
have been shown a forged login
page for Dropbox, a cloud-
based service that allows peo-
ple to share documents and
photos, designed to trick them
into turning over usernames
and passwords. It also is possi-
ble the hackers used the site to
open a back door into visitors’
systems. i

Once Mr. Vitello realized his
email had been hijacked, he
tried to warn his contacts not
to open any email attachments
from him. The hackers blocked

Matt Hutison, above, says he

In the Crosshairs

Russian hackers seeldng to inflitrate the power grid targeted
companies operating i at least 24 states, Canada and the UK.

Source: documents; interviews with peopie 3t the
government i

officiats and security-industry

the email was fake.

One company that got one
of the bogus emails was a
small professional-services
firm i Corvallis, Ore.
That July, FBI agents showed
up there, telling employ-

their system had been com-
promxsed in a “widespread
campaigi” targeting energy
companies, according to the
company Gwner.

Hacked site

After receiving Mr. Vitello’s
first bogus email on March 2, a
subsequent Homeland Security
investigative report says, an
employee at the Corvallis firm
clicked on the link leading to
the hacked voice-over site. She
was prompted to enter a user-
name and password. By day’s
end, the cyberoperatives were
in her company’s network, ac-
cording to the report, which
hasn’t been made public but
was reviewed by the Journal.

They then cracked open a
portal in the company’s fire-
wall, which separates sensitive
internal networks from the in-
ternet, and created a new ac-
count with broad, administra-
tive access, which they hid
from view.

WWin ARAnt bmane

nhnut it ae

affected companies,
ovestigators  THE WALL STREET JOURNAL.

Drum is under cansideration to
be the site of a $3.6 billion in-
terceptor system to defend the
East Coast from intercontinen-
tal ballistic missiles.

ReEnergy suffered an intru-
sion but its generating facili-
ties weren't affected, says one
person familiar with the mat-
ter. The Army was aware of the
incident, said a spokesman,
who declined to provide addi-
tional details.

That same day, the hack-
ers began hitting the website
of Atlantic Power Corp,, an in-
dependent power producer
that sells electricity to more
than a dozen utilities. In addi-
tion to downloading files from
the site, the attackers visited
the company’s virtual private
network login page, or VPN, a
gateway to the firm’s computer
systems for people working re-
motely, the report says.

“To.our knowledge, there
has never been a successful
breach of any of the company’s
systems,” Atlantic Power said.

Around midnight that June
28, the hackers used the Cor-
vallis to ex-
change emails with a 20-per-

son carpentry company in
Michigan called DeVange Con-
struction Inc. The emails ap-
peared to come from an em-
ployee called Rick Harris—a
persona fabricated by the at-
vackers.

DeVange Construction’s sys-
tems already may have been
compromised. Applications to
energy comparies from nonex-
istent people seeking indus-
trial-control systems jobs came
from DeVange email
according to security experts
and emails reviewed by the
Journal. Bogus résumeés were
attached—tweaked to trick re-
cipients’ computers into send-
ing login information
o hacked servers.

The Journal identified at
least three utilities that re-
ceived the emails: Washing-

networks, which are connected
to the internet, and their criti-
cal-control networks, which are
walled off from the web for se-
curity purposes. The
bridges sometimes come in the
form of “jump boxes,” comput~
ers that give technicians a way
t move between the two sys-
tems.

In briefings to utilities last
summer, Janathan Homer, in-
dustrialcantre) systems ~
security chief for Homeland Se-
curity, said the Russians had
penetrated the control-system
area of utilities through poorty
protected jump boxes. The at-
tackers had “legitimate access,
the same as a techmician,” he
said in one briefing, and could
have temporarily knocked out
power.

PaﬂﬁCorp says it wasn’t

ton-based khin PUD, Wis-

cansin-based Dairyland Power
Cooperative and New York
State Electric & Gas Corp. All
three say they were aware of
the hacking campaign but dont
believe they fell victim to it.

A DeVange employee says
federal agents visited the com-
pany. The company’s owner,
Jim Bell, declined to discuss
the incident.

That June 30, the hack-
ers sought remote access to an
Indiana company that, like Re-
Energy, installs equipment to
allow government facilities to
operate if the civilian grid
loses power. That company, En-
ergy Systems Group Ltd. of

Ind., declines to say
whether it was hacked.

‘The company’s website says
one of its customers is Fort
Detrick, an Army base in
Maryland with a complex of
laboratories that defend the
nation against biological
weapons. Army officials said
they take cybersecurity seri-
ously but declined to comment
further.

By that fall, the hackers re-
turned to Dan Kauffman Exca-
vating in Oregon, breaching its
network on Sept. 18. They ap-
peared to lurk quietly for a
month. Then, on the night of
Oct. 18, emalils blasted out to
roughly 2,300 of the company’s
contacts. The message said,
“Hi, Dan used Dropbox to share
a folder with you*” and con-
tained a link that said, “View
folder.”

Among the recipients: em-
ployees of PacifiCorp, a multi-
state utility; the Portland, Ore.-
based Bonmeville Power
Administration, which runs
75% of the Pacific Northwest’s
high-voltage transmission
lines, and the Army Corps of

Engineers.

Pederal officials say the at-
tackers looked for
ways to bridge the divide be-
tween the utilities' corporate

Short Circuit

(B

p d by any attack
o ’

Gary Dodd, Bonneville's
chief information security offi-
cer, says he doesn’t believe his
utility was breached. "Tt's pos-
sible something got in. but I
really don’t think so,” he says.

The Army Corps says it
doesn't comment on cyberse-
curity matters.

Going public

The US. government
warned the public about the
hacking campaign in an Octo-
ber 2017 advisory. It attributed
it to a shadowy group, some-
times called Dragonfly or Ener-
getic Bear, that security re-
searchers have tied to the
Russian government.

In March 2018, the U.S. went
further, releasing a report that
pinned responsibility on “cyber
actors” working for the Rus-
sian government, saying they
had been active since at least
March 2016.

Attackers exploited
business relationships
using impersonation
and trickery.

In April 2018, the FBI not-
fied at least two companies by
letter that they appeared to
have received malicious emails
from All-Ways Excavating’s Mr.
Vitello.

One was Commercial Con-
tractors of Ridgefield, Wash.,
which helped renovate an of-
fice for the Bonneville Power
Administration. Eric Money,
the company’s president, says
employees thought they had
resisted the tanted emails.

The other company notified
by the FBI, Carlson Testing of
Tigard, Ore,, has done work for
utilities including
General Electric, PacifiCorp,
Norshwest Natural Gas and the

Damantn TA Drscse A daninictes
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and others didn’t know
they had been targeted until
contacted by the Journal.
“What Russia has done is

file directly.” That spriang the

trap and took them to a web-

site called imageliners.com.
The site, regis at the
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m:ne to Matt Hudson, a web

prepare the battlefield without
pulling the trigger,” says Rob-
ert P. Silvers, former assistant
secretary for cyber policy at
Homeland Security.

The e press ofﬁce at the Rus-
sian Ext

per in C sC.,
was originally intended to al-
low people to find contract
work doing broadcast voice-
overs but was dormant at the
time. Mr. Hudson says he had
no idea had

didn’t respond to multiple re-
quests for comment. Russia has
previously denied targeting

Early victhms

In the summer of 2016, U.S.
intelligence officials saw signs
of a campaign to hack Ameri-
can utilities, says Jeanette
Manfra, assistart secretary of
Homeland Security’s cyberse-
curity and Conmumunications

program. The tools and tactics
suggested the perpetrators
were Russian. Intelli-
gence agencies notified Home-
land Security. Ms. Marfra says.

In December 2016, an FBI
agent showed up at a low-rise
office in Downers Grove, I1. It
was home to CFE Media LIC, a
small, privately held company
that publishes trade jour-
nals with titles such as “Con-
trol Engineering.”

The mnt mld employees
that indi-
viduals” had uploaded a mali-
cious file onto the website for
Control Engineering. The agent
warned it could be
used to launch hostile actions

inst gthers.

Steve Rourke, CFE Media’s

says his

deered his site.

The day the email went
out—the same day Mr. Vitello's
office phone lighted up in Ore-
gon—activity on the voice-
over site surged, with comput-
ers from more than 300 [P
addresses reaching out to it, up
from only a handful a day dur-
ing the prior month.

It ism't clear what the vic-
tims saw when they landed
on the hacked voice-over site.
Files on the server reviewed by
the Journal indicate they could
have been shown a forged login
page for Dropbox, a cloud-
based service that allows peo-
ple to share d

the email was fake.

One company that got one
of the bogus emalls was a
small  professional-services
firm in Corvallis, Ore.
That July, FBI agents showed
up cthere, telling employ-
ees their system had been com-
promised in a “widespread
campaign” targeting energy

to the
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Drum is under nsideration to
be the site of a $3.6 billion in-
terceptor system to defend the
East Coast from intercontinen-
tal ballistic missiles.
ReEnergy suffered an intru-
sion but its genersting facili-
ties weren't affected, says one
person familiar with the mat-
ter. mnmwwasuwutofm
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company owner.

Hadked site
After receiving Mr. Vitello's
first bogus email on March 2, a
subsequent Homeland Security
investigative report says, an
employee at the Corvallis firm
clicked on the link leading to
the hacked vaice-over site. She
was profupted to enter a user-
name and p d. By day’s

who declined to pwvu:lz addi-
tional details.

That same day, the hack-
ers began hitting the website
of Atlantic Power Corp., an in-
dependent power producer
that sells electricity to more
than a dozen utilities. In addi-
tion to downloading files from
the site, the attackers visited
the company’s virtual private
network login page, or VPN, a

fimrs

end. the cyberoperatives were
in her ¢ 's network, ac-

and
photos, designed to trick them
into turning over usernames
and passwards It also is possi-
ble the hackers used the site to
open a back door intto visitors’
systems. ‘

Once M. Vitello realized his
email had been hijacked, he
tried to warn his contacts not
to open any email attachments
from him The hackers blocked
the message.

All-Ways Excavating is a
government contractor and
bids for jobs with agancies in-
dudmg the U.S. Army Corps of

cording to the report, which
hasi’t been made public but
was reviewed by the Journal.

They then cracked open a
portal in the company’s fire-
wall, which separates sensitive
internal networks from the in-
ternet, and created a new ac-
count with broad, administra-
tive access, which they hid
from view.

“We didn’t know about it or
catch it,” says the com-
pany’s owner.

In June 2017, the hack-
ers used the Corvallls com-
to go hunting.

which doz-
ens of federally owned hydro-

took steps to fix the infected
site. Before long, though, at-
tackers laced other CFE Media
trade publications with mali-
cious content, according to se-
curity researchers at Accen-
twre’s iDefiense unit and RiskiQ,
a San Francisco cybersecurity
company, who later anatyzed
the artack.

The hackers stalked visitors
to these and other trade web-
sites, hoping to catch engineers
and others and penetrate the
companies where they worked.

By planting a few lines of
code on the websites, the at-
tackers invisibly ptucked com-
puter usernames and pass-
words from unsuspecting
visitors, according to govern-
ment briefings on the attack

electric facilities.

Some two weeks later, the
attackers again used Mr. Vi-
tello’s account to send a bar-
rage of ernails.

One went to Dan Kauffman
Bxcavating Inc., in Lincoln Gity,
Ore., with the subject line:
“Please DocuSign Signed
Agreement—Punding Project.”

Office manager Corinna
Sawyer theught the wordu‘;
was strange and emailed Mr.
Vitello: “Just received this from
your email, 1 assume you have
been hacked.”

Back came a response from
the intruders who controlled
Mr. Vitello’s account: “I did
send it.”

Ms. Sawyer, still suspicious,
called Mr. Vitello, who told her

pany’'s

Over the next month, they ac-
cessed the Oregon company’s
network dozens of times, tar-
geting at least six energy firms.

In some cases, the attackers
simply studied the new targess’
websites, possibly as recon-
naissance for future strikes. In
other instances, they may have
gained footholds inside their
victims' systems.

Two of the targeted compa-
nies had helped the Army cre-
ate independent supplies of
electricity for domestic bases.

On June 15, hackers visited
the website of ReRnergy Hold-
ings LLC. The renewable-en-
ergy company had built a small
power plant that allows Fort
Drum in western New York to
operate even if the civilian
power grid collapses. Fort

o
systens{upeopleworkmgm
motely, the report says.

“To.our there
has never been a successful
treach of any of the company’s
systems,“Ar.!anﬁcPowersaid.

Arvand midnight that June

28, the hackers used the Cor-
campany’s network to ex-
changp emails with a 20-per-

MDD pUWK. ARAL CUThpanTy, -
ergy Systems Group Ltd. of
Newburgh, ind., dediines w say
whether it was hacked.

The compasny’s website says
one of its customers is Fort
Detrick, an Army base in
Maryland with a complex of
laboratories that defend the
nation against biological
weapons. Army officials said
they take cybersecurity seri-
ously but declined to comment
further.

By that fali, the hackers re-
turned to Dan Kauffrnan Exca-
vating in Oregon, breaching its
network on Sept. 18. They ap-
peared to lurk quietly for a
menth. Then, on the night of
Oct. 18, emails blasted out to
roughly 2,300 of the /s

it 10 @ SNadowy group, some-
times calied Dragonfly or Ener

getic Bear, that securify re-
searchers have tied to the
Russian government.

In March 2018, the U.S. went
further, releasing a report that
pinned respensibility on “cyber
actors” working for the Rus-
sian government, saying they
had been active since at least
March 2016.

Attackers exploited
business relationships
using impersonation
and trickery.

contacts. The message said,
“Hi, Dan used Dropbax to share
a folder with you!” and con-
tained  link that said, “View
folder”

Among the recipients: em-
ployees of PacifiCorp, a multi-
state utility; the Portland, Ore.-
based Bomneville Power
Administration, which runs
ﬁuf the Pacific Northwest's

In April 2018, the FBI noti-
fied at Jeast two companies by
letter that they appeared to
have received malicious emails
from All-Ways Excavating’s Mr.
Vitello.

One was Comumercial Con-
tractors of Ridgefield, Wash.,
which helped renovate an of-
ﬁce for the Bonneville Power

istration. Eric Money,

voltage
lines, and the Army Corps of
Engineers.

Pederal officials say the at-
tackers looked for
ways to bridge the divide be-
tween the utilities’ corporate

Short Circuit

Russian hackers targeted utilities’ control-system computers.

Scada server

Russian haskers use malictous amaits to steal
credentials from utiity company employees.

Bployee computer
. Using stolen credentials, backers remotely access
power-utility workstations and run matidous code.

From the compromised workstation, hackers can
gain access to the utifity’s supervisory control and
dataacquisition system (Scada)

Scada controls utillty assets, including substations
and power-generation facHities.

of Homeland Security (hacking);

Sources: Department
Dapartmont of Energy (Scada network)
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the company’s president, says
employees thought they had
resisted the tainted emails.

The other company notified
by the FBI, Carlson Testing of
Tigard, Ore., has done work for
utilities including Portland
General Electric, PacifiCorp,
Northwest Natural Gas and the
Bonneville Power Administra-
tion.

Vikram Thakur, sechnical di-
rector of security response for
Symantec Corp., a California-
based cybersecurity firm, says
his company knows from its
utility clients and from other
security firms it works with
that at least 60 utilities were
targeted, including some out-
side the US. About two dozen
were breacheq, he says, adding
that hackers penetrated far
enough to reach the industrial-
control systems at eight or
more utilities. He declined to
name them.

The government isn't sure
how many utilities and vendors
in all were campramised in the
Russian assault.

Industry experts say Rus-
sian government hackers likely
remain inside some systems,
undetected and awaiting fur-
ther orders.

—Lisa Schwartz contributed

to this article.
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19.0791.01001 Prepared by the Legislative Council staff for
Title. Senator Klein
March 4, 2019

PROPOSED AMENDMENTS TO SENATE BILL NO. 2209

Page 1, line 8, remove "required to be disclosed"

Page 1, line 9, replace "to another person for" with "regarding"

Page 2, after line 20, insert:

"5. Records deemed exempt under this section and disclosed to another entity
continue to be exempt in the possession of the receiving entity."

Renumber accordingly

Ruog (o

Page No. 1 19.0791.01001



Written Testimony to the
House Industry, Business, and Labor Committee

Senate Bill 2609 20

Andrew Alexis Varvel
March 4, 2019

Chairman Keiser and Members of the Committee:

My name is Andrew Alexis Varvel. | live in Bismarck, District 47.

North Dakota ought to remain an open records state.
So, please give SB 2009 a “DO NOT PASS” recommendation.

Thank you.

Andrew Alexis Varvel
2630 Commons Avenue
Bismarck, ND 58503
701-255-6639
mr.a.alexis.varvel@gmail.com
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Anderson,_PameIa K.

=
From: Seibel, Troy T.
Sent: Tuesday, March 5, 2019 11:20 AM
To: Anderson, Pamela K.
Subject: RE: Senate Bill 2209

Pam,

Here is the answer | got from our open records/meetings expert. Let me know if you have any
additional questions or if | can help out....

In follow up to the committee hearing on SB 2209 — under open records law, the added
records to be protected by 2209 would only be exempt from disclosure and would not be
considered “confidential.” The law differentiates between the two — exempt records may be
protected and the public entity has the discretion on whether to release (see 44-04-17.1(5)
(definition of “exempt record”)) while confidential records can only be disclosed in
accordance with law so a receiving entity may only get access to confidential information if
there is a law specifically authorizing its release (see 44-04-17.1(3) (definition of “confidential
record”)). So the public entities, under SB 2209, have the discretion on whether to disclose
the information — there may be certain entities/people that they want to share the information
with and others they do not— and it would be up to them to make this determination.

There are certain laws in the Century Code that demand reporting of certain incidents. For
example, NDCC chap. 51-30 requires that entities that own or licenses computerized data must
disclose breach of security systems to those whose personal information may have been
acquired by an unauthorized person. There is also a reporting mandate to the office of
attorney general if the breach exceeds 250 individuals. SB 2209 would not prohibit this
required disclosure — public entities would still need to report as required by law.

I hope this helps clarify the open records law as it applies to SB 2209.

Troy T. Seibel

Chief Deputy Attorney General
Office of Attorney General

600 E. Boulevard Ave., Dept. 125
Bismarck, ND 58505
701-328-2210

tseibel@nd.gov

From: Anderson, Pamela K. <pkanderson@nd.gov>
Sent: Monday, March 4, 2019 3:20 PM

To: Seibel, Troy T. <tseibel@nd.gov>

Subject: Senate Bill 2209

Troy, you are my go to person! So, here is a question for you. We had the hearing today on Senate Bill 2209 relating to
open meeting and public records and utilities. We are in favor of the bill, but the question came up regarding the
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