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. Minutes
The meeting was called to order. All committee members present. Hearing was opened on SB
2191 relating to disclosure of financial information by financial institutions.
SENATOR KREBSBACH: presented bill.
MARILYN FOSS, ND Bankers Assn, In favor, Written testimony attached. This bill makes
information sharing rules for providers of financial services inside and outside of ND the same.
As law is now small banks are unable to share information with unaffiliated data processing
vendor without customer’s consent, This was not the intent and places small institutions in a
significant competitive disadvantage.
SENATOR ESPEGARD: Bank wouldn't be able to scll information to third partics?

M FOSS: Subject to GLB provisions on information sharing practices, disclosing account

. information to third parties for marketing purposes is prohibited.
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Senate Industry, Business and Labor Committec
Bill/Resolution Number SB 2191

Hearing Date January 23, 2001,

SENATOR D. MATHERN: My concern is that the way it is written would require people to *“opt

in”,

M FOSS: This bill adopts GLB philosophy, give customers choice, institution notifies them, they
are required to act.

SENATOR TOLLEFSON: If I choose no, I would have to contact bank to stop information
sharing,

M FOSS: Correct.

JOEL GILBERTSON, Executive VP, Independent Community Banks of ND. In favor of this
bill, Written testimony attached.

GARY PRESZLER, Commissioner, Dept. of Banking and Financial Institutions. Ncutral, to
inform, Written testimony attached.

January 31/01. Tape 3-B-36.4 to 38,9

Committee reconvened. All members present. Discussion held. Action held pending amendments
to be submitted by MARILYN FOSS, to fill gaps and climinate ambiguity.

Feb. 12/01 Tape 2-A- 8.7 to 37.2

Committee reconvened. All members present,

MARILYN FOSS, NDBA, Written testimony submitted explaining amendments and definitions.
Discussion held, SENATOR ESPEGARD: Motion to adopt amendments. SENATOR
TOLLEFSON: Second. Roll call vote: 7 yes; 0 no. Motion carricd.

SENATOR ESPEGARD: Motion: do pass as amended. SENATOR D. MATHERN: Scconded.

Roll call vote: 7 yes; 0 no. Carrier;: SENATOR KREBSBACH,
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Senate [ndustry, Business and Labor Committee
Bill/Resolution Number SB 2191

Hearing Date January 23, 2001,

April 3/01. Tape 1-A-0 to 25.8

Committee reconvened. All members present.

Marilyn Foss, NDBA, House amended bill by adding sections 3 and 5., Section 3 extends opt out
rights and disclosure requirements that consumers have both under federal and state Jaws to
agricultural and commercial accounts, GLB only covers consumers, including agricultural and
commercial was supported by the financial institutions. Section 3 incorporates service provider
and other exceptions of GLB into agriculture and commercial section to make clear that bank or
credit union can use customer information for third party service provider agrecments. Without
that part of section 3 smaller banks and credit unions would be subject to charges that they are
violating ND banking law when using third party service providers. Sunset on section 3
coincides with SCR 4019 which is the study of privacy.

Senator Mutch: What kind of information can be passed out?

M Foss: Only the information necessary to do the processing.

Senator Tollefson: Only the amendment sunsets after two years? What if the entire bill would
not be brought into law until after the study resolution is completed?

M Foss: ND would be out of step with the now national system of customer information
protection and sharing. It would place all institutions at risk of being charged with violating NI
laws and would also place ND banks and credit unions at a competitive disadvantage,
Committee discussed misinformation on the press regarding this bill and stressed it will be up to
the customer whether information is sold or not,

Senator Mathern: The peouple who handle the information are considered agents and therefore

exempt from the law?

M Foss: Usually contract specify they cannot sell information. Many also specify they are not
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Senate Industry, Business and Labor Committee
Bill/Resolution Number SB 219

Heoring Date January 23, 2001,

agents because the financial institutions don't want to transfer linbility. Our present law doesn't
provide exception for service providers.

Greg 'Fschider, ND Credit Union League. We are presently in violution of law by exchanging
information. We will have to reevaluate how we provide services to customers, Right now it you
don't want the information on your drivers' license sold you have to opt out. All we are asking is
lets use the sume system for financial institutions. We need this bill and would appreciate your
support.

Discussion held.

Senator Espegard: GLIB says you have to notity your customers by july Ist of this year. GI"
is to put ull in a leveled pluying field.

Senator Klein: Motion to concur with House amendments. Senator Espegard: Sccond.

Roll call vote: 7 yes; 0 no. Motion carried. Floo. assignment: Senator Krebshach.




18273.010t Prepared by the Legislative Council staft for
Title. Senators Krebsbach, Espegard
January 29, 2001

'ROPOSED AMENDMENTS TO SENATE BILL NO. 2191

Page 1, line 2, after "institutions” insert "; to provide an effective date; and to declare an
emergancy”

Page 1, after line 9, insert:

"SECTION 2. EFFECTIVE DATE. Section 1 of this Act becomes eftective on
July 1, 2001,

SECTION 3. EMERGENCY. This Act is declared to be an emergency
measure."

Renumber accordingly

Page No. 1 18273.0101




Date: //ZQ/O/

Roll Call Vote #: )

2001 SENATE STANDING COMMITTEE ROLL CALL VOTES
BILL/RESOLUTION NO. ‘)/C}/

Senate  Senate Industry, Business und Labor

Subcommittee on

or
Conference Committee

Legislative Council Amendiment Number

. . R - . N . " /
Action Taken (]M‘VL ,Q)’y))ﬁ/ )4
Seconded
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/fd )
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Seaators
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Committee

Scnator Every
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Scenator Tollefson

A No [

(Yes)

Total

Absent O

Floor Assignment

[f the vote is on an amendment, briefly indicate intent;
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2001 SENATE STANDING COMMITTEE ROLL CALL VOTES
BILL/RESOLUTION NO. _J{¢} |
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Floor Assignment
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koll Call Vote #: -5

2001 SENATE STANDING CCMMITTEE ROLL CALL VOTES
BILL/RESOLUTION NO. ./ /(,-'{'

- senate Industry, Business and Labor Committee

Slle()l1llnittcc ()n - DR L T It T O T e ]

or

Conference Committee

Legislative Council Amendment Numbey e

AcionTaken DA
Seconded o
1y 1(/{ By ><{ //4’17.’!1/1’;2/2‘/“.

Senators Yos Senators Yes
Scnator Mutch - Chairman v Senator Every S
Senator Klein - Vice Chairman v Senator Mathern /
I Senator Espegard v

Senator Krebsbach i
Senator Tollefson

Total (Yes) 7 No _(}

Absent

N
),
Floor Assignment z&) / kz Cé

If the vote is on an amendment, briefly indicate intent:




REPORY OF STANDING COMMITTEE (410) Module No: SR-26-3190

February 13, 200: 1:00 p.m. Carrier: Krebsbach
Insert LC: 18273.0102 Title: .0200

REPORT OF STANDING COMMITTEE
8B 2191: Industry, Business and Labor Committee (Sen. Mutch, Chairman) recommends
AMENDMENTS AS FOLLOWS and when so amonded, recommends DO PASS
(7 YEAS, 0 NAYS, 0 ABSENT AND NOT VOTING). SB 2191 was placed on the Sixth
order on the calendar.

Page 1, line 2, after "institutions” insort "; to amond and reenact soction 6-08.1-01 of the Noith
Dakola Century Code, rolating to the definilion of a customer and customor
Information; to pravide an effeclive date; and to doclare an emergoncy”

Paga 1, aftor line 3, insert:

"SECTION 1. AMENDMENT. Scction 6-08.1-01 of the 1999 Supplement to
tho North Dakota Contury Code is amendaed and reenactoed as follows:

6-08.1-01. Definitions. As usod in this chapter:

1. "Cuslomer” means, with respect to a financial institution, any persoer-who
has-transacted-or-is-transacling-business - with-er-has-usod or-is-using-the
sorviees-ekindividual or authorized ropresentative of an individual o whom
a linanclal institution-er4or-vhema-linaneiak-institution-has-acled providos
a product or_servica for personal, family, or household use, including that
of acling as a liduciary with-respeet-to-trust-propery.

2. "Customor information” means eitherei-the-following:

&  Any-efiginal-erany-copy-ol anyrecords-held-by-a-finaneial-nstitution
pedaining-o-a-custemers-relotionship-with-the-finaneiaHnstitution:

b:  Any-infermation-derived-from-a-reeord-deseribed-in—this-subseetion
nonpublic_ persunal _information maintained by or for a financial

financial institution and a cusiomer of the financial inslitution and is
identlfled with the customer.

3. "Financial Institution" means any organization authorized to do business
under stale or federal laws relating to financial institutions, including,
without limitation, a bank, including the Bank of North Dakota, a savings
bank, a trust cc/npany, a savings and loan association, or a credit union.

4. "Financial institution regulatory agency” means any of the following:

a. The federal deposit insurance corporalion.

b. The federal savings and loan insurance corporation.
c.  The national credit union administration.

d. The federal reserve board.

e. The United States comptroller of the currency.

f.  The department of banking and financial institutions.

g. The federal homg lvan bank board.

{2) DESK, (3) COMM Page No. 1 S13-26-3190

"0




REPORT OF STANDING COMMITTEE (410) Modute No: SR-26-3190
February 13, 2001 1:00 p.m. Carrler: Krebsbach
'nsert L.C: 18273.0102 Title: .0200

5.  "Governmental agency” means any agency or departinent of this stato, or
ahny authorized officor, employea, or agent of an agency or departmont of
this stato.

6. "Law oenforcoment agency” moans any agoncy or depariment of this state
or of any poiitical subdivision of this state authorizoed by law to eniorce the
law and lo conduct or engage in investigations or prosecutions for
violations of law.

7. "Person" means any individual, partnership, corporation, limitod liability
company, assoclation, trust, or othor logal entity."

Page 1, underscoro lings 6 through 9
Page 1, after line 9, insorl:
"SECTION 3. EFFECTIVE DATE. This Act bocomes effective on July 1, 2001,

SECTION 4. EMERGENCY. This Act is declared to be an emergoncy
measuro.”

Renumbor accordingly

{2) DESK, (3) COMM Page No. 2 S 26 41490
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Roll Call Vote #: |

2001 SENATE STANDING COMMITTEE ROLL CALL VOTES
A BILL/RESOLUTION NO. ) /(/ |
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2001 HOUSE STANDING COMMITTEL MINUTES
BILL/RESOLUTION NO. SB 2191
House Industry, Business and Labor Commitlee
W Conference Commitiee
Hearing Daie March 14, 2001
Tupe Numbcr Side A Side B Moter #

X | <169

Commitiee Clerk Signature

Minutes: Chairman R, Berg, Vice-Chair G, Keiser, Rep.. M, Ekstrom, Rep., R, Froelich, Rep.. G.
Froseth, Rep.. R. Jensen, Rep. NoJohnson, Rep.. 1. Kusper, Rep.. M. Klein, Rep.. Koppang.
Rep.. DL Lemicux, Rep.. B, Pietsch, Rep., DL Ruby, Rep.. 1Y Severson, Rep.. I Thorpe,

Sen. Karen Krebsbach: Sponsor of bill with written testimony.

Marilyn Foss; NDBA Support bill with written testimony.

Rep, Kasper: (19.2) What vould happen without SB 21917

Foss: The effectiveness would depend on the FTC opinion, this bill gives specific definitions.

Rep. Kasper: So an aftiliate of a bank is exempt. With this, will consumers have more
protection?

Foss: More than with GLB.

Rep. Jensen; How did the bill evolve?

Foss: There was inconsistent interpretations.

Tim Karsky: (31.1) Dept. of Banking provided neutral written testimony.
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House Industry, Business and Labor Committee
Bill/Resolution Number SB 2191

Hearing Date March 14, 2001

Rep. Jim Kasper: Written testimony opposed to bill,

Jepnifer Ring: Opposed to bill, Opt-in is the law in several states and is becoming a big trend,
The consumer deserves the right to their private information. Current law is far better than

SB 2191,

Grew Isehider: ND Credit Union League support bill with written testimony.

Rep. Lenmieux: Are commereinl Turmers alTorded protection with this?

Tschider: ‘The law would be silent in that matter so it depends on cach bank.

Rep. Ruby: (10.5) 1 thought that state rules would super cede federal laws, Why doesn't to of
state banks apply to that?

sehider; Existing tederal law preempts state law,

Joel Gilbertson; Md. Com. Banks NI support bill with written testimony.,

Rep. Jensen: Do banks supply information to Dunn and Bradstreet?
Gilbertson: Some do and some don't,
Leah Coghlan: American Insurance Assoc. We support this bill.

Chairman Berg; We'll close the hearing on SB 2191,




2001 HOUSE STANDING COMMITTEL MINUTES
BILL/RESOLUVION NO. SB 2191(13)
House Industry, Business and Labor Commilttee
@ Conference Committee
IHeuring Date March 20, 2001
_tapeNumber | SideA Side 13 C Muter

L0 B X M2

Minutes: Choirman R. Berg, Viee-Chair Gl Keiser, Rep. M. Ekstrom, Rep. R, Iroelich, Rep, ¢

_Committee Clerk Signature

Iroseth, Rep. R. Jensen, Rep. N. Johnson, Rep. J. Kasper, Rep. M. Klein, Rep. Koppang,
Rep. D. Lemieux, Rep. B. Pictsch, Rep. . Ruby, Rep. D. Severson, Rep. E. Thorpe.

Rep Severson: Overview of bill and provided amendments, moved adoption of.

Rep Pietsch: Second.
Rep Kasper: Explained what scction 3 of the amendment does.

Rep Severson; The bank has to provide information to their ag. and commercial customers,
Chairman Berg; GLB is silent on commercial and ag nation wide. The object is to make
customers aware of banks’ policies.

Rep Ruby: Is this in addition to GLB?

Chairman Berg: Yes.

Rep Ruby; So this makes the law more stringent in the state.

Chairman Berg; If this is passed it will be consistent with federal law.
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House Industry, Business und Lubor Committee
Bill/Resolution Number §B 2191(B)

Hearing Date March 20, 2001

Rep Rudy: Moving these amendments will change our conformity,

Rep Kasper: This bill does nothing but add in the ag and commereial customers, This bill does
nothing for protecting information from being shared.

Rep Severson: Logically any bank will ullow you to opt-out,

Rep Lemieux: I every bank is selling this information then logicully the bunk doesn™t need to
offer opt-out,

Rep Ruby: If we change this 1o allow the opt-out we'll be superseding federal Taw and be under
federal review,

Rep Severson: H we wait to do this & will be too late,

Rep Ruby: Too late for what? Do they have to follow ND law until we change?

Chairman Berg: Yes, if ND law is stronger.

Vice-Chairman Keiser: Currently we have opt-in. I'we are ruled against in a court of law then
GLB takes over,

Rep Kasper: GLB is the law throughout the US, The only issue left is the privacy issuc and that
power has been given to the states. ND protects our customers more in this. If we pass 2191 we
will have given the power to the federal trade commission.

Rep Ruby: I’'m for the amendment.

Rep Ekstrom: As far as ag, are they in agreement with this?

Rep Severson: 1don’t have that input.

Rep M. Klein; Why have an expiration date?

Chairman Berg: To watch GLB as it evolves and to keep updated.

Rep Lemieux; [ think we are fixing something that isn’t broken. This isn’t worth doing anything.
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House Industry, Business and Labor Committee
Bill/Resolution Number SB 2191(B)

Hearing Date March 20, 2001

Rep Severson: [ move a do pass as amended.,
Rep Jensen: 1 second.

8 yea, 6 nay, | <bsent

Carrier Rep Severson



2001 HOUSE STANDING COMMITTEE MINUTES
BILL/RESOLUTION NO. SB 2191(C)
House Industry, Business and Labor Committee
Q Conference Committee

Hearing Date March 21, 2001

Tape Number Side A Side B Meter #

1 X 0-35.5

. 775 7
Committee Clerk Signature \M el
LA —

Minutes: Chairman R, Berg, Vice-Chair G. cp. M. Ekstrom, Rep. R. Froelich, Rep. G.
Froseth, Rep. R. Jensen, Rep. N. Johnson. Rep. J. Kasper, Rep. M. Klein, Rep. Koppang.

Rep. D. Lemieux, Rep. B. Pietsch, Rep. D. Ruby, Rep. D. Severson, Ren E. Thorpe.

Rep Severson; I move to reconsider SB 2191,

Rep Ekstrom: [ second.

Rep Severson; Provided and explained amendments 18273.0202,

Rep Ekstrom: [ definitely like this better.

Rep Kasper; Nonpublic information is financial statements and so forth.
Rep Ruby: P’d like to toughen this up. We shouldn’t muddy this up by confusing GL.I3 with

current state law,

Rep Severson: I move to reconsider the amendments.

Rep Ekstrom: [ second.
Rep Severson: I move the .0202 amendments,
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ITouse Industry, Business and Labor Commiitee
Bill/Resolution Number SB 2191(C)

Hearing Date March 21, 2001

Rep Ekstrom: [ second.

Rep Severson: GLB will be changing and with the expiration we would have a chance to look at

this again.
Rep Kasper: GLB’s option is on an annual basis.
Rep Ruby: I'm going to resist the amendment.

Chairman Berg: With GLB being silent in this area, the amendment is compliant.

Vice-Chairman Keiser: There is no federal law in this area at all.

Marilyn Foss: 6-08.1 provides the exemptions.

Rep Kasper: We need to include a time frame.

Rep Jensen: I think we should add in annually.

Rep Kasper: We also need to specify opt-in or opt-out.
Vice-Chairman Keiser: I think the language says opt-out.

Chairman Berg: I see where in may be opt-in.

Rep Kasper: I think that it just needs to be consistent,

Joel Gilbertsoni(22.2) The second line makes it clear for them to opt-in.
Rep Ruby: Why can banks be more stringent that GLB but the states can’t?
Rep Kasper: I'd like to strike out section five.

Rep Severson: 1 move a do pass as amended.

Rep M. Klein: 1 second.

Rep Kasper: I have a new amendment being prepared.

Rep Severson; I withdraw the motion,
Rep M., Klein: I agree.




18273.0201 Prepared by the Legislative Council staff for
Title. Representative Severson
March 20, 2001

PROPOSED AMENDMENTS TO ENGROSSED SENATE BILL NO. 2191

Page 1, line 1, after "6-08.1-02" insert "and a new section to chapter 56-08.1"
Page 1, line 2, after "institutions” insert "and notification of privacy policies”

Page 1, line 4, after the second semicolon insert "to provide an expiration date;"

Page 2, after line 23, insert:

"SECTION 3. A new section to chapter 6-08.1 of the North Dakota Century
Code is created and enacted as follows:

Agricultural and commercial accounts. A financial institution shall notify the

financial institution's agricultural angd commercial customers in this state of the financial

institution's privacy policles and practices relating to agricultural and commercial

accounts.”
Page 2, after line 24, Insert:

"SECTION 5. EXPIRATION DATE. Section 3 of this Act is effective through
July 31, 2003, and after that date Is ineffective.”

Renumber accordingly

Page No. 1 18273.0201




2001 HOUSE STANDING COMMITTEE ROLL CALL VOTES

Date: -2 (> —-O/

Roll Call Vote #: l

BILL/RESOLUTION NO. 63 &(7 l

House Industry, Business and Labor

Committee

Legislative Council Amendment Number

Action Teken /20U, Omenclpment”

Motion Made By _ 2& INAOIT Seconded By puf:sc,h

Representatives

Representatives

Chairman- Rick Berg

}icp. Jim Kasper

Vice-Chairman George Keiser

Rep. Matthew M. Klein

Rep. Mary Ekstorm

Rep. Myron Koppang

Rep. Rod Froelich

Rep. Doug Lemieux

Rep. Glen Froseth

Rep. Bill Pietsch

Rep. Roxanne Jensen

Rep. Dan Ruby

Rep. Nancy Johnson

Rep. Dale C. Sever:{(m

Rep. Elwood Thorpe

Total  (Yes) // 3
Absent L
Floor Assignment

If the vote is on an amendment, briefly indicate inteat:
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Date:
Roll Call Vote #: Q

2001 HOUSE STANDING COMMITTEE ROLL CALL VOTES
BILL/RESOLUTIONNO. B 219}

House  Industry, Business and Labor

Legislative Council Amendment Number

Action Taken

Motion Made By Seconded By ___Aem
{}

I Representatives Yes/] No Representatives

Chairman- Rick Berg Rep. Jim Kasper
Vice-Chairman George Keiser Rep. Matthew M. Klein
Rep. Mary Ekstorm /'] Rep. Myron Koppang
Rep. Rod Froelich v/ | Rep. Doug Lemieux
Rep. Glen Froseth Rep. Bill Pietsch

Rep. Roxanne Jensen Rep. Dan Ruby

Rep. Nancy Johnson Rep. Dale C. S-verson
Rep. Elwocd Thorpe

Total (Yes)

Absent

Floor Assignment

If the vote is on an amendment, briefly indicate intent:




18273.0202 Prepared by the Legislative Council staff for
Title, Representa... & Severson
March 20, 2001

PROPOSED AMENDMENTS TO ENGROSSED SENATE BILL NO. 2191

Page 1, line 1, after "6-08.1-02" insert "and a new section to chaprer 6-08.1"
Page 1, line 2, after "Institutions” insert "and notification of privacy policies"

Page 1, line 4, after the sacond semicolon insert "to provide an expiration date;”

Page 2, after line 23, insert:

"SECTION 3. A new section to chapter 6-08.1 of the North Dakota Century
Code is created and enacted as follows:

Agricultural and commercial accounts.

1. Afinancial Institution shall notify the financial institution's agricultural and
commerctal customers in this state of the financial institution's privacy

policies and practices relating to agricultural and commercial accounts,

If the financial institution discloses nonpublic information about agricultural
or commercial accounts to nonaffillated third parties, the financial institution
shall allow agricultural and commercial customers to not agree 1o

disclosing that information. An agricultural or commercial customer also
may agree to the disclosure of nonpublic information.

The exceptions in section 502(b)(2) of the Gramm Leach Bliley Financial
Service Modernization Act [Pub. L. 106-102; 113 Stat, 1437: 15 U.S.C,

6802] and seclion 6-08.1-02 apply to agricultural and commercial
aceounts,”

Page 2, after line 24, insert:

"SECTION 5. EXPIRATION DATE. Section 3 of this Act is effective through
July 31, 2003, and after that date is ineffective."

Renumber accordingly

Page No. 1 18273.0202




Date: 3" 2_’ "O/

Roll Call Vote #: 9

2001 HOUSE STANDING COMMITTEE ROLL CALL VOTES
BILL/RESOLUTION NO. 6 B 11 9]

House Industry, Business and Labor Committce

Legislative Council Amendment Number

Action Taken Luumnd. B0

Motion Made By __&JM[L_ __ Seconded By mﬂdm

Representatives /1 No Representatives Yes 4 No
Chairman- Rick Berg Rep. Jim Kasper V4
Vice-Chairman George Keiser Rep. Matthew M. Klein %/
Rep. Mary Ekstorm Rep. Myron Koppang A
Rep. Rod Froelich Rep. Doug Lemieux '/

Rep. Glen Froseth Rep. Bill Pietsch v

Rep. Roxanne Jensen Rep. Dan Ruby
Rep. Nancy Johnson Rep. Dale C. Severson Ny

Rep. Elwood Thorpe N4

Total (Yes)

Absent &

Floor Assignment

If the vote is on an amendment, briefly indicate intent:




REPORT OF STANDING COMMITTEE (410) Module No: HR-49-6204

March 21, 2001 8:20 a.m. Carrier: Severson
Insert LC: 18273.0201 Title: .0300

REPORT OF STANDING COMMITTEE
SB 2191, as engrossed: Industry, Business and Labor Committee (Rep. Berq,
Chairman) recommends AMENDMENTS AS FOLLOWS and when so amended,
recommends DO PASS (8 YEAS, 6NAYS, 1ABSENT AND NOT VOTING).
Engrossed SB 2191 was placed on the Sixth order on the calendar.

Page 1, line 1, after "6-08.1-02" insert "and a new section to chapter 6-08.1"
Page 1, line 2, after "institutions” insert "and notification of privacy policies”
Page 1, line 4, after the second semicolon insert "to provide an expiration date;”

Page 2, after line 23, insert:

"SECTION 3. A new section to chapter 6-08.1 of the North Dakota Century
Code is created and enacted as follows:

Agricultural and commercial accounts. A financial institution shall notify the
financial institution's aaricultural and commercial customets in this state of the financial
institution's _privacy policies and practices relating to agricultural and commercial
accounts.”

Page 2, after line 24, insert:

"SECTION 5. EXPIRATION DATE. Section 3 of this Act is effective through

July 31, 2003, and after that date is ineffective.”
Renumber accordingly

(2) DEBK, (3) COMM Page No. 1 HR-49-6204
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18273.0204 Prepared by the Legislative Council stalf tor
Titte.0500 Representalive Kasper - Minority Rrport
March 22, 2001

HOUSE AMENDMENTS TO ENGROSSED SENATE BILL 2191 IRL 03-28-01
Page 1,line 1, after "enact” insert "two new subsections to section 6-08.1-01," and after

"6-08.1-02" insert ", a new section to chapter 10-04, and a new section to chaptcr
26.1-02"

Page 1, line 2, after "Code" insert “ard {o creaie and enact a rew section to Senate Bill
No. 2127, as approved by the fifty-seventh legislative assembly" and after "institulions”
insert "and the effective date of section 1 of Senate Bill No. 2127"

Page 1, line 4, replace "definition of a customer and" with "definitions relating to disclosure of"
and after "date" insert *; lo provide an expiration date”

Page 1, line 10, remove ", with respect to a financial institution,” and remove the overstrike over

" E E - |"‘E-h'a8“

Page 1, remove the overstrike over line 11

Page 1, line 12, remove "individual or authorized representative of an individual to whom”

Page 1, line 13, remove the ovarstrike over "rerderwhem-a-finanetakinstitvtionhasaeted” and
remove "provides a product or"

Page 1, line 14, remove "service for personal, family, or household yse, including that of acling”
Page 1, line 15, remove the overstrike over "with-respeetto-trust-property”
Page 1, line 19, after "stbseetion” insert "any” and after "nonpublic” insert *, personally

identifiable financial information of a cuslomer which is oblained by the financial
institution by any means, except for information that is otherwise publicly available"

Page 1, remove lines 20 and 21

Page 1, line 22, remove "cusiomer of the financial institution and is identified with the cuslomer"

HOUSE AMENDMENTS TO ENGROSSED SENATE BILL 2191 IBL 03-28-01
Page 2, line 3, overstrike "means any of the following” and insert immediately thereafter
“includes”

Page 2, overstrike lines 16 and 17

Page 2, after line 17, insert;

"SECTION 2. Two new subsections to section 6-08.1-01 of the 1999
Supplement to the North Dakota Century Code are created and enacted as follows:

"Affiliate" means any company that controls, is controtled by, ot is under
common control with another company.

“Nonalliliated third party" means any entity that is not an affiliate of, or
related by common ownership or affiliated by corporate control with, the

financlal instilution. The term does not include a joint employee of such a
financlal Institution.”

EN-A 0

Page No. 1 18273.0204
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WUAF, AUENPHENTS, T0; SENATE ENGROSSED BILL 2191 IBL 03-28-01

"SECTION 4. A new seclion lo chapter 10-04 of the North Dakota Century
O Code is created and enacler as follows:

Disclosing customer information. Every dealer, agent, investment adviser,
federal covered adviser, and investment adviser representative is a tinancial institution

commiissioner shall enforce compliance with this section,

SECTION 5. A new section fo chapter 26.1-02 of the North Dakota Century
Code is crealed and enacted as follows:

Disclosing customer information. Every insurance company, nonprofit health
service corporation, and health maintenance organization is a financial institution for

commissioner shall enforce compliance with this seclion,

SECTION 6. A new section to Senate Bill No. 2127, as approved by the
fifty-seventh legislative assembly, is created and enacted as follows:

SECTION 3. EFFECTIVE DATE. Section 1 of this Act becomes effective on
August 1, 2003."

Page 2, line 24, after "DATE" insert “- EXPIRATION DATE", replace "This" with "Sections 1, 4,
5, G, 7, and 8 of this", replace "becomes” with "become”, after "2001" insert ", and
sections 2 and 3 of this Act become effective on August 1. 2003", and after the period
insert "Sections 4 and 5 of this Act are effective through July 31, 2003, and after that

date are ineffective.”

. Renumber accordingly

Page No, 2 18273.0204
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REPORT OF STANDING COMMITTEE-DIVIDED (430) Module No: HR-54-6908

March 28, 2001 9:29 a.m. Carrier: Severson
Insert LC: 18273.0204 Tiile: .0500

REPORT OF STANDINGC COMMITTEE (MINORITY)
SB 2191, as engrosend: Industry, Business and Labor Committee (Rep. Berg,
Chairman) A MINORITY of your committee (Reps. Keiser, Kasper, Lemieux, Ruby)
reconimends AMENDMENTS AS FOLLOWS and when so amended, recommends

DO PASS.

Page 1, line 1, after "enact” insert "two new subsections to section 6-08.1-01," and after
"6-08.1-02" insert ", a new section to chapter 10-04, and a new section to chapter

26.1-02"

Page 1, line 2, after "Code" insert "and to create and enact a new section to Senate Bill
No. 2127, as approved by the fifty-seventh legislative assembly”™ and after "institutions”
insert "and the effective date of section 1 of Senate Bill No. 2127"

Page 1, line 4, replace "definition of a customer and” with "definitions relating to disclosure of"
and afler "date” insert "; to provide an expiration date”

Page 1, line 10, remove ", with respect to a financial institution,” and remove the overstrike

over "persen-who-has”

Page 1, remove the overstrike over line 11

Page 1, line 12, remove "individual or authorized representative of an Individual to whom"

Page 1, line 13, remove the overstrike over "rei-for-whem-a-finanelal-nstitution-has-acted" and
remove "provides a product ot”

Page 1, line 14, remove "service for personal. family, or household use, Including that of
acting"

Page 1, line 15, remove the overstrike over "withrespeet-to-trdstprepery”

Page 1, line 19, after "subseetler” Insert "any" and after "nonpublic” Insert ", personally
identifiable financial Information ot a customer which is obtained by the financlal
institutlon by any means, except for information that is otherwise publicly available”

Page 1, remove lines 20 and 21

Pags 1, line 22, remove “gustomer of the financlal institution and is_Identified with the
customer”

Page 2, line 3, overstrike "means any of the following" and insert immediately thereafter

"Includes”

Page 2, overstrike lines 16 and 17

Page 2, after line 17, insert:

"SECTION 2. Two new subsections to section 6-08.1-01 of the 1999
Supplement to the North Dakota Century Code are created and enacted as follows:

"Atflliate" means any con:}pgny that controls, is_controlled by, ot Is under
common control with another company.

!Ngnaﬁluam_mlm__pam:_meang_.q_gnnum_n_t_an_efﬂlm_gz
MW&MMM&WM
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REPORT OF STANDING COMMITTEE-DIVIDED (430) Module No: HR-54-6908

March 28, 2001 9:29 a.m. Carrlier: Severson
Insert LC: 18273.0204 Title: .0500

financial institution. . The term does not include a joint employee of such a
financial institution."

Page 2, after line 23, insert:

"SECTION 4. A new section to chapter 10-04 of the North Dakota Century
Code Is created and enacted as follows:

Disclosing customer information. Every dealer, agent, investment adviser,
federal covered adviser, and invesiment adviser representative is a financial institution
for purposes of chapter 6-08.1, relating to disclosure of customer information. The

commissioner shall enforce compliance with this section.

SECTION 5. A new section lo chapter 26.1-02 of the North Dakota Century
Code Is created and enacted as follows:

Disclosing customer information. Every insurance company. nonprofit health
service corporation, and health maintenance organization Is a financlal institution for

purposes of chapter 6-08.1, relaling to disclosure of customer information., The
commissioner shall enforce compliance with this sestion,

SECTION 6. A new section to Senate Bill No. 2127, as approved by the
fifty-seventh legislative assembly, is created and enacted as follows:

SECTION 3. EFFECTIVE DATE. Section 1 of this Act becomes effective on
August 1, 2003."

Page 2, line 24, after "DATE" insert "- EXPIRATION DATE", replace "This" with "Sections 1, 4,
5, 8, 7, and 8 of this", replace "becomes" with "become", after "2001" insert ", and
sectlons 2 and 3 of this Act become effective on August 1, ¥003", and after the perlod
insert "Sections 4 and 5 of this Act are effective through July 31, 2003, and after that

date are Ineffective.”

Renumber accordingly

The reports of the majority and the minorily were placed on the Seventh crder of business on
the calendar for the succeeding legislative day.

(2) DESK, (2) COMM Page No. 2 HR-84.6908




18273.0205 Adopted by the Industry, Business and
Title.0400 Labor Committee - Majority Report 3
March 26, 2001

KOUSE AMENDMENTS TO ENGROSSED SENATE BILL 2191  IBL 03-28-01
Page 1, line 1, after "6-08.1-02" insert "and a new section to chapter 56-08.1"

Page 1, line 2, after "institutions” insert "and notification of privacy policies"

Page 1, line 4, after the second semicolon insert "to provide an expiration date;"

F’%geE Aﬂgmmrgas inser GROSSED SENATE BILL 2191 1BL 03-28-01

"SECTION 3. A new section o chapter 6-08.1 of the North Dakota Century
Code is created and snacted as follows:

Agricultural and commercial accounts.

1. A financial institution shall notify the financial institution's agricultural and
commercial customers in this state of the financial institution's privacy
policies and practices relating to agricultural and commerclal accounts.

If the financial Institution discloses nonpublic Information about agricultural
or commercial accounts to nonaffiliated third parties, the financial institution
shall annually allow agricultural and commercial customers to not agree to
disclosing that inforimation. An agricultural or commerclal customer also

may agree to the disclosure of nonpublic infortnation,

The exceptions in section 502(b)(2) of the Gramm Leach Blilay Financial
Service Modernization Act [Pub. L. 106-102; 113 Stat. 1437; 15 U.S.C.

6802] and section 6-08.1-02 apply to agricultural and commercial
accounts.”

Page 2, after line 24, insert:

"SECTION 5. EXPIF(ATION DATE. Section 3 of this Act Is effective through
July 31, 2003, and after that date Is Ineffective."

[

[0

Renumber accordingly

Page No. 1 18273.0205

A T T rrrT————p—




REPORT OF STANDING COMMITTEE-DIVIDED (430) Module No: HR-64-6907

March 28, 2001 9:06 a.m. Carrier: Severson
Insert LC: 18273.0205 Title: .0400

REPORT OF STANDING COMMITTEE (MAJORITY)
8B 2191, as engrossed: Indusiry, Business and Labor Commitlee (Rep. Berg,
Chairman) A MAJORITY of your commiitee (Reps. Berg, Ekstrom, Fruelich, Froseth,
Jensen, N.Johnson, M. Klein, Koppang, Pletsch, Thorpe) recommends
AMENDMENTS AS FOLLOWS and when 8o amended, recommends DO PASS,

Page 1, line 1, after "6-08.1-02" insert "and a new section to chapter 6-08.1"
Page 1, line 2, after "Institutions” insert "and notification of privacy policles”

Page 1, line 4, after the second semicolon Insert "to provide an expiration date;”

Page 2, after line 23, insert:

"SECTION 3. A new seclion to chapter 6-08.1 of the North Dakota Century
Code is created and enacted as follows:

Agricultural and commercial accounts,

1. fin | institution shall notif financial Institution's agricultural and

commercial customers in this state of the financlal institution's privacy
policles and practices relating to agricultural and commercial accounts.

if the financlal instilulion discloses nonpublic information about agricultural
or _commerclal _accounts to nonaffiliated third parties, the financial

institution shall_annually allow agricultural and commerci omer
not agres to disclosing that information. An_agricultural or commercial
customer also may agree to the disclosure of nonpublic information.

The exceptions in_section 502(b)(2) of the Gramm Leach Bliley Financial
Service Modernization Act [Pub. L. 106-102; 113 Stat. 1437; 15 U.S.C.

6802) and section 6-08.1-02 apply to agricultural and commercial
accounts.”

Page 2, after line 24, insert:

"SECTION 5. EXPIRATION DATE. Section 3 of this Act is effective through
July 31, 2003, and after that date Is ineffective."

Renumber accordingly

The reports of the majority and the minority were placed on the Seventh order of business on
the calendar for the succeeding legislative day.

(2) DESK, (2) COMM Page No. 1
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TESTIMONY OF MARILYN FOSS
IN FAVOR OF SB 2191
(On Behalf of the North Dakota Bankers Association)

Chairman Mutch, members of the Senate Industry Business and Labor
Committee, my name is Marilyn Foss. I am general counsel for the North
Dakota Bankers Association and am appearing here on its behalf and in favor
of SB 2191. This hill amends NDCC 6-08.1-02, the statute which sets out
exemptions to North Dakota’s generalized prohibition against disclosures of
customer information by financial institutions without the customer’s prior
written consent. Under SB 2191, if a financial institution disclosure of
customer information is covered by federal law and complies with federal law
, that disclosure is exempt from the separate provisions of NDCC Cliapter 6-
08.1.

The bill which became NDCC Chapter 6-08.1 was introduced in this
legislative assembly at the request of the North Dakota Bankers Assoctation
in 1985. Then ,as now, NDBA member banks regarded customer trust and
information as things to be valued and protected The goal in 1985 was to set
out procedures for financial institutions to follow when they were confronted
with demands for customer information from government agencies and other
third parties. But this state law has always included a variety of exemptions
so North Dakota financial institutions can conduct their ordinary business
operations without specialized customer consents. And, those exemption

sections have been amended several times to respond to changes in the

banking industry. For example, in 1997, an exemption was added to
complement in state law, the federal exemption for information sharing

between a bank and its affiliates. Changes in the banking industry continue




‘ and we believe those changes warrant another amendment to the customer

information law at this time,
For one thing, laws have changed substantially since 1985. Banks

operate interstate, intrastate, and throughout cyberspace. Furthermore,
barriers to insulate and separate the banking, insurance and securities
industries are largely gone. Every single day North Dakota banks compete
with each other and with larger and smaller financial service providers from
every other state . In late 1999 Congress passed a financial modernization
law , the Gramm-Leach-Bliley Act (“GLB”). GL.B recognized the banking
industry, insurance industry and securities industry are related and competing
segments of a whole financial services industry. The law repealed
depression era laws which had kept the industry segmented to permitted
' affiliations (comtiton ownership) among them. As a federal law GLB
applies to all segments of the financial services industry and to every single
North Dakota bank. One of the new GLB provisions regulates customer
information sharing practices of the financial services industry. The privacy
provisions have been implemented by federal banking and securities
regulaiors and by state insurance regulators working through state legislatures
and NAIC. (For example, the insurance department has sponsored a bill to
require North Dakota insurers to comply with the provisions of GLB and to
authorize the state insurance department to promulgate implementing
regulations.) In 1985, there was no federal law. Now , there are extensive,
new federal regulations that cover each financial institution’s customer
information sharing practices and policies and requirements for secure
systems to protect against unauthorized access to customer information by
. third parties. As a result North Dakota banks ( and those in every other state)




have been analyzing the circumstances under which customer information is
shared with nonaftiliated third parties and have been developing policies in

order to give every customer written notice of the practices and policies by
July 1, 2001, and at least annually after that. Under the federal regulations,

financial institutions will also notify customers that they have a choice and
can direct the financial institution not to disclose covered information to

nonaffiliated third parties and will tell customers how to exercise that choice.

With GLB, North Dakota bankers now face two major dilemmas,

The first is to figure out how to comply with both sets of law when

they are similar, but not the same, in many areas, and inconsistent in other

areas. GLB preempts “inconsistent” state laws on the subject of financial
institution customer information disclosures unless the Federal Trade
Commission concludes an inconsistent state law is “stronger” than GLB. |
think it is fair to say that most people believe current North Dakota law is
inconsistent with GLB provisions for notice, “opt out” and permissible
information sharing with nonaffiliated third parties, for example. What’s not
so clear is whether the FTC will regard the law as being stronger or not, and,

if not, whether the preemption will be partial or total.

The second is how to effectively compete with financial service

providers which are not subject to North Dakota’s customer information law.
Even the smallest North Dakota bank now operates in actual, day by
day competition with financial institutions and financial service providers

throughout the United States. Yet, Ch. 6-08.1 only applies to North Dakota




financial institutions, It doesn’t apply to North Dakota insurance
companies or securities firms , or to any financial institution or financial
service provider outside the state, If the rules which apply to our banks are
different than those which apply to their in-state and out of state competitors,
North Dakota banks are harmed and their ability to provide service to their

customers is harmed. The harm is tangible .
Even if GLB hadn’t become law, Ch, 6-08.]1 needed to be amended

because its literal terms don’t accommodate the modern day operations of

banks which don’t have affiliates to nerform specialized services for them. In

short, current North Dakota law doesn’t include an exemption to clearly
permit financial institutions to outsource servicing, such as data and check
processing or credit card processing, to nonaffiliated third party providers
without the need to obtain customer consent. And, current law also isn’t
clear about joint marketing contracts with non-affiliated third parties. These
types of outsourcing are completely common in the banking industry today,
although they were not in 1985, Frankly, it was only when sensitivities about
customer information disclosure became so heightened that this aspect of our
law was noted. I know bankers didn’t think of providing information to a
third party so a transaction can be processed as “disclosing” customer
information and I’m fairly certain legislators didn’t consider it in that context
either . . . but it is information sharing and North Dakota law doesn’t clearly
accommodate the practices as GLB does. I want to specifically note that this

is primarily an issue for smaller banks. This type of information sharing by

larger banks falls within exceptions for sharing information with affiliates.
[ want to point out one final thing about the bill. If this bill passes and
a financial institution does something which is not addressed by federal law




or fails to comply with federal law, then the disclosure is not exempted from
Ch. 6-08.1. Ican’t honestly say that my speculations have led me to an
example of information sharing which is not addressed by federal law. But |
can say that a financial institution that chooses to ignore federal requirements
or is negligent in following them will be subject to enforcement by federal
banking regulators and state court civil action in North Dakota.

SB 2191 makes information sharing rules for providers of financial
services inside and outside North Dakota the same. It’s very simple and that

is very important - just as competitive equality is important in every industry.

We ask you to give the bill a “Do Pass”.




Testimony in Support of S.B. 2191
Joel Gilbertson
Independent Community Banks of North Dakota

Mr. Chairman and members of the Senate Industry, Business and Labor
Committee, | am Joel Gilbertson, Executive Vice President and General
Counsel of the Independent Community Banks of North Dakota. ICBND is
a statewide association of 95 banks located in communities of all sizes
throughout our great state.

Community banks have historically been very strong guardians of their
customer's privacy and have had a long-standing commitment to protect
the confidentiality of customer information. They have jealously guarded
the privacy of their customers all over North Dakota.

Our present law is a great example of that long-standing commitment. It is
as strict as any banking law in the country in the area of customer privacy.
Our community banks have followed this law carefully and relatively few
changes have been proposed in recent years.

All of that changed with the recent changes in the financial services industry
and the recent interest in customer privacy on a national level. The
Gramm-Leach-Bliley Act of 1999 has been called the most significant
change in banking since the 1930's. It has significantly reduced (some
would say demolished) the historical firewalls between banking, insurance
and securities. The new law sought to recognize and regulate the
numerous mergers, acquisitions and consolidation in the financial services
industry.

In addition to recognizing these financial services industry changes, a very
important part of Gramm Leach Bliley was the first venture of the federal
government into the complex and controversial area of financial services
privacy. A series of requirements were set up in the new law that were to
be implemented by the various federal agencies regulating the industries in
the new law.

Generally, the new law requires two new items. The first is notice.
Financial service companies are required to give notice to customers of

1



their privacy policies. The other new item relates to “opt-out,” a catchword
that is perhaps used more than any other in describing the privacy
provisions of GLB. The catchword simply means that the bank or other
financial institution may share the information discussed unless the
customer tells the bank not to do so. Of course, there are many pages of
regulations telling the financlal services provider how to give the customer
the opportunity to make his or her wishes known.

Contrast this law with North Dakota law. The general rule in North Dakota
is that unless permission is specifically authorized to share the information,
it cannot be shared. There are specific exceptions to this general rule, but
generally “opt-in” is required.

Our community banks have had few problems adhering to our law .
However, there is one large discrepancy in the law. It does not recognize
the changes in the financial services industry recognized by Gramm Leach
Bliley. It applies only to banks and does not apply to the insurance and
securities industries. Therefore, with respect to banks, our state law
conflicts with this new federal law.

This gets us to the ICBNL absoclute top priority in this increasingly
compsetitive financial service era. Whatever disclosure law is adopted, our
community banks strongly believe that the laws and the regulations should
be the same for all participants in that arena -- whether they are banks,
credit unions, insurance companies or securities firms. It is for that reason
we support SB 2191.

This bill seeks to make the privacy rules the same for all participants in the
financial services industry, just as Gramm Leach Bliley has done. it seeks
to level the competitive playing field for the insurance, securities and
banking sectors. It allows all of those sectors to rely on meeting the
requirements of federal law. It assures banks that if they meet the federal
regulations, they will meet all of the privacy requirements necessary.

As we sit here today, there is not an even playing field. The insurance and
securities play by a different set of rules. The request to allow our

community banks to compete with national and international insurance and
securities firms under the same set of privacy laws is not an unreasonable

2




one.

We ask you approval of this bill and your recommendation to the North
Dakota Senate that it be enacted into law. Thank you.
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TESTIMONY FOR SENATE BILL NO. 2191

Senate Industry, Business, and Labor Committee

Testimony of Gary D. Preszler, Commissioner, Department of Banking and
Financial Institutions neither in support of nor in opposition to Senate Bill No.
2191.

My appearance before this Committee is to provide information to assist the
Committee in making an informed decision as to the relationship of North Dakota
law with the provisions of the Gramm-Leach-Bliley Bank Modernization Act of
1999 (GLBA). My testimony is not taking a position on the issue of whether opt-in
or opt-out is the appropriate public policy view.

NORTH DAKOTA PRESENT LAW

The North Dakota Disclosure of Customer Information law (Chapter 6-08.1)
was enacted by the 1985 Legislative Assembly after a request by the North Dakota
Bankers Association for its introduction. Attorney General’s Opinions in 1985 and
1986 opined on questions related to real estate lending and judgment creditors.
The last amendment to Chapter 6-08.1 occurred in 1997, when the Legislative
Assembly provided that a financial institution did not need affirmative consent to
disclose customer information to an entity that is controlled or owned under

common control with the financial institution (affiliates).  See Section




9

6-08.1-02(11). Proponents of the 1997 amendments included Norwest Bank, First
Bank System, and the North Dakota Bankers Association.

The North Dakota Disclosure of Customer Information law provides that a
“financial institution” has a duty of confidentiality and cannot disclose any
customer information to any person, governmental agency, or law enforcement
agency unless affirmative consent is granted (opt-in) by the customer, or unless
information is obtained through a valid legal process or specifically carved ow

under one of the exemptions.

It is my understanding that very few other state legislatures have ever
addressed the customer privacy issue by epacting any legislation, and only the
States of Alaska and Vermont have opt-in requirements.

GRAMM-LEACH-BLILEY ACT

The GLBA governs financial institutions’ disclosure of non-public personal
information to a non-affiliated third party. GLBA exceptions include providing
non-public personal information to a non-affiliated third party to perform services
for functions on behalf of the financisl institutions including marketing of the
financial institution’s own products or services. The federal banking agencies,
National Credit Union Administratio:x, the Secretary of the Treasury, Securities
and Exchange Commission, and the Federal Trade Commission were required to

prescribe appropriate rules to carry out the Act. The GLBA provided that a



financial institution may not otherwise disclose non-public personal information to
a non-affiliated third party unless the financial institution has first provided the
consumer with an opportunity to opt-out of the release of the information.

Financial institutions must develop and disclose their privacy policies.
Information that must be included in those policies is covered under GLBA and the
agency rules.

Section 507(a) of the GLBA provides that a state’s financial privacy law is
preempted and then only to the extent that the states law or rules are “inconsistent”
with the GLBA. Section 507(b) provides that a state law is “not inconsistent” and
thus not preempted if it provides “protection ... greater than GLBA’s privacy
provisions under the Act as determined by the Federal Trade Commission after
consultation with the federal functional regulator or ‘other authority’”. The
Federal Trade Commission can make a determination on a state law on its own
motion or upon the petition of any “interested party”.

The federal agencies all issued similar rules that are effective November 13,
2000 on a voluntary compliance basis but mandated after July 1, 2001, The rules
establish the manner and method for the initial privacy policy notice, annual notice

to customers thereafter, information to be included in the privacy notice, and form

and content of an opt-out notice.
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FEDERAL TRADE COMMISSION PETITION

On September 12, 2000, [ petitioned the Federal Trade Commission for a
determination under the GLBA as to whether North Dakota’s disclosure of
customer information statute affords any person greater protection than is provided
under GLBA. See attached September 12, 2000, petition. The petition was
requested for several reasons. First, the Independent Community Banks of North
Dakota and the North Dakota Credit Union League had informed me that they
preferred the present state law. Without a determination by the FTC, on July 1,
2001, state law would have been preempted. Secondly, North Dakota financial
institutions need to know the rules of the road. Without a determination, financial
institutions that developed privacy policies providing for opt-out opportunities
would later have to change all policies and forms if an interested party made a
petition request. This burden would have been at a cost to the financial
institutions. An interested party may be a financial institution itself or even a
customer of that financial institution.

My petition asks the FTC for a determination that North Dakota law is not
inconsistent with the federal law in two areas. First, whether North Dakota’s
affirmative consent (opt-in) requirement affords greater customer protection than
opt-out. Second North Dakota law provide. for a civil penalty for violations of

Chapter 6-08.1, unlike GLBA that does not provide for any penalty.




Subsequent to my request the FTC General Counsel requested several
interpretations on North Dakota law, which was responded to by the Attorney
General’s Office on behalf of the Department. In November, [ provided additional
written observations and information with the primary purpose to assert that state
bank regulators are the “other authority” that should be consulted with by the FTC.

The FTC is presently waiting for responses from the federal regulatory
agencies and other interested parties oefore the Commission acts on the petition.

[ have discussed the petition on a nutaber of occasions with a FTC attorney.
Based on these discussions, it is anticipated that the FTC will determine North
Dakota’s affirmative consent and civil penalties afford greater protection and thus
is not inconsistent with the Act. Such a determination will mean that all North
Dakota financial institutions will be required to comply with GLBA provisions
including the federal regulatory agencies’ implementing rules except that the
institution will be required to provide the customer with opt-in instead of an opt-
out opportunity. The same exemptions under GLBA will also apply to North
Dakota financial institutions. Therefore, North Dakota financial institutions will be
required to adopt a privacy policy, must meet the initial and annual disclosure of
the policies, and must provide a form for the consent by the customer or consumer.
Under the GLBA all financial institutions must provide for a notice, and must

provide an abbreviated opt-out form, regardiess whether the financial institution




intends to disclose any non-public information to an unaffiliated third party.
However, for most, if not all, North Dakota financial institutions, atfirmative
consent would not have to be obtained from the consumer unless the financial
institution intends to sell or disclose information to the non-affiliated third party.
SENATE BILL NO. 2191

The effect of Senate Bill No. 2191 is to eliminate North Dakota’s affirmative
consent (opt-in) by defaulting to the federal opt-out provisions. Again, state law is
preempted by the GLBA if it is inconsistent with the provisions of GLBA.

REGULATORY POSITION

Although my testimony is given necutral as to the position of opt-in or opt-
out, let me make it clear that my position as a regulator for state banks and credit
unions is to discourage financial institutions from releasing or selling customer
information to a third party. To do so creates a potential liability against the bank
and consequently is a safety and soundness concern, This is a similar position
taken by the Comptroller of the Currency, the regulator for national banks. In a
~ recent class action lawsuit, a proposed settlement against US Bancorp North
Dakota bank affiliates point out the validity of this position. See Junkert v. First
Bank National Association, et al, Cass County District Court Case No. 98-1577.
US Bank agreed to a proposed class action settlement after a customer alleged the

bank, without her consent, violated Chapter 6-08.1 by releasing customer




information to a telemarketer that was soliciting credit insurance for a non-
affiliated underwriter. US Bank also signed a proposed settlement with a number
of Attorneys General, including North Dakota Attorney General Heidi Heitkamp,
as a result of an action initiated by the Minnesota Attorney General. The settlement
provides that the banking organization must comply with all applicable state laws

or regulations imposing stricter customer data or information disclosure

requirements.

Thank you.
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Robert Pitofsky, Chairman
Federal Trade Commission
600 Pennsyivania Avenue NW
Washington DC 20580

Dear Mr. Pitofsky:

' [ hereby petition the Federal Trade Commission for a determination under 13

.L'.S.C. 6807 as to whether North Dakota’s Disclosure of Customer Information

statute affords any person greater protection than is provided under the Gramm-
Leach-Bliley Financial Modernization Act.

As Commissioner for the North Dakota Department of Banking and Financial
[nstitutions my responsibilities include supervision over the business affairs of all
financial institutions placed under my jurisdiction. I must also report all non-
compliance with governing laws. Therefore, as the supervisor over North Dakota
state-chartered banks and credit unions, 1 have an interest in seeking the FTC
determination as to whether state law is preempted.

[ have attached a copy of North Dakota Century Code Chapter 6-08.1, Disclosure
of Customer Information, which was effective in 1985. I direct your attention to
several subsections of North Dakota law that are in contrast to the Modernization

Act:

(1) Section 6-08.1-03(1) provides that a financial institution may not disclose
customer information unless “consent is granted by the customer” (opt-in).
The disclosure of customer information by a financial institution to a
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Robert Pitotsky, Chairman
September 12, 2000
Page 2

subsidiary is exempt [§ 6-08.1.02(11)], except that the subsidiary cannot
disclose information to another party without customer consent.

(2)  Section 6-08.1-08(1) establishes a civil penalty that may be incurred by a
financial institution for violations of Chapter 6-083.1.

Again, as an interested party, I petition the FTC for a determination as to
whether North Dakota law affords greater protection to any person than is
provided under the Modernization Act and, therefore, is not preempted by the

Act.

Additionallv, some requirements exist under the Modernization Act that are not
aresent in state law. For example, § 503 of the Modernization Act requires the
disclosure of an institution privacy policy. Therefore, I am also asking you to
address whether North Dakota state-chartered financial institutions must comply

.with the Modernization Act provisions not covered under North Dakota law and
also with provisions of state law that are determined to afford any person greater

protection.

Although Subtitle A of the Modernization Act is not effective until six months
after federal banking agencies rules are presented, I ask for a determination at this
time in case legislative amendments to state law become necessary.

Sincerely,

Y
Gary reszle
Commissioner
GDP:sr
Attachment
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TESTIMONY OF MARILYN FOSS
PROPOSED AMENDMENTS TO SB 2191

Mr. Chairman, members of the committee, my name is Marilyn Foss. I am general
counsel for the North Dakota Bankers Association (NDBA). I would like to

explain the proposed amendments to SB 2191.

The purpose of SB 2191 is to conform North Dakota’s requirements for disclosures
of customer information to federal law after the Gramm-Leach-Bliley Financial
Modemization Act of 1999 (“GLB). We want North Dakota financial institutions
to be subject to the same information disclosure standards and rules as apply under
state and federal law to other financial service providers inside and outside North
Dakota. This committee and the Senate have accepted that premise as it applies to
insurance companies and information in their possession by passing SB 2127. We

are asking for the same consideration for traditional financial institutions: banks

and credit uniots.

But the matter is complicated by the existence of N.D.C.C. Chapter 6-08.1, a state
law which applies only to banks and credit unions. We originally conceived SB
2191 as a straightforward exception to Chapter 6-08.1 under which disclosures
which were covered by GLB and conformed to GLB would be excepted from the
Chapter. However, during the process of the committee’s consideration of SB 2191
we discovered a possible glitch with the interpretation of the exception. The

banking commissioner let us know he was concerned that GLB would be

interpreted as covering only consumers, while Chapter 6-08.1 presently covers

commercial accounts as well. Thus, if SB 2191 passed without the amendments,




we could have an anomalous and unintended result. Banks could share consumer
account information within the parameters of GLB, but, for example, couldn’t share
commercial account information even with third party service providers, without

first obtaining the written consent of a commercial customer.

We considered how to address this and concluded the best way to do so is to narrow
the scope of Chapter 6-08.1 to consumers and consumer accounts. This accords
with GLB and would achieve the result originally intended by SB 2191. . . parity
between North Dakota banks and financial service providers within the state and
operating from outside its boundaries. We have discussed the issue with the

banking commissioner and believe we agree on the interpretation that is to be given

to SB 2121, with the amendments.

I want to be clear about one more thing. The bill as amended makes North Dakota
an “opt-out” state. Under GLB a consumer will be given multiple notices of the
right to opt out and instructions about how to exercise that right. The first notices
will go out for July 1, 2001, the proposed effective date for this bill. The notices to

consumers will be repeated at least once a year after that. This does give consumers

a choice.

I want to point out one final thing about the approach we have taken. With these
amendments, North Dakota law will clearly be a “stronger” law than GLB. . One
of the major complaints about GLB is that there is no private right of action to
enforce its provisions and prohibitions as they relate to disclosures of nonpublic

personal financial information Very intentionally, we have done nothing to affect

the law’s current provisions for a private right of action by a consumer against a




financial institution under 6-08.1-08 if there is a GLB disclosure violation.

SB 2191 as amended keeps North Dakota in the mainstream and gives our

consumers stronger protections than are found in federal law. For those reasons we

ask for your support of the amendments and the bill as amended.




6-08.1-01. Definitions. As used in this chapier:

1. “Customer means with respect to a financial institution any individual
(or authorized representative of an individual) to whom a financial
institution provides a product or service for personal, family, or household
use, including that of acting as a fiduciary.

2. “Customer information” means any nonpublic personal information
maintained by or for a financial institution which is derived from a customer
relationship between the financial institution and a customer of the financial
institution and is identified with the customer.




o

PROPOSED AMENDMENTS TO SB 2191

Page 1, line 2, after "institutions" insert “, to amend and reenact subsection 1 and
subsection 2 of section 6-08.1-02 of the 1999 Supplement to the North Dakota

Century Code, relating to the definition of a customer and customer information,

and to establish an effective date.

Page 1, after line 9, insert:

SECTION 2. AMENDMENT. Subsection 1 and subsection 2 of section 6-08.1-02
of the 1999 Supplement to the North Dakota Century Code is amended and
reenacted as follows:

6-08.1-01. Definitions. As used in this chapter:

[ "Customer" means with respect to a financial institutionany persen individual (or

authorized representative of an individual pwhe-has-transucted-or-is-transacting
business-with-or-has-usedor-is-using the-services-of; to whom a financial institution

provides a product or service for personal, family, or household use, including that

of acting er-for-whem-a-financial-institution has-actedas a fiduciary with-respect-to
trust-property.

7 "Customer information™" means nonpublic personal information maintained

by or for a financial institution which is derived from a customer relationship

between the financial institution and a customer of the financial institution and
is identified with the customervitherof the-following:
pertaining to-a-customerrelationship-with-the-financial-institution.
brAny-information-derived-from-a-record-described-in-this-section




3. "Financial institution" means any organization authorized to do business under
state or federal laws relating to financial institutions, including, without limitation, a
bank, including the Bank of North Dakota, a savings bank, a trust company, a
savings and loau association, or a credit union.

4. "Financial institution regulatory agency" means any of the following: a. The
federal deposit insurance corporation. b. The federal savings and loan insurance
corporation. ¢. The national credit union administration. d. The federal reserve
board. e. The United States comptroller of the cuirency. f. The department of
banking and financial institutions. g. The federal home loan bank board.

. "Governmental agency" means any agency or department of this state, or any
authorized officer, employee, or agent of an agency or department of this state.

. "Law enforcement agency" means any agency or department of this state or of'any

political subdivision of this state authorized by law to enforce the law and to

conduct or engage in investigations or prosecutions for violations of law.

7. "Person” means any individual, partnership, corporation, limited liability

company, association, trust, or other legal entity.

SECTION 3. EFFECTIVE DATE. This Act is effective July 1, 2001.

Renumber accordingly
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The purpose of SB 2191 is to make North Dakota's laws for

the disclosure of financilal information consistent with the new
federal law, Gramm-Leach-Bliley Financial Modernization Act.
This act requires that the rules for disclosure of financial
information be the same for each segment of the financial
services industry, that is banks, credit unions, insurance
conpanies and security firms.

The effective date of the bill is July 1, 2001, which is
consistent with the date tinancial services must be compliant
with GLB's requirements for first notice to consumers. This
notice must include the right to opt out, and the explanation
of how to opt out. Consumers will again be notified at least
annually with rights of opt out. In addition, if a financial
institution changes its policies, that institution must give
notice and opt out instructions before they can implement the
changed policy.

With SB2191, North Dakota's customer information law will
be completely consgistent with GLB. North Dakota will be an
opt out state for consumer financial information. The opt out
won't apply to commercial customers just as GLB doesn't.

Marilyn Foss, general council for the North Dakota Bankers
Assoclation, will explain the bill in greater detail. IJler
expertise in this area will serve you well in responding to

any quastions that you may have.




TESTIMONY OF MARILYN FOSS
IN FAVOR OF ENGROSSED SB 2191

Chairman Berg, members of the House IBL Committee, I am Marilyn
Foss. 1 am general counsel for the North Dakota Bankers Association and
am appearing before you in support of engrossed SB 2191,

We believe the issues which have been raised about privacy in the
face of technological and operational changes are national issues and need
to be resolved in a manner which is uniform for financi.! institutions
throughout the entire US. SB 2191 generally adopts this philosophy and
changes NDCC Chapter 6-08.1 so that North Dakota banks, thrifts and

credit unions will be subject to the same rules for customer information as

apply under the federal Gramm Leach Bliley Financial Modernization Act

(GLB) to out of state banks, and insurance companies, and securities firms

within North Dakoiu and chroughout the United States.

The bill does this by miasing two basic changes to Chapter 6-08.1. It
revises the definitions of “customer” and “customer information” to
conform to GLB definitions so as to apply the chapter specifically to

consumers and information about consumer accounts and consumer

transactions. (In the parlance of banking, these are “retail” customers and

transactions, rather than “commercial” customers and transactions.) This
was done because GLB is being interpreted by federal agencies , including
the four bank regulatory agencies, the Federal Trade Commission and the
federal Securities and Exchange Commission, to cover only consumer
customers and consumer transactions.

When this issue was raised by the Senate IBL. Commisttee, the

commissioner of banking and financial institutions and I agreed on the




answer: the privacy issue is a consumer issue. It is related to marketing
consumer products to consumers,

SB 2191 also provides that an information disclosure that is covered
by federal law and complies with federal law will be exempt from Chapter
6-08.1. However, if a disclosure doesn’t comply with applicable federal
law, then the disclosure is left subject to Chapter 6-08.1 and its consent
requirements, private right of action (i.e., the ability for a consumer to sue
over the violation and to seek class action status) and its provision for actual
or minimum statutory damages.

Right now, you may be thinking of this bill within the contexts of
the US Bank case and GLB. I want to point out two things about that. The
US Bank plaintiffs are consumers, not businesses. If SB 2191 is passed
and, after July 1, 2001, a financial institution engages in exactly the same
conduct as is alleged in the US Bank case consumers will have exactly the
same rights to go to court and seek damages against the offending bank.
Furthermore, GLB, itself, outlaws sharing account numbers or access
information to non affiliated third parties (other than a consumer reporting
agency) for telemarketing, direct marketing or email marketing purposes.
We have asked several North Dakota banks of various sizes about whether
they actually sell customer information. Without exception, they have said
no. However, a couple have told us that they purchase information — but
not from other financial institutions.

Beyond that, however, GLB is not the only federal law on the subject

and it remains to be seen whether there are more. At present there are at

least 13 federal laws which address privacy of consumer customer

information, That’s why we didn’t draft and limit SB 2191 to only GLB.




This committee has heard considerable testimony and argument about
the GLB requirements, They require banks, thrifts, credit unions, insurance
companies, securities firms and others to devclop written policies for
information collection and sharing and to then disclose those policies to
their consumer customers through initial notices which must be out on or
before July 1, 2001, and, at a minimum annual notices 2001. Notices will
also be given in connection with new customer relationships and
applications where a customer relationship isn’t ultimately established.

Banks and other financial institutions must develop information collection

and sharing policies and give these notices even if their policy and practice

is not to share information for marketing purposes at all. There is no way to

get out of giving the notices. Additionally, financial institutions which do
any non exempt information sharing with third party non-affiliates must
notify their consumer customers of the right to “opt out” of that process, and
tell them how to exercise the opt out right. Customer convenience in this
process is strongly emphasized by the rules; any financial institution which
makes the opt-out process too inconvenient for consumer customers risks
being found to have violated the rules and subject to enforcement by state or
federal regulators and, under SB 2191, through customer lawsuits.

GLB preempts inconsistent state laws and delegates the responsibility
for determining inconsistency to the Federal Trade Commission. North
Dakota’s current law is presently undergoing this analysis by the FTC. So
far as I am aware, no other state has petitioned the agency for this

determination.
After it was signed in November, 1999, GLB did set off a flurry of

proposals for “stronger” state laws. Numerous bills proposed to substitute



an opt-in feature for the GLB opt out. But with the specific permission for
separate state laws NOT ONE STATE HAS ADOPTED A NEW OPT IN

LAW.
You have heard that a few states other than North Dakota have opt in

laws. The status of those existing laws is in question because they are
presumptively preempted unless there is an FTC determination of
consistency with GLB. No one in those states has asked for the FTC to
make that determination. Now that GLB has set a nationa' standard states
like North Dakota are responding. For example, in Vermont, a bill to make
that state’s law consistent with the GLB opt out approach has been
unanimously recommended to pass after a committee hearing. In
Tennessee, legislation is pending to exempt a GLB compliant disclosure
from that state’s law

Numerous states are also considering GLB r+lated bills for insurance
companies. This is simply because the insurance industry does not have a
federal regulator as do banks, thrifts, credit unions, securities firms and
other GLB financial institutions. In order to implement GLB requirements
for insurance companies and avoid federal regulation, GLB-consistent, state
laws and rules are needed. North Dakota’s version of the requisite
insurance legislation is SB 2127. It is based on the GLB opt out standard
for non public personal information. We understand that all model
legislation to cover insurance companies and which is now before the states
for consideration incorporate the GLB notice and opt out approach for non

public personal informatiun. And, consistent with the approach of SB 2191,

the SEC has implemented GLB for securities firms, including those in

North Dakota. The SEC rules also cover only consumers and consumer




information and adopt the GLB notice and opt out for non public personal
information.

To date, every state which has considered the privacy issue as a result
of GL.B has decided to wait and see how GLB works. Why? So as not to
disadvantage local financial institutions relative to out of state competitors
and to relieve them of the undue confusion and regulatory burden which
occurs when there are similar, but not identical, separate state and federal
laws and regulations. North Dakota financial institutions should be subject
to the same, national standard.

SB 2191 doesn’t make things easy for banks. It leaves our banks
subject to the GLB requirements for policy development, notice, and opt
out. It requires banks to honor opt out requests and, it retains penalties for
banks which don’t follow the rules. However, it also allows our banks,
thrifts and credit unions to remain competitive with their counterparts from

throughout the United States and alerts North Dakota consumers to the

issue, to the practices, and to their rights.
It may be that GLB isn’t the last word on the subject of privacy of

consumer customer information. If more remains to be done, the resolution
must be a national resolution so that throughout the US, all parties in the
financial services industry are operating under the same, basic rules. That is
what SB 2191 seeks to achieve. The Senate IBL committee gave
unanimous, bipartisan support to this bill. We are asking this committee to

also give the bill a strong Do Pass recommendation.

Thank you.




North Dakota House Industry Business and Labor Committee
Testimony of Representative Jim Kasper
SB 2191, March 14, 2001

Mr. Chairman and members of the Committee, SB 2191 has the potential to be the most
egregious antl-consumer piece of Legislation that has come before this Legislative body and this
Committee in years. Passage of SB 2191 will tear down the protections the people of ND have under
current ND Banking law regarding their private non-public financial information by allowing ND's
banks and financial institutions to share, sell and disseminate their customers financial information
virtually at their will, Let me explain:

When Congress enacied the Gramm Leach Bliley Act in 1999, it tore down the barriers

tween the Banking, Insurance and Securities Industries that have been in effect for over 50 years,

’b: allowing these financial service industries to own, market and distribute each others products and
services. Everybody can now be in everybody else’s business. There are no more barriers.

In the Gramm Leach Bliley Act, the Congress enacted financial privacy rules and guidelines,
For affiliated companies, meaning those Banking, Insurance and Securities Companies with
common ownership, the customers’ non-public personal and financial information can be shared
freely back and forth amongst these affiliated companies, without the customers consent or
knowledge. To sell or distribute this information to outside non-affiliated companies, (no common
ownership) the financial institutions will send a Privacy Notice to its customers once a year. |f the
customer does not sign a form and mail it back to the institution to OPT OUT, the information can be

sold to outside entities.

. As an example, when a customer applies for a consumer loan, such as a car or a home, the




Bank gathers the customers tax returns, financial statements and any other information it desires and
makes a determination, based on the customers credit worthiness, income, debt, ele., whether or not
it will make that loan to the customer. The bank gathers a great amount of customers confidential
information in this process. There is nothing wrong with these practices because to protect the
solvency of the bank, it must gather and inspect this kind of information to determine whether or not to
make loans. But, the problem begins once you have become a customer of that bank. Under current
Neorth Dakota law, which has been in effect since 1985, the bank cannot share, sell or distribute its’
customer's persoral non-public financial information to outside non-affiliated companies or
business, without first obtaining the written consent of its customer, This is called the”OPT IN”
financial protection for North Dakota customers, Information can only be disclosed after the cuslonier
has been notified, asked if it is ok, and has provided a written consent to the Bank in advance,

allowing the sharing or sale of that customers private information,

SB 2191 will change these customer protections in North Dakota banking law. If enacted,SB
2191 will supercede current North Dakota banking law, regarding our OPT IN protection of non-public
financial information, by imposing the privacy rules of Gramm Leach Bliley on North Dakota’s bank
customers., Gramm Leach Bliley’s approach to how banks can share private, non-public customer
financial information with non-affiliated companies is OPT OUT. (Non-affiliated companies are
those entities that have no common ownership.) An example is what happened last year in
Minnesota when US Bank sold it's customers’ private financial information to a telemarketing
company it had no ownership in. That telemarketing company used the bank’s customers financial

information and sold these bank customers millions of dollars of merchandise. US Bank received a

kick-back from the telemarketing company for providing the customer information.




up paying about two million dollars in settlement to consumers in Minnesota and another two million

Attorney General Hatch brought action against US Bank for this practice and US Bank ended

to humerous other states, where it had committed similar practices,

Iif you pass 5B 2191, that Is exactly the kind of marketing scheme our states citizens wilt be
exposed 10. We would strike down the customer protections in current North Dakota Banking
statute, which requires the OPT IN, or advanced signature and consent of customers for a
bank to sell customer information, and in its’ place impose the much more liberal “OPT QUT”
method under Gramm Leach Bliley, for sharing and selling of North Dakota citizens financial
information. It's exactly opposite of current North Dakota banking law and opposite of what it should
be to protect our states bank customers,

Now, let me share with you the worst part of SB 2191. The GLB Ac! applies only to
non-public consumer information. The GLB Act does not apply to:

. Commercial Accounts
2. Agricultural Accounts
3. Public Information

Therefore, for Commercial and Agricultural accounts in North Dakota, there will be no
protection for ND citizens because there is no federal law that provides that these type of
customers even have an opportunity to “OPT OUT”. Thus,SB 2191 eliminates all protection
under ND State Banking Law for privacy protection for Commercial and Agricultural accounts.
Consequently, if you are a farmer/rancher or a business person doing business with a bank, you
have no protection whatsoever for your financial information under SB 2191. Any bank in ND

‘hat farmers, ranchers and business persons do business with, can sell, shire, disclose or give their




private financial information to anyone or any entity, at any time, without these customers knowledge
or consent. Furthermore, even if the farmer, rancher and business person desires to stop the
banking institution from disclosing their financial information, under SB 2191 the bank could
choose to ignore the request.

Existing banking law under Chapter 6-08.1, which was enacted in 1985, applies to hanks,
thrifts, credit unions and savings and loans and provides that the financial institution has a duty to
protect all information unless specifically allowed to be released under one of the 11
exemptions or unless the customer grants affirmative consent. If 5B 2191 is enacted, banks,
thrifts and credit unions will have the ability to release information on commercial and agricultural
accounts, including account numbers, without even having to disclose this practice in policy or

‘rovide any notification to the customer that the information is being released.

Under GLB, Congress specifically provided under Section 507, that state laws are not affected,
superceded, or pre-empted if and then only to the extent, that the states laws or rules are
“inconsistent” with GLB. A state law is “inconsistent” and thus not pre-empted if it provides
“protection greater than GLB’s privacy provisions as determined by the Federal Trade
Commission”. The Commissioner of Banking, Gary Pressler, has a pending petition with the FTC
on North Dakota’s existing Banking law to ensure that the affirmative consent requirement, or“OPT
IN”, under current ND banking law, is not and will not be pre-empted by GLB. Mr. Pressler has
informed me that he expects to receive a positive response from the FTC any day.

Is North Dakota alone it its’ Privacy Guideline?

One of the arguments raised by the banks is that we must institute GLB guidelines or ND will

‘e all alone. Nothing could be further from the truth. Currently,4 other states (Alaska, Tennessee,



llllnols and Vermont) have banking laws like North Dakota’s current law (OPT IN). North Dakota is
not an island and financlal institutions have been operating under different state laws for years,
As we speak, the following states, in their Legislative Assemblies, are considering the adoption

of financlal protection legislation for the Constituents of their respective states:

1. AZ HB 2135 7. MA HB 229 13. PA HB 85
2. CA HB 1289 HB 32 14, SC  SB 204
SB 773 8 Ml HB 4198 15, TX  HR 15
3. HA HB 14606 9. MN  HB 579 16. VA SB 602
HB 1559 SB 567 17. WA HB 2016
4. 1D HB 116 10. MO HB 850 18. Wi HB 88
HB 239 1T.NM HB 750
5. IN 760 IAC 1-66 12.NY HB 18
6. IA HB 285 HB 4230
SB 2330

&3 Congress is also concerned about GLB and Privacy

On February 13, 2001, Representative Hutchinson of Arkansas along with
Representatives Moran (VA), Brady (TX) Granger, Greenwood and Lucas (OK) and Riley, introduced
HB 583, to establish the Commission for the Comprehensive Study of Privacy Protection. We are
seeing a growing movement across America, as more and more people become aware of the
liberal privacy provisions in GLB, to limit the terms of GLB and provide consumers a much
greater degree of control over how their confidential information is used, shared and sold by
Financial Institutions and other businesses. It is easy to see that the OPT IN provision of privacy,
provides the greatest degree of protection for the person. OPT IN only places a burden to get the
consent on those institutions that intend to sell or disclose private information to third parties.

North Dakota’s current Banking Laws have protected our North Dakota citizens since 1985,

.ere is no reason at all to change currerit ND law. The Congress and many of our sister states are




concerned about GLB. There is no need for SB 2191, unless the intent is to take advantage of
the private information the banks have obtained from their customers, and the banks
intentions are to sell that information to outside non-affiliated companies in order to make
more money,

What this committee must determiie is, who do we wish to protect; the confidential

information of the people of North Dakota or the financial institutions ability to sell and market

that confidential information so they ~an make more money.

It is my sincere hope that this committee will vote to protect the people of North Dakota
and vote to kill SB 2191, Let’s not strip away the financial privacy protections we have had for
the people of North Dakota since 1985.

. | will be happy to answer any questions, Mr. Chairman,




1.

CHAPTER 6-08.1 E '

DISCLOSURE OF CUSTOMER INFORMATION OB 29|

6-08.1-01. Definitions. As used in this chapter:

"Customer” means any person who has transacted or is transacting business with,
or has used o1 Is using the services of, a financial instituticn, or for whom a financial

institution hae acted as a fiduciary with respect to trust property.
"Customer information™ means either of the following:

a.  Any original or any copy of any records heid by a financial Institution pertaining
tonz customer’s relationship the financial Institution.

b. Any information derived from a record described in this subsection.
"Financial Ingtitution" means any organization authorized to do business under state

or federal laws relating to financial Institutions, Including, without limitation, a bank,
Including the Bank of North Dakota, a savings bank, a trust company, a savings and

loan association, or a cradit union.
"Financial institution regulatory agency” means any of the following:

a. The federal deposit insurance corporation.

b. The federal savings and loan insurance corporation.
¢. The national credit union administration.

d. The federal reserve board,

The United States comptroller of the currency.
f.  The department of banking and financial institutions.
g. The federal home loan bank board.

"Governmental agency" means any agency or depariment of this state, or any
authorized officer, employee, or agent of an agency or department of this state.

"Law enforcement agency" means any agency or dnpartment of this state or of any
political subdivision of this state authorized by law to enforce the law and to conduct
or engage in investigations or prosecutions for violations of law.

"Person" means any individual, partnership, corporation, limited liability company,
associatlon, trust, or ather legal entity.

6-08.1-02. Exemptions. This chapter does not apply to any of the following:

1.

The preparation, examination, handling, or maintenance of any customer information
by any officer, employes, or agent of a financlal institution having custody of such
Information or the examination of such information by an accountant angaged by the
financial institution to perform an audit.

The examination of any customer information by, or the furnishing of customer
Information to, any officer, employee, or agent of a financial institution regulatory
agency solely for use in the exercise of his duties.
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3. The publication of data derived from customer information where the data cannot be
identified to any particular customer or account.

4. Any acts required of the financial institution by the Intemal Revenue Code.

‘ 5. Disclosures permitted under the Uniform Commercial Code concemning the dishonor
of any negotiable instrument.

8. The exchange in the re&ular course of business of customer credit information
between a financial Institution and other financial institutions or commercial entities,

directly, or through a customer reporting agency.

7. The release by the Industrial commission, in its capacity as the managing body of
the Bank of North Dakota, of either of the following:

a. The name of any person who, either directly or indirectly, has obtained
financing through the Bank of North Dakota.

b. The amount of any financing obtained either directly or indlrectly through the
Bank of North Dakota,

8. An examination, handling, or maintenance of any customer information by any

govemmental agency or law enforcement agency for purposes of verifying
information necessary In the licensing process, provided prior consent is obtained

from the licensee and custorer,

9. Disclosure of cusiomer information to a law enforcement agency or govemmental
agency pursuant to a search warmant or subpoena duces tecum Issued in
accordance with applicable statutes or the North Dakota Rules of Criminal

Procedure.

10. Disclosure by a financial institution to the commissioner of agriculture that it has
given a customer notice of the availabllity of the North Dakota agricuftural mediation

service.

11. The disclosure by a financial institution to any financial institution or other entity thet
controls, is controlled by, or is under common control with the financlal institution if
the financlal Institution or other entity receiving the information complies with section

6-08.1-03.

6-08.1-03. Duty of confidentiality. A financial institution may not disclose customer
information to any persan, govemmental agency, or law enforcement agency unless the
disclosure Is made in accordance with any of the foliowing:

1. Pursuant to consent granted by the customer In accordance with this chapter.

2. To a person other than a governmental agency or law enforcement agency pursuant
to valld legal process.

3. To a govemmental agency or law enforcement agency pursuant to valid legal
process in accordance with this chapter.

4. gc:r the purpose of reporting a suspected violation of the law in accordance with this
apter.

5. For the purpose of notifying the commissioner of agriculture that a financial
institution has notified a customer of the avallability of the North Dakota agricultural

mediation service.
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8. As part of the disclosure made of deposits of public corporations with financlal

Institutions In the security pledge schedule verified by the custodian of securtties
pursuant to section 21-04-09.

6-08.1-04. Consent.

1.

No consent or waiver shall be required as a condition of doing business with any
financial Institution, and any consent or waiver obtained from a customer as a
condition of doln’g business with a financlal institution shall not be deemed a consent

of the customer for the purpose of this chapter.

A valikd consent must be in writing and signed by the customer. In consenti&? to
disclosure of customer information, a customer may specify any of the following:

a. The time during which such consent will operate.
b. The customer information to be disclosed.

¢. The persons, govemmental agencies or law enforcement agencies to which
disclosure may be made.

6-08.1-08. Government access.

1.

A govemmental agency or law enforcem:ent agency may obtain customer
information from a financial Institution pursuant to either of the following:

a. The consent of the customer, in accordance with this chapter,

b. Valid legal process, in accordance with this section.

A govemmental agency or law enforcement agency may obtain customer
information from a financlal Institution pursuant to a judicial or administrative
subpoena duces tecum served nn the financlal Institution, if there is reason to

believe that *he customer information saught is relevant to a proper law unforcement
objective or is otherwise authorized by law.

A govemmental agency or law enforcement agency may obtain customer
information from a financlal institution pursuant to a search warrant If it obtains the
search warrant pursuant to the rules of criminal procedure of this state. Examination
of the customer Information may occur as soon as ft Is reasonably practicable after
the warrant is served on the financial institution.

6-08.1-06. Suspicion of unlawful conduct.

1'

Nothing In this chapter preciudes a financial institution from initiating contact with,
and thereafter communicating with and disclosing customer information to, a law
enforcement agency when the financial institution reasonably believes that the
customer about whom such information pertains:

a. Is engaged in unlawful activity; or,
b. Is defrauding tha financial institution.

Conviction of the customer or admission by the customer shall be conclusive of the
reasonableness of the disclosure for purposes of this section.

The burden is on the financial institution to show that at the time the disclosure was
made, the disciosure was reasonable for the purposes of this section.
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6-08.1-07. Cost reimbursemaent. Any govermental agency, law enforcement agency,
or person requiring or requesting access to customer informa‘ion shall pay to the financial
institution that assembies or provides the customer information a fee for reimbursement of
reasonibly necessary costs which have been directly incurred by the financial institution. A
financial institution must deliver the customer Information sought as soon as reasonably possible
notwithatanding any dispute ooncemln%gm amount of reimbursemant due under this section. A
soparate action may be maintained by the financial institution against the govemmental agency,
law enforcement agency, or person requesting access for recovery of reasonable
reimbursement. The financlal institution may not charge the state auditor for customer
information recjuested when performing an audit; however, the financlal Institution may charge
the entity being awdited by the state auditor for the information requested.

8-08.1-08. Liabllity.

1. Afinandial institution, govemmertal agency, law enforcement agency, or any other
person is llable to the customer fur intentional violations of this chapter in an amount
equal to the greater of the followiny:

a. One thousand dollers,
b. Actual damages caused by the disclosure of the customer information,
2. Any financial institution, govemmental agency, law enforcement agency or other

person that takes any action pursuant to this chapter, relying in good faith on any
provision of this chapter, may not be held liable to any person for its actions.
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INTRODUCED BY  Assembly Member Jackson

FEBRUARY 9, 200]

An act to add Chapter 2 {(commencing with Section 1798.79) to Title
1.8 of Part 4 of Division 3 of the Civil Code, relating to financial

privacy.

LEGISLATIVE COUNSEL'S DIGEST

AB 203, as introduced, Jackson, Privacy: f{inancial transactions:
personal information.

Existing law prohibits a business entity that performs bookkeeping
services from disclosing the contents of any record which is
prepared or maintained by the business entity to anv person, other
than the individual which is the subject of the record, without the
express written consent of the person,

This bill would enact the Consumers' Financial Privecy Act,. The
bill would prohibit a financial institution, as specified, without a
consumexr's prior written consent, from disclosing or making an
unrelated use of the personal iuaformation collected by the financial
institution in connection with any transaction with the consumer
.1nv01ving any financial product or any financial sexvice or otherwise
ohtained by the financial institution. The bill would reguire
various disclosurea. by financlal institutions to consumers. The bill
would pravide for specified:civil remedies anc the imposition of a
civil penalty by a court or the imposition of an administrative fine
by a regulatory agency.

Vote: majority. Appropriation: no. Fiscal committee: vyes,
State-mandated local program: no.

THE PEQPLE OF THE STATE OF CALIFORNIA DO ENACT AS FOLLOWS:

SECTION 1. Chapter 2 (commencing with Section 1798.79) is added to
Title 1.8 of Part 4 of Division 3 of the Civil Code, to read:

CHAPTER 2. CONSUMERS' FINANCIAL PRIVACY ACT

1798.79. (a) This chapter shall be known as and may be cited as
the Consumexs’' Financial Privacy Aat.

(b) The Legislature finds and declares all of the following:

(1) The right to privacy is an inalienable right protected by the
California.Constitution. and the United States Constitution.

(2) The right to' privacy protects individuals from the
unauthorized collection, retention, and dissemination of personal
inférmatdon by busineos:interests..

(3) Individuals havea reasonable expectation of privacy when they
provide infarmation.tq.».financial institution,

(4), Inherént in the constitutional right to privacy and the
expectation. of.privacy, of information is the right of individuals to

control. the use; gathering, and dissemination of personally
idéntifiable information.
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(5) It is an invasiop of privacy for financial.institutions to
disclase & consumer's . pexsonal information without the affirmative

writgen.consent..of. the consumer..
(6) The: federal:government, through enactment of the federal
Gramm~Leach-Bliley Act (P.L. 106~102), has expressly invited states
to enact.greater. protections for the privacy of financial information
of' ki s xesidents.

(c) The Legislature intends all of the following:

(1). The privacy of a consumer’'s personal information provided to a
finangial institution by the consumer or otherwise shall be
protected.

(2) A consumer's persaonal information provided to a financial
institution may not be disclosed without the ccngumer's prior written
consent.,

(3)..No financial institution may refuse or limit a consumer's
acceas to any finmancial product or service for refusing to provide
congent ox. canceling consent to-disclosure of personal information
provided to the financial institution.

1798.79.1., (a) The following definitions apply to this chapter:

(1) "Affiliate" means any entity that, directly, or indirectly
through one or more intermediaries, controls, is controlled by, or is
under common control with the other entity.

(2) *"Consumer" means an individual who obtains or has obtained a
financial product or service from a financial institution that is to
be used primarily for personal, family, or household purposes.
"Consumer" also includes that person's legal representative.

(3) "Control™ means the possession, direct or indirect, of the
power to direct or cause the direction of the management and policies

of another entity.
{4) "Customer relationship" means a continuing relationship

.between a consumer and a financial institution undexr which the

financial institution provides one or more financial products or
services to the consumer. "Customer relationship" does not include an
isclated transaction, or a series of isolated transactions, between

a consumer and a financial institution.

(5) "Financial institution" includes a commercial bank, trust
company, savings association, credit union, irdustrial loan company,
insurance company, securities brokerage, mortgage lender, or person
engaged in the business of lending money.

(6) "Personal information" means personally identifiable
informaetion provided by a consumer to a financial institution in
connection with any transaction with a consumer involving any
financial product or any financial service or personally identifiable
information otherwise obtained by the financial institution from the
consumer or any other third party.

(7) "Unrelated use" means any use other than a use that is
necessary to effect, administer, or enforce a transaction with a
consumer in any flnancial product or any financial service or that
exceeds the stated purpose for which the consumer consented to

disclosure,
(8) "Written consent" includes consent provided by electronic mail

or other electronic means.

(b} A consumer has a protected privacy interest in all of the
personal information that he or she provides to a financial
institytion or that a financial institution otherwise obtains.

{c) A consumer shall have a cause of action for any violation of
this chapter.

1798.79.2. {a) A financlial institution may not disclose to any
affiliate or nomaffiliated third party, or through any affiliate or
nQPaffiliated*third party, or make an unrelated use of, any personal
information unlesswthe financial institution receives. the. consumer's

priweitten consent for the disclosure or use of the information,

WEINaNHOtaY institutrborr- shall ‘notify the consumer of the

http://www.leginfo.ca.gov/pub/bill/asm/ab_0201-0250/ab_203_bill_20010209_introduced.html  3/12/01




AB 203 Assembly Bill - INTRODUCED Page 3 of 6

b4 .

information it wishes to disclose.or. use,, the. individual or busineas
eritdty thatrwill ‘réceive the information, -and the purpose for the
_qg#@;péureﬁorquse, at the time that it solicits written consent from
‘Yhe consumer. All those notifications shall also clearly and
conspicuously state that the financial institution may not refuse or
1imit a consumer's access to any financial product or service for
refusing to provide consent or canceling consent to the disclosure or
unrelated use of personal information.

(b) At the time of establishing a customer relationship with a
consumer, at the time of the first solicitation for written consent
from the consumer, and not less than annually thereafter, all
financial institutions shall clearly and conspicuously disclose to
the consumer all of the following:

(1) The categories of personal information that are collected by
the financial institution.

(2} The policles and practices that the financial institution
maintains to protect the confidentiality and security of personal
information.

(3) Categories of persons or entities to whom the information is
or may be disclosed or who may be permitted to make unrelated use of
the information.

(4) The practices and policies of the financial institution with
respect to providing consumers with the opportunity to examine and
dispute information subject to disclosure or unrelated use by the
financial institution or any affiliates or nonaffiliated third
parties.

(5) The right of a consumer to refuse or cancel consent to the
disclosure or unrelated use of an, personal information, and that the
financial institution may not refuse or limit access to any
financial product or service for exercising that right.

(¢) If the financial institution adopts a policy of nondisclosure
and a policy prohibiting any unrelated use of personal information,
and for so long as the financial institution maintains and observes
those policies, the financial institution shall not be required to
comply with the annual notification requirements of subdivisien (b).
In that case, the financial institution shall be obligated to
disclose this policy to consumers only once, either at the time of
establishing a customer relationship, or through communication with
existing customers.

(d) Except as provided in subdivisions (e) and (f), the prior
written consent required by subdivision (a) may be a general
authorization to cover some or all transactions, provided that:

(1) Any general authorization shall clearly and conspicuously
disclose to the consumer the consumer's right to cancel the general
authorization at any time, as well as all of the information
described in paragraphs (1), (3), (4), and (35) of subdivision (b).

(2) If a consumer consents to a general authorization, a financial
institution shall provide a consumer with a written notice of each
disclosure or unrelated use that the financial institution makes of
the consumer's personal information either within 30 days of
disclosure or use, or with the next account statement, billing
statement, or other document provided to the consumer by the
financial institution if the statement or other document is provided
within 60 days of disclosure or use. The written notice shall
include the personal information disclosed or used, who received the
information, the purpose of the disclosure or use, and the consumer's
right to cancel the general authorization at any time.

(3) An individual may cancel any general authorization at any
. time. Immediately upon cancellation of a general authorization, a

financial institution shall be required to obtain the consumer's
prior written consent for any and all subsequent disclosures or
unrelated uses of information subject to the provisions of this

chapter.
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(e) A financial institution shall not disclose to any affiliate or

any nonaffiliated third party, or through any affiliate or any

nonaffiliated third party, without the prior written consent of the

consumer, the consumer's account number or similar form of access

number or access code for a credit card account, deposit account,
checking or savings account, debit card, transaction account, or
similar type of account number or access number or code, or the
existence of any one or more of these accounts for use in any
marketing or commercial purpose, including, but not limited to,
telemarketing, direct mail marketing, or marketing through electronic
mail or other means.

(f) An affiliate or a nonaffiliated third party that receives from
a financial institution the personal information of a consumer shall
not, directly or through an affiliate of the receiving party,
disclose or make an unrelated use of the information to any other
person or entity without the prior written consent of the consumer.
An affiliate or any nonaffiliated third party shall be required to
directly and independently secure the consumer's prior written
consent to disclose or make an unrelated use of personal information.

Prior written consent provided to a financial institution may not
include consent for an affiliate or nonaffiliated third party to
subsequently disclose or make an unrelated use of personal
information of a consumer with any other person or entity.

(y) Subdivision (a) shall not be construed to prohibit the
disclosure of personal information without the prior written consent
of the consumer in any of the following circumstances:

{1) The disclosure is necessary to effect, administer, or enforce
a transaction requested or authorized by the consumer in connection
with servicing or processing a financial product or service requested
or authorized by the consumer, for maintaining or servicing the
consumer's account with the financial institution, or for enforcing a
financial obligation of the consumer arising from any transaction
with the financial institution.

(2} The disclosure is necessary to protect the confidentiality ox
security of the financial institution's records pertaining tec the
consumer, the service or product, or the transaction,

(3) The disclosure is necessary to protect the consumer against
actual or potential fraud, unauthorized transactions, claims, or
other liability.

(4) The disclosure is made to persons holding a legal or
beneficial interest relating to the consumer or acting in a fiduciary
or representative capacity on behalf of the consumer.

(5) The disclosure is made to law enforcement agencies to the
extent specifically permitted or required under state or federal law.

(6) The disclosure 1s made in compliance with a properly
authorized civil, criminal, or regulatory investligation or subpoena
or summons by feceral, state, or local authorities, or to respond to
judicial process or government regulatory authorities having
jurisdiction over the financial institution.

{7) The disclosure is made to a local, state, or federal agency
for child support enforcement purposes.

{8) The disclosure is macde to a consumer reporting agency in
accordance with the federal Falr Credit Reporting Act (15 U.S5.C., Sec.
1681 et seq.) or the Consumer Credit Reporting Agencies Act (Title
1,6 (commencing with Section 1785.1)).

(h) No financial institution may refuse or limit a consumer's
access to a financial product or service for refusing to provide
consent to the disclosure of personal information provided by the

.conaumer to the financial institution or for canceling that consent.

(1) Every financial institution shall provide a consumer, upon
request, with the opportunity to examine all personal information
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' subject to disclosure or unrelated use, to dispute the accuracy of
any of the information, and to require the financial institution to

'correct information t:i-* has been demonstrated by the consumer to be

inaccurate.
1798.79.3. (a) In addition to any other remedies available under

state or federal law, all of the following remedies, fines, and
penalties are applicable to a violation of this chapter:

(1) Any individual may bring an action against a financial
institution, or affiliate or nonaffiliated third party, that has
negligently disclosed or used personal information in violation of
this chapter, for either or both of the following:

(A) Nominal damages of one thousand dollars {$1,000). In order to
recover under this subparagraph, it shall not be necessary for the
consumer to have suffered actual damages.

(B} The amount of actual damages, if any, suffered by the
consumer.

The court shall award reasonable attorney's fees and costs to the
plaintiff if he or she prevails in the action.

(2) Any financial institution, or affiliate or nonaffiliated third
party, that violates, proposes to vicolate, or has violated any
provision of this chapter may be enjoined in any court of competent
jucrisdiction.

(3) A financial institution, or affiliate or nonaffiliated third
party, that negligently discloses or uses personal information in
vivlation of the provisions of this chapter shall be liable,
irrespective of the amount of damage suffered by the consumer as a
result of that violation, for an administrative fine or civil penalty
not to exceed two thousand five hundred dollars ($2,500) per

violation,
(4) A financial institution, or affillate ot nonaffiliated third

party, that knowingly or willfully discloses or uses personal

information in violation of this chapter shall be liable for an

administrative fine or civil penalty of not less than two thousand
five hundred dollars ($2,500) but not to exceed twenty-five thousand
dollars ($25,000) per violation.

(5) A financial institution, or affiliate or nonaffiliated third
party, that knowingly or willfully discloses or uses personal
information in violation of this chapter for the purpose of financial
gain shall be liable for an administrative fine or civil penalty not
less than twenty-five thousand dollars ($25,000) but not more than
two hundred fifty thousand dollars {$250,000) per violation and shall
also be subject to disgorgement of any proceeds or other
consideration obtailned as a result of the violation.

(6) Nothing in this subdivislion shall be construed as authorizing
an administrative fine or civil penalty under both paragraphs (4) and
(5) for the same violation.

(b) In assessing the amount of an administrative fine or civil
penalty pursuant to paragraph (3), (4), or (5} of subdivision (a),
the regulatory agency or court shall consider any one or more of the
relevant circumstances presented by any of the parties to the case,
including, but not limited to, the following:

(1) Whether the defendant has made a reasonable, good faith
attempt to comply with this chapter.

(2) The nature and seriousness of the misconduct.

(3) The harm to the consumer.

(4) The number of violations.

(5) The persistence of the misconduct.

(6) The length of time over which the misconduct occurred.

(7) The willfulness of the defendant's misconduct.

(8) The defendant's assets, liabilities, and net worth,

(¢) (1) The civil penalty imposed pursuant to paragraph (3), (4),
or (5) of subdivision (a) shall be assessed and recovered in a civil
action brought in the name of the people of the State of California
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in any court of competent jurisdiction.

(2} Nothing in this section shall be construed as authorizing the
imposition of both an administrative fine and civil penalty for the
same violation.

{3) The imposition of an administrative fine or civil penalty
provided for in this section shall not preclude the imposition of any
other sanctions or remedies authorized by law.
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S 450 1S
107th CONGRESS
1st Session
S. 450

To amend the Gramm-Leach-Bliley Act to provide for enhanced protection of nonpublic personal
information, including health information, and for other purposes.

IN THE SENATE OF THE UNITED STATES

March 1, 2001

Mr. NELSON of Florida introduced the following bill; which was read twice and referred to the
Committee on Banking, Housing, and Urban Affairs

......

A BILL

To amend the Gramm-Leach-Bliley Act to provide for enhanced protection of nonpublic personal
information, including health information, and for other purposes.

Be it enacted by the Senate and House of Representatives of the United States of America in
Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the 'Financial Institution Privacy Protection Act of 2001".

SEC. 2. PROTECTION OF PRIVATE HEALTH INFORMATION.

Section 509(4) of the Gramm-Leach-Bliley Act (15 U.S.C. 6809(4)) is amended by adding at
the end the following

http://thomas.loc.gov/cgi-bin/query/z?¢107:5.450: 3/5/01
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‘(D) The term 'nonpublic personal information' includes health information,

defined as any information, including genetic information, demographic
information, and tissu.: samples collected from an individual, whether oral or

recorded in any form or medium--

'(i) that is created or received by a health care provider, health rescarcher,
health plan, health oversight agency, public health authority, employer,
health or life insurer, school or university; and

\(ii) that --

‘(1) relates to the past, present, or future physical or mental health or
condition of an individual (including individual cells and their
components), the provision of health care to an individual, or the past,
present, or future payment for the provision of health care to an
individual; and

‘(1) that identifies an individual, or with respect to which there is a
reasonable basis to believe that the information can be used to identify
an individual.'.

SEC. 3. OPT-IN FOR SHARING OF INFORMATION.

' Section 502 of the Gramm-Leach-Bliley Act (15 U.S.C. 6802) is amended--

(1) in subsection (a)--
(A) by inserting ‘any affiliate or' before "a nonaffiliated',
(B) by striking ‘unless such' and inserting the following: ‘unless--

‘(1) the institution provides'; and
(C) by striking the period at the end and inserting the following: *; and

'(2) the consumer to whom the information pettains--
'(A) has affirmatively consented (in writing, in the case of health information, as
defined in section 509(4)(D)), in accordance with rules prescribed under section
504, to the disclosure of such information; and
'(B) has not withdrawn such consent.'; and

(2) by striking subsection (b) and inserting the following:

'(b) DENIAL OF SERVICE PROHIBITED- A financial institution may not deny a financial

‘ product or a financial service to any consumer based on the refusal by the consumer to grant
the consent required by this section.',

http://thomas.loc.gov/cgi-bin/query/z2?¢107:8.450: 3/5/01
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’ SEC. 4. COMPLIANCE OFFICERS.

Section 503 of the Gramm-Leach-Bliley Act (15 U.S.C. 6803) is amended by adding at the end
the following:

*(c) COMPLIANCE OFFICERS- Each financial institution shall designate a privacy
compliance officer, who shall be responsible for ensuring compliance by the institution with
the requirements of this title and the privacy policies of the institution.'.

SEC. 5. LIABILITY.

Section 505 of the Gramm-Leach-Bliley Act (15 U.S.C. 6805) is amended by adding at the end
the following:

‘(¢) CIVIL PENALTIES- The Attorney General of the United States may bring a civil action in
the appropriate district court of the United States against any financial institution that engages
in conduct constituting a violation of this title, and, upon proof of such violation--

‘(1) the financial institution shall be subject to a civil penalty of not more than $100,000
for each such violation; and

'(2) the officers and directors of the financial institution shall be subject to, and shall be
personally liable for, a civil penalty of not more than $10,000 for each such violation."
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Social éeculity Number Priv;cy Act of 2001 (introduced in the Senate)

S 324 IS
107th CONGRESS
Ist Session
S. 324

To amend the Gramm-Leach-Bliley Act, to prohibit the sale and purchase of the social security
number of an individual by financial institutions, to include social sccurity numbers in the definition
of nonpublic personal information, and for other purposes.

IN THE SENATE OF THE UNITED STATES
February 14, 2001

Mr. SHELBY introduced the following bill; which was read twice and referred to the Committee on
Banking, Housing, and Urban Affairs

P

A BILL

To amend the Gramm-Leach-Bliley Act, to prohibit the sale and purchase of the social security
number of an individual by financial institutions, to include social security numbers in the definition
of nonpubhc personal information, and for other purposes,

Be it enacted by the Senate and House of Representatives of the United States of America in
Congress assembled,

SECTION 1. SHORT TITLE,

This Act may be cited as the 'Social Security Number Privacy Act of 2001,

SEC. 2, AMENDMENTS RESTRICTING THE SALE AND PURCHASE OF
. SOCIAL SECURITY NUMBERS.
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(a) IN GENERAL- Section 502 of the Gramm-Leach-Bliley Act (15 U.S.C. 6802} is amended
by adding at the end the following: .

'(f) REGULATION OF THE SALE AND PURCHASE OF SOCIAL SECURITY NUMBERS
AND SOCIAL SECURITY ACCOUNT NUMBERS-

(1) PROHIBITION- Notwithstanding any other provision of this title, no financial
institution may sell or purchase a social security number or a social security account
number in a manner that violates a regulation promulgated by the Federal functional
regulators under paragraph (2).

'(2) REGULATIONS-

(A) IN GENERAL- Not later than 6 months afer the date of enactment of the
Social Security Number Privacy Act of 2001, the Federal functional regulators
shall promulgate regulations restricting the sale and purchase of social sccurity
numbers and social security account numbers by financial institutions.

'(B) RESTRICTIONS AND CONDITIONS- In promulgating regulations under
subparagraph (A), the Federal functional regulators shall impose restrictions and
conditions on the sale and purchase of social security numbers and social security
account numbers that are no broader than necessary--

'(i) to provide reasonable assurances that social security numbers and social '
security account numbers will not be used to commit or facilitate fraud,
deception, or crime; and

*(ii) to prevent an undue risk of bodily, emotional, or financial harm to an
individual.'.

(b) DEFINITIONS- Section 509(4)(A) of the Gramm-Leach-Blilcy Act (15 U.S.C. 6809(4)(A))
is amended by inserting *, including a social security number or social security account
number' after ‘financial information',
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Financial Privacy: The Shortcomings of the Federal Financial Services
Modernization Aci

California Bar Association
Annual Meeting, San Diego, CA
Sept. 15, 2000

Presentation by Beth Givens
Privacy Rights Clearinghouse
www privacyrights.org
bgivens@privacyrights. org

(Note: In the interest of time, a shorter version of this speech was given to the Bar
Association. The excerpts that were omitted are marked with brackets. ]

I am Beth Givens, director of the nonprofit program the Privacy Rights Clearinghouse,
located here in San Diego. We were established in 1992 and have a two-part mission:
first, to educate consumers on ways they cen protect their privacy, and second, to
advocate for privacy protection laws, regulations, and industry practices in public policy
proceedings such as legislative and regulatory hearings, as well as in industry
conferences.

Our web site contains all of our consumer education publications - guides on how to get
rid of junk mail and telemarketing calls, how to recover from identity thefl, medical
records confidentiality issues, Internet privacy and the like. ‘The site also contains our
public policy writings, such as speeches and legislative testimony.




( All of this information can new be merged into a single data base ~ without our consent.)\

Some of you may remember when we were a part of the University of San Diego Law
School’s Center for Public Interest Law. Since 1996, we have been affiliated with the
local consumer organization UCAN, the Utility Consumers’ Action Network.

The definition of privacy that guides our efforts is that of control, "Privacy is the [ability
of individuals] ... to determine for themselves when, how, and to what extent information
about this is communicated to others." (Alan Westin, Privacy and Freedom, 1967, p.7).
Much of what [ have to say about the shortcomings of the federal Financial Services
Modermization Act, or Gramm-Leach-Bliley, deal with customers’ inability to control
how their financial-related information is used in a wide variety of situations.

My presentation will cover these topics:

o a short explanation of of the Gramm-Leach-Bliley
Act

« the public opinion landscape - what the polls are
telling us these days about consumers’ concerns
about threats to their privacy

o the California Legislature’s response 1o this federal
faw '

« what privacy advocates propose as a better
approach

 a bit about the political climate in the next two years
SUMMARY OF THE FINANCIAL SERVICES MODERNIZATION ACT

The new federal law, the Financia) Services Modemization Act, enables three industries
to affiliate under one corporate roof -- banking, insurance, and securities. The Act
requires that banks and financial services provide an "opt-out" for customers to restrict
the sale of personal information to third parties. But it gives no ability for customers to
restrict the sharing of data between and among qffiliates.

With the implementation of the Gramum-Leach-Bliley Act, we are looking at a radical
change in the way personally identifiable information is collected and used in the
marketplace. Think about it. We are talking about the ability of three raega-industries
being able to merge their customer information, 2ach of which alone holds extremely
sensitive information;
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I never assume that people understand the difference between opt-in and opt-out, "Opt. ’
out" means that financial institutions can share or sell customer information without their
affirmative up-front consent. If customers do not tell the bank to refrain from selling their




data, such sale will go on indefinitely. "Opt-in" means that the default is set an "no
sharing." The customer must provide consent before any personal data is shared.

THE PUBLIC'S FEARS ABOUT THREATS TO PRIVACY

What is the public opinion landscape? Do consumers really want such three-industry
profiles developed without their consent? Polls and recent cases indicate No.

o A 1998 AARP poll found that 81%, or 4 out of 5, consumers opposed internal
sharing of customer data by affiliates. Only 10% supported it.

A 1998 Lou Harris poll found that 78% had refused a company their personal
information for privacy reasons. 82% felt they had lost all control of their
personal information. Overall, 90% said they are concerned about threats to their
privacy.

A pre-millennium 1999 Wall Street Journal poll found that the number one issue
of concern to those surveyed was privacy, outranking even terrorism, education
and other burning issues.

Take a look at the uproar that has greeted the long form of the Census this year.

Also, look at the controversy that erupted with the merger of Doubleclick and
Abacus, when their customer profile data bases were going to be merged without
consent. Doubleclick is an Internet ad-placement company that captures the web-
surfing patterns of millions of Internet users, on a mostly anonymous basis. It
acquired Abacus, a company that compiles personally identifiable information
about the mail order catalog purchases of 90 million households. Consumers have
responded to the potential merger of the offline Abacus data with the online
Doubleclick data with a firestorm of protest that has shaped public policy
development and industry actions greatly since then.

Finally, a recent poll by the Pew Internet and American Life Project found that
86% of Internet users favor the opt-in approach.

" In short, consumers want cuntrol over uses of their personal inf‘ormation)This flies in the
face of the weak privacy standards of the Gramm-Leach-Bliley Act.

WHAT ARE THE CONCERNS? OF THE PRIVACY AND CONSUMER
ADVOCATES

Industry representatives claim the privacy provisions of the federal law are far reaching
and unprecedented. Granted, the amount of disclosure required of financial services
industries /s unprecedented. But that doesn’t take away from the fact that consumers lack
either an opt-in or opt-out ability to prevent the sharing of customer data shared between
and amony affiliates. I believe that the Gramm-Leach-Bliley Act is one step forward ...
but many large steps backward. Allow me to explain.




Each of these industries -- banking, insurance, and securities -- compiles a tremendous
amount of sensitive personal data from the transactions of its custezaers. Think for a
momeit about what can be determined about you from your banking and credit card data.
especially for persons who use credit cards a great deal and engage in online banking —
our payments for medical services, entertainment and recreation choices, political
intorests, charities we support, religious affiliation, and so on.

Consider insurance company records. They include your health conditions, potentially
from cradle to grave. Life, automobile, and heme insurance information are also highly
revealing,

Records from brokerage firm accounts also say a great deal -- the extent of your
investment assets, whether you are a conservative investor or take risks, perhaps even
your affinity for get-rich schemes and your vulnerability to scams.

The sale of data without consent from any of these three industries could result in
significant harm to consumers, much more than simply the aggravation of recelvmg
unsolicited telemarketing calls.

Note the cases last summer and fall in Minnesota and New York, where their Attorneys

% General sued U.S. Bancorp and Chase Manhattan respectively for the sale of data to third

parties contrary to their own privacy policies. In the Minnesota case, U.S. Bancorp sold
customer data -- including account numbers and balances, types of accounts Social
Security numbers, and phone numbers -- to a telemarketer, Memberworks. When
Memberworks successfully sold a product such as a travel club to a bank customer, it
automatically debited the account, which it was able to do because the account number
had been provided. Many of those customers were not aware that they had given consent
to have their accounts debited.

These are examples of abuses that can occur within a single industry when customer data
is sold without consent. Now let's look at what can happen when two major financial
services industries are allowed to affiliate -- the banking and the securities industries.

4= In 1998 Nation's Bank wrs fined nearly $7 million by the U.S. Securities and Exchange

Commission for deceiving many of its bank customers into switching their stable savings
into the more risky investments of its affiliated securities company. Many of these
customers were elderly. They were not made aware of the implications of such decisions.
In fact, many did not realize that they were stepping outside of the relative security of
their bank accounts into an environment where they could lose their principal, Many
incurred significant losses to their life savings.

At our own hotline, we have seen several cases like the Nation;'s Bank scenario involving
a prominent bank in which unwary seniors were advised to switch their savings to riskier
investments, and then incurred losses. Nation's Bank is not an isolated case. And the SEC
investigation and fine has not stopped other banks from engaging in similar practices.




Another example of the kind of abuse that can occur when the boundaries between two
financial industries are blurred is the sale of lead lists from brokerage customer files, also
known as "sucker lists." Fraud investigators for the securities industry are well aware of
this practice and the tremendous harm befalling the individuals, mostly elderly, who
"bite" on these schemes and often lose everything,

[A securities fraud investigator recently told me about scams perpetrated on the elderly
by "fraudsters” who learn they have sizable assets in their bank accounts. "Lists of names
of people with liquid assets in the bank are very valuable, especially to fraudulent
telemarketers,” she told me. She described a a lawsuit against a man operating a
fraudulent investment business who had a side business of selling ‘lead lists.’ He was
getting about $200 a name for ‘hot’ leads. The senior citizens who have ready money in
the bank and are lonely too often welcomes the friendly voice over the telephone. The
fraud investigator concluded that the ability of banks to frezly share such information
about their customers with their affiliated securities firm, without the protection of an
informed opt-in consent requirement, is a "major disaster waiting to happen."]

Given that backdrop, consumers are now faced with the merger of three industries, with
only the most meager of privacy and disclosure requirements involving third paries.
Banks and other financial services can share their significant storehouses of customer
data with affiliated insurance companies and brokerage firms without any consent
required, not even an opt-out.

I consider affiliate sharing to be no different than third party sale in terms of the final
results. The fact that a law has been passed enabling the affiliation of these three
industries does not somehow magically make the sharing of customer data between and
among these industries benign and without harmful effect.

I have so far mentioned the confusion and fraud potentials that can result from affiliate
data sharing. But I haven't yet talked about privacy implications of merging customer
data across these three data-rich industries. )

The profiling opportunities of combining such customer data are enormous. Now we are
being told by industry that the kinds of products and services that will be offered as a
result of the merger of their financial, insurance and securities data are so beneficial that
no consent is required -- not the up-front opt in, or the afler-the-fact opt-out. In this rosy
scenario, no consideration is given to possible negative and harmful secondary uses of the
data. 1 would submit that the kind of data that will be shared among banks, insurance
companies and brokerage firms is equally as sensitive as the kind of data that would have
been merged by Doubleclick and Abacus, in fact, for the most part, far more sensitive.

A basic privacy principle -- one that goes back a quarter century and is a cornerstone of
the European Union's Privacy Directive - is the secondary use principle. "Information
that has been collected for one purpose shall not be used for other purposes without the
consent of the individual,”




Let me use an example from the world of supermarket club card data to illustrate
secondary use. The Smith's Food chain, headquartered in Utah and operating in the
Southwest, has a very successful discount club program whereby data on each and every
purchase of card carriers are recorded. In a story documented in the Washington Post, the

- U.S. Drug Enforcement Agency subpoenaed the club card records of individuals they

were investigating, They were not looking for large quantities of the over the counter
medications that comprise "speed," as you might expect. But they were seeking large
volume purchases of plastic baggies used, presumably, to package the illicit drugs and
sell them on the street. You might respond that such a use is socially beneficial. But how
many girl scout leaders buy large quantities of baggies to wrap the troop's sandwiches?

What is the moral of this story? Profiling does not always lead the profiler to the correct
conclusion.

2 Will secondary uses of the rich profiles compiled about customers be found? 1 think we

can count on it. Will customers be able to control which of those secondary uses they
would allow? Certainly not within the corporate family of affiliated companies. And with
only an opt-out required for third part dissemination of customer data, many consumers
might not take the step needed to prevent those disclosures.

I’m currently reading an excellent book about the present privacy policy environment in
the U.S. It’s Jeffrey Rosen’s The Unwanted Gaze: The Destruction of Privacy in America
(Random House, 2000). Rosen is a professor of law at George Washington University.
His main concern is the compilation of bits and pieces of information about us from
disparate sources, taken out of context, and then used to form conclusions and make
decisions about us. He says:

Privacy ... protects us from being objectified and simplified
and judged out of context in a world of short attention
spans, a world in which part of our identity can be mistaken
for the whole of our identitv. (p.115)

In his book, Rosen frequently discusses the subpoenaing of Monica Lewinski's book
purchases from a Washington, D.C., bookstore as an example of how such profiling can
harm us. 1 have no doubt that the rich profiles ¢ mpiled by merged financial institutions
will be highly sought after in civil proceedings like divorces, child custody suits, business
lawsuits, and the like, not to mention criminal investigations.

THE CALIFORNIA LEGISLATURE'S RESPONSE: OPT-IN LEGISLATION

I've discussed the public opinion environment of the Gramm-Leach-Bliley Act, and 1've
covered many of the objections of privacy advocates to this far-reaching measure, What
was the legislative response?

The federal Act contained a provision enabling states to enact stronger privacy measures.
And many state legislatures stepped up the plate with strong opt-in bills -- requiring opt-in




consent for both third party sharing and affiliate sharing. Roughly half the states
introduced such bills.

Here in California, we had not one opt-in bill, but three. Remember, we have a strong
tradition of consumer protection laws in this state. In addition, we have a strong right to
privacy in our Constitution, one that has been interpreted to affect the private sector, as
well as the public sector.

The three financial privacy bills were: Assemblymember Sheila Kuehl's AB 1707,
Senator Jackie Speier’s SB 1337, and Senator Tim Leslie’s SB 1372. Leslie’s bill is all
the more remarkable because he’s a Republican and the chair of the Senate Banking
Committee. (www leginfo.ca.gov)

The bills were somewhat similar. They required these provisions:

o Disclosure by the financial institutions of
information collected, what is done with the
information, and how it is secured.

+ Opt-in consent for both third party and affiliate
sharing of customer data.

» The right of access to information and the ability to
correct erroneous data,

¢ An anti-coercion clause, stating that banks cannot
condition on the receipt of service with the
disclosure of customer information to affiliates and
others.

¢ DPenalties for noncompliance, private right of action,

« Of course exceptions were built into these bills for
law enforcement access, child support enforcement
and the like.

Such provisions are often referred to as the fair information principles - the building
blocks of many privacy laws, not only in the U.S., but in the European Union, Canada,
Australia, New Zealand, Japan, and Hong Kong.

The common principles are: disclosure, consent, access, correction, security, coliection
limitation, accountability, and secondary use restrictions. For example the federal Fair
Credit Reporting Act of 1970 is based on the fair information principles. So is the federal
Privacy Act of 1974,

These principles were first introduced in the U.S. in the early 1970s. They spread to the
western European countries and became the foundation for their omnibus privacy laws,
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called "data protection" laws. The approach in the U.S. has differed significantly from the
direction taken in the industrialized countries. Most countries have adopted omnibus
laws, covering all aspects of life, whereas in the U.S. we have adopted sector-by-sector
privacy laws. Examples are credit reporting, telemarketing, government records, video
rental records, and cable television.

Our approach is characterized as a "patchwork" of laws. We are criticized by European
Union (EU) countries for protecting video rental records, for example, more strongly than
medical records. 1 will nof discuss the protracted struggle between the U.S. and the EU
countries over the lower privacy protection standards in the U.S. vis-a-vis the EU Privacy
Directive,

Let me return to a discussion of the 2000 legislative session and what happened to the
three strong opt-in bills. The short story is they were all killed because of strong and
highly orchestrated opposition by the financial services industries. They combined forces
nationwide by forming a group called the Financial Services Roundtable. Their
representatives appeared at the hearings in all states where opt-in bills were introduced,
including California. Even though 15 consumer advocacy organizations formed a loose
coalition to support the three bills, we had nowhere near the people-power and funding to
launch an effective campaign.

Senator Tim Leslie attempted to convert his bill into an opt-out bill, requiring an opt-out
for both affiliate and third party sharing. But that measure did not gain the support of
either industry or the consumer organizations.

[Before talking about what we can expect next year, I would like to address the main
arguments that the financial industry made against the opt-in approach.

Business costs: The first is the cost 1o businesses of the opt-in approach. Industry
representatives state that opt-in is too costly and will put up barriers to businesses that
want to merge with each other and reach out to new customers. 1 ask, costly compared to
what? These industries are currently very successful. There is no evidence that their
current business models will not succeed in the future. What we are really talking about is
that opt-in MAY mean their profits won't be as high as they could be if they have to take
extra steps to inform customers of their consent actions. And | stress MAY. Remember
this is the New Economy, the Internet Age.

Industry analysts also claim that the opt-in approach costs significantly more because
companies will have to get permission from customers each and every time they want to
share or sell their information. On the contrary: In an opt in environment, companies will
have clear policies that are communicated to all custoiners in bill inserts, on their web
sites, when customers are in one-to-one contact with company staff.

individual and societal costs that result from fraud and consumer confusion.

. Further, when making the cost argument, industry fails to take account of the hugj




disclosure notices is going to be huge. Why would it cost any more to provide notice
about the opt-in approach? FYI, 1 read in one report tha banks think it will cost about $1
per customer to provide them the required notice of the Gramm-Leach-Bliley Act,

. In addition, the cost of implementing the required Gramm-Leach-Bliley opt-out

Besides, it may be that some cost is to be expected ... in order to be able to use customer
data in a merged system ... in order to ensure consumer safeguards ... in order to allow the
time for the marketplace to mature. [ am not saying opt-in has to be forever. There may
be a time when there will be enough consumer awareness to shift to an opt-out model.

Consumer convenience: A second industry argument against the opt-in requirement s
the inability of affiliated companies to offer convenient and beneficial services to
consumers,

Industry representatives have talked about the convenience of one-stop shopping, of
merged statements, and of highly customized services. Granted, some customers are
savvy enough about the pro’s and con’s of allowing the three industries to safely merge
their customer data. But most, I would wager, are not. |

Let's think back to the results of telecommunications deregulation begun 15 years ago.
The negative fallout from that process has been considerable consumer confusion and
fraud -- for example, slamming and cramming.

© 1 believe the marketplace must be allowed to mature before opt-out can even be }

" considered to adequately safeguard consumer privacy. And given the sensitivity of one's /
customer data within the financial services industries, I am not sure that opt-out can ever
be adequate, even with the most stringent disclosure requirements.

WHAT NEXT?

We are now at the end of the legislative year, No strong financial privacy bills made it to
the Governor's desk. What can we expect next year and the year after?

Assemblymember Sheila Kuehl, who is expected to win her state Senate race, has said
she will re-introduce her opt-in bill.

There has also been talk of a consumer privacy ballot initiative being introduced. But
what it would look like is up in the air. If you remember nearly 30 years ago, it was a
ballot initiative it 1972 that established our state’s constitutional right to privacy in
Article 1, Section 1 of the California Constitution. Given the very high poll numbers
s_llgyymg consumer alarm, even outrage, over the loss of privacy, a ballot initiative might
have strong public support.

CONCLUSION




In closing, having a bank account is a necessity for most individuals. Consumers should
not have to trade off their privacy in order to obtain much needed financial, securities,
and insurance services. Because of the sensitivity of customer data as well as the.
potential for the data to be used in ways that are harmful to consumers, it is cricical that
strong opt-in and disclosure standards be passed into law for both affiliate and third party
sharing.

Thank you for your attention.

Privacy Rights Clearinghouse
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Privacy Links | Cases | About Qur Book | Identity Theft Resources | E-mail




marketing to children, The Electronic Pri-

vacy Information Center (www.epic.org)
\ ', features news, a comprehensive list of orga-

nizations, newsletters, and conferences
covering privacy issues. And Junkbusters
(www.junkbusters.com) provides detailed
dvice and software to help the computer-
savvy user tend off junk mail, telemarketing
calls, faxes, »-mail, and web banner ads.

Priorities for privacy policy. There’s an
important role for public policy in curbing
the excesses of privacy invasion on the
Internet’s nearly lawless frontier. A good
starting point would be to codify common
principles of privacy protection that the U.S,
and the member states of the European
Union agreed to in 1980, That accord
affirmed these five consumer privacy rights:

Notice. Consumers should be clearly in-
formed, in agreed-upon language, how data
are collected, how they will be used, and to
whom they might be disclosed,

Cheice. Consumers should be able to
limit the use of information beyond what’s
essential to complete a transaction, There
are two principal ways to do this: Web sites
can permit them to “opt in,” or explicitly
grant advance permission to share infor-
mation. Or they can put the onus on
consumers to “opt out” if they don't want
information shared. For sensitive medical
and financial data, Consumers Union
elieves that the “opt in” approach is the
preferred standard.

Aceess. Consumers should have a timely
and inexpensive way to view data gathered
about them and to contest its accuracy.

Security. Organizations that gather data
from consumers must reasonably ensure
that the information they keep is secure
against loss or unauthorized access.

Enforcement. As evidenced by the half-
hearted application of current voluntary
standards, self-regulation is not off to an
impressive start, Meaningful enforcement
must be accompanied by stiff sanctions that
punish privacy violators, So far, regulators
have selectively investigated privacy in-
fringements but will have to step up those
efforts as more transactions are conducted
on the Internet,

Implementation of these principles
is only beginning to get under way. The
Clinton administration has proposed
legislation to ensure the privacy of medical
records, and federal regulators are Just
starting to put standards for safeguarding
the privacy of financial records and trans-
actlons In place. Cieatly, there's a long way
to go.

' (www.cmie.org) monitors the state ot online
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New megabanks are trying to make sense out of
your dollars—and you. Here’s how to keep your

money matters private.

“A bum?” asks the caption below a picture
of a man sporting a scruffy beard and clad
in jeans, a rumpled jacket, and sandals. “A
billionaire,” answers the caption when you
turn the page and see a photograph of the
man'’s back, a bag stuffed with money slung
over his shoulder.

This ad is from Trans Union, one of
three major consumer credit-reporting
agencies, and it hits a familiar point:
Appearances can be deceiving, but fact.
don’t lie, It also underscores another reality
given new urgency lately: Financial-services
companies—banks, brokers, insurers, credit-

card issuers, and the credit
bureaus that serve them— ;

s 3P,
now have at their disposal ki 4 . N

more-intimate facts abowt
what consumers earn, spend,
borrow, own, and invest in
than ever before.

The sweeping new
financial-services deregulation
law that was passed late last
year tore down the barriers
dating back to the Great Depression that
barred commercial banks from selling
insurance and investiment products, and
blocked insurers and investment compa-
hies from owning banks, But by allowing
these once arms-length companies to band
together under one corporate umbrella, the
new law also dismantled the bartiers that
kept information about consumers
securely compartmentalized, Deregula-
tion and the powerful technology that
financial institutions now use are
revealing just how few legal protections
consutmers reatly have when it comes
to keeping information about their
personal finances private,

Today affiliated companies are able
to share within their commwon corporate
family—and, in some cases, evett with third
parties—what they know about you. The

)

new license to share data raises new con-
cerns for consumers, For example, might
the fact that you run up large monthly
charges on your credit card result in your
having to pay more for an auto loan? Could
the health condition that disqualified you
from getting an insurance policy also pre-
vent you from having a mortgage approved?
Each contact with the parent company
can potentially influence the kind of service
you get as a client, the products you're
offered, and what you pay for them-—or
whether you're seen as a desirable customer
at all. We'll explain what that can mean
for you personally and for consumers in
general, and what you need to know to
ensure that information about your
finances is used Lo your benefit,

THE NEW POWERHOUSES

Even before the deregulation law
passed, a wave of mergers and acquisitions
was transforming the financial landscape.
Among the biggest deals:

» Citibank, the nation's second-largest
conunercial bank, teamed up with Travelers
Group, the big insurance holding company
that had previously merged with the promi-
nent investment firm Salomon Sniith Barmey.

“The new entity, Citigroup, has more than 100

million customers wotldwide,

» North Carolina's NationsBank juined
forces with giant BankAmerica to form
Bank of America, a financial-
services network that now
reaches one-third of all U.S,
households.

» First Union Corp. expand-
ed far beyond its Charlotte, N.C.,

base to swallow up Philadelphia’s
< CoreStates Bank, Richmond,
Va.-based Wheat First Securities, a
brokerage house, and The Money
Store, a so-called subprime lender that spe-

cializes in extending high-cost credit mainly
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ower-income consumers.
» Fleet Financial, once a midsize New

/England bank, has merged with Bank-
/. Boston, acquired the investment firm

Robertson Stephens, and bought the dis-
count brokerage Quick & Reilly to form
FleetBoston Financial, The new financial-
services giant serves more than 20 million
customers in some 20 countries,

» Charles Schwab, another big discount
broker, has expanded into a full-service
financial supermarket, culminating carly
this year in the purchase of U.S. Trust, a
prestigious New York bank catering to a
mostly affluent clientele.

Thesc new alliances have yet to integrate
their full range of product offerings or to
put in place the data-mining systems that
will enable themn to target new products
with laser accuracy to individual consumers,
And there’s no doubt consumers can ulti-
mately look forward to many potential new
conveniences. For example, bank customers

will be able to consolidate their check- -

ing and brokerage accounts into a .+
single monthly statement, And pre- o
ferred clients can look forward to ~
more-customized service, better
product choices, and tailored finan-
cial-planning advice.

But privacy experts such as Joel
Reidenberg, a law professor at
Fordham University in New York,
and consumer groups including
Consumers Union, publisher of
CONSUMER REPORTS, worry that the
dissolving boundaries between
financial-services companies and
their ability to link huge databases might be
a source of potential harm as well, They
caution that banks and finance companies
can disseminate sensitive information about
their customers to third parties without
their permission, Financial institutions, too,
can use their databases to consign some
consumers to second-class status. They
could also decide to withhold services from
customers they don’t find sufficiently prof-
itable to serve. Indeed, Reidenberg points
out, the ability to mine customer data is one
of the major forces driving the creation of
these large financial conglomerates, What
the consumer is offered, he says, will be
based on his or her information profile,

There has already been some high-
profile evidence that these concerns are
justified. For example:

» In January Chase Manhattan Bank
settled charges levied by the New York state
attorney general that the bank was selling
sensitive information on some 20 million

customers, inclyding credit-card numbers
and account balances, to direct-marketing
firms such as Cendant and BrandDirect,
companies that sell memberships in travel
and gardening clubs. Chase agreed to stop
sharing such information in the future.

» In Minnesota, U.S. Bancorp, under
investigation by that state’s attorney general,
agreed to end its sales of information about
its customers’ checking and credit-card
accounts to outside marketing firms.

These cases and other suspected instances
of unwarranted data sharing have led state
attorneys general in New York, Illinois, and
other jurisdictions to launch investigations
into how financial companies, including
credit-card issuers, maintain consumer

privacy.

BIG RISKS, WEAK PROTECTIONS
These early instances of the inappropriate
use of personal data point to deeper prob-

leras that consumers may face as the pace of

financial consolidation picks up. But they

This bank is lawfully
allowed to share scme
information with our
affiliated banks and
companies even if you
request us to limit the

sharing of informatior:.

also demonstrate how few legal safeguards
currently exist to forestall potential abuses.

Mingling data on health and wealth, It's
standard practice for life-insurance compa-
nies to require that policy applicants under-
go a physical exam to determine whether
the insurer will issue a policy and at what
price. To fill in gaps about the prospective
client’s medical history of poor health,
obesity, or a problematic driving record,
tnsurers also routinely consult an industry-
sponsored database in Westwood, Mass.,
called MIB (for Medical Information Bureau),
which maintains detailed profiles on millions
of Americans,

Information that’s gathered with a con-
sumer's consent, for the legitimate purpose
of letting an insurer know the potential risks
it faces when {t writes a policy, can harm the
customer a second time if it’s passed along
to an affiliated company that makes credit
decislons. These adverse health data could
be used to deny a loan or Jower a credit

limit. Currently no regulations prohibit an
insurer from sharing information about
your medical condition with any affiliated
lending arm. Insurance-industry exccutives
such as Herb Perone, spokesman for the
American Counci] of Life Insurers, down-
play reasons to be concerned, since, he says,
companies refrain from sharing medical
information for marketing purposes, The
Clinton administration is currently drafting
rules intended to put formal limits on
the use of private medical data, and we'll
examine medical privacy more fully in an
upcoming issue.

Disclosure loopholes. Under the newly
passed bank-deregulation guidelines, finan-
cial-services firms are required to inform
you of their privacy policies when you open
a new account or take out a loan. And the
companies will have to distribute copies of
their policies once a year. Some of those
policies candidly state that the company
is willing to share information about you
freely. For example, the current privacy

statement from \Vells Fargo states, “We

are lawfully allowed to share some

information with our affiliated banks

and companies even if you request us

to limit the sharing of information, It is

our policy to share this information. ..

to the fullest extent permitted by law.”

Likewise, your bank, insurer, or bro-

ker is required by the new banking law

to notify you before it shares informa-

tion about you with anather company,

and to allow you to opt out if you

don’t want others to have it. But

there's a big escape clause, If your

financial institution creates a marketing

alliance with another financial compa-

ny—say, a link between your bank and an

unrelated insurance company—it is not

required to give you the opportunity to

have your information withheld, You'll be

able to keep your name off the company's

marketing lists—but only for nonfinancial
products.

Data “redlining.” Federal law prohibits
banks from denying credit to any consumer
based on the borrower’s race, gender, reli-
gion, or national origin. It also forbids
“redlining,” a term derived from the once
common practice of bankers and mortgage
companies to draw a red line on maps
marking off neighborboods where they
would not lend. But no law prevents finan-
cial institutions from using other types of
data to discriminate between desirable bor-
rowers and less profitable consumers the
institutions want to avoid. In fact, some
companies—including Equifax, the credit-
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reporting bureau with headquarters in
Atlanta, and HNC Software, based in San
Diego—sell programs to help financial
companies do this. Among other things, one
Equifax product, called Decision Power,
helps guide tellers and other point-of-sale
bankers through scripted sales pitches that
draw on a customer’s profile to persuade the
account holder to buy extra products.

Financial institutions use customer data
to differentiate between those who present a
poor credit risk and those to whom they are
willing to extend only subprime loans at
higher interest rates, But out of that effort
to determine which customers are credit-
worthy, a more insidious form ol data
redlining recently surfaced, Lenders profit
handsomely by extending loans to subprime
borrowers who diligently pay off their high-
cost credit. [n fact, so lucrative is this busi-
ness that some creditors, including many
subprime lenders and large credit-card
issuers, were said by consumer groups and
regulators to be withholding from the cred-
it-reporting burcaus documentation of a
borrower’s good payment history that
might qualify them for more-advantageous
loan terms from a competitor. Troubled by
the prospect that this recent practice
may deny millions of borrowers
the opportunity to lower their
credit costs, federal banking
regulators carlier this year
pressed lenders to end the with-
holding of helpful information,
and the creditors appear to have
complied, Lenders we contacted,
including Household Finance,
The Money Store, and First USA,
said they are now reporting all information
to credit bureaus,

Your dossier for sale, Your privacy might
also be at risk in new ways when information
about you does find its way into the files of
the credit bureaus. For years banks, credit-
card issuers, and vther lenders have turned to
the industry’s big three players, Equifax,
Experian, and Trans Union, for reports
detailing consumers' loan-repayment history.
They used these as a basis for determining
whether a potential borrower is a credit-
worthy risk. But now the credit bureaus are
expanding beyond their core business. They
have begun mining their detailed databases
and selling information to retailers and other
businesses, who use it to identify which
consutners are the likeliest prospects to buy
thelr goods and services,

Although the federal Fair Credit Reporting
Act bars them from selling your financlal
records to anyone who lucks a legitimate

T
s
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business reason for having them, the credut
bureaus can and do tap their databases to
create detailed demographic profiles
based on the nonfinancial infor- g
mation they have stored: age, g
address, nccupation, and the
like. Looking to expand its pro-
filing capabilities, Equifax -
recently announced that it

was buying the direct-mar-
keting business of R.L. Polk & Co.,
a company that maintains rec-
ords of consumers’ lifestyles and purchase
patterns of 105 million households.

In March the Federal Trade Commission
took an important step toward blocking the
credit burcaus’ sale of consiumer profiles by
ordering Trans Union’s PerformanceData
subsidiary to stop the practice. But Trans
Union says it does not divulge confidential
credit material and, claiming the FICs order
infringes on its commercial free-speech
rights, has vawed to fight the directive,

RECOMMENDATIONS
Clearly, a high priority for consumers is find-
ing the appropriate level of regulatory over-
sight to ensure that financial-services dereg-
ulation delivers its promised benefits
without compronising sensi-
tive data in customer accounts,
Gungress has directed the Fed-
eral Reserve Board, the FIC, the
Securities and Exchange Com-
B mission, and other agencies with
#  regulatory oversight to draft new
privacy rules, which are due vut in
final form this month, In addition,
some 20 states are weighing whether to
tighten privacy laws within their jurisdictions.
Among federal guidelines being discussed is
a rule that bans financial institutions from
releasing account numbers to outside mar-
keters such as trave] clubs, as well as more-
explicit requirements that financial-services
companies provide clients with regular
disclosure of their privacy policies.

But Consumers Union believes the pro-
posed regulations don't go far enough. Banks
and other financial-services providers would
still be able to share personal information
freely across all of their subsidiary companies,
even when an account holder expressly re-
quests otherwise, Consumers must now “opt
out” of having their inforniati »n shared with
nonfinancial corpanies. But a better policy
would be to prohibit this information sharing
unless consumers “opt iny," expressly agrecing
to receive marketing information, whether
from outside marketing firms or {rom
alfiliates of a financial-services company,

It's uncertain whether comprehensive
legal protections will be put in place any-
time soon. You can protect your own

privacy by taking these steps:
- Scrutinize privacy poli-
cies carcfully. Don't take out
a loan, sign an insurance con-
tract, or open a bank, brokerage,
or credit account until you've
ascertained what the financial
institution intends to do with
your information. And if you
alrcady have an active account, pick up a
copy of the company’s privacy statement the
next time you visit a branch or log on to its
web site, One of the better policies we've seen
is Bank of America’s, though il too has its
problems, B of A states that it will honor
requests to be kept off marketing lists and
will not provide any customer information to
third-party institutions. It even lists how
individuals can get off outside mailing lists
for preapproved offers of credit. But the bank
retains the right to share private information
about its customers among its affiliates.
Keep accounts separate. Sure it's conve-
nient to have all of your financial-service
needs met by a single provider. But if it makes
you uneasy knowing that your mortgage
lender might be able to review the records its
insurance affiliate keeps on you or see regular
monthly updates of your credit-card charges
from the charge-card unit, consider keeping
dilferent accounts at different institutions.
Opt out. Your best privacy defense for now
is to follow the procedures your financial-
service providers establish, You should
be able to remove your name from any
unaffiliuted marketing lists and, wherever
possible, keep it out of the hands of its sub-
sidiary companies. You can also have your
name removed from lists generated by the
major credit-reporting bureaus for pre-
approved credit offers by calling 888 567-
8688, a toll-free number that processes
opt-out requests for all three agencies, Or
you can write to each of the companies.
Here are the addresses: @

Optlons

Equifax In¢.

P.0. Box 740123
Atlanta, Ga. 30374-0123

Expertan Consumer Opt Out
P.0. Box 919
Allen, Texas 75013

Trans Unlon LLC's Name Removal Optlon
PO, Box 97328
Jackson, Miss, 39268-7328
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Gettin(fERSONAL

Marketers say that having personal data about you helps them deliver the goods you

want. But are there risks in the way they get the goods on you?
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ithin - the walls  of
Compaq  Computer’s
Advanced Technology
Lab in Cupertino, Calif,,
sits one of the com-
pany's most ambitious
new undertakings: the Zero Latency Engine.
A computational powerhouse, the ZLE packs
two rooms with blinking monitors and disk
drives the size of Sub-Zero refrigerators. Its
prodigious memory bank can store a stag-
gering 6.4 quadrillion bits of data.
This behemoth tooks as il it could run
a space station, but its purpose is much
more down-to-carth: o help businesses

crunch reams of data about you and tens of

millions of other consumers. Built imtially
for large telephone companies, financial
institutions, and dot-coms, the ZLE vacuwms
up data on customer transactions as they
happen, analyzes the information, and with
“zero latency - ~or no delay--shunts the
results to as many as 100,000 service repre-
sentatives or oul to the Internet. Perhaps its
most important role, says Dave Collins, a
Compag spokesman, will be to “generate a
profile that suggests things you might want
or should have"——a new calling plan, per-
haps, or garden shears to go with the lawn
mowet you just ordered.

Time was, businesses relied on mass
marketing rather than sophisticated mach-
ines to move the goods. But in recent vears,
another movement has emerged to take its
place alongside mass persuasion: custonier-
relationship management, that is, marketing,

to consumers one-on-ane, With the help of

speedier, more capacious computers, com-
panies can now aggregate an unprecedented
amount of information about you, Then,
with the help of sophisticated stat tical soft-
ware, businesses can mine the data and
compare your preferences and spending
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habits with those of similar customers to
home in on products, services and incen-
tives that are cspecially attractive to you,

Most of us have beconie accustomed—
or resigned—to the idea that businesses are
gathering and storing personal information
about us, And instead of bombarding con-
sumers indiscriminately with offers for
everything under the sun, this personalized
marketing can result in sales pitches and
promotions for products you might actually
want to buy. That's the theory, anyway, and
50 far there’s scant evidence that merchants’
collection of information has seriously
harmed consumers.

But there are nagging worries. Ari
Schwartz, a policy analyst for the Center for
Democracy & Technology, a privacy group,
points out that data gathering and sharing
often occur without our direct knowledge
or consent. He and other privacy advocates
say there is potential for abuse. Leaks from
company databases—whether intended or
accidental-—could release damaging or
embarrassing tidbits to neighbors, strangers,
or even criminals, And profiling techaiques
that allow companies to cosset their best
customers could be used just as effectively
by those who would zero in on vulnerable
consumers—the elderly, the poor, and the
unsophisticated—offering them inferior
goods or predatory deals. Current state and
federal laws enacted to protect consumers
from abusive forms of prying are patchy at

best. (See “Holes in the Privacy Safety Net?”
on page 20.)

In this report, the last in our three-part
look at privacy in the new information age,
we focus on how merchants hope to use
your personal data to sell to you, You'll see
what information businesses collect—often
surreptitiously—and how marketers intend
to use the data in automated sales cam-
paigns. “The Empires of Info,” on page 18,
describes the doings of the nation's largest
data-collection companies. You'll find tips
on how you can limit the use of your own
information. And in “Protecling Privacy in
the Information Age,” below, we outline a
public sgenda to beef up standards. (For our
take on privacy online, see “Big Browser Is
Watching You,” published in May 2000,
“Who Can See Your Medical Records?” was
published in the August issuc.)

GETTING TO KNOW YOU
Dealing with customers as individuals is the
aim of all information gathering by busi-
nesses, says Bruce Kasanoff, CEO of Accel-
erating | to 1,a Stamford, Conn,, consulting
group. Just as the neighborhood butcher
used to know what cuts of meat shoppers
liked, a huge company can cater to cus-
tomers by having its computers store their
preferences, Says Kasanoff: “It’s doing busi-
ness the old-fashioned way.”

Perhaps. But the neighborhood druggist,
grocer, banker, and car dealer didn't sell

~

what they knew about their customers to
other companies thousands of miles away.
Businesses these days, however, are amass-
ing and sharing an enormous volume of
data of all kinds,

Transaction records are collected by
merchants you patronize and stored in data
warehouses. Good records, of ¢ourse, can
be helpful to consumers who cali in to get
service, request a part, or complain. But
companies also tap such data to market new
products, encumbered by few restraints
on how they may be used. This year, for
example, a Denver federal-court judge ruled
that even though telephone-call records are
private under federal law, U $ West could
use those of its customers to pitch extra fea-
tures for long-distance or wireless plans.

Warranty cards, surveys and sweep-
stakes entries invite you to fill out lengthy
questionnaires about your hobbies, finances,
and personal medical conditions, The fine
print might advise you that you need
not supply any information to qualify for a
prize or receive warranty protection, but jt
won't tell you that your answers will be
sold to a large data-collection company.
These sources can yield a rich trove of infor-
mation unavailable through other means.
And because such information is “self-
reported,” explains Jennifer Barrett, a privacy
officer for Acxiom, a leading information
vendor, there is nothing to block its resale.
This information, freely given, allowed Acx-

PROTECTING PRIVACY in the information age

Throughout our three-part investigation into
consumer privacy, we kept running up against
the same questions over and over again: Is
privacy a “right?” Who "owns" informatlon
ahout you? Is some data—about your health or
finances—so sensitive that its use by others
should be strictly circumseribed?

These aren't new Issties, of course, but they
take on a new urgency 0s commerce moves
swlftly into tho Interniei age, ratcheting up the
volume of personal informatlon that's gathered
and exchanged. He e are the priorities for set
ting guidelines that Consumers Union backs;

Clear privacy disclosures~and the vight to
say "'no.” Consumers need unamblguous, plain-
English statements explalning what information
Is collected, for what purpose it is used, and
with whom It Is shared. The fact that personal-

ly identifiable Information Is traded or ex-
changed with third-party partners or affiliates
should be presented prominently. The disclo-
sures should alse provide a simple way for con-
sumers to opt not to have their personal data
used for marketing purposes.

Regular privacy audits. Irdependent, period-
ic audits by third-party experts are needed to
verify that data are securely stored and used
only for the purposes disclosed, that access is
restricted to employees authorlzed to handle
them, and that tralning program« e in place to
quard agalnst leakage or corruption. =~

Opt-in requirements, Organizations that collect
and maintain financlal and medlcal records should
be obligated to get their customers’ specific
authorization—or, in privacy patlance, have them
“opt In"'—before data can be sed for any purpose

beyond the needs of the immediate transaction,
Consumers should retaln the right to Inspect files
for errors and correct them. Federa! legislation
introduced separately by Sen. Richard C, Shelby
(R. Ala.) and Rep. Edward J. Markey (D. Mass.)
would provide those needed opt-in assurances.
A potent public-sector privacy watchdog. The
exchange of often-sensitive data across gov-
ernment agencles and the hodgepodge of rules
governing access beg for intefligant oversight,
Recent Investigations undertaken by the Gener-
al Accounting Office of the federal government's
own privacy policles and practices underscore
the need for coordination and restraint, in 1999,
the Clinton administration appointed an officlal
to coordinate privacy issues, but Congress and
the next administration should strengthen the
office with meaningful enforcement powers.
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iom to compile a database of 20 million
unlisted phone numbers, which it makes
available to law-enforcement agencies and
to companies that provide individual refer-
ence services Lo lawyers, private investigators,
and large employers.

Public records—real-estate documents,
court filings, and birth, marriage, divorce,
and death certificates—are routinely stripped
off computer tapes and sold by state govern-
ments o individual reference services as well
as to marketers. Even church and school
alumni-directory information falls within
the category of publicly available data.

Reversc-append procedures allow a re-
tailer to learn more about a customer
—even about a one-time visitor to a store,
‘Irans Union, the credit bureau, for example,
retrieves a customer’s name and address if a
merchant submits a credit-card number.
(Experian and Equifax, the two other cred-
it bureaus, stopped the practice after the
Federal Trade Commission [FTC] banned it

THE

OF INFO

COMPANY

in the carly 1990s, but Trans Union contin-
ues to fight the decision in court.)
High-tech appliances—computers, cell
phones, and personal digital assistants—
draw in even more information to target
advertising and offers. “Cookies” and other
tracking softwarc implanted on your com-
puter hard drive when you log on to a web
site track where you surf online. Other pro-
grams can monitor conversations in chat
rooms. For examplc, iLux Corporation, a
vendor of marketing software, suggests in its
promotional literature that merchants set
up online communities-—say, for mothers
of teenage girls. Then, “as mothers start to
dis<uss appropriate clothes for an upcoming
school dance, the site can list ofters of both
local retailers and cyber-boutiques.” Mar-
keters also hope to take advantage of track:
ing chips in cell phones and PDAs to find
out where you are and to beam information
to you about nearby stores and restaurants,
The quest for more customer informa-

tion has been fueling mergers and alliance

among compaties that can profit from each
other’s data. The Financial Modernization
Act, passed by Congress last year, allows
alliances among banks, insurance compa-
nies, and brokerage houses, which facilitate
more information sharing. And online
data collectors have married their enter-
prises to “real world” information providers.
Cogit.com, an online marketing-services
firm, teamed up with Equitax, which has
information on 106 million houscholds.
Together, they can monitor who's visiting a
web site, identify common characteristics,
and enable the site operator to use that in-
formation to attract similar customers.

DIGGING FOR DOLLARS

Even a minuscule bit of data can be gold to
a merchant who uses data-mining software,
David Diamond, president of Catalina Mar-
keting, a St. Petersburg, Fla,, firm that oper-
ates customer loyalty programs for 14,000

These companies have your number—and your address, ZIP code, income level,
and hobbies, too. The large data providers listed here generally sell marketers
lists of potential new customers or supplemoni lists of current customers with
additional data. They also supply a wide array of analytic and cierical services,
data-mining current lists, updating phoné numbers and addresses, and so on. !n

PRODUCTS

Acxlom=Conway, Ark.

Founded In 1969, Acxlom provides consumer data and
database marketing services through olfices In the U,
Europe, and Australla, Sales in 1999: $998 million.

InfoBase The "largest cotlection of U.S. consumer, business, and telephone dala available in one source” for
database or file enhancemen!, analylical services, of sl rental. Consumer dala include demographic and
{ifestyle profiles. AbiliTec Software that allows clients to use transaction data lo persanalize offerings to

customers,

Equifax~atlanta
One of the three leading credil-reparting agencles,

Equifax strenglhened its marketing services by acquiring the
Consumer Information Systems dalabase from Polk, anolher

data company, aatiier this year, Sales in 1999; $1.8 billion.

Lifestyle Selector Data compiled from product-registration cards on household characteristics and leisure activilies
of 38 million consumers, High-Tech Connect Information from surveys and product-registration cards on over 30
milllan computer and software owners and online-service subscribers, Qutdoor Database Information detived from
boat, vehicle, and alrcraft reqlstrations and slate hunting and fishing licenses on demographic, recrealional and
lifestyle activities for aver 26 million consumers. TotaList XL Data on more than 106 miltion U.S. households,

including lifestyle preferences.

Experian=Orange, Callf,, and Nottingham, England
Owned by The Great Universal Stores, a Brilish
conglomerate, Exp.itan is one of the three major ¢redit
bureaus and supplies credit reports and database
markeling services. Sates in 1999; $1.5 billlon,

Natfonal Consumer Data Base Demographic and geographic information on over 99 percent ol U.S. households,
BehaviorBank Lifestyle Information through surveys compieted by 28 million households. Insource Demagraphic,
psychographic, and behavioral data from public and sell-reported sources representing 95 percent of U.S. house:
holds. Connexlon Telemarketing data on more than 90 million househotds.

Harte-Hanks—San Antonio
Originally a West Texas newspaper company, now one of the

largest database services providers in the US, Canada, Europe,
South America, and the Pacilic Rim. Sales in 1999; $830 mlllion.

National Consumer Database Has lists of over 350 demographic. psychographic, purchase behavior, auto-reialed,
and census attributes. Shopper (D Numbers taken from personal checks, credit cards, drlvers licenses, and such

to help retallers identify customers at point of sale.

KnowledyeBase Marketing—Chapel Hlll, N.C.

Acquired by Young & Rubicam for $175 milllon last year,
the company provides e-commerce and direct-marketing
seryices from eight ¢ltles in North Amerlca.

AmeriLINK Dala on 200 million indlviduals, including income, phone numbers, number and ages of children,
occupation, and whether family has a credit card. InTarga Sorling of a company’s prospects and cusiomers inlo
clusters that identify lifestyle behavior and purchase characteristics.

PerformanceData/Trans Unlon=Chlcago
A divison of the credit bureau, it claims "one of the largest

compilations of consumer Information outslde of the lederal

government.”

PerformanceBase Demographic and financlal Information on 140 million adults. Maslerfile Lists of over 180
million adult consumers along with household data on each record. Direct Response Buyers Information on
the aclivities of 45 milllon dlrect-response buyers. Home Ownar Data Lists of homeowners, with individual-level

Information on mortgages and hume-equily amounts.
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{permarkets across the U.S., recalls one
/‘chain that searched customer purchase data

/10 find low-fat-food buyers whu never

bought potato chips. The company then
offered them a coupon for a new brand of
low-calorie chips. “The response rate was 40
percent,” Diamond says, "much better than
the 1 or 2 percent you get from a coupon
sent in the mail.”

Merchants can get much more personal
than that, however, From Experian, Acxiom,
or some other large data provider, they can
purchase an “overlay” of information that
customers may have never meant them to
have—ages, occupations, what they read,
what they earn, and what they own. Then,
says Bern Carey, director of the Center for
Data Insight at Northern Arizona Universi-
ty, marketing analysts take the data for a
spin through statistical software programs
to identify their best and worst custorners,

Overlays can help companics pinpoint
new customers, too, Say a data-mining pro-

\

HOW CU uses customer data

Like nearly all publishers, Consumers Unlon engages in database marketing and has established poli-
cles to protect the private information of its customers, We do not reat our mailing (ist, though
we do exchange names and addresses of subscribers with other publishers and nonprofits whose use
of such lists passes review of CU's senlor management, We currently engage Experian to help us
maintain our marketing database and to enhance it with supplemental demographic data. This Infor-
mation Is used to assist us In our marketing and fundraising campaigns.

We publicize our opt-out poficy In each Issue of CoksuMer Reports, describing how readers may
request that their names not be released to other mailers. And we adhere to guidelines for use of
customer names set forth by the Direct Marketing Association. We use information gathered from
subscribers who respond to aur surveys, polls, or questionnalres only in aggregated farm as source
material far Consumir Reporvs articles and never for marketing purposes.

ject reveals that a company's most profitable
customers live within 50 miles of its stores,
have incormes between $50,000 and $75,000,
own their own homes, have teenage chil-
dren, and recently teceived a new bank card.
The firm ' puld then go to KnowledgeBase
Marketing, in Richardson, Texas, and ask for

their published privacy policies, all say they comply Mth' federal, state, and local
‘laws.in gathering and dlssemmatinq intormatlon All comply as-well wkth the Direct

“Marketing Association's privacy policies by notifylnq consymers of their right to have
their names withheld from information exchanges and honoring mQuests to be removed

' from mailing lists.

WHO BUYS

POLICIES RESTRICTING USE OF DATA

Telemarketers, retailers, e-commerce
companies, direct-mail marketers,

Signs fair-use agreements wilh customers antd may require
subinission of mailing pleces and saler lilerature. Collects no

epecific infarmation on children,

Financlal-services cornpanies, utilities,
relailers, automotive firms, and
lelecommunlications companies,

Falr Credit Reporting Act reslricts access to individual personal:
credit records to polential lenders and employers with express
consent of consumer, Service agreements with customers are

audited lor compliance,

Retaiters, direct-mail firms, utility

and telecommunlications companies,
collection agencles, employers screening
Job candidates,

Fair Credit fReporting Act restricls access to individual petsonal:
credit records to potential lenders and employers with expeess
consent of consumer.

Financlal-services, pharmaceutical,
censumer-electronics, publishing, and
relaliing rompanies,

Collects and uses "onfy dala pertinent for direct marketing and -
analylle purposes,” counseling Ils customers on their responsible
use. Requires some employees Lo sign confidentialily agreements,

More than 200 ¢lients in energy, inancial
services, health care, lechnology, and
relailing,

Binds clients Lo lalr-use agreement contracts and monitors ctients'
sales pitches by seeding fists with "dummy” records. Coflecls no individ-
val credit-card or specilic merchant:lransaction data, credit-reporting

Information, medical records, or "other sensitive information.”

Finance companles, particularly home:
mortyaqe lenders, retaliers, reslaurants,
¢asinos, publishers, cataicq companies,
nonprofits, utiiltlas, and ad agencies,

Credil-bureau and Insurance reports 9o only to subscribers making
credit offers to consumers, Abbreviated financlal and demagraphlc
Information can be used by all marketers,

names of people who fit those criteria from
its data bank of 200 million individuals,

All these techniques come into play in
the rapidly expanding call-center industry,
which currently employs nearly 1.6 million
workers, The newest twist in telemarketing,
says Keith Dawson, editor of Call Center
News, is so-called inbound centers, where
operators lake arders, field complaints,
open and close accounts—and, increasing-
ly, sell additional products. “You've got peo-
ple on the phone already,” Dawson says. ¥
why not try to sell them something?”

Here's how the system works: Say you
call into your bank-card company to com-
plain about a fee, An [VRS (interactive voice
response system} asks you to key in your
account number. Within microseconds,
says Dawson, the computerized telephony
system can size up from tronsaction data
whether you're a valued customer or a
chronic fate payer. If the machine likes you,
an operator will answer quickly. {f not, you'll
be kept dangling, The person who ultimate-
ly takes your call sees a pop-up screen
displaying information about you-—~that
you have kids or like 1o travel, facts derived
from the purchased overlays, The operator
may also see a grade that indicates how
valuable a customer you are and a churn
rate—a prediction of how likely you are to
switch your account to another card com-
pany, If you are a well-heeled spender who
might switch, the operator, following what's
become standard practice among creditors,
will probably waive your fee. If you're not,
she won't, The operator's computer may
alsu have s “next product” recotnmendation
for a college loan program or a travel club.

KEEPING WHAT'S PRIVATE, PRIVATE
A tangled skein of laws, regulations, and
business practices provides some protectiot
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against the sharing and misuse of personal
information, For now, perhaps the strongest
force that keeps information you give one
merchant from geing to unother is compe-
titfon, It's not to Amazon's advantage, after
all, to let detailed data on its customers’
book-)-uying preferences escape to Barnes &
Nolie, Still, prablems abound,

Murky accountabllity. Laws may not
apply to a company that is a secondary pur-
chaser of information. When Ronald and
Donna Pakkala, a Pennsylvenia couple, were
refected for a mortgage, for example, they
found that the bank relied on a report com-
piled by First American Credco from Exper-
fan, Trans Union, and Bquifax, Their attempt
to chalienge the information was rebuffed
by First American, which claimed it waso't a
credit bureau under the Fair Credit Report-
ing Act, merely a reseller of information,
and thus not responsible for its accuracy.
The FTC ruled that First American was cov-
ered by the law, but how far the agency’s rul-
ing extends Is still unclear.

Careless and intentional misuses, Not
every company is cautlous about the data it
keeps. Last year, Minnesota Attorney Gen-
eral Mike Hatch charged that U.S. Bancorp
illegally sold credit-card numbers and
checking-account balance information to
MemberWorks, a $330 million-a-year direct-
marketing company that sponsors discount
shopping clubs, MemberWorks then used

uyomwﬂm'&%ut

r privlcy. don

‘the PRIVACY sa

't fook to'the U.s ‘ConstHution to protect you, it con-

[Sied I3

tains no expilcit 6uarlntoes. Fodml-court decisions do ncoqnlzo privacy rights in such lnti-

mate personal areas a5 marital reiations, reproduction, and child rearing. As Joel Reidenbery,
a law professor at Fordham Unlverslty. ‘points out, other parsanal nformation ls quarded by an

assortment of Iaws-most wlth serlous omissions-passed to protect particular types of data,

.‘l

LAW (listed by date ol enactment) WHAT IT DOLS LOOPHOLLS

Federal Trade Commission Prohibils deceptive or untalr trade Qiftlcult to prove unfairness of

Act, Section 5 (1938) practices. deception In Information.

Falr Credit Reporting Act Prevents credit bureaus from disclosing  Credit bureaus can sell information
(1970) personal Information except for specified  to marketers olfering “preapproved”

purposes: credit granting, Insurance, and

employment. Gives consumers the right
ta view and correct records,

credit and Insurance deals.

Famlly Educational Rights

Prohibils releasa of students’ school

Students have no redress, though
schools can lose federa) lunds.

Cable companies can sell mailing
lists of subscribers.

Video stores can retease categorles
of HHims rented unless consumers
opt out.

Numerous exceptions allaw iesale of
dala to marketers.

and Privacy Act (1974) records without permission,
Cable Communications Protects cable-televisiun vlewing
Policy Act (1984) informalion from belng resold.
Video Privacy Protection Bars video stores from disclosing cus:
Act (1988) lomery' specific video selections unless
consumers opt in to such disclosures.
Delver's Privacy Protection States must get consumer’s permission
Act (1994) before selling Department of Mator
Vehlcle records.
Prohibits telephone companies from

* Tolecommunications Act (1996)

selling call recards without consent.

Companies may use call records to
sell customer more services.

Children's Online Privacy
‘% Protection Act (1998)

Requires webrsite operators and online
services to oblain parents’ permission

belare collecting information from minars.

Applies only if the web site largets
children or has knowledge that
persan registering is a minor.

" Graham-Leach-Biiley Act,

Bars financial instituttons from sharing
customer tnformatlon with marketers

Banks may share data with insurance

* Title ¥ (1999)

wilhout consumer’s consenl.

companles, brokerages, and other af-
flllates without consumer’s permission.

the information to bill Bancorp customers
for annua) membership fees, even though
many people complained that they had not
authorized such charges. Withir, the past
year, withont admitting wrongdoing, both
companies settled, agreeing to pay fines and
change their business practices.

Weak internal controls. Even when com-
panies establish policies to keep customer
data private, information can trickle out.
Lawrence Ponemon, who audits companies’
privacy programs for Pricewaterhouse-
Coopers, found that only 19 percent of
financial institutions surveyed complied
with their own privacy policies. Leaks, he
says, can be accidental. One worker at a sub-
sidiary of a credit bureau Ponemon audited
sold a diskette packed with consumer data
to somebody who called in and requested
it. “She simply didn’t know it was wrong,”
he says.

Ambiguous assurances. Information
about its customers is a vaiuvable corporate
asset, and when a company is sold or goes
nkrupt, customer data can wind up
ere it was never intended to go. The

problems surfaced conspicuously with the
demise of e-taller Toysmart. When this once
high-flying dot-com encountered financial
troubles earlier this year, it took out an ad in
The Wall Street Journal offering to sell its
database containing identifiable information
on some 250,000 names. Later, the com-
pany’s creditors forced it into bankruptcy.
Because Toysmart had pledged to customers
not to sell or share their information, the
FTC sued for misrepresentation. Toysmart
settled with the agency, agreeing to sell the
data only to a company engaged in a similar
business that pledged to keep the data
private, The bankruptcy judge, however,
vacated the settlement until a buyer appears.

RECOMMENDATIONS
In a data-hungry world, where you must
give up information to buy a house or car,
there’s no way to ensure total privacy.
Nevertheless, you can put some limits on
what businesses collect.

Withhold. You needn’t fill out surveys
you get with warranty cards; you don’t lose

any legal rights as long as you keep your
receipt, Simply mail in a proof of prirchase
with your name and address to ensure that
the manufacturer notifies you if the product
is found defective, Second, don’t register at
web sites until you've read the privacy pol-
icy and established that you are comfortable
with how your information will be used.

Opt out. If you're concerned, write the
major data companies and ask to be re-
moved from their lists. To get off all mar-
keting lists, call 212 768-7277 or write the
Direct Marketing Association’s Mail Prefer-
ence Service PO. Box 9008 (mail), Box 9014
(phone), Farmingdale, N.Y. 11735.

Shield yourself. If you're sensitive about
being tracked on the Internet, set your
browser to notify you before it accepts
cookies. The [nternet is a public venue with
eyes all around. Anything you buy or say
can be linked to your computer or to you.
Today, consumers enjoy no more privacy
sitting in front of a terminal in their own
homes than they do when they venture out
to the local mall. ®
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Bank Privacy Notices On Web Not Up To Gramm-Leach-
Bliley Standards

TN WS
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EEGRENN  (August 24, 2000) Two-thirds of all UJ.S banks' online privacy notices do
SRMUNRE:  not meet the requirements of the Gramm-[Leach-Bliley Act because they do
WEITE  not disclose the personal informaiion they collect from consumers,
IS Mied  according to a survey by New York City-based PricewaterhouseCoopers’
Internet J &etLQLWCb program,
- Technotogy
PIRAMLALLEE  Title V of the Gramm-Leach-Bliley Act requires that specific pritacy and
EERENE sccurity measures be in place by financial institutions voluntarily by
TSI November 13, 2000. The Act becomes mandatory on July 1, 2001,

In addition to learning that 65% of U.S. banks' online privacy notices do
not disclose the categories of personal information they collect, the
BetterWeb survey shows that more than two-thirds (67%) of sites do not
state what information they disclose with affiliates and nonaffiliated third
parties, such as direct marketing companies. Only 9% of sites disclosed
categories and examples of the parties with whom non-public personal
information is shared, for example, from a loan applicarion or a credit
report. None of the sites reviewed disclosed their practices with respect to
nonpublic personal information of former customers.

The banking industry recognizes the importance of disclosing privacy
policies to consumers as almost all (98%) of the sites reviewed provide a
clear and conspicuous privacy policy. Only one site had a privacy policy
that was difficult to locate. The majority of bank sites do not disclose the
categories of nonpublic personal information collected from consumers, nor
the categories and examples of information that are disclosed with affiliates
and nonaffiliated third parties.

Some 65% of sites make no mention of the categories of personal
information that they collect from consumers. Only 26% of the sites
partially meet the requirement. More than two-thirds (67%) of sites do not
state what information they disclose with affiliates and nonafhiliated third
parties, 30% partially meet this requirement.

Categories and examples of affiliates and nonaffiliated third parties to whom
nonpublic personal information is disclosed must also be included in a
company's privacy policy. While companies attempt to address this issue,
the privacy policies provided are generally not in sufficient detail to meet
the requirement. Only 9% of the sites disclose categories and examples of
these parties, for example, information they collect from loan applications
or credit reports; 17% do not mention with whom nonpublic personal
information is shared; 74% partially meet the disclosure requirement.

http://fso.faulknergray. com/html/research/082400 1.htm 2/22/01
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Financial institutions must also state their practices regarding disclosing
nonpublic personal information about former customers. This includes the
categories of nonpublic personal information disclosed and categories of
affiliates and nonaffiliated third parties to whom it is disclosed. None of the
sites disclose their policies regarding former customers. The banking
regulations require that companies provide an explanation of a consumer's
opt-out rights, as well as an explanation of a reasonable met...d through
which consuraurs may opt-out of having their information shared with third
parties. Of the 34 sites that state that they disclose information with third
parties, less than half (14 sites) disclose consumers' right to opt out and the
means to do so. Of the 14 sites, nine provide a reasonable means ot doing
so, defined as either check-off boxes on relevant torms, a reply form,
electronic form to be e-mailed or an electronic process at the bank's Web
site, or a tollfree number. All 14 sites provide an opt-out mechanism that
would be available to consumers at all times.

The regulations also require financial institutions to inform consumers about
policies and procedures with respect to the protection, confidentiality and
security of nonpublic personal information. Only 54% of sites disclose both
who has access to nonpublic personal information as well as whether
security practices and procedures are in place to ensure the confidentiality
of that information. 16% do not disclose information to meet this
requirement, 31% only partially meet this requirement.

Title V of the Gramm-Leach-Bliley Act (applies to any institution engaged
in the business of providing financial services to customers who maintain a
credit, deposit, trust or other tinancial accounts or relationship with the
institution. Under the Act, the {ederal banking agencies, the National Credit
Exchange Commission and the Federai Trade Commission, in consultation
with state insurance authorities, were required to issue regulations
implementing the provision of Title V of GLBA by May 12, 2000. The
regulations require financial institutions to provide initial and ongoing
privacy policy notices to customers.

Copyright C 2000. This content is the property of Faulkner & Gray.

http://fso.faulknergray. com/html/research/082400 1.htm 2/22/01
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Fact Sheet 24; Protecting Financial Privacy
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Copyright 2000. Utility Consumers’ Action Network.
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This copyrighted document may be copicd 1nd distributed for nonprofit, educational purposes only. The
text of this document may not be altered without express authorization of the Privacy Rights
Clearinghouse. This (act sheet shoutd be used as an information source and not as legal advice PRC fact
sheets contain information about federal faws as well as some California-specific informatioti. Laws in
other states may vary. But in gencral, our fact sheets arc applicable to consumers nationwide,

Privacy Rights Clearinghouse
1717 Kettner Ave., Suite 105
San Diego, CA 92101

Voice: (619) 298-3396

Fax: (619) 298-5681

E-mail: pre@privacyrights.org
http://www.privacyrights.org

Protecting Financial Privacy in the New Millennium:
The Burden Is on You

Used to be, your bank handled your checking and savings accounts. You visited your
insurance agent for life, health, auto, or homeowner's insurance. And, if you wanted to
"play the market," you called your stock broker. Recent federal legislation has changed
all that. The Financial Services Modernization Act (also known as the Gramm-Leach-




Bliley Act or GLB Act, 15 U.S.C. §§6801-6831) now allows banks, insurance and
brokerage :ompanies to operate as one. The consolidated companies have been aptly
dubbed "financial supermarkets."

The way you conduct your financial affairs may be forever changed. However,
information about you kept in the files of financial institutions is now, and always has
been, some of the most sensitive personal information imaginable. Surprisingly, prior to
GLB, there were few restrictions on a financial institution's ability to share or even sell
your personal information. Title V of GLB gives you some minimal rights to protect your
financial privacy. Bur the burden is on you to assert your rights.

What privacy rights do I have under GLB?
(LB requires that your financial institution give you notice of three things:

» Privacy Policy: Your financial institution must tell you the kinds of information
it collects about you and how it uses that information.

» Right to Opt-Out: Before your information can be shared or sold to a third party,
you must be given the right to "opt-out," that is to inform your financial
institution that it cannot share or sell your information

» Safeguasds: Finaucial institutions are required to develop policies to prevent
fraudulent a:cess to confidential financial information. These policies must be
disclosed to you.

Information about your financial institution's privacy policy, your right to opt-out, and its
safeguards will likely be included on a single notice. The notice is usually referred to as
an "opt-out notice." Although "opt-out notice" is the term used throughout the GLB Act
and the regulations implementing the law, we prefer the terin "privacy notice" as more
descriptive of the important rights contained in the notices. Also, opt-out-is contrary to
the "opt-in" approach preferred by most consumer and privacy advocates. Opt-in would
prohibit a financial institution from sharing or selling your data if you did not give your
affirmative consent. With opt-out, you give your implied consent by failing to return the
notice.

Will the privacy notice come from my bank?

Yes. And if you have active accounts with a brokerage house or insurance company, you
will receive a privacy notice from these institutions as well. In addition, the Federal Trade
Commission (FTC) has taken a broad view of the term "financial instilution" in its
privacy regulations. This means you may also receive privacy notices from companies
you would not consider to be financial institutions such as payday loan companies and
travel agents. For this reason, it is particularly important, at least in the next few months,
to carefully review all preprinted notices received in the mail or via a company's web site.

When will I receive the privacy notices?




GLB became effective in November 2000. Banking and other federal agencies with
oversight of financial institutions have finalized regulations, which, in cflect, interpret
and fill in the details of the law. In addition, since insurance is regulated by the states and
not the federal government, the National Association of Insurance Commisstons (NAIC)
has developed mode! rules for states to use in carrying out the privacy protections of
GLB. All financial institutions must be in full complignce by July_{, 2001, This means
that you will begin to receive these notices as early as mid-November 2000. Most likely,
you will begin to receive them starting in early 2001 through June 2001.

You should receive a notice from every financial institution where you have an ongoing
customer relationship. As noted above, you may receive notices from companies where
you were not even aware that you had an existing relationship. The American Bankers
Association has estimated that the average houschold will receive about eighteen notices.

Will the privacy netice be in writing?

Generally, yes. Verbal notice alone is not allewed. However, if you do business with a
financial institution online, notice on an Internet web page may be sufficient so long as

the notice is "clear and conspicuous." For example, an Internet notice should prompt you
to scroll down the page in order to view the entire notice or include a drop down menu
which draws your attention to the privacy notice. ¥ ou must dgree to receive the notice by
electronic means and must acknowledge having received it.

Will the privacy notice be separate from other notices?

The law does not require that you receive a separate notice of the financial institutions’
privacy policy, your right to opt-out, or the institution's policy regarding safeguarding
confidential information. There is no standard form so the notice may come in a var *v
of ways. The exact format is feft to the discretion of the financial institution. The law
requires only that the notice be "clear and conspicuous" and "designed to call attention to
the nature and significance of the information contained" in the notice. Notices may, for
example, be mailed along with your account statements. Your privacy notice may also be
included with other notices that you are required to receive, for instance, in a mutual fund
prospectus. Remember: if you do not want your financial institution (o share or sell your
confidential information, the burden is on you to recognize the notice and follow the opt-
out instructions.

Can I shop around for a privacy policy 1 like before opening an account?

You may certainly ask 4 financial institution you're thinking of doing business with for a
copy of its privacy policy. However, you are only enfitled to the notice if you are either
an existing customer or at the time you establish a "customer relationship” with a
financial institution. After that, you are entitled 1o receive a notice annually. A "customer
relationship" means a continuing relationship. You have only a "consumer relationship” if
you have an isolated transaction with a financial institution. One example would be an




ATM withdrawal. A "consumer" is entitled to notice of the financial institution's privacy
policy only if it intends to disclose information to nonafliliated third parties

I have a joint account with a spouse/friend. Do hoth of us have to "opt-out™ to
prevent information from being shared ¢. sold?

To be safe, probably yes. A financial institution is only required to send a notice to one of
the parties to a joint account. It is up to the financial institution to decide how to treat an
opl-out notice from one of the parties to a joint azcount. The financial institution's policy
regarding joint accounts should be included in its privacy notice fo you. A single notice
may also be sent when a financial institution has a "customer relationship” with more

than one person in a single household.

What about closed accounts?

Initial and annual notices must inform you of the financial institution's policies regarding
disclosures of information from closed accounts. Financial institutions are not required to
send you a privacy notice if your account is closed. However, if you have an existing
account and you opt-out, that is you return the notice saying you do not want your
information disclosed, your opt-out election would continue even afler you closed the
account, If at a later time you decide to open another account with that same financial
institution, you would receive another initial privacy notice, which would apply only to
data about your new account, You may choose to opt-out of the second account, but your
decision with regard to the first account will not change unless you change it.

How long do I have to opt-out?

You are entitled to a "reasonable" time to respond before your personal data can be
disclosed. Generally 30 days is considered a "reasonable" time to opt-out when notices
are sent by mail. When you agree to accept notice via the Internet, you must respond to
:he notice 30 days after you acknowledge you received it. If you have an isolated
transaction, which means you have only a "consumer relationship” with a financial
institution, you may be required ta decide whether to opt-out at the time of the
transaction. For example, if an ATM screen posts a privacy policy and opt-out notice,

you must elect at that time whether you want to opt-out. Failure to do so would mean that
the financial institution could share or sell your personal data any time after that.

Do I have to write a letter for every account?

No. Your financial institution is required to give you a "reasonable" means to exercise
your opt-out rights. Requiring you to write individual letters is not considered
"reasonable." A formal response should be included with the notice such as a form with
check-off boxes or 4 simple reply form. An e-mail fcrm may be used if your request is
processed via the Internet. A toll-free telephone number may also be used for customers
to call and opt-out. However, financial institutions are not required to provide pre-paid
postage.




Can 1 opt-out by verbally telling my broker or banker?

No. You must opt-out using the procedure the financial institution establishes, as lony as
it is reasonable. Again, the burden is on you to follow the procedures set out by your
financial institution. Failure to do so could result in disclosure of information you would
not teli your best friend.

Do I have only one chance to opt-out?

Your right to opt-out is continuing. 1{ you fail to return the initial opt-out notice or an
annual opt-out notice, your financial institution may sell or share your personal data after
a "reasonable” time, usually 30 days. If you later decide you want to keep your financial
institution from disclosing your personal data, you always have the right to opt-out. It
goes without saying, however, that information that is disclosed before you opt-out is
already "out there. "

Will the privacy notice say exactly what information about me can be disclosed?

The law and regulations require only that your financial institution give you notice of the
categories of information it collects and the caregories of information that may be sold or
shared with a third party. Financial institutions are also required to give specitic examples
of the kinds of information included in each category, but this is by no means an
exhaustive list of the data that may be disclosed

The privacy notice may tell you that your financial institution collects and may disclose
information obtained from you from account applications and give examples such as your
name, address, Social Security number, assets and income. You should assume from such
a statement that any other information you provide on an account application could be
collected and discloscd. Depending on the nature of the application, other information
might include former addresses, debt level, mortgage payments, income other than salary
such as child support payments, and much more.

Is there any kind of information that cau't be disclosed?

GLB and federal regulations only specifically prohibit financial institutions from
disclosing " ... an account number or similar form of access number or access cude for a
credit card account, deposit account, or transaction account of a consumer to any
nonaffiliated third party for use in telemarketing, dircct mail marketing, or other
marketing through electronic mail to the consumer." This simply means that a financial
institution can sell your personal data to a telemarketer, for example, but it cannot sell the
means by which your account could be accessed.

GLB contains no prohibition against the disclosure of particularly sensitive data such as
that pertaining to your health status. However, you may have greater rights to protect
health information under the iaws of your state. For example, California recently passed a
law that makes it a crime for an insurance company to sell information to a financial




institution for the purpose of granting credit (AB 2797 ir: the 2000 legislative scssion, Californii
Civil Coae 56.26). The information flow in this case is only restricted one way This law
does not cover information that flows from a financial instiution to an insurance

company.

The federal Health and Human Services Department (HHS) is also working to issue
regulations covering piivacy of medical information. (See www.healthprivacy.org.)

Where dees a financial institution get its information?

A financial institution may receive information directly from you when, for example, you
fill out an application for a new account. Information about you may also be compiled
based upon your transactions with that financial institution or its affiliates. This may
include information about how you use your credit card, your account balances, late
payments and much more. Information may also be collected from nonafliliated tnird
parties, consumer reporting ag2ncies, or public records.

Consider the amount and kinds of information you supply just to a financial institution
that may sell insurance, bank products, and/or securities. Combine this with the
information available from other sources, and virtually any detail of your financial
affairs, health status, spending habits, lifestyle purchases, political affiliations, religious
contributions, and more can be collected by your financial institution. Unless you
formally object, it can be shared or sold with few exceptions.

What kinds of companies can get my personal information?

The privacy notice you receive from your financial institution dues not have 1o tell you
the names of any specific companies or organizations that may buy or reccive your
personal information, Again, only the categories of companies have to be disclosed to
you. Your financial institution may sell your personal information to other financial
services providers, one example of which could be an insurance comparty. Other
categories of companies that could receive your information might be non-financial
service providers such as retailers, direct marketers, or nonprofit organizations.

Can I stop my financial institution from sharing my personal informatior. with its
affiliates?

GLB does not place 1ny restrictions on your finarcial institution's ability to share your
personal information with its affiliates. You do, however, have a right under the Fair
Credit Reporting Act (FCRA) to opt-out of certain limited information sharing by
affiliates. The FCRA right to opt-out includes only "application information" which you
provide when, say, fiiling out an application for credit. Your "transactior: and experience”
information can still be shared with affiliates without your consent. Such information can
be highly sensitive, as explained above. For more information about your ability to opt-
out under the FCRA, see PRC Fact Sheet 6, How Private is My Credit Report, at.

www.privacyrights. org/fs/fs6-crdt. ht:n.




Why would my financial institution sell my sensitive personal data?

The financial industry exerted significant influence on Congress to avoid giving
consumers affirmative privacy righis, or the right to opt-in to sharing or selling personal
financial information. (The right to opt-in means that a financial institution could not
share or sell your data without your prior consent ) This same influence was used on the
state level when states attempted to pass laws more favorable to consumers. The industry
maintains that this "free flow of information” is good for consumers and good for
business; companies can market products and services more freely and give consumers
information about products they might not otherwise have known to exist. Seldom is the
word "sell" used when the industry refers to its handling of confidential financial
information.

The reality is t*at there are profits to be made from the sale of data about individuals. Not
all financial institutions engage in this practice. A financial institution's privacy notice to
you will state if its practice is not to sell personal information to third parties.

May I sue my financial institution for violating my GL.B privacy rights?

No. GLB does not contain what is called a private rights of action, that is the ability of a
citizen to go into cour! and sue for violations of a law. Your only recourse is to complain
to one of the seven federal agencies that have jurisdiction over financial institutions under
GLB. The seven agencies are identified velow along with a description of the kinds of
financial institution each oversees. If you have a complaint about an insurance product,
contact the National Association of Insurance Commissioners (NAIC, cited below) for
the insurance commission in your state.

Each agency has enforcement authority under GLB for the area of financia services it
regulates. Enforcement authority means that you can complain to the agency, the agency
may investigate your complaint, and may bring a court action or administrative case
against the company. The agency cannot represent you and cannot give you legal advice
on your particular complaint. Still, it is important to complain to the appropriate federal
agency or your state insurance commission t »cause customer complaints represent one of
the government’s primary sources of information about industry practices.

What are the most important things 1 can do to protect my financial privacy?

The single most important thing you can do to protect your financial privacy is to
carcfully read all information that comes from a financial institution. Study the
institution's privacy policy. If it causes you conrcern, return the opt-out notice within the
specified time.

Remember, you have very little ability to prevent a financial services company from
sharing your castomer data with its affiliated companies. The privacy provisions of GLB
only pertain to unaffiliated third paities. You would not, for example, be able to prevent
your bank from sharing your customer data with its affiliated insurance company or




brokerage firta. So, if you are concerned about affiliate sharing and the ability of these
"financial supermarkets" to compile extensive dossiers about you, you must take extra
care to conduct your banking with one corporation, keep your insurance accounts with
another unaffiliated corporation, and your investments with yet another

In this privacy-conscious marketplace, some financial institutions might differentiate
themselves by becoming more "privacy-friendly." Watch for companies that advertise

that they do not share your customer data with either affiliates or third parties. Also, state
legislatures might attempt to strengthen the privacy provisions of the federal GLB Act in
the coming years.

Where can I go to complain about my financial institution's privacy policy?

As far as we can determine, no federal agency has a specific address for consumers to file
privacy complaints. Contact information for the seven federal agencies that enforce the
privacy provisions of the GLB are listed below:

Federal Deposit Insurance Corporation (FDIC). - The FDIC insures consumer
deposits made in bunks and savings associations. To insure financial soundness and
compliance with consumer protection rules, the FDIC, often in coordination with other
federal banking agencies, conducts examinations of the institutions included within its
jurisdiction,

FDIC

Compliance & Consumer Affairs www.fdic.gov
550 17" Street, N.W.

Washington, D.C, 20429

(800) 925-4618

Board of Governors of the Federal Reserve (Federal Reserve), The Federal Reserve is
the nation's central bank. It sets monetary policy, regulates banking institutions, and
provides financial services to the government and the public.

Board of Governors of the Federal Reserve
Consumer & Community Affairs

20™ & C Streets, N.W. Stop 801 www.federalreserve.gov
Washington, D.C, 20551
(202) 452-3693

Office of Thrift Supervision (OTS). The OTS is an agency of the U.S. Department of
‘Treasury. OTS regulates state chartered thrift institutions such as savings banks and
savings and loan associations.

OTS, Consumer Complaints
1700 G. Street, N.W. WWW.0ts.treas.gov




Washington, D.C, 20552
(202) 906-6000

Office of Comntroller of the Currency (OCC). The OCC is an agency of the 1.5,
Department of Treasury. This agency charters, regulates and supervises all naticnal banks
as well as the federal branches of foreign banks.

ocCC

Customer Assistance Group www.occ. treas. goy
1301 McKinnley St., Suite 3710

Houston, TX 77010

(800) 613-6743

National Credit Union Administration (NCUA). The NCUA regulate and conducts
examinations of federu! credit unions, which are nonprofit, cooperative financial
institutions owned and run by members.

NCUA

1775 Duke Street WWW.ICUR,EOV
Alexandria, VA 22314

(703) 518-6330

Securities and Exchange Commission (SEC). The SEC oversees the nation's equity
markets which includes stock exchanges, stock option exchanges, broker-dealers,
associated persons of broker-dealers, and investment advisors.

SEC
Investor Education & Assistance WWW,.Sec.goy
450 Fifth St., N.W,

Washington, D.C. 20549
(202) 942-7040

Federal Trade Commission, The FTC investigates consumer protection and consumer
fraud matters that are not specifically within the jurisdiction of another federal agency
such as the SEC. The FTC's consumer protection jurisdiction includes debt collection,
credit reports, lending, telemarketing, credit repair services and much more. To file a
complaint with the FTC's Office of Consumer Protection, write, call, or contact the
agency online:

Federal Trade Commission

CRC-240 www.ftc.gov
Washington, D.C, 20580

(877) FTC-HEL.P (877-382-4357)




Insurpnce companies. To find the address and telephone number of the Insurance
Commission in your state, write, call, or connect online with the National Association of
Insurance Commissioners:

NAIC

2301 McGee Street, Ste 800 www.naic.org

Kansas City, MO 64108-2604
(816) 842-3600

Relevant Laws

o Title V of Financial Services Modernization Act (GLLB), 15 U S.C.
§66801-683 1

o Fair Credit Reporting Act (FCRA), 15 U.S.C §168] et seq.
GLB Privacy Regulations
FTC: Privacy of Consumer Iinancial Information; 16

C.F.R. Part 313; 65 Federal Register 32045 (May 24,
2000). www.gpo.gov/su_docs/fedreg/a009524c. itml

SEC: Privacy of Consumer Financial Information
(Reg:lation S-P). [7 C.F.R. Part 248; 65 Federal Register
40333 (Tune 29, 2000).
www.sec.gov/rules/final/34-42974 htm

OCC, FDIC; Federal Reserve, OTS (Joint Regulations):
Privacy of Consumer Financial Information, 12 C.F.R. Part
40; 65 Federal Register 35161 (June 1, 2000).

www,oce treas.gov/fr/cronolog.htm (65 Federal Register
35161)

NCUA: Privacy of Consumer Financial Information; 12
C.F.R. Parts 716 and 741, 65 Federal Register 31722 (May
18, 2000). www.bankinfo.com/0518C0.txt

Privacy Rights Clearinghiouse

More About Us | Fact Sheets | Speeches & Testimony
Privacy Links | Cases | About Our Book | Identity Theft Resources | E-mail




WRITTEN TESTIMONY IN
SUPPORT OF
SENATE BILL 2191

GREG TSCHIDER, ND CRED1T UNION LEAGUE

Chairman Berg and Mombors of the Senate Industry, Business and Labor
Committoe, I am Grog Tschider and I represent the North Dakota Crodit Uniun
League, and I am submitting this written testimony in support of Senate Bill 2191,

With tho passago in 1999 of the Gramm-Leach-Bliley Act (‘GILB"), crodit
unions in North Dakota havo beea ploced in o dilemma regarding customer
information disclosure. Are North pakota credit unions subject to GLB or the
existing North Dakota law or both? Are state chartered credit unions treated
differently than foderally chartered credit unions? At this point there are no
ANSWers,

The Banking Department has requested clarification from the Federal Trade
Commission however, if the FTC grants a preemption, will it be a total or partial
exemption?

The other problem with the existing law is that North Dakota credit unions
will be at a disadvantage if the present law is maintained. The existing law does
not apply to securities firms, insurance companies or any credit provider located
outside the State of North Dakota, all of whom are presently offering credit to

farmers, businesses, and consumers in North Dakota.




Of concern to credit unions, especially the small credit unions, is the use of
third party vendors. Over seventy percent (70%) of the credit unions — the smaller
credit unions — outsource their data processing and printing of monthly members’
statements including stuffing the envelopes. In addition, all credit unions in North
Dakota including five (6) credit unions in South Dakota and one (1) in Minnesota
use the VISA credit card services provided by the North Dakota League Service
Corp 1in Bismarck. In order to service their members in a cost effective method,
credit unions, especially the smaller credit unions, must be able to outsource
services to third parties.

Credit unions have spent thousands of dollars in order to comply with GLB.
Regardless of whether this bill passes, The National Credit Union Administration
(NCUA) - which insures all credit unions in North Dakota — is requiring North
Dakota credit unions to comply with safety and confidentiality of members’ records
as required by GLB. Attached is a summary of NCUA’s Final Rule on guidelines for
safeguarding member information. North Dakota credit unions are required by
NCUA to comply with GLB in regards to security programs, assessment of potential
risks, disqlosure of policies and practices, and protecting against unauthorized use

of members’ personal financial information.




If Senate Bill 2191 does not pass, credit unions will be faced with having to
comply with the great majority of GLB requirements because they are federally
insured and also attempt to comply with a North Dako‘ta law. The financial burden
and difficulty in attempting to meet potentially conflicting federal and state laws
will be a nightmare.

Credit unions are in the process of developing privacy notices and disclosures
and have spent substantial time and money for that purpose. Credit unions are
also facing a time crunch. Notices must be in the mail by June 30, 2001. At this
point no one knows what the Federal Trade Commission (FT'C) will determine and
no one knows when that determination will be made.

The world has changed but the existing law has not.

It is important to all credit unions that all credit granters are on a level
playing field with regards to consumer credit information. SB2191 will result in a
level playing field — existing law does not. Does North Dakota desire to become an
island of nonconformity to the detriment of its business and economic development
environment? I hope not!

Fox: credit unions to compete effoctively in the market place and to provide for
uniform disclosure of information, the North Dakota Credit Union League

respectfully requests that the committee send this bill to the House floor with a “Do-

Pass” recommendation.




ATTACHMENT

% . . CUNA REGULATORY ADVOCACY
e Q CUNA ANALYSIS- FINAL RULE
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CREDIT UNION NATIONAL ASSOCIATION
805 15" Street, NW, Ste. 300
Washington, DC 20005
202/682-4200
FAX: 202/371-8240

DATE: January 23, 2001

FROM: Mary Dunn (mdunnia cuni.com), Associate General Counsel

RE:

Jeffrey Bloch (ibloch/u cuni.com), Assistant General Counsel

NCUA’s Final Rule on Guidelines for Safeguarding Mcember
Information MAJOR RULE

EFF: July 1, 2001

EX

ECUTIVE SUMMARY

The final rule amends the National Credit Union Administration’s (NCUAs) existing
rules regarding security programs in federally-insured credit unions. These
amendments are required under the privacy provisions of the Gramm-l.each-Bliley
Act (Act).

The rule requires that a credit union's security program incluae features to cnsure the
safety and confidentiality of member's records, protect against anticipated threats ov
hazards to the security or integrity of such records, and protect against unauthorized
access to or use of such records that could result in substantial harm or inconvenience

to a member,

Under the privacy rules approved by the NCUA Board on May 8. 2000, credit unions
must disclose their policies and practices with respect to protecting the
confidentiality. sccurity, and integrity of nonpublic personal information as part of the
initial and annual privacy notices that are sent to members.

The rule includes an appendix containing Guidelines for safeguarding member
intormation.




If you need a copy of the final rule you may access it on the Internet at the following

address:
http://www.ncua.gov/news/proposcd_regs/12CFRPart748.pdf

BACKGROUND

The privacy provisions of the Act require the NCUA and other financial institution
regulators to establish appropriate standards relating to the administrative, technical, and
physical safeguards for consumer records and information. The Act requires that the

standards accomplish the following:

e Ensure the security and confidentiality of consumer records and information,

e Protect against any anticipated threats or hazards to the security or integrity of such
records.
Protect against unauthorized access to or use of such records that would result in
substantial harm or inconvenience to any consumer.

On May 8, 2000, the NCUA Board approved the final privacy rules that are required
under the Act. The rules are effective as of November 13, 2000, although compliance is
optional until July 1, 2001. Under these rules, credit unions must disclose their policies
and practices with respect to protecting the confidentiality, security, and integrity of
nonpublic personal information as part of the initial and annual privacy notices that sre

sent to members.

DESCRIPTION OF THE FINAL RULE AND GUIDELINES

Description of the Final Rule

To fulfill the requirements under the Act, the final rule amends NCUA's existing rules
regarding the security programs in federally-insured credit unions. The rule requires that
a credit union’s security program include features to ensure the safety and confidentiality
of member’s records, protect against anticipated threats or hazards to the security or
integrity of such records, and protect against unauthorized access to or use of such
records that could result in substantial harm or inconvenience to a member.

The NCUA Board may take administrative action if a credit union fails to establish an
adequate security program. This may include cease and desist orders or civil money

penalties.

The final rule will be effective on July 1, 2001, Newly-chartered or insured credit unions
will need to establish its security program within 90 days from the date of insurance.

Description of the Guidelines

The Guidelines clarify that “member” has the same meaning as defined in the privacy
rules approved on May 8, 2000. As under the privacy rules, “member” includes certain




nonmembers, such as nonmember joint accountholders, nonmembers establishing an
account at a low-income designated credit union, and nonmembers holding an account in

a state-chartered credit union under state law.,

Under the Guidelines, the security program must include administrative, technical, and
physical safeguards appropriate to the size and complexity of the credit union and the
nature and scope of its activities.

The credit union’s board of directors will be responsible for approving the information
security program and overseeing eiiorts to develop, implement, and maintain an effective
program. However, the responsibility may be delegated to an appropriate committee of
the board. This ability to delegate was suggested in CUNA’s comment letter in response
to NCUA'’s proposed rule and Guidelines. The final Guidelines also clarify that specific,
day-to-day monitoring is a task that can and should be assigned to management.

To assess risk to member information, credit unions should:

o identify foreseeable internal and external threats that could result in unauthorized use,
alteration, or destruction of member information or information systems;

e assess the potential damage of these threats, considering the sensitivity ¢{the member
information; and

» assess the sufficiency of policies, procedures, information systems, and other
arrangements in place to control risks.

To manage and control risk, each credit union should:

s Design the information security program to control risk, after considering the
sensitivity of the information, as well as the complexity and scope of the credit
union’s activities. The ciedit unions must consider the following security measures
and adopt the ones that are appropriate:
® Access controls on member information, including controls to prevent pretext

calling, which is when unauthorized individuals seek to obtain information by
fraudulent means;

Access restrictions at physical locations that contain member information;
Encryption of electronic information;

Procedures designed to ensure that information system modifications are
consistent with the credit union’s information security program;

e Dual controls procedures, segregation of duties, and background checks for
employees who have responsibilities for, or have access to, member information;,

¢ Monitoring procedures to detect actual and attempred attacks on information
systems,

o Response programs that specify actions to be taken when the credit union suspects
or detects unauthorized access to information systems, including reports to
regulatory and law enforcement agencies; and

o Mecasures to protect against loss of member information due to potential
envirommental hazards.




o Train staff to implement the information security program.

» Regularly test the information security program. The frequency and nature of the
tests should be determined by the credit union’s risk assessment. Tests should be
conducted or reviewed by independent third parties or staff that is independent of
those who develop or maintain the secunty programs.

With regard to overseeing outsourcing arrangements with service providers, each credit
union should:

e Exercise due diligence in selecting service - -~ viders.

e Require service providers by contract to implement appropriate measures designed to
meet the objectives of the Guidelines.

e Ifindicated by the credit union’s risk assessment, monitor the service providers to
confirm that they have implemented the appropriate measures. As part of this
monitoring, the credit union should review audits, summaries of test results, or other
equivalent evaluations. On-site inspections will not be necessary.

The Guidelines include a two-year grandfather clause with regard to agreements with
service providers. This means that until July 1, 2003, contracts that a credit union enters
into with a service provider will be acceptable even if the contract does not specifically
require the service provider to maintain the security of member information. However,
such contracts must be entered into within thirty days after the final rule and Guidelines

are published in the Federal Register.

With regard to subservicers, credit unions will not have the same level of responsibility,
although each credit union must determine that the servicei has adequate controls to
ensure that the subservicer will protect member information, consistent with the

objectives of these Guidelines.

The Guidelines also include the following standards:

e Each credit union should adjust its information security programs in light of relevant
changes in technology, the sensitivity of nember information, internal or external
threats to the information, and the credit union's own changing business relationships.

e Each credit union should provide an annual report to the board or the appropriate
committee of the board. This report should describe the overall status of the
information security program and the credit union’s compliance with these

Guidelines.
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TESTIMONY FOR SENATE BILL NO. 2191

House Industry, Business, and L.abor Committee

Testimony of Gary D. Preszler, Commissioner, Department of Banking and
Financial Institutions neither in support of nor in opposition to Senate Bill No.

2191,

My appearance before this Committee is to provide information to assist the
Committee in making an informed decision as to the relationship of North Dakota
law with the provisions of the Gramm-Leach-Bliley Bank Modernization Act of
1999 (GLBA). My testimony is not taking a position on the issue of whether opt-in

. or opt-out is the appropriate public policy view.
NORTH DAKOTA PRESENT LAW

The North Dakota Disclosure of Customer Information law (Chapter 6-08.1)
was enacted by the 1985 Legislative Assembly after a request by the North Dakota
Bankers Association for its introduction.

The North Dakota Disclosure of Customer Information law provides that a
“financial institution” has a duty of confidentiality and cannot disclose any
customer information to any person, governmental agency, or law enforcement
agency unless affirmative consent is granted (opt-in) by the customer, or unless

’ information is obtained through a valid legal process or specifically carved out

-




under one of the exemptions. North Dakota’s law applies to all customers and all

information the financial institution has in its possession.
GRAMM-LEACH-BLILEY ACT

The GLBA governs financial institutions’ disclosure of non-public
consumer information to a non-affiliated third party. Under the GLBA
“consumer” is defined as, “an individual who obtains... goods or services, which
are to be used primarily for personal, family, or houseliold purposes”.

The GLBA does not apply to:

* Commercial accounts

* Agricultural accounts
* Public information.

Section 507(a) of the GLBA provides that a state’s financial privacy law is
preempted and then only to the extent that the states law or rules are “inconsistent”
with the GLBA. Section 507(b) provides that a state law is “not inconsistent” and
thus not preempted if it provides “protection ... greater than GLBA’s privacy
provisions under the Act as determined by the Federal Trade Comission after

999

consultation with the federal functional regulator or ‘other authority’”,

FEDERAL TRADE COMMISSION FPETITION
On September 12, 2000, I petitioned the Federal Trade Commission for a
determination under the GLBA as to whether North Dakota’s disclosure of
customer information statute affords any person greater protection than is provided

under GLBA. See attached September 12, 2000, petition. The petition was




requested for several reasons. First, several trade associations had informed me that
they preferred the present state law. Second, North Dakota financial institutions
need to know the rules of the road.

My petition asks the FTC for a determination that North Dakota law is not
inconsistent with the federal law in two areas. First, whether North Dakota’s
affirmative consent (opt-in) requirement affords greater customer protection than
opt-out. Second North Dakota law provides for a civil penalty for violations of

Chapter 6-08.1, unlike GLBA that does not provide for any penalty.

I have discussed the petition on a number of occasions with an FTC
attorney. Based on these discussions, it is anticipated that the FTC will determine
North Dakota’s affirmative consent and civil penalties afford greater protection

and thus is not inconsistent with the Act.

SENATE BILL NO. 2191
The effect of SB 2191 is to eliminate North Dakota’s affirmative consent
(opt-in) by defaulting to the federal opt-out provisions.
Further, the Senate amended SB 2191 to remove any state protection
for non-public, commenrcial, on agricultural accounts.
Consequently, commercial or agricultural accountholders will not even
have the opportunity to opt-out as they will not have any protection under

Federal or State law, Financial institutions do not even have to disclose if they




intend to release information on these accounts to anyone.  All information

collected on commercial and agriculture accounts, including account numbers, are

1

outside the scope of GLBA.
REGULATORY POSITION

Although my testimony is given neutral as to the position of opt-in or opt-
out, my position as a regulator for state banks and credit unions is to discourage
financial institutions from releasing or selling customer information to a third
party. Releasing information without proper safeguards creates a potential liability
against the bank and consequently may compromiise safety and soundness. This is
a similar position taken by the Comptroller of the Currency, the regulator for
national banks. A recent class action lawsuit proposed settlement against US
Bancorp North Dakota bank affiliates point out the validity of this position. US
Bank agreed to a proposed class action settlement after 1 customer alleged the
bank, without her consent, violated Chapter 6-08.1 by releasing customer

information to a telemarketer that was soliciting credit insurance for a non-

affiliated underwriter,

Thank you.
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Testimony in Support of S.B. 2191
Joel Gilbertson
Independent Community Banks of North Dakota

Mr. Chairman and members of the House Industry, Business and Labor
Committee, | am Joel Gilbertson, Executive Vice President and General
Counsel of the Independent Community Banks of North Dakota. ICBND is
a statewide association of 95 banks located in communities of all sizes
throughout our great state.

Community banks have historically been very strong guardians of their
customer’s privacy and have had a long-standing commitment to protect
the confidentiality of customer information. They have jealously guarded
the privacy of their customers all over North Dakota.

The entire regulatory environment has changed dramatically with passage
of the Gramm-Leach-Bliley Act of 1999. | will not shake the globe again --
but that was the result of GLB. This has been called the most significant
change in banking since the 1930's. It has significantly reduced (some
would say demolished) the historical firewalls between banking, insurance
and securities.

In addition, a very important part of Gramm Leach Bliley was the first
venture of the federal government into the complex and controversial area
of financial services privacy. It set up a series of privacy requirements that,
regardless of whether one might think they are too stringent or not
stringent enough, are relatively uniform with respect to requirements for
insurance companies, securities firms, credit unions and banks all over the
country,

Our present law does not recognize the changes in the financial services
industry recognized by Gramm Leach Bliley and that is what SB 2191 is
meant to do.

This gets us to the ICBND absolute top priority in this increasingly
competitive financial service era. Our community banks strongly believe
that the laws and the regulations should be the same for all participants in
that arena -- whether they are banks, credit unions, insurance companies or




securities firms. It is for that reason we suppoit SB 2191. It is for that
reason as well that we have supported SB 2127, which was heard by this
committee last week.

This bill seeks to rnake the privacy rules the same for all participants in the
financial services industry, just as Gramm Leach Bliley has done. It seeks
to level the competitive playing field for the insurance, securities and
banking sectors. It also allows all of those sectors to be able to rely on
meeting the requirements of federal iaw. It assures banks that if they meet
the tederal regulations, they will meet all of the privacy requirements
necessary.

The present status of this amalgamation of state and federal laws and
statutes and their effect on North Dakota banks is confusing and expensive.
One smalitown banker tolid me that to get ready for the Julv' 1 deadline he
hhas ordered notice forms and other forms at a cost of over $2,000 to
comply with GLB requirements. If SB 2191 fails to pass, he said, he will go
back to the drawing board and spend another $2,000 to $3,000, after trying
to determine which parts of state law and which parts of federal law will
govern. The irony of all of this, of course, is that at this time this banker
does not share any nonpersonal financial information with anyone,

We would like the same consistent standard as everyone else. We want to
let our community banks read all of the regulations sent out after Gramm
Leach Bliley and know that if they meet those requirements they are ok,
We ask for your “Do Pass” recommendation to the North Dakota House.
Thank you.
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“Preszler, Gary L." To: "Kasper, Jim M." <jkasper@state.nd.us>

<gpreszle@state.nd.u cc:
> Subject: S8 2191 Amendments

03/25/01 10:21 PM

You asked for my comments on proposed amendments 18273.0202 to SR 2191.

The proposed amendments raise a number of questions.

"A financial institution shali_notify..... of the financial institution's privacy_policies and practices..." How is
the institution to notify the customer and what is to be included In the policies?

"...[t]he financial institutlon shall_annually allow agricultural and commercial customers_to not agree to
disclosing that information". What does this mean and how do customers "not agree"- written, by
telephone, e-mail, or other communication?

Under Section 504 of GLB the federal agencies were required lo adopt rules necessary to carry out the
purposes of the privacy subtitle. The rules answered these types of questions and provide other guidance
fer financial entitiss to comply with GLB. However the federal agencies rulec only apply to consumers and
not agricultural or commercial accounts,

Further, FTC Chalrman Pitofsky recently spoke and reported that there are 12 privacy bills introduced
before congress and that he expects that an opt-in will pass this year. If that happens you should be
aware that a disparity wili exist between consumer, and commercial and agricultural accounts in ND.
The proposad amendments then will require North Dakota institutions to provide for an opt-in opportunity
for consumers and g "not to agree" (opt-out) opportunity for commercial and agricultural customers.

Gary Preszler, Commissiorier

Department of Banking & Financial Institutions
2000 Schater Street, Suite G

Bismarck, ND 58501-1204

(701) 328-9933
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"Preszier, Gary D."” To: "Kasper, Jim M." <jkasper@state.nd.us>
<gpraeszle@state.nd.u cc:
8> Subject: FTC Petition

03/26/01 00:49 PM

Last week you asked about ths status of the my petition to the FTC for a determination on the ND
affirmative consent privacy law.

| continue to recelve weekly calls from an FTC attorney. On last Friday, March 23, 2001, the attorney fold
me that a new draft letter was sent the previous week to the federal regulatory agencies for comment. |
was told thal she expecled o present the petition to the commission by March 30. She also told me that
the recommended decision has not changed and that Is that North Dakota's affirmative consent (opt-in)
will be determined to afford greater consumor protection than opt-out. According o her since North
Dakota is the first petition the final letter needs to be specific on relation to state laws and that is what is

taking the time.

If you have any questions, pleass call.

Gary Praszler, Commissioner

Department of Banking & Financial Institulic.as
2000 Schafer Street, Suite G

Bismarck, ND 585601-1204

(701) 328-9933
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NOTICE OF PRIVACY PRACTICES

UnumProvident Corporation and its subsidiaries

UNUM Life Insurance Company of America
First UNUM Life Insurance Company
Provident Life & Accident insurance Company
Provident Life & Casualty Insurance Company
Colonial Life & Accident Insurance Company
Paul Revere Life Insurance Company
Paul Revere Protective Life Insurance Company
Paul Revere Variable Life Insurance Company

Congress recenily passed the Gramm-Leach-Bliley (GLB) Act, which deals in part with how
financial Institutions treat nonpublic persenal financial information. UnumProvident Corporation
and its insuring subsidiaries have always been committed to maintaining customer confidentiality.
We appreclate this opportunity to clarify our privacy praclices for you as a result of this new law.

e As part of our insurance businesy, we obtain certain “nonpublic personal financial
Information” about you, which for ease of reading we will refer to as “information” in
this notice. This information includes information we receive from you on applications
or other formns, information about your transactions with us, our affiliates or others,
and information we recelve from a consumer reporting agency.

¢ We restrict access to the information to authorized individuals who need to know this
information to provide service and products to you.

e We maintain physical, electronic, and procedural safeguards that protect your
information.

* Woe do not disclose this information about you or any former customers to anyone,
except as permitted by law.

s Employees share this information outside the company only as authorized by you or
for a specific business purpose,

¢ The law permits us to share this information with our affiliates, including insurance
companies and insurance service providers.

o The law also permnits us to share this information with companies that perform
marketing services for us, or other financial institutions that have joint marketing
agreements with us.

We may also share otiicr types of information with our affifiates, including insurance companies
and Insurance service providers. This information may be financial or other personal information
such as employment history and it may not be directly related to our transaction with you.
Consistent with the Fair Credit Reporting Act, our standard authorizations permit us to share this
information with our affiliates.

You do not need to call, or do anything as a resvit of this notice. It is meant to inform you of
how we safeguard your nonpublic personal financial information. You may wish to file this notice
with your insurance papers.

if you want to learmn more about the GLB Act, please visit our web siies at www.unum.com or
www.unum.com/colonial, or contact your insurance professional.

We value our relationship with you and strive to earn your continued trust.




Amended Bill Proposed by Representative Kasper
March 26, 2001

FIRST ENGROSSMENT
Fifty-seventh
Legislative Assembly FNGROSSED SENATE BILL NO. 2191
of North Dakota

Introduced by
Senators Krebsbach, Traynor

A BILL for an Act to create and enact 2 new subsections to 6-08.1-01, a new subsection to

section 6-08.1-02, g new section to chupter 10-04, a new seclion to chapter 26.1-02, and a new

section to Senate Bill No. 2127 as approved by the fifty-seventh Legistative Assembly of the

North Dakota Century Code, relating to disclosure of financial information by financial

institutions gnd the effective date of Section | of Senate Bill No. 2127; to aimend and reenact

section 6-08.1-01 of the North Dakota Century Code, relating to the definitions relating to

disclosure of customer information; to provide an effective date, to provide an expiration date,

and to declare an emergency.

BE IT ENACTED BY THE LEGISLATIVE ASSEMBLY OF NORTH DAKOTA:

SECTION 1. AMENDMENT. Scction 6-08.1-01 of the 1999 Supplement to the North
Dakota Century Code is amended and reenacted as follows:

6-08.1-01. Definitions. As used in this chapter:

1. “Customer” means any person who has transacted or is transacting business with, or

has used or is using the services of, a financial institution, or for whom a financial

institution has acted as a fiduciary with respect to trust nroperty.

2. “Customer information” means any nonpublic personally identifiable financial

information of a customer which is obtained by the financial institution by any means,

except for information that is publicly available,
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3. *Iinancial institution™ means any organization authorized to do business under state or
federal laws relating to financial institutions, including, without limitation, a bank,
including the Bank of North Dakota, a savings bank. « trust company, o savings and loan
association, or a credit union.

4, *Financial institution regulatory agency” includes:

1. The federal deposit insurance corporation.

b. The federal savings and loan insurance corporajon.
¢. The national credit union administration,
d. The federal reserve board.

. The United States comptroller of the currency.

(1]

The department of banking and financial institutions.

—
s

. The federal home loan bank board.

{13

5. “Governmental agency™ means any agency or departiment of this state, or any
authorized officer, employee. or agent of an agency or department of this state,

6. “Law enforcement agency” means any agency or department of this state or of any
political subdivision of this state authorized by law to enforce the law and to conduct or

engage in investigations or prosecutions for violations of law.

“SECTION 2. Two new subsections to section 6-08.1-0! of the 1999 Supplement to the

North Dakota Century Code are created and enacted as follows:

“Affiliate” means any company that controls, is controlled by, or is under comman contral

with another company.
"Nonaffiliated third party” means any entity that is not an affiliate of, or related by common

ownership or affiliated by corporate control with, the financial institution. The term does

not include a ioint employee of such a financial institution.”

SECTION 3. A new subsection to section 6-08.1-02 of the 1999 Supplement to the

North Dakota Century Code is created and enacted as follows:

A disclosure of customer information by a financial institution to a nonaffiliated third party,

if the disclosure is subject to rederal law on the date of the disclosure and the financial.

institution complies with applicable federal law in making the_disclosure.
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"SECTION 4. A new section to chapter 10-04 ol the North Dakota Centny Code is

created and enacted as follows:

Pisclesing customer infarmation, Every dealer, agent, investment adviser, federal
covered adviser, and investment adviser rapresentative 1s a financial institution for

purposes of chapter 6-08.1. relaling to disclosure of customer information. The
commissioner shall enforce compliance with this section

SECTION 5. A new section te chapter 26 1-02 of the North Dakota Century Code s

created and enacted as follows:

corporation, and health maintenance organization is a financial institution for purposes_of.
chapter 6-08.1, relating to disclosure of customer information. The commissiener shall.

enforce compliance with this section.

. SECTION 6. A new section to Senate Bill No. 2127, as approved by the filty-seventh

Legislative Assembly, is created and enacted as follows:

SECTION 3. EFFECTIVE DATE. Section | of this Act becomes effective on August

2003.”

1,20

SECTION 7. EFFECTIVE DATE. EXPIRATION DATE: Sections 1,4,5,6, 7 and

8 of this act became effective on July [. 2001, and Sections 2 and 3 of this act vecame effective

on August 1, 2003, Sections 4 and 5 of this act are effective through Julv 31, 2003 and after that

date are ineffective.

SECTION §. EMERGENCY. This Act is declared to be an emergency meusure.




CHAPTER 6-08.1
DISCLOSURE OF CUSTOMER INFORMATION

6-08.1-01. Definltions. As used In this chapter: O UR PG vT ( o) — U b

Wmeanéan person who has transacted or Is transacting business with,
or la using the services of, a financlal Institution, or for whom a financlal

Institubion has acted a8 & fiduciary with respect to trust property.

"Customer information” means either of the following:
a. Any original or any copy of any records heid by a financial Institution pertalning
:‘\)ng cudgtbmor’s re tlon);hlp the financial institution,

. Any information derived from a record described in this subsection.

"Financial Institution” means any organization authorized to do business under state
or federal laws relating to financlal institutions, including, without limitation, a bank,
including the Bank of North Dakota, a savings bank, a trust company, a savings rnd

loan association, or a credit union.

"Financlal Iinstitution regulatory agency” means any of the following:
a. The federal deposit insurance corporation.

b. The federal savings and loan insurance corporation.

2

The national credit union administration.
The federal reserve board.
e. The United States comptrolier of the currency.
f.  The department of banking and financial institutions.

g. The federal home loan bank board,

"Governmental agency” means any agency or department of this state, or any
authorized officer, employee, or agent of an agency or department of this state.

"Law enforcement agency” means any agency or department of this state or of any
political subdivision of this state authorized by law to enforce the law and to conduct

or engage in investigations or prosecutions for violations of (aw.

7. "Person” means any individual, partnership, corporation, limited liabllity company,
association, trust, or other legal entity.

6-08.1-02. Exemptions. This chapter does not apply to any of the following:

1. The preparation, examination, handling, or maintenance of any customer information
by any officer, employee, or agent of a financial institution having custody of such
information or the examination of such information by an accountant engaged by the

financial institution to perform an audit.

The examination of any customer information by, or the fumishing of custorner
information to, any officer, employee, or agent of a financial institution regulatory
agency solely for use in the exercise of his duties.
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3. The publication of data derived from custormer Information where the data cannot be
identified to any particular customer or account.

Any acts required of the financial institution by the ‘ntemal Revenue Code.

§. Disclosures &efmmed under the Uniform Commercial Code conceming the dishonor
of any negotiable instrument,

8. The exchange In the regular course of business of customer credit information
between a financial Institution and other firiancial institutions or commercial entitiv. 3,

directly, or through a customer reporting agency.

T~ -
. The release by the Industrial commission, In its capacity as the marneging body of %

the Bank of North Dakaota, of either of the following: | >

a. The name of anK person who, either directly or indirectly, has obtained q N 0‘17
i Jlob financing through the Bank of North Dakota. 2evv

0 ﬁ'ﬁ The amount of any financing oblained either directly or indirectly through the Vw} uc
‘\(‘W Bank of North Dakota. ‘ MWW

(\? \ \ 8. Anexamination, handling, or maintenance of any customer information by any
V‘U govemmental agency or law enforcement agency for purposas of verifying

Information necessary In the licensing process, provided prior consent is obtained

from the licensee and customer.

9. Disclosure nf customer information to a law enforcement agency or govemmental
agency pursuant to a search wamant or subpoena duces tecum issued in
accordance with applicable statutes or the North Dakota Rules of Criminal

Procedure.

10. Disclosure by a financial institution to the commissloner of agricutture that it has
given a customer notice of the avallability of the North Dakota agricultural mediation

service. AFR ek VouDFm

11, The disclosure by a financial Institution to any financial institution or other entity that
controls, is controlled by, or is under common control with the financial institution if
the financial institution or other entity receiving the information complies with section

6-08.1-03.

6-08.1-03. Duty of confidentiality. A financial institution may not disclose custorner
information to any person, govemmental agency, or law enforcement agency unless the
disclosure is made in accordance with any of the following:

1. Pursuant to consent granted by the customer in accordance with this chapter.

2. To a person other than a govemmental agency or law enforcement agency pursuant
to valid legal process.

3. Toa governmental agency or law enforcement agency pursuant to valid |
process in accordance with this chapter. oo
4, ;?;gtm purpose of reporting a suspected violation of the law in accordance with this
er.

5. For the purpose of notifying the commissioner of agriculture that a financial
institution has notified a customer of the availability of the North Dakota agricuttural

mediation service,
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. Amendments to 8B 2191 Adopted by North Dakota House

The amendments to SB 2191 adopted by the House simply extends the privacy

protections of the Gramm-Leach-Bliley federal law to commercial and ag customers. The

federal law only applies to consumer customers and financial institutions in the state, under the

amendment, will be required to provide their privacy policy and “opt-out” notice, if customer

information is shared with third parities, to all commercial and ag customers, in addition to

consumer customers. It is believed North Dakota is the only state to expand these privacy

protections to commercial and ag customers of financial institutions.

This amendment sunsets in two years in view of the anticipated recommendations

resulting from the interim privacy study under SCR 4019.

It is recommended that the Senate concur with the House amendments,

Independent Community Banks of North Dakota
North Dakota Credit Union Leagur.

North Dakota Bankers Association

North Dakota Professional Insurance Association
North Dakota Retail Association

American Insurance Association
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MEMORANDUM

Analysis of Final Regulations Impiementing the

Finapclal Privacy Provisions of the Gramm-Leach-Bliley Act

The Gramm-Leach-Bliley Act (the "Act"), which was signed by the President
and enacted into law on November 12, 1949,' substantially changes and reforms the X
regulation of the financial services industry. Title V of the Act establishes financial privacy
protections for retail consumers of financial institutions, and final regulations implementing
these protections have now been issued in virtually identical form by financial institution
regulatory agencies and the Federal Trade Commission.? (The privacy regulations are
collectively referred to in this memorandum as "the Rule".) The Rule technically takes effect
on November 13, 2000, but covered institutions are not obligated to come into compliance )

il iy L2OL -y LuiRemenr, of GCB

O The Act subjects financial insti requirement ardin
nonpublic personal information of their consumers, Ea jal instituti ust:

the

Clearly and conspicuously give notice to each consumer — at least once
each year for ongoing customers - of its policies for collecting and
sharing the consumer's nonpublic personal information.

! Gramm-Leach-Bliley Act, Pub, L. No. 106-102, 113 Siat. 1338 (1999); IL.R. Conf. Rep. No. 434,
106" Cong., 1* Sess. (1999).
2 Joint Final Rule - Privacy of Consumer Financial Information, 65 Fed. Reg. 35,161 (2000) (to be

codified at 12 C.F.R. Part 40 (Office of the Comptroller of the Currency), 12 C.F.R. Part 216 (Board of
Govemors of the Federal Reserve System), 12 C.F.R. Part 332 (Federal Deposit Insurance Corporation), 12
C.F.R. Part 573 (Office of Thrift Supervision); Final Rule — Privacy of Consumer Financial Information, 65
Fed. Reg. 31,721 (2000) (to be codifiel at 12 C.F.R. Part 716) (National Credit Union Administration); and
Final Rule - Privacy of Consumer Fianancial Information, 65 Fed. Reg. 3645 {2000) (to be codified at 16
C.F.R. Part 313) (Federal Trade Commissicn). The Securities and Exchange Commission version of the
regulation is expected to be issued shortly in substantially the same form as the other regulations. State
insurance commissioners, which have authority to issue regulations applicable to the insurance organizations
they regulate, have yet to issue proposed or final regulations — although ihe Act's statutory obligations

. appli~.ble to such organizations become effective on November 13, 2000.

#H
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(2) J Afford consumers cheicg le., the right to "opt out" of disclosures to (
non-affiliated third parties, subject to certain exceptions.

e No opt-out applies with respect to disclosures to affiliates.

(3) / Not disclose account acress information of consumers to third party
""" marketers.

@ Abide by regulatory standards to protect the security and

confidentiality of ii- consumers' nonpublic personal information,

These four new obligations are subject to enforcement by the financial institution regulators
and the Federal Trade Commission, depending on the type of financial institution involved,
In addition to the four new obligations imposed on financial institutions, the Act prohibits the
practice of "pretext calling” in which someone fraudulently obtains or causes the disclosure
of customer information from a financial institution by fraudulent or deceptive means. These
and other privacy provisions in the Act are explained in more detail below.

A, ¢ verage/Key De 0

The Act's privacy protections apply to the "nonpublic personal information" of
"consumers" and "customeis" of "financial institutions.” Because the Rule's definitions of

these key terms are expansive, the scope of the Act's privacy protections is broad.

. 1. "Financial Institution" N .18 ' ¢ \WwW¢ VOED
X ——————1 -

As defined by the Rule, the term "financial institution" means any institution
that is "significantly engaged in financial activitigs.” This definition clearly extends o any

kind of traditional, regulated ﬁnancxal company, mcludm banks bank holdm companies,

fingncial holding companies, sec rance agencies,
investment companies, thrifts. and credit upiops. But the definition also inciudes any other

type of business that is significantly engaged in financial activities, whether or not the
institution is regulated or otherwise considered to be a financial company. Thus, the Act's
new pnvacy restrictions will extend to such institutions as mortgage brokers, finance

companies, and check cashers.
m

In addition, the term "financial activities" means virtually any activity that is
permissible for a "financial holding company" (which is a new type of bank tholding
company created by other parts of the Act) and includes certain types of activities that are not
typically considered to be "financial." As a result, the Act’s restrictions wiil also extend to
tax preparation firms, financial data processors, and financial software companies.

Moreover, a company that engages pr/ narily in conimercial activitics, but also
engages "significantly” in finarcial activities, will be deemed to be a covered "financial
institution" with respect to the consumers of those financial activitics. For example, a

. retailer that issues its own credit card will be a covered "financial institution" with respect to (




—
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its credit card customers, but will not be directly subject to the Act's obligations with respect

to its general retail gotivitdes;

The Rule defines "consumer" and "customer” differently, and the ditference is

significant for purposes of the Act's obligations.
\Y

A "consumer" of a financial institution nieans an individual who obtains a

financial product or servicc from the institution primarily for personal, family, or household
purposes; it does not_include an te_e vidug' ~r gorporate business
t

customer, The Rule broadly defines this term to cover indivi.. ... wyo nl

occasional or isolated coptacts with a fipancial institution, such as someone who uses an

T otab where he or she is not a depositor, or someone who merely purchases
travelers' checks from an institution. The term also covers someong who merely applies to
Qbtain_a _financial product o servige (such 4s a loan), even if the person's application is

rejected,

A\\'customer" ' ' .., g.consumer whe
establishes a_continuing relationshin” with a_financial institution, such as a depositor,
borrower, or insurance policyholider.

’

The sign mer" and g "cu mer'" 1S
as follows. A financial nsiitu o+ de % gtice to_a mere
"copsumer" (one that is not a “customer") un int
individual's nonpublic personal information_to nonaffiljated third partics. Even if the
financial institution does intend to make such third party disclosures, it may provide a "short
form" notice to the consumer, and there is no obligation to p~ovide annual notices to the
consumer thereafter.

In contrast, a "customer” must be provided an initial privacy notice at the time
the customer relationship is established, whether or not the Tinancial institution plans to
disclose the customer's nonpublic personal information to others, and the short-form notice is
not permitted. Thereafter, the customer must also be provided annual privacy notices.

3. (" Nonpublic Personal Infc, ma@

The term "nonpublic personal information" (or "NPI") means any "personall
identi"able financial information" of a consumer that 1s obtained by the fipancial institution

Ez yirtually an i ise publicly available. The
efinition expressl ist, d ipti i ers ~— includin

publicly available information about those consumers — that is Jerived using ncunpublic
personal information.

Once again, the Rule construes these terms broadly. NPI does not have to be
"financial" in the traditional sense o 1bj eone's acg bal nt

L
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informati oL, It a[gg includes
nancnal institution, which would
consumer as_purche : :
information col}ectcd through an Internet "cookie."
In addition, the exception for publicly available information, while subject to

much debate, appears to be of little practicel use. This is so because any truly publicly
available information (such as a name or addiess) that is derived in any way fro.a NPI (e. g,
the names and addresses of customers or of f.eople who have certain payment histories) is
not subject to the exception — and most disclosures of publicly available customer

information %fact derived from NPI in some way.

\(9‘3 In short, NPI as ic atter i rs to include just about all personall

identifiable informatio ancial instituti in its possession pertaining to one of
its retall consumers.

" Nofice: Initial and Annual Disclosures NO‘(”C{? % C"“'SJ‘(HC’IIA

Under the circumstances described below, a financial institution must provide
notice of its privacy policies and practices to its consumers.

1. Contents of Notice

The Rule is quite specific about the types of information that must be
disclosed in privacy notices, which as a practical matter is likely to include the required “opt
out” disclosures that must also be provided to consuiners. As described in the next section,
the required information need not be exceptionally detailed. Nevertheless, a financial
institution’s careful analvsis of the types of information that must be provided in the initial
and annual privacy notices wiil provide a key starting point for determining the scope of its

compliance obligations under the Rule.
’ r

There are nine speci ' i i be included in both

the initial and annual privacy notices (other than the short-form potice);

@ Categories of NPI collected. Statement as to whether information is
collected from the consumer from applications or other forms; from
transactions that the consumer has with the financial institution, its
affiliates, or others; or from credit bureaus.

@ Categories of NPI disclosed to others. Brief desmptlon of the types
of information collected by the financial institution that is or may be
disclosed to other entities. This could be &ll consumer information
collected, or it could be a brief description of the types of information
collected directly from the consumer (e.g., name, address, income,
assets, etc.); the types of information collected from transactions the

consumer has with the institution or with others (e.g., payment history,

-4- E% ,
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institution may provide the first annual privacy notice at any time before December 31 of
year 2, and once each calendar year thereafter,

4.  Other Notice Issues

A holding company may own several different "financial institution”
subsidiaries within the same corporate family. These separate subsidiaries may have
common customers. In such circumstances, the Rule provides the holding company a chcice.
It may create a unified privacy notice that applies to all of its subsidiaries, and it may provide
a single unified notice to any person who is a consumer of more than one of the subsidiaries.
Or it may have different notices for different subsidiaries, which would mean that an
individual could receive more than one privacy notice from the same corporate organization.

Most corporate organizations will likely prefer to use a single, unified notce
in order to avoid confusing customers and in order to avoid the complexity of using multipie
databases for customers that choose to opt out. However, such organizations may not have
unified databases that would permit the creation and implementation of a unified privacy

notice.

Finally, it is currently estimated that approximately 40,000 entities qualify as
"financial institutions” under the Rule, and that approximately 2.5 billion privacy notices will
be sent to individuals next year. This large number reflects the fact that individuals typically
have relationships with many different "financial institutions,” and thus will receive many

difterent privacy notices. N

t Ja—
@ Choice; Customer "Opt-Qut’ of Disclosures to Third Parties 0‘!3 I A4

The Act's second basic privacy obligation for financial institutions is the
requirement that a consumer be afforded the right to prevent the disclosure of noapublic
personal information to a nonaffiliated third party — commonly referred to as the right to "opt

out."

1. General Requirement

A financial institution may not disclose nonpublic personal information to a
"nonaffiliated third party” unless—

@ o The financial institution clearly and conspicuously discloses to the consumer
that such information may be disclosed to the third party;

@ e The consumer is given the ‘opportunity to direct that the information not be
disclosed to the third party (the right to "opt out"); and

@ e The consumer is given an explanation of how to exercise the opt-out.
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The financial institution does not have to provide the right to opt out when the information is
provided to an affiliate, as opposed to a nonaffiliated third party. In addition, "nonaffiliated <)
third party" is defined as an entity that is not under common control with the financial @
institution, but does not include a "joint employee.” As a result, the opt-out need not be
provided if the financial institution provides the information to its employee who happens

also to be an employee of a nonaffiliated third party.

“ 2 GenenExceptions B Nofice = 0PT —odT

There are a number of significant exceptions that permit g fingncial institution
to_disclose NPI to third parties regardless of the consumer’s opt-out preference. These
general exceptions are intended to address situations, among others, where the disclosure is:
necessary to process a transaction requested or authorized by the customer (e.g., making a
payment§ necessary to effect, administer, of ggfggcg a transaction, made with the specific
consent of the consumer; made to protect a@lst fraud; made to a gopsumer repnling

SgENCY; made in connection with a merger or sale.Qf the financial jnstitution; made to

comply with a regulgtory mvesn?auon, made to lawyers and auditors; and other
circumstances where an opt out would not be practical or uxpected to be provided.

3.  Service Provide Marketing Exceptio )7"20 7¢e #M ’Fn JCM/“
In addmon to the general exccptnons, an egggemlgg {0 the opt-out requirement
p lje: where a fin n prma ion to a no ] '

PR
(. rform service ial. Such services of the third party may
include marketing of the financial institution’s own products. In addition, the exception

covers disclosures to third parties pursuant to joint marketing arrangements with other
financial instituticus (under which the two financial institutions jointly offer, endorse, or

sponsor a financial product or service).

The service provider/joint marketing exception is different from the general
exceptions in two ways. First, disclosures made under the service provider exception are
subjact to a special notice requirement: one of the nine mandatory items in the privacy
notice requires (a) a description of the categories of NPI disclosed under this exception; and
(b) a statement as to whether the third party receiving the information performs marketing
services for the financial institution, or is another financial institution with whom the first
financial institution has a joint marketing agreement. Second, a financial institution may not
take advantage of the service provider/joint marketing exception unless it enters into a
contract with the third party that generally prohibits the entity from disclosing or using the
NPI it receives other than to carry out the purposes for which the information was disclosed.

4, Form and Timing of Opt-Out Notice

A financial institution’s disclosure of the consumer’s right to opt out -- the
opt-out notice -- may be included as part of the initial and annual privacy notice, and it is

anticipated that most institutions will do so. That is, as described above, one of the nine %
mandatory items in the privacy notice is a description of the consumer’s right to opt out, and

-9-
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not otherwise regulated as a "financial institution,” as well as over any nonfinancial (
institution recipient of NPI from a financial institution under the re-disclosure and re-use
restrictions.) As noted previously, these regulators have issued virtually identical versions of
the Rule to implement the new statutory provisions. Each regulatory agency may enforce
both the statute and Rule with respect to financial institutions under their respective
jurisdictions using the general enforcement powers granted to them under their enabling
statutes. The Act did not, however, create a private right of action for consumers as a

remedy foryjplations of the Act or the Rule,
o. Catnson etz Stotes Cag De Bt
oPT- NV

The Act generally provides that the new federal privacy provisions will
preempt only those state laws that_are mggnsnstent with the new federal laws. But such
preemption will not awwwwwww

:xseptionapoly

law, as determined IJVM However, this preem ti
Only to the Ae7s jvagy provisions, No vacy provisions ot Title V of

a ects federal preemption provisions in other statutes, including the preemption provisions
of _the FCRA, As a result, notwithstanding arguments to the contrary, the FCRA's

preemption of state restrictions on information sharing among affiliated companies remains
mtact with respect to any state law passad before January 1, 2004 (including new state law
“opt in” res

Effective Date

As mentioned previously, the effective date of the Rule is technically
November 13, 2000, but financial institutions are not required to be in compliznce until July
1, 2001. This later date 1s a bit misleading, however, at least for those institutions that will
want to share NPI with nonaffiliated third parties as of that date with respect to customers
who have not opted out. In order to share a customer’s NPI as of that date, a financial
institution will have had to have sent opt-out notices to customers at least 30 days before the

July 1 deadline in order to provide customers with a reasonable opportunity to opt out, as
required by the Rule.

H.

In addition, the financial institution must have a system in place that allows it
to comply with a consumer’s opt out direction “as soon as reasonably practicable” after the
financial institution receives it. The estimated amount of time it takes to enter a consumer’s
opt-out choice into its compliance system must be tacked on to the 30-day period in order for
financial institutions to have a credible database that reflects consumer opt-out preferences as
of July 1, 2001. That additional time could prove to be substantial in the initial stages of
compliance with the privacy Rule. If so, a financial institution could be forced to begin
sending the privacy/opt-out notices to customers by April or May of 2001 in order to be in a
position to share (or continue to share) NPI with nonaffiliated third parties as of the July 1,
2001 effective date,

-14-




fall within the opt-out notice requirement, and a clarification that the term

“nonpublic personal information" does not encompass lists or descriptions derived v
without using any nonpublic personal information.

Smaller financial institutions fought hard in Conference for the expansion of the
notice and opt-out requirements to include affiliates of financial institutions as well as third
parties, arguing that permitting information to be freely shared among affiliates places them at a
competitive disadvantage. Although they were supported in this effort by consumer groups,
privacy advocacy groups and initially, the Administration, the compromise ultimately did not
expand upon the structure agreed to in the House. The result of their effort is hortatory language
in the Conference Report urging that “agencies and authorities described in section 504(a)(1)
should take into consideration any adverse competitive effects on small commercial banks,
uirifts and credit unions.”

As an accommodation to certain software manufacturers, the GLB Act also
inicludes hortatory language allowing that agencies and Departments may permit by regulation
disclosures in an “‘encrypted, scrambled, or similarly coded form”.

B.  Overview ovégv‘,@u Va1 6(—[3

The Title V privacy provisions of the GLB Act now include the following;

/. . A new "affirmative and continuing" obligation to safeguard privacy applicable to
all firms that engage in financial services (not just banks or traditional finance
. service providers), as well as to firms engaged in activities "incidental" to

financial activities.

Q, o A requirement that each financial regulator establish "standards” to implement
this privacy obligation.

N ® A general privacy disclosure to consumers about the institution's privacy policy,
including its policies concerning information sharing with affiliates and third
parties, which is required upon opening an account or beginning a relationship
and reiterated not less than annually. A separate opt-out disclaimer with respect to
the transfer of information to unaffiliated third parties also upon the opening of an.’
account [or beginning of a relationship) and not less than annually thereafter, *

I»f . A prohibition against transfers of "nonpublic personal information” to unaffiliated »
third parties, unless the possibility of such cransfers and the option to opt-out are -
disclosed and the customer has been given the opportunity to "opt-out". ‘

; J Numerous specific exceptions that permit disclosures to third parties withouta;
providing notice or opportuaity to opt-out.

G A mandate that the bank regulators, the NCUA, the Treasury and the SEC, in
consultation with the FTC and representatives of state insurance regulators,
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engage in separate "coordinated” rule-makings to detail how the two disclosures
should be provided and what they should include.

/I. . A requirement that the Treasury Department study information sharing practices
among financial institutions and their affiliates.

7 A prohibition against the practice of "pretext calling” that includes criminal
sanctions,

C. Duty to Protect Consumer Information
Sec. 501 (pp. 99-100)

The privacy provisions of the GLB Act impose on each "financial institution” an
“affinnative and continuing obligation to respect the privacy of its customers and to protect the
security and confidentiality of those customers’ nonpublic personal information.” Section
501(a). To accomplish this goal, the GL.B Act requires each functional regulator to issue
“appropriate standards for the financial institutions subject to their jurisdiction" to insure “the
security and confidentiality of customer records and information;" to protect against “any
anticipated threats or hazards to the security or integrity of such records;” and "to protect against
unauthorized access to or use of such records or information which could result in substantial
harm or inconvenience to any customer."

This is a broad mandate that each functional regulator will have to interpret, and the Act
provides no means for ensuring consistent interpretations, Moreover, it is not clear whether the
term "standards" necessarily requires rulemaking, It is quite possible that a regulator could issue
a loose directive to protect the security and confidentiality of customer records, while another
could issue detailed regulations covering a wide range of activity.

. The term "consumer" is defined as "an iadividual who obtains, from a financial 0 Otv;”
v institution, financlal products or services which are to be used primarily for personal, famil or M
' household purposes, and also means the legal representative of such an individual.”

D. Opt-Out for Tmm-,,ﬂgr% Sharlnﬁ -
ec, 502 (pp. 100-102), Sec. 5 p. 107-108) d P 7' g (/7:
As noted above, the most publicized and controversial part of the pnvacy provnsrons of
the GLB Act is its requirement that f‘mancml mstrtutions may not disclosure " Tt

consumers and the opportumty to opt-out prior to such third pany sharing. The Act provxdcs that v’
such notice must be provided “clearly and conspicuously,” in “writing or in electronic form,0
other form permitted by regulation.” The notice must provide consumers with an explananon 0
how to direct that their information not be disclosed, and an opportunity to exercise this optron."
prior to disclosure to an affiliated third party.

"Nonaffijliated third " is defined to mean any entity that is not an affiliste of or ©
the financial institution. ,

related by common owpershiip or affiliated by corporate control with,
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L General Exception for Marketing and Servicing
Sec. 502(0)(2) (p. 100)

o The GLB Act provides a general exception for providing nonpublic personal &,
information to third parties to perform gervi ctions alf of the ial institution™
c'oo 0 cover transfe NECEC ) (0] et il s i

} d 24 O . d d 1] {]
However, these transfers must be fully disclosed to _ ({ .
cgn§mgm, and financial institutions must ent=r into contractual agreements with the third parties’
that Tequire the third parties to "maintain the confidentiality of such information."”

2, Specific Exceptions
| Sec. 502(e) (p. 101), Sec. 509(7) (p. 107) A ‘F.F, , , 0‘/6§
The GLB Act further provides a number of specific exceptions for circumstances

that do not ta e v blic
personal data to some third parties, However, if any third party disclosure does not fall

completely within one or more of these exceptions, then the notice and opportunity to opt-out

iust be provided. These include the following circumstances:  Ng Ao #1C.E ngy,p&b

ue IR

v /. Transfers "as necessary to effect, administer, or enforce a transaction requested or
) authorized by the consumer" in connection with servicing or processing a

K. financial product or service, maintaining or servicing the consumer’s account, or a
proposed or actual securitization, secondary market sale or similar transaction.  ,~
("As necessary to effect, administer, or enforce the transaction” is defined in

detail in Section 509(7).)

° 2. Transfers made with the consent or at the direction of the consumer.

. 3 Transfers made to protect the confidentiality or security of a consumer’s records,
* to protect agains® fraud, unauthorized transactions, for required institutional risk
control or other liability, or for resolving customer disputes or inquiries.

* t/ Transfers to persons holding a beneficial interest relating to the consumer, or to
persons acting in a fiduciary or representative capacity on behalf of the consumer.

o »r. Transfers to provide information to an insurance rate advisory organization,
guaranty fund or agency, a credit rating agency, and to permit the assessment of
the financial institution's compliance with industry standards.

. (, Transfers to the financial institution's attorneys, accountants and auditors.

® ,’ Transfers permitted or required under other laws and in accordance with the Right s
* to Financial Privacy Act of 1978, to law enforcement agencies (including federal
functional regulators; the secretary of the Treasury with respect to the Bank

Secrecy Act, state insurance authorities or the Federal Trade Commission), self-
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regulatory organizations, or for an investigation on a matter related to public
safety.

. 8 * Transfers to a consumer reporting agency, and transfers from a consumer report
produced by a consumer reporting agency in compliance with the Fair Credit ./
Reporting Act, iu accordance with interpretations of such Act by the Board of
Governors of the Federal Reserve System or the Federal Trade Commission.

. q. Transfers in connection with a sale, merger, transfer, or exchange of all or a
portion of the business or operating unit of the financial institution if the
disclosure concerns only customers of that business or unit.

* /a To comply with federal, state, or loca! laws, rules, and to comply with civil,
criminal, or regulatory investigations, federal, state or local summons or
subpoenas or to respond to judicial process of government authorities with
jurisdiction over the financial institution under these authorities.

3. Limits on Reuse of Information
Sec. 502(c) (p. 100}

Unaffiliated third parties that receive nonpublic personal information from. a
financial institution for any purpose (including pursuant to the exceptions set forth above) may
on]y disclose such information if "such disclosure would be lawful if made dlrectly to such other

person by, the financial institution." This effectively makes third parties that receive nonpublnc
personal information from financial institutions subject to the these provisions of the law. ’

4. Prohibition on Sale of Account Information for Telemarketing
Sec. 502(d) (pp. 100-101)

The GLB Act includes a provision to address the kinds of abuses involving the
sale of customer account information to third party telemarketers that have recently received so
much publicity. Disclosures of account numbers or similar access numbers or credit card
numbers or access codes information to third parties for use in telemarketing, direct mail
marketing or other marketing through electronic mail is expressly prohibited.

E. Disclosure of Privacy Policy and Procedure
Sec. 503 (p. 102)

Each financial institution is required by the GLB Act to m.ke certain required dxsclosurcs’
of its privacy policies to each consumer, both at the time of establishing a customer relationship ;4
and then “not less than annually” during the continuation of the relatmnsth These disclosures,
which must be clear and conspicuous, may be made either in writing or in electronic form or 1737
other form authorized by regulation, must set forth the institution’s privacy policies and practices ¥

and must include:
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Act to clarify that the federal banking agencies have the authority to issue regulations “as
necessary" to detect and enforce privacy violations that may occur during the transfer of, and

process of correcting information given by banks to reporting agencies.

H. Relation to State Privacz Laws " S‘,ﬁ m Cau PﬂdTé(‘f
30T ) Privaty

h

wi e provisions of the Actandthen onlv to the gxtent of the inconsistencz.

explicitly states that st i consi

io
inconsistent with federal law for thesg purposes if the protection such state ~

W--—Wﬂimd bﬁt ¢ Federal Trade ggmmissic;n,
after consultation with the agency or authority with jurisdiction under section 505(a) of ...
either the person that initiated the complaint or that is the subject of the complaint, on its
own motion or upon the petition of any interested party."

(8

This provision was adopted in Conference with the support of consumer groups and
privacy advocates. It may effectively undermine the force of Title V as a nationa! standard, and .
cause the privacy debate to resume in various state capitals. This was the stated intention of its .-
supporters, and state attorney generals may examine ways to correct what they perceive as the

inadequacies of the federal law,

However, an obscure provisicn of the Fair Credit Reporting Act ("FCR Act")could prove
to be an obstacle to state action on the privacy issue with respect to information sharing among
affiliated institutions. Section 1681 of the FCR Act states " no requirement or prohibition may
be imposed under the laws of any State with respect to the exchange of information among
persons affiliated by common ownership or common corporate control." It is not clear whether
this provision, which has not been tested in court, will impede efforts by the states to legislate in

this area.

L. Study of Information Sharing Among Financial Affiliates
Sec. 508 (pp. 105-106)

In lieu of any restrictions on information sharing among affiliates of FHCs, the GLB Act Bl
directs the Treasury, in conjunction with the federal functional financial regulatory agencies and
the FTC, to conduct a comprehensive study of current information sharing practices among | <R
financial institutions and their affiliates and unaffiliated third parties, and to report to Congress
with its findings and recommendations for legislative or administrative action by January 1,"

2002. In conducting this study, the Treasury is directed to consult with representatives of the '™
state insurance authorities, etc, However, in his statement at the signing of the bill, President .' L
Clinton announced that he was directing the National Economic Council to work with Treasury
and Office of Management and Budget to complete the study and recommendations next year, »
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J. Definitions
Sec. 509 (pp. 106-108)

1 "Financial Institution”

The definitions make clear that these provisions are intended to be applied to all
institutions participating in the delivery of financial services to customers, The term “financial
institution” is defined to be “any institution the business of which is engaging in financial
activities as described in new Section 4(k) of the Bank Holding Company Act of 1956."
Specifically excluded from the definition of "financial institution" are persons or entities subject
to the jurisdiction of the CFTC, the Federal Agricultural Mortgage Corporation or any entity
chartered and operating under the Farm Credit Act of 1971.

2. "Consumer"

It defines a "consurner” as "an individual who obtains, from a financial jnstitution
financial products or services which are to be used pnmagly for persopal. family, or household

purposes, and also means the legal representative of such an individual." The definition makes
expixclt ﬁat Section 502 and 503 privacy notice provisions apply only to retail transactions with
individuals.= and do not apply to corporate or business data or business customers.
K. Pretext Calling
Sec. 521-527 (pp. 109-113)

Subtitle B of Title V incorporates the provisions protecting consumers from the "identity
fraud" that had been added to the Senate bill by Senator Sarbanes. The Act provides civil and
criminal penalties for those who obtain personal information by fraud or deception from either an
individual or a financiu wstitution. The Act also grants new enforcement authority to the FTC.

The Act specifically prohibits any person from obtaining or attempting to obtain
customer information relating to another person by making a "false, fictitious, or fraudulent
statement or representation” to an employee or agent of a financial institution, a customer of an
institution, or through the use of a forged or false document to such an institution. Moreover,
requesting another person to obtain personal financial information in a manner that violates this
section is also a violation under the Act. The Act excepts law enforcement agencies and
insurance institutions investigating insurance fraud from the reach of these provisions, and
provides exceptions for financial institutions in certain circumstances including testing security
procedures, investigating allegations of misconduct on the part of an employee and recovering
customer information of the institution which was obtained or received by another person,

The Act provides that the identity fraud provisions will be enforced by the FTC "in the
same manner and with the same power and authority as the Commission has under the Fair Debt
Collection Practices Act."” Sec. 522(a) The fednral banking regulators are also authorized to
enforce compliance by institutions under their respective jurisdictions.
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