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Project Overview

e Security Assessment conducted August-
September 2007

4 Project Tasks
o External Vulnerability Assessment

* Internal Vulnerability Assessment
 Penetration Test

o Application Security Assessment
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External Vulnerability Assessment-
Overview

 Conducted August 13-22 2007
e Passive Mapping

— Internet searches

 Personnel (emails, phone numbers, key
personnel)

e Documents
e Network Assets

« WHOIS & DNS gqueries

— Open source research is virtually
undetectable by target

— Information gathered is available to anyone
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External Vulnerability Assessment-
Overview

e Active Mapping
— Port scanning
 |dentify available systems and services

— Automated scanners and manual checks
 |dentify vulnerabilities
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External Vulnerability Assessment-
Results
 Vulnerability Findings
e Great improvement over 2005 results

« K12/EDU scanned but results not fully analyzed

e 313 systems State Agencies or organizations
found to have at least one vulnerability

e 10 high risk/2 medium risk/4 low risk
 Vulnerabilities could be classified as:

* Missing OS or Application Patches
« Architectural Design
 Misconfigured Systems or Applications
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External Vulnerability Assessment-
Results

e General Recommendations

 Review Content Available on Publicly
Accessible Servers

o Filter Inbound Access to All State Systems

« Ensure Segregation Between K12/EDU and
State Networks
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Internal Vulnerability Assessment-
Overview

« Conducted August 27-September 5 2007

 Similar Methodology to External
Assessment

ldentify vulnerabilities and security
misconfigurations

Automated scanners and manual checks

— ldentify risks to systems and data
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Internal Vulnerability Assessment-
Results
 Vulnerability Findings
e Great improvement over 2005 results

o 427 systems at State Agencies or organizations
found to have at least one vulnerability

e 29 high risk/8 medium risk/4 low risk
 Vulnerabilities could be classified as:

 Missing OS or Application Patches
« Architectural Design
 Misconfigured Systems or Applications
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Internal Vulnerability Assessment-
Results

e General Recommendations

Segment Public Facing Servers from Internal
Network

Internal Segregation of Critical Servers and
Development Systems

Include Applications in Formal Patch
Management Program

Implement Outbound Access Control

Require use of Encrypted Protocols for
Remote Management
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Penetration Test- Overview

 Conducted September 5-10 2007
e Emulate realistic & current threats

— Gain access to systems
e Technical means & social engineering
 Exploit discovered vulnerabilities

— Find legitimate vulnerabilities not identified
by conventional methods

— Fully Validate findings
 Test Response Procedures
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Penetration Test- Overview

e Social Engineering
— Gain access to systems and/or information

— Sensitize user population and administrators to
hacker techniques

* Phishing
» Client-side exploits
* Pretexting
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Penetration Test- Results

* Direct Exploitation

—ldentified 9 systems to target based on
vulnerability assessment results

—Unsuccessful in exploiting 8 of the
systems

—Successfully exploited one system and
created an account with administrator
privileges
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Penetration Test- Results

Phishing email #1

d ndwebmall .com doma|n I New Webmail Server - Message (HTML) E]
. “ ” : Fle Edt Wiew Insett Formak  Tools  Ackions  Hel
* Sent ~110 emails from “ITD '°

i -daReply | FEReply to ll | i3 Forward | o | b | ¥ |83 X |4 -9 - A @ B
° D| rects users to From:  ITD [itd@ndwebmail. corn] Sent: Wed 9/5/2007 7:57 AM

To:

“new” web mail site cc

Subject:  Mew Webmai Server

Thie to increased demand, TTD has zet up an additional 1S Outloolk webmail server. Your
account has been moved over to this second webmail server. This server can be reached wia
hitps findwebmail gov. In the future, please use this new server for your webmaitl access.
Please try again later if your account is not yet active. Thank youl

The TTD Customer Support Team
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Penetration Test- Results

&1 Microsoft Outlook Web Access - Microsoft Internet Explorer Q
P h iS h i n e ai I #1 File Edit “ew Favortes Tools Help l‘E
g I I I _’,1 Back ‘_) @ @ ,_;j /'ﬁ Search \—;‘.\_\» Favarites e} E__’: ¥ :,;- @ o _J ﬁ .ﬁ
Address | https: e, ndwebrnail, corn/findes, html |:l G @

» Fake OWA site controlled by
Test Team

» SSL encrypted

« 1 user entered credentials ' Oa e e
ey . Laoutioo €D ACCESS
[} Reported to ITD Wlthln 3 . Provided by Microsoft Exchange Server 2003

hours of first email being |
S ent | IIZIient {what's this?)

(%) Premium
1Fi () Basic
* ITD notified users of L S
(%) Public or shared computer

fraudulent email 8

@ Done Unknown Zane (Mixed)
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Penetration Test- Results

-1 ESPN MFL Gameda‘y Fan j«ppreciati'on Giveaway - Message tHTML] g@
! File Edit ‘iew Insert  Format  Tools  Actions  Help

PhlShlng email #2 digmenly | CgReytoal | Forard | f o e |G X |- 7oA @8

From: memberservices [memberservicesi@espn-sweepstakes.com] Sent:  Thu 9y6/2007 6:27 AM

Ta:

b SW e e p S t ak eS O ff e r f r O m gﬁl;ject: ESPM MFL Gameday Fan Appreciation Giveaway
“ESPN”

* Sent ~330 emails

e Directs users to malicious N GREEN BAY PACKERS
. ')
website CHIEAGD BEARS

e 7 different attempts to
access Webpage ESPN NFL Gameday Fan Appreciation Giveaway

Jnin thousands of crazed Packer fans at Lambeau Field on October 7, 2007 to watch
Green Bay square off against the Chicago Bears! Go to http: Afwww . espn-sweepstakes.com
° f I | and enter our 2007 Fan NFL Gam_eda\; Fan Appreciation Giveaway. Inst_antl\,r win two fre_eJ

NO S u CceSS u eXp OItS roundtrip tickets from anywhere in the continental US to Green Bay, Wisconsin along with
two 50-yard line tickets to this classic NFC Morth matchup.

b Em al I n Ot repo rted ESPM.com is a direct link to the most comprehensive coverage of your favorite teams and

gives instant access to sweepstakes, contests, and games. Have you ever wanted to run
your very own sports franchise? Check out ESPMN.com Fantasy Games and youll be
managing your way to a league title in no time. ESPM.cam offers free and premium games in
virtually every sport, from football and baseball to college hoops and stock car racing.

ESPM Member Services

E2] . [EX
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Penetration Test- Results

Phishing email #2

1. Testteam sends
emails to targeted
s ers .

2. User clicks link in email — opens maliciows web page

]
3. Buffer owverflow exploit in |IE sent to user viaweb page ——

o

44— Shellcode executes and_ge

= back remote shell user system

M aliciouswWeh Serer

joe.user@nd goy
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Penetration Testing Results

 General Recommendations
 Education of users on social engineering
techniques

« Ensure servers and desktops kept current on
all operating system and application patches
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Application Security Assessment-
Overview

Conducted August 22-September 5 2007
Targeted PeopleSoft Financials application

End-to-End Assessment of all Application
Components

Automated scanners and manual checks
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Application Security Assessment-
Results

 Vulnerability Findings
o Security of the application is very strong
* 1 high risk/1 low risk
 Vulnerabilities could be classified as:

* Missing OS or Application Patches
« Architectural Design
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Application Security Assessment-
Results

e General Recommendations

« Ensure systems hosting application are kept
up to date

 Prevent simultaneous logins
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QUESTIONS




