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NORTH DAKOTA LEGISLATIVE MANAGEMENT
Tentative Agenda

INFORMATION TECHNOLOGY COMMITTEE

Monday, March 16, 2020
Roughrider Room, State Capitol
Bismarck, North Dakota

Call to order
Roll call
Consideration of the minutes of the October 24, 2019, meeting

CYBERSECURITY
Presentation by Ms. Deborah Blyth, Chief Information Security Officer, Colorado
Governor's Office of Information Technology, regarding a ransomware attack on the
Colorado Department of Transportation and cybersecurity best practices for state
agencies

Presentation by representatives of the Information Technology Department (ITD)
regarding North Dakota's cybersecurity status, including:

* The ability of the state to defend against cybersecurity attacks
» Cybersecurity insurance coverage for the state and political subdivisions

» Cybersecurity and minimum security requirements for state and political subdivisions
using the statewide technology access for government and education network

» State policies regarding cybersecurity attacks and related disaster declaration
authority, criminal penalties, and options.to recover data stolen in a ransomware
attack

* A list of North Dakota state and local government ransomware attacks known to the
public

Committee discussion

REPORT FROM THE CHIEF INFORMATION OFFICER
Presentation by representatives of ITD regarding:

* The department's. annual report pursuant to North Dakota Century Code Section
54-59-19

A report regarding the coordination of services with political subdivisions and the
North Dakota University System pursuant to Section 54-59-12

» An update regarding state geographic information system projects and activities

 Other ITD activities

Recess

LARGE PROJECT REPORTING
Presentation by representatives of ITD regarding the most recent quarterly summary
status report on large information technology projects, and project startup and closeout
reports completed since September 2019

Project Startup Reports
» Department of Human Services - Budget planning and forecasting system

* Department of Human Services - Eligibility system - Release 3

» Department of Transportation - Driver's license project

Information Technology Department - Palo Alto toolset implementation
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* Information Technology Department - North Dakota Health Information Network
(NDHIN) - Phase 2

» Workforce Safety and Insurance - MyWSI enhancement - Release 3

Project Closeout Reports
* Department of Public Instruction - ND Foods 4.0

* Information Technology Department - NDHIN - Phase 1
» Workforce Safety and Insurance - MyWSI enhancement - Releases 1 and 2
» Workforce Safety and Insurance - Claims and policy system replacement - Release 6

Other Project Reports
» Secretary of State - File 2.0

EDUCATION-RELATED INFORMATION TECHNOLOGY UPDATES

Presentation by Mr. Darin King, Vice Chancellor for IT/Chief Information Officer, North
Dakota University System, regarding:

* The most recent quarterly summary status report on large information technology
projects

» Areport regarding the coordination of services with ITD pursuant to Section 54-59-12

* An update on the development of systems to allow higher education students to
register for classes using mobile devices

STUDY OF BLOCKCHAIN IN STATE GOVERNMENT
Presentation by the Legislative Council staff regarding an update of the committee's
study of blockchain in state government

Presentation by Mr. King regarding higher education blockchain and distributed ledger
technology initiatives and possibilities

Committee discussion

VENDOR LIABILITY
Presentation by Mr. Tag Anderson, Director, Risk Management Division, Office of
Management and Budget, regarding a bill draft related to vendor liability

Comments by interested persons
Committee discussion

HEALTH INFORMATION TECHNOLOGY
Presentation by a representative of the State Department of Health regarding the
department's cloud migration project

Presentation by representatives of ITD regarding health information technology,
including:

» An update of organizations and databases sending and receiving data to the NDHIN
* The number of providers not participating in the NDHIN
* Fees paid by ITD to be members of national health information networks

OTHER
Presentation by representatives of ITD regarding an update of strategic and business
continuity planning

Comments by interested persons
Committee discussion

Adjourn



Committee Members
Representatives: Corey Mock (Chairman), Glenn Bosch, Shannon Roers Jones, Nathan Toman, Don
Vigesaa, Robin Weisz
Senators: Kyle Davison, Merrill Piepkorn, Larry J. Robinson, Shawn Vedaa, Terry M. Wanzek
Citizen Member: Shawn Riley

Staff Contact: Levi Kinnischtzke, Fiscal Analyst



